Installing Browser Security
Plus on AWS

A step by step guide
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Steps to install Browser Security Plus on AWS

1.Login to AWS console and Select EC2

2.Add Tags and Select Launch Instance
3.Choose AMI(OS)

4.Choose instance type

5. Add storage

6. Configure Security Group, review and Launch
7.Connect to your Instance

8. Download, Install Browser Security Plus

9. Start and Access Browser Security Plus
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1. Login to AWS console and Select EC2

History [Finad Select EC2 fromthe options under compute B
EC2 o -
Console Home Compute & Robotics Analytics Business Applications
VPC AWS RoboMaker Athena Alexa for Business
AWS Auto Scaling Lightsail & EMR Amazon Chime &
RDS ECR CloudSearch WorkMail
ECS son  Blockchain Elasticsearch Service
EKS Amazon Managed Blockchain Kinesis
Lambda QuickSight @ @ End User Computing
Batch e Data Pipeline WorkSpaces
Elastic Beanstalk QG salite AWS Glue AppStream 2.0
Serverless Application Repository Seound Stahon MSK WorkDocs
WorkLink
f@] Storage [g] Menagement 8.Goyermance @ Security, Identity, & Compliance
s3 AWS Organizations 1AM @ Internet Of Things
EFS CioudVieich Resource Access Manager loT Core
FSx AWS Auto Scaling Cognito Amazon FreeRTOS
S3 Glacier Cloudkomeation Secrets Manager loT 1-Click
Storage Gateway CloudTre GuardDuty loT Analytics
AWS Backup Config Inspector 10T Device Defender
OpsWorks Amazon Macie & IoT Device Management
Service Catalog AWS Single Sign-On loT Events
& Database systoms Manager Certificate Manager loT Greengrass |
RDS Tusted Advisor Key Management Service loT SiteWise ‘
DynamoDB Managed Services CloudHSM IoT Things Graph
ElastiCache Controlowes Directory Service
Neptune AWS License Manager WAF & Shield . e
A close
| . )|

2. Add Tags and Select Launch Instance

ECZ » Instances » Launch an instance
v Summary

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

Number of instances Info

following the simple steps below.

Software Image (AMI1)

Microsoft Windows Server 2022 ...read more
Name and tags o ami-0d86c69530d0a048e
Virtual server type (instance type)

Name
m4.xlarge

Browser_Security_Plus | Add additional tags

Firewall (security group)

New security group
v Application and OS Images (Amazon Machine Image) o Storage (volumes)

An AMI is a template that contains the software configuration {operating system, application server, and applications) required to 1 volume(s) - 30 GIB
launch your instance. Search or Browse for AMIs if you don’t see what you are looking for below

@ Free tier: In your first year includes 750 X
hours of t2.micro (or t3.micro in the

search our full catal el g f ic 1 05 image: R e :
Q, search our full catalog including 1000s of application and OS images Reglons In which +2.micro is unavallable)

instance usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 million
10s, 1 GB of snapshots, and 100 GB of

Recents Quick Start
bandwidth to the internet.
Amazon mac0s Ubuntu Windows Red Hat ‘ S Q
Linux
D Browse more AMIs Cancel o lnch e
aws = ubuntu® 5 Microsoft o, RedHat In ing AMIs fror
Mac AWS, Marketple Review commands
— the Community
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3. Choose AMI(OS)

Q

v
Microsoft Windows Server 2022 Base Free tier eligible =18
ami-0d86c69530d0a048e (64-bit (x86)) v

Virtualization: hvm  ENA en

d:true  Root device type: ebs

Microsoft Windows Server 2022 Core Base Free tier eligible
ami-OfdebA9f47e90dd0g (54-bit (xB6))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Microsoft Windows Server 2019 Base Free tier eligible
ami-0ab05a04b66a879af (64-bit (xB6))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Microsoft Windows Server 2019 Core Base Free tier eligible
ami-07855095738733284 (64-bit (xB6))
Virtualization: hvm ~ ENA enabled: true  Root d

Microsoft Windows Server 2016 Base Free tier eligible
ami-0004072b3e1ba55f6 (64-bit (xB6))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Microsoft Windows Server 2016 Core Base Free tier eligible
ami-06a1da2a231f90821 (64-bit (xE6))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Microsoft Windows Server 2022 Base Free tier eligible
ami-0dB6c69530d0a048e (64-bit (x86))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Description

Microsoft Windows Server 2022 Full Lecale English AMI provided by Amazon

Architecture AMI ID

64-bit (x86) ami-0d86c65530d0a048e

4. Choose Instance type

> Browse more AMIs
aws & ubuntu® Microsoft || @} RedHat Inctuding AMIs from
3 Mac AWS, Marketplace and

| 7 | L the Community

Amazon Machine Image (AMI)

Microsoft Windows Server 2022 Base Free tier eligible
ami-0dB6c69530d0aD48e (64-bit (x86)) v
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Description

Microsoft Windows Server 2022 Full Locale English AMI provided by Amazon

Architecture AMIID

64-bit (x86) ami-0d86¢69530d0a048e

— Q max X

md4.xlarge

Family:m4  4vCPU 16
On-Demand SUSE pricing: 0.3 USD per Hour o
On-Demand Windows pricing: 0.384 USD per Hour

On-Demand Linux pricing: 0.2 USD per Hour

On-Demand RHEL pricing: 0.26 USD per Hour md |argE=

B Memory  Current generation: true

m4.xlarge

Family:m4  4vCPU 16 GiB Memory  Current generation: t @ Al generations
On-Demand SUSE pricing: 0.3 USD per Hour A

On-Demand Windows pricing: 0.384 USD per Hour

Compare instance types

On-Demand Linw pricing: 0.2 USD per Hour
On-Demand RHEL pricing: 0.26 USD per Hour

¥ Key pair (login) inwe
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance

Key pair name - required

Select v C Create new key pair

For Windows instances, you use a key pair to decrypt the administrator password. You then use the decrypted password to connect to

your instance
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5. Add Storage

¥ Configure storage inro Advanced

GIiB | gp2 ¥ | Rootvolume (Mot encrypted)

1x|3d -

(@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (S5D) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store

volumes from the AMI will be accessible from the instance

0 x File systems Edit

6. Configure Security Group, review and Launch

For Windows instances, you use a key pair to decrypt the administrator password. You then us e decrypted password to connect to

your instance

v Network settings i

Network Info

vpc-0c5621d5e125e0b96

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info

Enable

Firewall (security groups) info
set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

A security group is

instance.

© Create security group ‘ ‘ () select existing security group ‘

We'll create a new security group called 'launch-wizard-3' with the following rules:

Allow RDP traffic from

. | Custom v |
Helps you connect to your instance

| Q, Add CIDR, prefix list or security |

[] Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

[] Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server
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7. Connect to your Instance

EC2 > Instances » i-02df4bBaca785df28 » Connect to instance

Connect to instance .

Connect to your instance i-02df4b8aca785df28 (Browser_Security_Plus) using any of these options
Session Manager RDP client EC2 serial console

Instance ID

i-02dfab8aca785d28 (Browser_Security_Plus)

Connection Type

© Connect using RDP client
a fil ,

RDP client and retrieve

Working
with S5M Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

M pownload remote desktop file

When prompted, connect to your instance using the following details:

Public DNS User name
ec2-44-208-166-5.compute-1.amazonaws.com Administrator

Password Get password

@ If yourve joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Cancel

8. Download, Install Browser Security Plus

ManageEngin@ 20) Products Store Partners Affiliate Support |
Bl'Owser Secul’ity PluS Overview Features Demos Documents GetQuote Support 101

Download your 30-day free trial now!

Register for Free Technical Support

64-bit /620 MB

Download g

Browser Security Plus

Mirror Download
Service Packs & Hotfixes

m Reset

Note: Read the License Agreement before downloading this software.

Want browser security as partof a p and
security solution?

Check out the Endpoint security add-on to Endpoint Central

$ =

Request Demo Get Quote Buy Now
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9. Start and Access Browser Security Plus

ManageEnging\
Browser Security Plus

Multi browser management and security solutions

ManagaEngm? '
Related Product: .
Browser Security Plus

ManageEngine BrowserSecurity Plus  broy

Multi-Browser management made easy!

rsecurity-support

igine.com E=

E= +18887209500 ~





