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Building better data
protection with SIEM

David Howell, ManageFngine

In today’s data-rich enterprises, information is currency. This makes the
requirement to proted it against external security threats more acute than

ever, Already; the exponential inarease in sophisticated data breaches seen in
recent years has prompted IT and security administrators to move from simply
being aware of the most up-to-date security solutions to proactively building
their own intemal seaurity policies. Increasingly, they are also deploying secu-
tity information and event management {SIEM) tools to help mitigate threats.

Proactive secur |ty large enterprises will have formal plans o

address aggressive cyber-security business

Followring recent large-scale attacks, distuption attacks — up from none today !
Gartner has forecast that business security Instead of blocling and detecting

is about to become much more proac- attacks, this is likely to mean thar,

tive. By 2018, it predicts that 40% of increasingly, businesses will devote
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Figure 1: Breaches and ncidents in 2013 broken dovm into nine major attad: pattems. Source:

Verizon Data Breach Inwestigation Report 2014
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more attention to actively detecting and
responding to sequrity threats.

Faather than the current approach of
collecting and analysing logs from critcal
log sources in a central location, the only
way that security administrarors can hope
1 foresee, prevent or react immediately 1o
a security breach is to adopt a different
mindset — and begin to think lze a hacler,

‘This change of approach requires
distinct skills and capabilities. In par-
tiaular, security adrmins need to be able
to predict a suspicious event, treat it
as a potential data threat and defuse

it before it causes any damage.

Attack patterns

‘The Pareto principle that, for many
events, Toughly 80% of the effects come
from 20% of the causes is evident flom
common global attacking patterns used
to steal data. According to Verizon, as
few as nine attack patterns have given
Tise to as many as 809% of the sequrity
breaches in recent years 2

For these reasons, it makes sense to
understand how common attack patterns
unfold. In mumn, this can provide insight
into how a data breach may ocour in an
organisation’s network, as well as high-
lighting any potential security loopholes,
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Paying close attention to the industry,
the type of confidential data the enter-
prise deals with, its network infrastructure
and other contextual information are
all crucial when narrowing down the
most likely attack pattern. For example,

a healthcare provider should be alert

to internal and malware threats. To
counteract security threats and protect
confidential patient records, it might con-
sider monitoring privileged user activity,
monitoring user activities on critical serv-
ers and applications, and checking com-
pliance with data security regulation.

In a reail envirenment, the potential
vulnerability of point of sale (POS)
devices should mean being alert to
F& scraping, as well as payment
card skimming and web app attacks.
Essential risk-mitigating steps should
include compliance with PCI DSS and
other regulations, ongoing monitor-
ing of point of sale devices and analysis
of FOS logs for unusual activities.

For a bank or credit card provider, the
risk of insider security threats, p hishing
and attacks on POS o1 operating sys-
tems should all be considered. Steps that
could be taken to mitigate these atracks
might include an audir trail of privileged
user activity, constant monitoring of
critical web servers and applications, and
compliance with PCI DSS.

Time to discovery

Reealistizally, not all security breaches can be
proactively anticipated o1 discovered. Tao
often, organizations do not even lmow
an attack has happened until they are
informed about it by an external vendor.
For this reason, getting to grips
with the various factors limiting faster
speed of discovery means developing a
thorough understanding of the various
stages a security attack will go through
before it is discovered. Commonly,
these steps consist of an examination
of the network, network intrusion, and
then exploiting data or a critical source

before escaping the network underected.

Before choosing their attacking technique,
hackers will typically explore the business
type as well as the natre of the data they
want to breach. Onee they have carried
out this evaliation, they will attempt 1o
invade the network infrasmacnre.

Father than allowing the attack to pro-
eress, security administrators should leok to
contain the incident at this stage. Cne of the
biggest challenges howrever, is that admin-
istrators rrely have detailed visibility of
seourity incidents that could indicate net-
wotk intrusion. Likevrise, hackers often carry
out slow ntmsions of the network over time
that male it wirnially impossible for security
adrministrators to correlate events. [n mrn,
they can easily be mised.

For these reasons, a real-time detec-
ton system with a powerful correlaton
engine can provide an essental defence
mechanism. By captring events and
analysing them as soon as they hap-
pen on the networtk, a wuly real-time
SIEM engine will improve the speed of
discovery by analysing and correlating inci-
dents, giving security administrators more
time to cope with the unfolding incident,
contain itand nenmalise the damage.
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