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1. Introduction:

ADManager Plus workbook is aimed to help you practice all the tasks and features that you got to know
during the ADManager Plus training session.

The exercises are created keeping in mind the most important, most common and most needed tasks that
are performed by any Active Directory Administrator.

As you progress through this workbook, you will realize how the easy, simple Uls of ADManager Plus
help you to manage, monitor and report on your Active Directory and Exchange environment so much
more easily and effectively compared to the native Active Directory interface.



2. Active Directory Management

The use-cases/exercises in this section will help you in getting familiar with the features will that will
make the task of managing your Active Directory easy and simple, with just your mouse.

This section will deal with

e Creation
e Management
o Deletion of Active Directory Objects.

You will also learn how simple it is to create, manage and delete Active Directory objects, not just one
object at a time but in bulk as well - through the simple, easy to understand, easy to navigate Ul of
ADManager Plus - and also to specify multiple conditions in a single step or from a single screen.

2.1 Active Directory Objects Provisioning

In this section you will learn how to create Active Directory Objects, in bulk and also perform additional
tasks like adding them to Groups, specifying any desired value like Department, at the time of creation
itself.

Exercise 1: User Provisioning

Obijective: One-Stop User Provisioning with the following criteria:

e The new user should be a member of the specified group.
e The new user should belong to the specified department.
e Email address should not be listed in the Exchange Address list.

In the native AD environment, this will involve multiple steps:

- creating the user

- edit the properties of the user to add them to a specific group and then specify a department
- hide the email address in the Exchange Address List, in yet another separate step.

To do this task for multiple users, it will be nothing short of a typing marathon and you will only end up
with sore eyes, fingers and a totally exhausted mind and body.

Or you can depend on scripts, writing which is again a headache and a much bigger ache it will be to keep
modifying it as the Active Directory grows and changes happen. Add to this the fact that you never know
when a script could stop functioning or worse still, start malfunctioning, presenting to you problems that
you could well have avoided.



In ADManager Plus, a user can be created will all the above mentioned criteria, from a single screen in
just a single step using a single template with just point and click operations. Yes, it is really as simple as
that!!

Below are the steps for one-stop user provisioning.
Steps to accomplish the above objective:

1. Click on ‘AD Mgmt’ tab
2. Click on ‘User Management’ and then ‘Create Single User’ option.

You will now see the User Creation Page.
o pv———— [+ _ “@ﬂ&l

€ [)  hitp//localhost8080/UserManagement.do edTab=adminBimeth serditype=singleBiaction=ne - 6o Al B
2
Home | ADF — AD Reports AD Delegation Workflow Admin Support Domain Settings | AD Explorer
7, Create Users ~ S Modify Users ~ FModify Exchange + :Modify Terminal Service - [EMadify Computers ~ [ECSV Impert +  Group Management v
/A Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here. Close]
,Q;[;, User %P Create New Tempiste | 2

Selected Domain: xchange.com - Selected Template:  No Templates Selected Choose

User Profile Accounts Details Contact Details Exchange Server Terminal Services Custom Attributes

Specify the user details like Name, Logon Name, Display Name, etz

1

+ First name: Initials:
Last name:
Logon Name: @ |xchange.com
Logon name(pre-Windows 2000): [XCHANGEY
Full Name :
Display Name :
Employee ID :

Description :

Office : ---5elect Option--- -
Telephone number :
E-mail :
Web page :
x Find: Next ' Previous & Highlightall [ Maigh case

1:29 AM_’_
S 9/29/2011

Bl N

3. Select the domain to which this User has to be added in ‘Selected Domain’ and also specify the
template that you would like to user in the ‘Selected Template’ option.

4. By default you will see the ‘User Profile’ tab — enter all the required information under the User
Profile Tab.

To make this User a ‘member of” a specific group:

5. Click on ‘Account Details’ Tab.

6. The ‘Member of” option can be seen Under the Group / Profile section and by default the User
will be a member of the Primary Group which is ‘Domain Users’ for the User objects.

7. Click on the ‘Edit’ option placed next to the ‘Member Of” field to add the group to which this
user has to be added.

8. In the new ‘Edit Groups’ window, select the require group from the groups listed under the
‘Available Groups’ option and click on “>>’ button to select the group.



To specify a ‘Department’ for the user:

9. Click on the ‘Contact Details’ Tab.

10. Select the required department from the options in ‘Department’ field under the ‘Organization’
section.
To add a new department, click on the ‘Do you want to add more departments?’ link below the
Department field. This will take you to the ‘Titles and Departments’ page where you can click on
the ‘Add New’ option in the Departments section to add a new department.

To not list the email address of this user in the Exchange Address List:

11. Click on ‘Exchange Server’ Tab.

12. Select the ‘Mailbox Enabled User’ option.

13. Select the ‘Hide from Exchange Address Lists’ option under the Exchange General section to
hide the email address of this user from the Exchange Address List.

For ‘Bulk User Creation’ with the same set of conditions, you can create a new template which will help
you in specifying the conditions.

To create a new ‘user creation template’:

14. Click ‘AD Mgmt’ - ‘Create User Template’ = enter a name for this template and also select
the domain for which this template will work.

15. Specify the groups to which the users have to be added in the ‘Group Profile’ section in ‘Account
Details’ tab.

16. Specify the ‘Department’ in the ‘Organization’ section in the ‘Contact Details’ tab.

17. Select the ‘Hide from Exchange Address Lists’ option in ‘Exchange General’ section in
‘Exchange Server’ tab. Save the template.
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IGEERN ) anageEngine - ADManager Plus + [E=Ha

€ )9 || 0 hipslocalhostz0s0 ctedTab=admin&methedToCall=creat: MEIE ogle Allal B
M AD Regorts  AD Delegation Workflov: Admin Support Domsin Settings | AD Explorer
[ Creata Users ~ 17 Madify Users + % Modify Exchange ~ Z;Modify Terminal Service v [EMadify Computers » {=CsV Import ~ 7 Group Management ~ al
A\ Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here, Close]
> Create Template View User Templates | | 2|
~

Template Name: [TemplateUsers *
Description:
Select Domain : xchange.com -

F User Profile. Accounts Details Contact Details Exchange Server Terminal Services LCS/OCS Attributes | Custom Attributes

Specify the Naming Formats like Logon Name Format, Display Name Format, Full Name Format of the user template.

Logon name format: Test 2 =

Create your own naming format

xchange.com

SamAccount name format: Test 2 -

Full name format: FirstName + MiddleName + LastName = | =g. JohnKSmith

g

g

[] automatically append numbers from avoid duplication Advsnced Ssttings

Display name format: Firsthame + LastName + | 2g. JohnSmith
Employee ID : |
Description :
Office : —Select Ontion— - 2
% Find: Next Previous &~ Highlight all [[] Match case

Creating Bulk Users:

RN ) ManageEngine - ADManager Plus + [E=HEa A
A a0

| O hitp/localhost8080/UserManagement do?methodToCall=createUseréiselectedTab=admindtype=bulk

N

Mersgetgie ) g Wakoms. admin License | Help | TalkBack *

ADManager! Sign Out , Change Password, Jump To Search AD objects
m AD Reports AD Delegation Workflow Admin Support Domain Settings | AD Explorer

(% Create Users » 1% Modify Users + i Modify Exchange + ;Modify Terminal Sarvice ~ |EMadify Computers » {=CsV Import ~ 7 Group Management ~
/A Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here. Closs]
i Create Bulk Users P Create tew Templste | 2]
Selected Domain: xchange.com - Selected Template : No Templates Selected Choose
| @ Add User Details » oose Container » reation and Status \i

7} Add Users | | Import

This wizard will help you to create bulk users

1.By dlicking the "Add Users” n you can add user details individually. Learn Mare...
or

2.By clicking the “Import™ button you can add user details from CSV files. Leam More.

x  Find: Next 1 Previous &+ Highlight all [ Match case
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18. Go to ‘AD Mgmt’ = ‘User Management’ - ‘Create Bulk Users’

19. Select the ‘Domain’ to add the users to.

20. Select the template that we created using the above steps.

21. Click on ‘Import” > to import the list of users from a CSV file. > Click ‘Next’
22. Select a container in which the users have to be created - Click ‘Create Users’.

Exercise 2: Requlated User Creation and User Modification:

Objective: To track administrative activities leading to Active Directory malfunction.

When technicians are granted rights in AD they login to Domain Controllers and there is a fair possibility
of creating a malfunction in the Active Directory environment.

While operating on ADManager Plus, the technicians are not provided absolute access to the Active
Directory. Instead they can be granted access to the concerned OUs and can perform tasks like ‘user
creation and user modification” so that their actions can be controlled and any possible damage to the
Active Directory can be prevented.

Additionally, it becomes easier to track the changes performed by technicians using Audit Reports in the
AD Delegation section.

Exercise 3: Group Provisioning

Objective: Create a new Group. Add members of two specific groups to this new Group.

Trying to do this using the native interface is nothing short of trying to jump from a cliff, expecting to
land on your feet unscathed and unscratched.

Using the native AD interface, you will have to first create the group.
To add members to this group, you will have to

- select the group

- edit its properties

- select the add option under Members tab
- search for the group(s)

- add them as members

All these steps are for just one user, to add multiple users the effort and patience required can make one
really frustrated and exhausted.

In ADManager Plus, all these operations can be done from a single screen and in one single step in just
clicks. And do not forget the huge savings in time, effort and confusion. ADManager Plus makes turns
this tedious task to not just a simple task but a ridiculously simple task!!

Steps:

12



1. Click on ‘AD Mgmt’ Tab.
2. Click on ‘Group Management’ and then ‘Create Single Group’.

You will now see the ‘Create Group’ page.

GEETER ) Managetngine - ADManager Plus [+ _ ! T ———

4 )2 || O hitpi/iocalhost8080/GroupMgmt.da?selectedTab=admindimethodToCall=groupCreation&taction=add ~|c|[48- Google Pl B
NS — =
ManageEngine ) e Welcome, admin License | Help | TalkBack *
* Py A = plve 7l
ADManager! Sian Out , Changs Password, Jump To |Search AD objects
Home AD Reports AD Delegation ‘Woarkflow Admin Support Domain Settings | AD Explorer

{{Create Users ~ 1 Modify Users v % Modify Exchange ~ £y Modify Terminal Service » [[EModify Computers ~ L3RCSV Import ~ 3 Group Management ~

a0
& Create Group

General Members

Select Domain:  admp.com - Members :

Grou Name : | ]

I

Grouphame( Pre-Windows 2000) : | |

ution
© univarsal Import €SV || Select Members

Description : Member OF & Managed By
Email : | ] Member Of : | | [ acgredic ]
Description 1 | ] Managed By : | | € change 1
Notes
Container : |CN=Users,DC=admp,DC=com | [ change 1

[l Greate an Exchange E-Mail Address

x  Find: Next Previous & Highlightall [0 Match case

Specify the domain in which this group is to be created in the ‘Select Domain’ option.
Specify the name for this group in the ‘Group Name’, ‘Pre-Windows’ Group Name fields.
Select the Group Scope and Type.

Under ‘Members’ section, click on ‘Select Members’ button.

o ok w

This will open up a new window with the list of all available users, groups and computers in the
entire domain.
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|
[ Firefox =] || Z0HO Corp Intranet - Intranet ... lEZﬂI\oCDrp]nlmnet Blogs x ] [7) ManageEngine - ADManager Pl... ] | ManageFngine ADManager Plu... * Il] Facebook x l + =@ = |

<- > | D http://localhost8080/GroupMgmt.do?selectedTab=admin&methodToCall=groupCreation&action=add W C‘J I'." Google PJ f B
ManageEngine ) I Welcome, admin License | Help | TalkBack *
A f Sign Out , Change Password, Jump To Search AD objects

m AD Reparts AD Delegation Workflowr Admin Suppart Domain Settings | AD Explorer

j,uam Users = &Mud\fy Userj rw Select Members - Mozilla Firefox F —— Hﬁu‘ (,ic.';v Import * ) Group Management +

|D http://localhost8080/objectList do?domainName=xchange.com8groupType=security&igroupScope | ‘

)
7§ ) Create Group

S A s

Select Domain :  xchange.co = || + | shawing 1-100 of 31155 [ ICH Show 100 = per page. -

Group Name : Name OU Name Object Type
GroupName( Pre-Windows 2000) :

[ 2003usert SampleOU user &
Group Scope E| E
[[] Account Operators Builtin group
@ pomain )i
@ lokal || [ Administrator Users user -
© universd | ] Administratarta Users = | fort cav | Select Members |
[ administratars Builtin group
Description :
[ apmp-visTAZ Computers computer
emaii [ | apuser Users user | add/edic ]
vescrotions [ 11 ey Users == | chame 1
MNotes : |
o= [ ayyanarr. ayyanar user
[T Backup Operators Builtin aroup i
4 3

Cantainer : [CN=Users, DC=xchange,DC=com ﬂ ﬂ

[7] create an Exchange E-Mail Address

Bl =Rt

7. Select the required group(s) whose members you would like to add to this new group. Click ‘OK’
to add all the members from these groups to the new group.

You will find all the groups that you selected displayed under the ‘Members’ field which
indicates that all the members from the selected groups have been added to the new group.
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Exercise 3: Computer Provisioning.

Objective: Computer pre-staging and also adding the computer objects as member of the specified group.
In the native AD environment,

- First a computer has to be created.
- The computer has to be located.
- Then its properties have to be edited to add this computer to a group.

Also, there is no bulk create option available in the native AD environment, which means

- Each computer has to be created one by one.
- Then the properties of each computer have to be edited to add each computer to the required

group.

In ADManager Plus, it is possible to create computer accounts in bulk using the ‘Create Computer’ option
by importing the CSV file with all the required attributes of the computer accounts. To add these
computers to any specific group while creating them, all you have to do is just specify the required group
under the ‘memberOf” attribute in the CSV file. And, voila! You have created computer accounts, in bulk,
and have also made each computer, a member of a group.

Steps:

1. Click on ‘AD Mgmt’ Tab.
2. Click on ‘Computer Management’ and ‘Create Computers’

[GEEGRA[ [ Managetngine - ADManager Plus I +]| .- T —| 2 | @) |
S [)  https//localhost308 mputers.do?selectedTab=admin&imethodToCall=bulkComputer&init=true - G| |49 Google Pl B

License | Help | TalkBack

Welcome, admin

ol
ADManager Sign Out , Change Password, Jump To Search AD objects

Home. D . ADRepors AD Delegation warkflow Admin Suppart Domain Settings | AD Explorer

{aCreate Users ~ 7 Modify Users - {1 Modify Exchange - EpModify Terminal Service = [[EModify Computers + fECsV Import ~ {2 Group Management ~

=B Computer

W Import Select Domain : xchange.com -

First line of CSV should be LDAP attributes of computer more details

The LDAP Attribute "name" is * mandatory.

Next >> Cancel

=
3:11 AM

A E e

9/29/2011
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3. Click on ‘Import’ and select the required CSV file with all the required attributes, including the
‘memberOf” attribute for the computer accounts to be created.

4. Specify the domain in which these computer accounts have to be created in the ‘Select Domain’
field.

5. Click ‘Next’ after adding the CSV file and specifying the domain.

6. Select from the list, the‘Container’ in which these computer accounts have to be created.

If you wish to create a new OU to place all the computer objects that will be created, click on ‘create
new OU’.

7. Click on ‘Create Computers’ to create the computer objects.
Below is a sample CSV file which has the memberOf attribute mentioned:
name,description,memberOf,location

computerl,James computer,"CN=GeorgexSimonJones,OU=NTest,DC=admp,DC=com";
"CN=admptestgroup,OU=NTest,DC=admp,DC=com",NewYork X98

The first line is the header with the LDAP names of the attributes to be added.

Exercise 4: Office 365 Users License Modification

Obijective: To modify assigned licenses in Office 365 online module to free licenses of Inactive users

While making modifications in Office 365 online module, it is only possible to address a single user at a
time. However, with ADManager Plus one may assign or remove multiple licenses without even logging
into the Office 365 module.

Steps:

1. We can generate reports in AD Reports > Office 365 Reports - Licensed users.
2. Based on the report we can modify the license assigned to these users.

3. Go to AD Management - Office 365 Management > Assign / Remove Licenses
4. Click on Assign / Remove License = Import a .csv file or search for the user.

5. Apply the changes.

16



3. Common Active Directory Management Tasks

The use-cases in this section have been framed taking into account the most frequent and common AD
Management tasks that any Active Directory administrator has to perform, day in and day out, repeatedly.

Using the native interface, accomplishing these routine and common tasks usually require multiple steps.
And to do these activities in bulk, it will nothing short of a herculean effort and even after such effort, you
still run the risk of encountering errors, for after all the human elements of tiredness, lapse in
concentration can absolutely make sure you redo these tasks again.

To avoid such difficulties, administrators usually are forced to take the more tedious and taxing route of
writing scripts which have to be modified for each scenario or requirement and also for every change that
might happen in the active directory.

With ADManager Plus, most of the Active Directory management tasks become really simple to perform
and can also be accomplished from just a single screen or in just one step and as you would have found
out by this time, just with clicks, most of the time.
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Exercise 1: Decommissioning file server

Objective: Move all users’ Home folder and profiles to another file server.
In native Active Directory environment,

- the home folders and profiles can be changed only for one user at a time
- properties of the users have to be edited

For multiple users the only options are

- Manually change the home folders and profile paths for each user, one by one.
- Or, take the even more tedious path of writing scripts.

Either way it is a demanding task and it could easily glue you down to your seats. Don’t be surprised if
you have to skip your lunch or your evening coffee and may be even your dinner and not to mention, your
peace of mind.

With ADManager Plus, this task becomes really simple and this can be done for bulk users, from a single
screen in a single step. No, it is not magic it is just that ADManager Plus puts in all this effort for you and

you can do all these while you are enjoying your coffee.
Steps:

1. Click on ‘AD Mgmt’

2. Click on ‘Move HomeFolder’ option under the ‘Modify Users” Menu or ‘User Management’ =
‘Move HomeFolders’ under Bulk User Modification Section.
This will take you to the ‘Move Home Folders / Profile Paths’ page.

[ Firctox ] F R W r'- E————uﬂa@

& )9 || nttpriocalhostso fyBulkUser.do?methodToCall=modifyAction&tselectedTab=admin&reportld=1024 - e |4 G Al B
Sr7ES

ManageEngine . Walcome, admin Licenss | Help | TalkBack

Gt plug -
ADManager Sign Out , Changs Passward, Jump To search AD objects
Heme _ )| i‘ AD Reports AD Delegation Workflowr Admin Support Domain Settings | AD Explorer
pCreate Users JyModify Users + {3 Modify Exchange ~ ZpModify Terminal Service v [[EMedify Computers v {FECSV Import » {2 Group Management ~
/I Provide s privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here. IClose
[ Move Home folders/profile paths ]

Move users's Home folder/profile Path from one server to another server Learn More...

[Z] Move Home folder To = 1 Move profile path To :
o: - \

Example: \\<file-sarvarname>\<shared diractory name>

Example: \\<file-servername =\ <shared directory name>

Show Users List

Select Domain :  admp.com ~  All [Add OUs]
How do you want to find the users?
€SV Import

Enter name(s) to search

|| search
9.David,John) Leave this

x  Find: Next ' Previous & Highlightall [[] Match case




e

Select ‘Move Home Folder To’ option and specify the new location.
Select ‘Move Profile Path’ option and specify the new server and share name.
Specify the Users for whom you would like to move the Home Folders and Profile Paths.

You can specify the users in 2 ways:
e Importa CSV file with the required list of users.
e Search for the required users using the ‘Enter name(s) to search’ option in the required
Domain and OU, if the users are limited to a specific OU.
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Exercise 2: Create Exchange Mailbox for existing users along with additional email addresses.

Objective: Create Exchange mailbox for a set of existing users who are specified through a CSV file. Also
create additional email addresses while creating Exchange Mailboxes for these users.

Using the native interface, it involves,

- Locating the user.

- Selecting the properties

- Choosing the Exchange Task

- Create Mailbox for the user

- To create additional email address, you need a few more additional steps.

All these steps are to create a mailbox for just one user, yes, for only one user. Feeling really bad for the
administrators? Just wait until someone wants to create mailbox for bulk users and that too with
additional email address. You can really put a person’s patience to test with these tasks.

With ADManager Plus, this is just as easy as lifting your finger, literally, as you can accomplish all these
in just clicks in just a fraction of the time, for not just one user, but bulk users. With ADManager Plus,
creating Exchange Mailbox is just a walk in the part and you will really have more time to spare for that
evening walk on the park — you are totally stress free and you are an active directory administrator! Yes, it
looks like it is one of those believe it or not stories, you better believe it!!

Steps:

1. Click on ‘AD Mgmt’.
2. Click on ‘User Management” = ‘Exchange Tasks’ = ‘Create Mailbox’

You will now be in ‘Create Mailbox to the Users’ page.

IR ) Monogetngine - ADMarager s |LE] T m—— |1 | ||
& [ | https/localhost8080/ModifyBulkUser.do?methodToCall=modifyAction8iselectedTab=admin&reportid=1013 ~| | [ *W-~ Googie Plel B
o ==

.  Welcome, admin License | Help | TalkBack
pls
ADManager Sign Qut , Change Password, Jump To Search AD objects
Home Ao 10 ADReports AD Delegatian Waorkflove Admin Suppart Domain Settings | AD Explorer

{pCreate Users ~ (S Modify Users - {2 Madify Exchange = ZyModify Terminal Service v [EMedify Computars ~ HECSV Import v {2 Group Management ~

/A Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here. IClose

Create Exchange Server Mailbox for users. Learn Mors...

Mail Alias Name : - -- -- Select Format -- -- - -
Choose a Exchange Server:  No mail servers available - B

Choose a MailBox Store :  No Mail Box Stores.

Show Users List
Select Domain : admp.com ~ Al [Add OUs]
How do you want to find the users?
SV Import

Enter name(s) to search
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3. Select a format for the email alias for users from one of the option in ‘Mail alias Name’ field.

To create your own format, click on ‘Create your own format’ where you can ‘Add New Format’ for
your requirement. You can also specify conditions - which will allow you to use multiple formats
based on specific conditions — using the ‘Add Advanced Format’ option.

‘Choose an Exchange Server’ from the available servers.

‘Choose a MailBox Store” from the available options.

Select the Domain/OUs in which the users for whom the mailbox has to be created are located.
Click on ‘CSV Import’ to import the CSV file with the list of users.

Click ‘Apply’ to create mailbox for the users.

O N A
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Exercise 3: Web-based Password Reset

Objective: Reset the password of active directory users, in compliance to the password complexities
specified.

Resetting the password using native interface involves

- locating the user
- selecting the user
- selecting the reset option

Yes, three different steps for just one task. For bulk users, the task becomes really bulky and too heavy
and mundane to handle. Considering all the time and effort required, this task, a simple task, looks more
intimidating!

But with ADManager Plus’s ‘Reset Password’ feature, resetting password is just as easy as cutting
through butter with a hot knife. Oh! Yes, with ADManager Plus, even the complex of tasks, become
unbelievably simple.

Steps:

1. Click on ‘AD Mgmt’.
2. Click on ‘User Management” - ‘Bulk User Modification” = ‘Reset Password’ or ‘AD Mgmt’” -
‘Modify Users” 2 © Modify General Attributes’ = ‘Reset Password’

You will now see the ‘Modify Password Attributes of Users’ page
[ Firefox | [ V———r VR — r‘--———-——g@g

(€= )2 || ) ntps/iocalhost8080/ModifyBulkUser. do?methodToCall=modifyAction8selectedTab=admin&ireporfld=10 - G| |2~ Google P ﬁ n
L

» gine | Welcome, admin License | Help | TalkBack *

\ Py A s plvs
ADManager! Sign Out , Change Password, Jump To. Search AD objects
a D
Home L bl ADRepers AD Delegation Warkflow Admin Suppart Domain Settings | AD Explorer
[ Creata Users ~ 17 Madify Users + 11 Modify Exchange ~ £3Modify Terminal Service * [EMadify Computers » {=CsV Import ~ /2 Group Management
A\ Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here, Clase]

[ Mod

Reset the password for users. Learn More...

Reset Password : Password Options :
- User must change password at next logon : NyA- -
) Generate Password [Configure Comalexity] 9& P o i
- User can't change password : NyA- - |
© Type a password 9€ P / &
) Password never expires : -N/A- -
© Same as User Logon name
) Leave Password blank
Show Users List
Select Domain :  admp.com ~ Al [Add ous]
How do you want to find the users?
€SV Import
Enter name(s) to search
|| searcn
ma (2.g.David.John) Leave this

% Find: Next 1 Previous & Highlight all [] Match case
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No gk~ w

Click on ‘Configure Complexity’ to set the complexities for the new password.

Select the ‘Reset Password’ option = Select an option to generate the new password.

Specify the ‘Password Options’ for the user.

Specify the domain/OUs to which the users belong to in ‘Select Domain’ option.

Specify the users for whom the password has to be reset through either a CSV file or search for
the users using the ‘Search’ option.

Click ‘Apply’ for the changes to take effect.
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Exercise 4: Modify the existing logon name of Users using a new naming format

Objective: Create a new naming format with the "First character of first name and Last name", and then
update the existing logon name of all users in any specific Department (OU)

Ever tried creating a new naming format using the native active directory interface and have your ever
tried choosing a format from multiple naming formats using the native interface? Sculpting a statue out of
a rock, with bare hands would be relatively easier.

With ADManager Plus, you can create any naming format as per your requirement or as per your liking.
You can even have conditions, just for example, in case of the last name not being specified, you can fill
that attribute with the department Id or the employee Id. And all you need is just a mouse to do this!

Create a new naming format:

1. Click on ‘Admin’ tab - ‘Naming Formats’ = ‘Add New Format’ on the top right corner.

| Ficion [ T——————— Y T —| = | @

(- L | http://localhost:B080/Admin.do?selectedTab=admp_admin | C "l‘ Google Pl B
s i —
Welcome, admin License | Help | TalkBack “
plug
ADManager Sian Out , Change Password, Jump To Search AD objects
Home AD Mgmt AD Reports AD Dalegation Warkflow \.-_ Suppart Domain Settings | AD Explorer

Custom Settings Q
Q& Formats
NamIngIFOMMSEs!  Create customized "Naming Formats” for your organization.
Titles & Departments

.
Offices & Companies. Format Name* :

Passvord Policy

B Select Data: FirstName » with: First v |1 [Characters Given Case ¥ Add
LDAR Attributes
Delete Policy Format Value* : Clear L
General Settings Show Advanceds

NT Service

Connaction Save || Cancel
Server
Personalize @ Help card i
ServiceDesk N
Tllustration :
Emplayee Preferences o . .
Let us create a format for Logon Mame, which is "First character of first name + Last Name". Eg. JSmith for someone whose “First Name” is John and "Last Name® is
Configure AD Search Smith
Self-Service Accounts 1. In text box Format Name, provide a suitable name to the naming format you are about to create. Eg. LogonName Format,
2. From Select Data, choose “FirstName”; in the drop-down box next to with, choose "First”; in textbox preceding characters, enter number 1; choose appropriate
case; click on Add. The Format Value will reflect the corresponding values of your choice.
3. Again, from Select Data, choose "LastName”; let the value in the drop-down box be "All"; select appropriate case, and finally click on Add. Appropriate value
appears in Format Value.
4. Click on Save. Now, a naming format is ready to be used in user creation templates.
1] <

Moko o Tf uni want ta_crasta Mamina Enrmate haced an sanditiane s o Add Aduanced Eossat andar Mamina Earmate

x  Find: Next 4 Previous &+ Highlight all [[] Match case

2. Specify a ‘Format Name’ for this new naming format.

3. In’Select Data’ select ‘FirstName’ with ‘First” ‘1’ Character. Choose the case. Click ‘Add’.
4. Select ‘LastName’ in ‘Select Data’, with ‘First” ‘1 Character. Choose the case. Click ‘Add’.
5. Click ‘Save’ to save the new format.

Modifying the existing logon name of all users in an QU
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6. Click on ‘AD Mgmt’.
7. Click on ‘User Management” = ‘Bulk User Modification’ = ‘Naming Attributes’

You will now be viewing the ‘Modify Naming Attributes of the Users’ page.

8. Select the new naming format that we created above from the dropdown box in the ‘Modify the
Logon Name Format’ field.

9. Select the required Domain and OU.

10. Click ‘Apply’ for the changes to take effect.
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Exercise 5: Deny access to emails through web-browser and smartphones.

Objective: Disable for the selected users, the option of allowing access to Outlook (emails) through the
internet and also through the smartphones.

Using the native interface, one has to

- Locate the required user
- Modify the properties to edit the Exchange features that are specified for a user.
- Disable the options of accessing Outlook over web-browser and smartphones.

For multiple users or bulk users, simply repeat the steps until you have done this for all the users or until
your fingers become numb or until you realize that you have missed your lunch, coffee and your supper
too!

Or you can choose to use scripts and lose your sleep over writing the script, making it work or making the
required modifications to the script, as and when there are changes in the Active Directory to make it

work

With ADManager Plus, this demanding task becomes, just a point and click, single screen, single step
task whether it is a single user or bulk users for whom these options have to be disabled.

Steps:

1. Click on ‘AD Mgmt’ Tab.
2. Click on * User Management’ = ‘Exchange Tasks’ = ‘Exchange Features’

You will now be on the ‘Modify Exchange Services Attributes of the Users’ page.

IMGEESN| ) MangeEngine - ADManager Plus l + — T —| = | . { ]|
& | [) | httpv/localhost:3080/ModifyBulkUser.do?methodToCall=modifyAction&selectedTab=admin&reportld=1012 -] [28- Google Pl B
A C A=)

License | Help | TalkBack

. Welcome, admin
plus
ADManager Sign Out , Change Password, Jump To Search AD objects
Home | AD - AD Reparts AD Delegation Workflows Admin Support Domain Settings | AD Explorer
pCreate Users - Sy Medify Users + {2 Modify Exchange - Zpriodify Terminal Service + [EMedify Computers ~ RCSV Import {3, Group Management =

/A Provide 2 privileged user name & password , for more effective user : csez.zohocorpin.com. Click here. ICloss
| Modify Exchange Services Attributes of the Users -

Enable/Disable Outlook Mobile access, Outlook Web access, IMAP4 and POP3 protocols. Lesrn Mors... =

Outlook Mobile Access : Disable + (Applies to Exchange 2003)
Outlook Web Access : Disable ~
Enable IMAP4 Protocol @ -N/A- =

Enable POP3 Protocol : -N/A-  w

Show Users List
Select Domain :  admp.com ~ All [Add OUs]
How do you want to find the users?
CSV Import

Enter name(s) to search
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o

From the options in ‘Outlook Mobile Access’ and ‘Outlook Web Access’, select ‘Disable’ for both
the features.

Select the Domain/OU in which the required User(s) are located.

Search for the required User(s) using the search option.

Click ‘Apply’ for the changes to take effect.
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Exercise 6: Assign new Primary email address to users

Steps:

1. Click on ‘AD Mgmt’ Tab.
2. Click on ‘User Mangement’ = ° Exchange Tasks’ 2 ‘Modify SMTP’ Address.

You will now be in the ‘Modify SMTP Address for the Users’ page.

MH |_| ManageEngine - ADManager Plus ] + mb@g

&) | ) hitps/localhost8080/ModifyBulklser.do?methodToCall=madifyActiondiselectedTab=admin&reportld =101 e M- Laait 3 <
NoA—

ManageEngine ¢ Welome, admin License | Help | TalkBack *

\ [ V=2 e plv
ADManager ! Sian Out , Change Password, Jump To Search AD objects F )
Home i; ‘:: g : AD Reports AD Delegation Waorkflow Admin Support Domain Settings | AD Explorer
yCreate Users » %y Modify Users = {2 Modify Exchangs = 2 Modify Tarminal Sarvica | EModify Computers eV Import ~ % Group Management =
& Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here. Close]

[ Mod

Modify the proxy Addresses of users. Learn More...

Additional e-mail address

© Mail Box Enabled Users

© Mail Enabled Users

m

Proxy Address :

b Add Remove

Show Users List

Select Domain :  admp.com ~ Al [Add OUs]

How do you want to find the users?

€SV Import

Enter name(s) to search

I search |
Enter mult
feld blank

x  Find: Next ' Previous & Highlightall [C] Match case

For ‘Mail Box Enabled Users’

3. Click ‘Add’ next to the ‘Proxy Addresses’ field.
4. Specify the new ‘email Address Format’ with the prefix ‘SMTP:’ to set this new format as the
‘Primary email Address’.

For example, ‘SMTP: %givenname%%initials%@neworganization.com’ will have the
firstname+middlename@neworganization.com as the naming format for the new email address for all the
users in the new organization and will also set it as the primary email address.

5. Having the prefix ‘smtp:” will set the email address as a secondary one.
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mailto:%25givenname%25%25initials%25@neworganization.com
mailto:firstname+middlename@neworganization.com

For ‘Mail Enabled Users’

6. Specify the new format in the ‘Target Address’. Refer the previous step to specify a new format as
per the requirement.

|BEEERA ) Managetngine - ADManager Plus

I e ——

= = = = =7 3 = o P . B
(€ |[ O hitps/ocalhost 3080/ ModifyBulkUser doZmethodToCall=modifyActionfiselectedTabzadminBreparld=101 - e[ 48 Google Plal B
MansgeEnging) Welcame, admin License | Help | TalkBack *
N plu
ADManager' Sign Out , Change Password, Jump To

[search AD objects

Domsin Settings | AD Explorer

pCreate Users ~ ¢ Modify Users A Modify Exchange ~ EpModify Terminal Service [EMadify Computers ~ =CsV Import ~ % Group Management ~

A\ Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here.

Close]

N ]
Madify the proxy Addresses of users. Lesrm Mors...

Additional e-mail address

© Mail Box Enabled Users

@ Mail Enabled Users

m

Proxy Address :

- add || remove |

Target Address(Mail Enabled Users) : |

Show Users List
Select Domain :  admp.com v All [Add OUs]

How do you want to find the users?

€SV Import

Enter name(s) to search

[ search |

Next 4 Previous & Highlightall [] Match case

7. Select the required ‘Domain/OU’ and specify the list of users using either a CSV file or by locating
them using the ‘Search’ option.

8. Click ‘Apply’ for the changes to take effect.
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Exercise 7: Add set of users in a CSV file to a group and set another group as their primary group

Steps

1. Click on ‘AD Mgmt’ Tab.
2. Click on ‘User Management’” = ‘Bulk User Modification’ = ‘Group Attributes’

You will now be in the ‘Modify Group Attributes of the Users’ page.

[ Fircfox | Y——TR—— r*—'-'————l_l_tg

~ - 0
€ [ | httpi//localhost8080/ModifyBulkUser.da?methodToCall=mo - || [~ Google i 3+
\ J£ \
ManageEngine i welcome, admin License | Help | TalkBack
M= pivs
ADManager Sian Out , Chenge Pascvord, Jume To [search AD objects
Home. i : i AD Reports AD Delagation Workflow Admin Support Domain Settings | AD Explorer
PpCreate Users ~ S Modify Users ~ #3;Modify Exchange ~ ZyModify Terminal Service ~ [[EModify Computers ~ [=CsV Import ~ 1 Group Management =
/I Provide a privileged user name & password , for more effective user g : m. Click here. [Close

[ od

Add/Remove users from groups and set primary groups for users. Learn More...

Remove from Group : |adtestgroups &h Clear
Show Users List
Select Domain :  admp.com w All [Add QUS’

How do you want to find the users?
€SV Import

Enter name(s) to search

[ || search

> Find: Next 4 Brevious + Highlight all [] Match case

2 cmfolTE

3. Clickon ‘+’ beside the ‘Add to Group’ field to specify the group to which the users have to be
added.

Click on “+’ beside the ‘Set the Primary Group’ field to set the required group as the primary group.
Select the ‘Domain/OU’ to which the users have to be added.

Click on ‘CSV’ import option to import the list of specific users.

Click ‘Apply’ to make the changes take effect.

N o g
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Exercise 8: Modify user accounts through modification templates

Scenario: Allow helpdesk technicians to modify user accounts through “user modification templates’ with
the following conditions:

- For Technician 1°First Name’ should be a mandatory attribute, for Technician 2 ‘Employee Id” must
be mandatory.

- For Technician 1, the Account, Exchange and Custom Attributes tabs should be completely hidden;
In Terminal Services tab, all attributes except ‘remote control’ and ‘remote access’ permissions
should be read only.

- For Technician 2, the Terminal Services and Custom Attributes tabs should be hidden completely; in
Exchange tab, all attributes except the Outlook web-access, protocols and mobile access related
settings should be hidden.

To accomplish this, you will have to create two different user modification templates, one with the
conditions for technician 1 and the other for technician 2. Assign them to the helpdesk technicians which
will allow them to modify user accounts in their designated domain(s) or OUs.

Steps to create ‘First Name Mandatory’ user modification template for ‘Helpdesk Technician 1°:

Click on 'AD Mgmt' - 'User Management'

Under 'User Templates', click on 'User Modification Templates'

In the 'User Modification Templates' page, click on 'Create New Template'.

Enter a name and description for the template. For this illustration, let us name this template as
'First Name Mandatory".

A wbdE

Engine Welcome,  admin License | Help | Talksack
ADManager Sign Out , Chanae

sssword, Jump To Search AD objects

Creste Users = % Modify Users ~ #.Modify Exchange « ZModify Termina| Service + [EModify Computers « £oESV Import - Group Management -
View Templates | |2
Template Name: [First Name Mandatary
Description

Select Domain : ADMP.COM ~

[E Layout view [# Modification Rules

«& Disable Drag-n-Drop

[Fedray NN, P Contact Terminal +

General £

P add Group

General
General - Edit | Make Silently Active | Delete

General

# Web page & “First name

iiLast name # Edit
@ Make Silently Active
X Delete {Empty} - @ [admp.com

Logon name(pre-Windows  “rempnyy
£ Description )

# Office Full name {Empty} -

Display name {Empty} -

Account Employee ID

Contact Telephone number
Exchange E-mail

Terminal

« )« o« o«

Custom Attributes

Save Template || Cancel 3 1



5. Select the domain in which this template will be used. Click on ‘Layout’ view = ‘Enable Drag-n-

6. To make 'First Name' mandatory,

In the 'Layout View' click on 'Enable Drag-n-Drop' button.

Click on 'General' Tab.

Place the mouse over the 'First Name' field and then on the edit icon that appears beside
the field name.

From the options listed, click on 'Edit'.

In the 'Editing First Name' window that pops up, under 'Security', select 'Mandatory' and
click on 'Done'.

7. To hide 'Account', Exchange' and 'Custom Attributes’ tabs,

Click on 'Account’ tab.

Click on the - icon located at the top right corner of ‘Account’ tab. This will hide the tab
and make it silently active.

Similarly, make Exchange and Contract Attribute tabs hidden (silently active).

8. To make all attributes in Terminal Services tab, except the except ‘remote control’ and ‘remote

10.

access’ attribute read-only:

Click on ‘Terminal’ tab.

Place the mouse over 'User Profile’ field; click on the edit icon that appears beside the
field name.

In ‘Editing User Profile’ window, click on Options = Make it: 'Read Only'.

Click on ‘Done’ to save the changes.

Similarly, make all the required attributes in the ‘Terminal’ tab read-only.

Click on 'Save Template' to save the 'First Name Mandatory' template.

Similarly, create another template with: 'Employee Id Mandatory', Terminal Services and Custom
Attributes tabs hidden; all attributes except Outlook web-access, mobile-access and protocol
related attributes in the ‘Exchange Tab’ have to be hidden.

Create a new 'User Modification Role' in 'AD Delegation’
(Refer ‘Create new Help Desk Role’ exercise in ‘Non-invasive Active Directory Delegation’

section for steps to create a new role.)
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11. Create Help Desk Technician lor select this technician from the available help desk technicians.
(For steps to a new technician, refer ‘Create new Help Desk Technician’ exercise in ‘Non-
invasive Active Directory Delegation’ section)

12. To assign 'First Name Mandatory' template to technician 1:

a. Click on ‘AD Delegation’ = Help Desk Delegation = Help Desk Technicians.

b. Select ‘technician 1’ from the list of Click on ‘Edit’ icon in the ‘Action’ column of the
required technician.
In Assign Templates > ‘Add/Edit Templates’.
In the Select Template window, choose the require domain.

e. Click on ‘User Modification Templates’ = Select the ‘First Name Mandatory’ template.
(Click on the icon beside the name of the templates to make it a default template.)

f. “Save Changes’ to complete this process.

g. Similarly assign the ‘Employee Id Mandatory’ template to technician 2.

13. ‘Helpdesk technician 1’ can login and use ‘First Name Mandatory’ template to modify user
accounts with satisfying all the specified conditions.
Similarly, ‘helpdesk technician 2’ can modify user accounts using the ‘Employee Id Mandatory’
template to modify user accounts in exactly the way required.

Exercise 9: Flexible CSV based User Modification

Obijective: To Append and/or remove values for existing users.

Performing modifications in the existing attributes of AD users is a mammoth task for AD admins.
However, with ADManager Plus it becomes fairly simpler.

ADManager Plus allows you to either Replace the existing value or clear the values or append them by
using Flexible CSV based modification feature.

Steps:
1. Go to ‘Ad Mgmt’ > ‘Modify users’
2. Import a csv file with LDAP headers

3. Click on Update in AD - Choose the attributes to be modified - Click on ‘Advanced’ to select the
available flexible options.

4. Click OK to update the values in AD.
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Exercise 10: Modify user accounts using ‘modification templates’ and ‘modification rules’ to auto-update

critical user attributes.

Scenario: A Senior Sales Executive of ACME Corp. is being transferred to its sales office in Houston and
is also being promoted to an Assistant Manager. As his ‘Title’ and ‘City’ are updated with new values, his
‘Manager and ‘State/Province’ attributes have to be automatically updated based on the changes made.

To accomplish this:

- Create a new ‘User Modification Template’ which will

Allow a technician to update the ‘City and ‘Title’ attributes with new values.
Automatically update the ‘Manager’ and ‘State’ attributes of the user account based on
the new values in ‘Title’ and ‘City.

Hide all attributes, except the ones in the ‘General’ and ‘Contact’ tabs, from the helpdesk
technician who will be using this template to modify the user account.

- Assign this template to the appropriate helpdesk technicians who have the permission to modify
user accounts.
- The technician has to apply this template for modifying the user accounts.

Steps:

1. Create a customized User Modification Templates with Modification Rules

o o o

Click on 'AD Mgmt' --> 'User Management'

Under 'User Templates', click on 'User Modification Templates'

In the 'User Modification Templates' page, click on 'Create New Template' link

Specify a name and suitable description for this template. For this illustration, let us name this

template as 'Auto-update Manager Attribute'.

- D

Select the domain in which this template will be used.
Create a rule to assign values to the ‘Manager', 'State/Province’ attributes as per the values in

‘Title', 'Department’ fields,

1.
2.

Click on 'Modification Rules' > 'Create New Rule'.

Provide a suitable name for the new rule by clicking on ‘Rule 1°. In this case, let us name
this rule as ‘Manager Update’.

In 'Conditions' pane, click on 'Add Conditions'

In 'select field' option, click on 'Title'. Select 'is' as the condition.

In the value box, enter title — for this exercise, enter 'Assistant Manager' and click on '+'
to add a new condition.

In the second condition, select '"AND' as the criteria and ‘City’ in the 'select field' option.
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7. Select 'is' in the condition and specify the city as ‘Houston’. Similarly, add Department is
‘Sales’ in the condition.

License | Help | TalkBack
Search AD objects

Welcome, admin

Engine
ADManager Sign Out , Chanae Passvord, Jums To

Home m AD Reports Workflow Automation  AD Delegation Admin Support

Y Creata Usars » 4%Modify Usars + L Modify Exchange » % Modify Tarminal Service » |[EModify Computers + GECSV Import ~ 4 Group Management »

Domain Settings | AD Explorer

View Templates | | 2]

&)

Template Name: |Auto-update Manager Atttribute *

[This template automatically updates  «
Description: |the 'manager’ attribute with the o
appropriate value based on the user's

Select Domain : ADMP.COM -
5] Layout View E# modification Rules
Use Existing Modification Rules Add Rule

E Rulel
Conditions
1 Title v s v [Assistant Manager [¥] x

Z AND ~ Department v s + |[sales [l x &

Criteria : (1and 2)

Assign Values

set  Manager v o

Save Template || Cancel

8. Inthe 'Assign Values' section, in the 'set’ option, select 'Manager' attribute and in 'to'
option, specify the manager name. For this illustration we will use 'David Smith' as
manager and click on 'Add'. In the next 'set' option, select ‘State/Province’ and specify
‘Texas' in the 'to' field.

9. Add another 'Rule' to check for another set of 'Title', ‘City’ and ‘Department’ values to
specify the corresponding ‘Manager’ and 'Stage/Province’ field values.

10. Repeat steps: a to h and add as many rules as needed to check for all possible Title', 'City’
combinations and specify the corresponding 'Manager', 'State/Province' values.

g. Hide all tabs except ‘General’ and ‘Contact’ tabs:

1. Click on ‘Account’ tab = ‘- icon in the right corner of the tab. This will make the
Account tab silently active, that is, the entire tab and all the attributes in the tab will be
hidden from the technician using this template for user modification.

2. Similarly, hide all the other tabs: Exchange, Terminal and Custom Attributes.

Note: To hide a specific attribute, in the drag-n-drop’ mode just place your mouse over the edit

icon that appears when you ‘mouse-over’ that attribute and select ‘Make Silently Active’ from the
options.
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h. Click on 'Save Template' to create and save this template.

2. Assign this template to the required helpdesk technicians:

T 9

- ® o o

Click on ‘AD Delegation” > Help Desk Delegation = Help Desk Technicians.

Select any technician from the list of technicians (or create a new technician using the steps
mentioned in ‘Non-invasive Active Directory Delegation’, section 9 of this workbook)
Click on ‘Edit’ icon in the ‘Action’ column of the required technician.

In Assign Templates = ‘Add/Edit Templates’.

In the Select Template window, choose the require domain.

Click on ‘User Modification Templates’ = Select the ‘ Auto-update Manage Attribute’
template. (Click on the icon beside the name of the templates to make it a default template.)

‘Save Changes’ to complete this process.

3. Modify user accounts through ‘user modification templates’:

a. Locate the required user account and choose the appropriate template:

1.
2.
3.

The helpdesk technician has to login to ADManager Plus

Click on ‘AD Mgmt’ = ‘Modify Single User’.

Select the ‘Domain’ in which the user account to be modified is located. Key in the user’s
name in the search box and click on ‘Go’ to fetch the required user.

Click on ‘Modify User’ button located in the ‘Action’ column of the user. The ‘Modify User
Properties’ window will now pop up.

Select the required template by clicking on the ‘Change’ link located beside the ‘Selected

Template’ list box. In this case, select ‘Auto-update Manager Attribute’ template.

b. Update the ‘Title’ & ‘City’ attributes manually; Auto-update ‘Manager’ & ‘State/Province’

Bl elela|®i.ilel

@ Mozila Firefox [ @

| @ tocalhost:2080/ ExecuteForm.do?m =it t eModifyBtemplateCategoryld=6&selectedTab=homeBiguid=[DA18B357 -2CE FEA1953021.28 )& domainName=ADMP.COM: edObjectTab=pr <

Selected Template:  Auto-update Manager Atttr.. Change

Kntestx794

E-mail kntestx754@admp.com

Web page dsfasdff
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Once you select ‘Auto-update Manager Attribute’ template, you will be able to view only
the ‘General’ and ‘Contact’ tabs as this template makes all other tabs and properties
‘hidden’.

Click on ‘Contact’ tab since ‘Title’ and ‘City’ are located in the Contact tab. Enter the
new values for both these attributes. In this case (Title= Assistant Manager,
City=Houston)

To view all the attributes that you have modified, click on ‘Preview’. This will list all the
attributes along with their old and new values that you have just entered.

Use the ‘Back’ option at the top right corner of the preview window to go back to the
template and update any other attribute(s) that you might have missed.

To save the changes that you made, click on ‘Update User’.

While saving the changes, in addition to the attributes that you manually modified, the

attributes specified in the ‘modification rules’ will also be updated automatically.
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Exercise 11: Exchange Tasks - Migrating Mailbox

Scenario: With rapidly evolving technology, architects have been designing new features and
enhancements more frequently. Therefore, users have been receiving upgrades for their environments in
shorter intervals. In a typical upgrade scenario, Active Directory or Exchange is configured with new
machines. An IT Administrator’s involvement during the time of such a scenario significantly increases
in terms of volume as well as skills. Tasks such as migration of mailboxes from one exchange server to
another could be a really tricky.

Objective: To migrate Exchange mailboxes from one environment to another.

Sometimes hybrid environments also evolve as a result of an upgrade, involving multiple versions of
Microsoft Exchange. To ensure a smooth, error-free process in such a scenario requires key
administrative activities like mailbox migration. If you are looking for a console to move a mailbox from
a specific server to any mailbox store in another server, the ‘migrate mailbox’ functionality in AD
Manager Plus is just the thing you need.
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4. De-Provisioning:

De-provisioning is another vital task that every administrator has to do repeatedly for different objects.
Doing this task for every object one after the other is another one of those taxing tasks in Active Directoy
that every administrator has to put up with, only till now, for now ADManager Plus simplifies this tedious
task so much that you will wish you had ADManager Plus from day one.

Exercise 1: De-provision a specific set of users and also their home folders and profiles.

Configuring the Delete Policy

1. Click on ‘Configure Delete Policy’ to delete the user specific folders like ‘Remote Home Folders’,
‘Roaming Profiles’ as per the requirement from the options available.
This can also be set from ‘Admin” Tab - ‘Custom Settings’ = ‘Delete Policy’. This policy will be
used to delete user related folders while deleting the user accounts.

TETon ar
[irete - | P—————— T — | _
€ (] | httpy//localhost:8080/CustomDelete do?selectedTab=admp_admin&uselectedTile=customDelete - e |2~ Googie P A B
Ny — =

’ Licensa | Help | TalkBack
plve
ADManager ign Out , Change Bassword, Jump To search AD objects
Home AD Mgmt AD Reports AD Delegation Warkflaw \.-‘_ Support Domain Settings | AD Explorer

Custom Settil =
ustom Settings. 0 Policy

Naming Formats

Titles & Departments
Cffi & Co :
=3 mpanies Delete Policy - This policy will be applied while deleting the usars .

Password Policy
[T]  Delet= Remota Home Foldars
LDAR Attributes.

[7]  Delets Roaming Profiles
Delets Policy
[]  Deleta Remotz Terminal Servics Home Folder
General | Settings
[C] Delete Roaming Terminal Service Profiles
NT Service
Connectiol
Server
Save Cancel
Personalize
ServiceDesk
Employee Preferences.
Configure AD Search
Self-Service Accounts
% Find: Next f Previous &~ Highlight all [C] Match case

Deleting Users:

Click on ‘AD Mgmt’ Tab.

Click on ‘User Management’ = ‘Bulk User Modification’ = ‘Delete Users’.

Select the ‘Domain/OUs’ in which the users are located.

Specify the exact set of users to the de-provisioned using the ‘CSV Import’ option or locate the users
using the ‘Search’ option.

agkrwn
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(€= )2 || hitps/iocalhost8080/ModifyBulkUser do?methodToCall=modifyAction8iselectedTab=admin8ireportld=1026 77~ |||~ Google Pl B
ManageEngine |y Welcome, admin License | Help | TalkBack
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Home h - i‘ AD Reports AD Delzgation ‘Workflow Admin Support Domain Settings | AD Explorer
;’ec@au Users j‘JMndiFy Usars = Mnmw Exchange » £pModify Terminal Sarvice + [[EMedify Computars v HECSV Import ~ /2 Group Management ~
/B Provide a privileged user name & password , for more effective user management : csez.zohacorpin.com. Click here. [Close

[ Delete U

Delete User Accounts from Active Directory Leam More...

Show Users List
Select Domain :  admp.com ~ Al [Add OUs]
How do you want to find the users?
€SV Import

Enter name(s) to search

[ Search |

x  Find: Next Previous & Highlightall [[] Match case

o D "E

6. Click ‘Apply’ to delete/de-provision the users. Since the home folders and profiles are selected in the
delete policy, they will also be deleted while deleting the users.

Exercise 2: Identify and eliminate users with duplicate attributes

Obijective: To find users in AD who have duplicate values for certain attributes, and take necessary
actions.

In the native AD environment, a similar objective could be achieved by performing an attribute specific
search for a particular value. To identify duplicate entries, this procedure has to be repeated for every
known value, which is a lengthy process.

By using 'Users with duplicate attributes’ report, we can specify the attribute(s) that may have been
duplicated. This would provide us a list of users from which we can perform the required action like
search, disable, delete or modify the user attributes individually or in bulk.
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Exercise 3: Delete a group if a specific user is not a member of the group.

Objective: Search for an user in a specified group, delete the group if the user is not a member of this
group.

To do this using the native AD interface, you will have to first locate the user using the find option and
then find out if he is a member of the specified group from the MemberOf tab in the properties. If the user
is not a member of the specified group, the group has to be located using the find option again and then

delete the group.

ADManager Plus simplifies this procedure for you by breaking this down into two simple steps.

Check whether the mentioned user is part of the specified group:

1. Click on ‘AD Reports’ > ‘User Reports’ > ‘Nested Reports’=> ‘Groups for Users’

akrwn

il | varogetngine - ADManager i | | o 1

(4= )% || D) nttp/localhost8080/Report do?selectedTab=reports&imethodToCall=reportaicategoryld=1&reportid=108 77 - |48~ Google Al B
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ADManager | SIS o (e e T TR [search AD objects
Home sowgme  [(ETTTTE o Delegation  workfiw admin support rmer s | AR
#User Raports = #%Password Reports » #1Group Raports * ' Computer Reports ~ :&E«hange Reports v GRO Reports v #¥0U Reports More =

Description | [f Export As+ |, Printable View

e p—— —\ﬂ

View the groups in which the specified users are members. Lsarn Mors...

[ =y
) Schedule Reports
Select Domain : xchange.com -

Users : Administrator @ | AddMore

Generate || Stop

® Filter based on inputs: Administrator ~ Displaying report for input entries : Administrator )

[ addremove Columns | (2] Full Scrasn .]
Create Request
Q_Quick Search Show Rews: 25 = [ # % ]1-150f15 ¢
[ G Member Of Members Domain Name
o TestMewlserS; TestNewUser4; TestNewUser3; TestMewUser2;
[T] Administrators - xchange.com
TestNewlserl. more
[l Domain Admins Administrators. ayyanar r.; testcomputerl; hariempex10; Administrator. xchange.com
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[7] Domain Users Users. CHILDS, mars xchange.com
x  Find: Next 4 Previous & Highlight all [[] Match case

Select the ‘Domain’ in which the user is located.

Click ‘Generate’ to get the list of all the groups that this user belongs to.

Search for the group in the ‘Quick Search’ option.

If the required group is not in the list of groups, we will proceed to delete the group.
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Delete a group:

6. Click on ‘AD Mgmt’ = ‘Group Management’ = ‘Bulk Group Modification’ = ‘Delete Groups’

GEEEER | [ Managetngine - ADManager Plus

I+F_ mpﬂ.g

€ ) || [  http/localhost 8080/ModifyBulkUser.do?methodToCall=modifyActionBiselectedTab=adminSireportld=4003 R Al B
A A — =
ManageEngine f’“ welcome, admin

ADManager Sign Out , Change Password, Jump To
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Workflove Admin Support

{pCreate Users ~ iy Modify Users -

Domain Settings | AD Explorsr
{fMedify Exchange ~ EyMedify Terminal Service + [[EMedify Computers {F=CSV Import v % Group Management »

/A Provide 5 privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here.

[Close

[ Delete Group Accounts from Active Directory

Delete Group Accounts from Active Directory Learn Mors..

-l

Show Groups List

Select Domain :  admp.com v All [Add OUs]

How do you want to find the groups?
€SV Import

Enter name(s) to search

Enter multiple n

Search |

comma (e.g.David,John) Leave this

es separated by a
field blank to see all groups.

Next 1 Previous & Highlightall [ Match case

BN M 'H =S

Select the ‘Domain’ in which the group is located.

Specify the name in the ‘Enter name(s) to search’ option and search.
Select the group and click ‘Apply’ to delete the group.
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5. Active Directory Reporting

Reporting is a mandatory and a tedious task too for any Active Directory administrator. With so many IT
standards that have to be followed, reporting to show compliance to the standards has become imperative.
Audit reports are also vital to keep track of all that is happening in the Active Directory.

But the native Active Directory interface has nothing to help the administrators when it comes to
reporting. Administrators most often are forced to rely on scripts which make the already tedious task of
reporting more taxing, with so many scripts that have to be written for every single reporting need.

ADManager Plus makes reporting a walk in the park for every Active Directory administrator. With
simple, Ul based, 150+ readymade reports for every need and every purpose, you will find that Active
Directory reporting is something that is no longer a hard and tedious task.

ADManager Plus reports are not just static reports, they are also actionable reports, that is, from the
reports, and you can perform any management task if it is required. For example, you could find out a list
of all the users whose password has expired and reset the password for all of them, in just one single step,
from the report itself.
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Exercise 1: Inactive Users Report

Objective: Pull out a list of all the users who have been inactive for a specific period of time in the Active
Directory.

Steps:

1. Click on ‘AD Reports’
2. Click on ‘User Reports’ = ‘Logon Reports’ = ‘Inactive Reports’

You will now be in the ‘Inactive Users Page’.

T B e ————— = =
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) - = 4
[_\ . ‘]
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m
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D _ SAM Account Name When Creatad Last Logon Time Accoun it Status ™
0 - balatest11 Sep 23,2011 06:31:35 PM 0 Disabled
B - balatests Sep 23,2011 06:31:34 PM 0 Disabled
o - Guest Jul 01,2011 04:24:56 AM 0 Disabled
B |- krbtgt Jul 01,2011 04:48:50 AM 0 Disabled
B - balatest10 Sep 23,2011 06:31:35 PM 0 Disabled
[F] asatest aaatest Sep 23,2011 02:36:43 PM 0 Enabled
[E] adcontacta, test adcontactitest Sep 23,2011 02:46:06 PM 0 Enabled
[C] admpeontacticontact admpcontactlcontact Sep 26,2011 12:48:00 PM 0 Enabled
[C] admpeontactcontact admpcontactcontact Sep 26,2011 12:47:57 PM 0 Enabled
[C] admptestzuser admptestzuser Sep 23,2011 02:16:19 PM 0 Enabled =
r c e

3. Select the ‘Domain’ from which you would like to pull out the list of inactive users.

4. Select the period/time for which you would like to get this report. You can select any one of the
options in ‘Inactive for’ field or specify a custom period.

5. You can also exclude the users who have been disabled or have never logged in by selecting the
options.

6. Click ‘Generate’ to run the report.

7. From the list of users generated, you can choose to do any management task like disabling them,
resetting the password, delete, etc as per the requirement using the management options present
under the ‘More Actions’ option or if you do not have the privileges to perform the tasks, you can
create a request for the required task using the ‘Create Request’ option.

8. You can also search for any specific user from the list of inactive users using the ‘Quick Search’
option.

9. Using the ‘Export as’ option, you can export this report in CSV, HTML, XLS, PDF, CSVDE
formats.
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10. Finally, this report can also be scheduled to run at the specified time daily, weekly, hourly or
monthly as per the need using the ‘ Schedule Reports’ option.
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11. You can also specify the format in which the report has to be exported and also send it to any
specific person by mentioning their email id by using the appropriate options in the ‘Schedule
Reports’ page.

Exercise 2: Office 365Reporting - Inactive Users

Obijective: To trace inactive Office 365 users.

Microsoft assigns ‘inactive’ status to an Office 365 mailbox if the concerned user has not logged in for
more than 30 days.

‘Inactive O365 user report’ in ‘AD Reports’ tab identifies such users and provides a list of the
corresponding mailboxes and related details.
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Exercise 3: IT Compliance Reports

Objective: Run reports that are specifically needed for proving the compliance to IT standards like SOX,

HIPAA, PCI, etc.
Steps:

1. Click on ‘AD Reports’.

2. Click on ‘Compliance Reports’
W || ManageEngine - ADManager Plus +

| 6 | Ll | http://localhost:8080/Report.do?selected Tab=reports&imethod ToCall=report&init=trueBireportTab=12&tileName=Compliance Reports L adle ‘ |"'|‘7 Google P‘ @ B
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3. There are pre-built reports that can be specifically used for showing compliance to IT standards.
4. You can select any report from the list of reports listed under three different categories in the

‘Compliance Reports’ page.
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Exercise 4: Share(s) Permissions Report

Objective: List down all the shares in a server and for any desired share, find out who's having what
permission on the shares.

In the native environment, this will involve

- locating the desired server

- finding out all the shares that are in the server

- locate the specific share from among all the shares listed

- find out all the users who are have permissions for that specific share

- go through each user to see the exact permission that they have on the share.

It took a few minutes to just type these steps. Just imagine the time that you will have to spend to actually
do these in the native interface. To do this task of locating all the servers and the shares on them and also
the users who have permissions on the shares, it will require so much time and effort that the
administrator will have to do only this task on any particular day.

ADManager Plus gives you an easy way out for this scenario. All that you have to do is click on the
specific report and click run which will fetch you all the required information and you can do all this
without even breaking a sweat.

Steps:

1. Click on ‘AD Reports’.
2. Goto ‘NTFS Reports’ = ‘Permissions for Folders’ report.

You will now be taken to the ‘Permissions for Folders’ page.
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Select the ‘Domain’.

Select the Server for which you would like to list the available shares.

Select the share for which you would like to see the list of users who have permissions on the
share.

Select the level upto which you would like to generate this report, that is, parent level or sub-
folder level or the number of levels of sub-folders.

‘Generate’ the report.

You can search for any particular user, to see his permissions, using the ‘Quick Search’ option.
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Exercise 5: List Users in a Group

Objective: For any given group(s), generate a report with the list of all the users who are members of the

specific group(s).

Steps:

1. Click on ‘AD Reports’.
2. Click on ‘User Reports’ = ‘Nested Reports” 2 ‘Users in Groups’

You will now see the ‘Users in Groups’ page.

w || ManageEngine - ADManager Plus +

o | e

|4 )2 || 0  hitpsflocalhost8080/Report.do?selectedTabzreportsBimethodToCall=report
€ )2 P P i P

oryld=18reportld=10

77 - @] |8 - Google

Ala B

e ——_———eeeessssesesssssssssss—ss.... . &

View the members of the specified groups.  Learn Mors...

Select Domain : xchange.com A

Groups : Administrators

@ | Add More
Generate || Stop

&)
) Schedule Reports

@ Filter based on inputs: Administrators ~

.
Displaying report for input entries : Administrators |
J

Q_Quick Search

[WN pisplay Name « SAM Account Name

[7] Administrator

[F] ayyanarr.

[[] hariempex10

Administrator

ayyanar

hariempex10

Member Of

Organization Management; Exchange
View-Only Administrators; Exchange
Organization Administrators; Group Policy
Creator Owners; Domain Admins. mere

Domain Admins; Remote Desktop Users;

Domain Users.

Exchange All Hosted Organizations;
Exchange Windows Permissions;
Organization Management; Exchange
Trusted Subsystem; Exchange Install

Domain Servers. morz

Generated Date & Time : 2011/09/28 - 7:26 PM

# Delete (@ Disable Create Reguest

Primary Group

Domain Users

Domain Users

Domain Users

mAddﬂ'Remove Celumns | Full Screen i

ShowRows: 25 » | ® 4 1-8of8 | »

Manager

admpuser

m

|:| TestNewlserl TestNewlUserl Administrators; Domain Users. Domain Users

[] TestNewUser2 TestNewlser2 Administrators; Domain Users. Domain Users

[Tl Tarthawlirars Tarthlaud lrar? 0. L Iy in L 4
x  Find: Mext Previous & Highlight all [7] Match case

]

o gk~ w

2cmo0E

Select the ‘Domain’ in which the group is located.
Specify the ‘Group’. You can specify more than one group also.
Click ‘Generate’ to get the list of users in the specified group(s)
You can also do any management task, if needed, using the management options at the top of the

report namely the ‘Delete’, ‘Disable’, ‘Create Request’ options.
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Exercise 6: Performing a secure directory /Address Book wide search for Domain users

Objective: To enable user search option through browser.

Granting AD Access to all users is not a secure move. By using ADManager Plus we can provide the
product URL so that end users can use "Employee Search" to find fellow users/contacts without even
logging into the product.

Exercise 7: Automatically send the list of users created in a day to the concerned person.

Objective: Generate a report of all the users who have been created in the day and send it to the concerned
person on email in the required format. Also, this report has to be sent every day, automatically — that is,
schedule this report to be generated and sent every day.

Steps:

1. Click on ‘AD Reports’
2. Click on ‘User Reports’ = ‘General Reports’ > ‘Recently Created Users’
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View the users created in the past n days. Learn More... K:'S(hedule Reports
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Generate || Stop

—
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3. Select the ‘Domain’ and specify the ‘OU(s)’.
4. Enter ‘1’ in ‘number of days’.
5. Click ‘Generate’ to get the list of all users who were created during that day.
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Schedule this report to be generated and emailed every day to the concerned person.

6. Click on ‘Schedule Reports’
7. You will now see the list of all reports that have been scheduled.
8. Click on ‘Schedule New Reports’ to go to the ‘Schedule Report’ page.
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m
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[T Recently deleted users [+]
[¥] Recently Created Users [+]

[ Recently Modified Users [+]
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Schedule Duration:

I
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Generate report at the specified time:
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Schedule Report Format: & storsas path
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10.
11.
12.

13.
14.

15.
16.

Specify a name for this report in ‘Scheduler Name’

Select the ‘Domain’ and specify the OU(s).

In ‘Select Reports’ click on ‘User Reports’ in ‘Report Type’.

In ‘Available Reports’ click on ‘Recently Created Users’, enter ‘1’ in the ‘Enter no. of days’
field, click ‘OK’.

You will now see this report in the ‘Selected Reports’ column.

Select ‘Daily’ and mention the time at which the report has to be generated in the options under
‘Schedule Duration.

Specify the format in ‘Select the format of your choice’

Enter the email addresses to which the report has to be sent in the ‘email address to send reports’
field. More than one email address can be specified if you wish to send this report to more than
one person.
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Exercise 8: Generating Reports based on available attributes of users

Objective: To find out users having details with existing HRMS tool or from data provided by other
departments.

When HR norms dictate multiple user modifications it becomes a tedious task for AD admins to perform

changes to each user in an Active Directory. However, with ADManager Plus, we can make use of
"Reports from CSV" and find out the user accounts using common fields like first name and last name
and modify them in bulk.

Steps:

1. Go to ‘User Reports’ page in AD Reports

2. Click on ‘Reports from a CSV’

3. Choose the Domain Name which you want to generate the reports on

4. Import the CSV file which is provided by HR team or exported from a different tool or prepared by
you.

5. Choose the Criteria to see the results.

6. Once the report gets generated we may add the required columns including schedule reports.

Exercise 9: Schedule reports for automatic data gathering and reporting.

Obijective: To get notified upon creation or modification of a user account in the domain.

ADManager Plus offers a provision of manual scheduling of reports that can be configured to run at

required intervals, and can also be emailed to specific users. So one can schedule 'recently created users'
reports and 'recently modified users' reports and receive email notification about the modifications made.
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6. On-the-fly Active Directory Management:

This section will throw more light on how the actionable, pre-built reports in ADManager Plus help the
Active Directory administrators to take decisions based on the information in the reports.

For example, it is possible to find out all the users who have been inactive for more than a specific period
and disable them or delete them.

This is not possible using the native Active Directory environment as there is no mechanism to list out all
the users who have been inactive. Though writing scripts could be an option, it is a demanding and often
tiring task as it requires great indepth knowledge of the intricacies of Active Directory.

ADManger Plus thus not only makes this difficult task easy but also allows you to do a variety of actions
on the selected objects as per the need.
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Exercise 1: Move Inactive Users

Objective: Find out all the users who have been inactive for the last 30 days and move them to a different
Ou.

Steps:
List all the users who have been inactive for the past 30 days.

1. Click on ‘AD Reports’
2. Click on ‘User Reports’ = ‘Logon Reports’ = ‘Inactive Users’

(- 3 || D) hiptocalhosta0aReportdotselecte

b=reports&imethodToCall=report8icateqoryld=18reportid=1 j

Inactive Users

View the users who have not logged on for a specified peried.  Learn More... J Schedule Reports

Selected Domain: [ 4mp.com [ esez.zshocorpin.com schange.com

Selected OUs:  All [Add OUs Selected QUs: Al [Add OUs Selected OUs: Al [Add OUs

[T Exclude Never Logged On Users
Inactive for: Last 30 Days

[ Exclude Disabled Usars

mn

Generate | Step

Generated Date & Time : 2011/09/28 - 4:14 PM [ addfRemove Columns | [ Full Screen ‘
# pelete @ Disable | ¥ More Actions Create Request

Check All 860 ‘ Clear All 860 Select Category : General Attributes = Action : Move Users - ﬂ B
Q Quick Search ShowRows: 25 w | % % 1-250f860 \II E
D SAM Account Name When Created Last Logon Time Account Status
balatest11 Sep 23,2011 06:31:35 PM 0 Disabled
| - balatestd Sep 23,2011 06:31:34 PM 0 Disabled
| - Guest Jul 01,2011 04:24:56 AM 0 Disabled
m - krbtgt Jul 01,2011 04:48:50 AM 0 Disabled
@ - balatest10 Sep 23,2011 06:31:35 PM 0 Disabled
[[] aaatest azatest Sep 23,2011 02:36:43 PM 0 Enabled
[7] adcontact1, test adcontactitest Sep 23,2011 02:46:06 PM 0 Enabled
[7] admpcontacticontact admpcontacticontact Sep 26,2011 12:48:00 PM 0 Enabled 3
% Find: Next 1 Previous &' Highlight all [ Match case

A gk

3. Select the ‘Domain’ and ‘OU(s)’ from where the inactive users have to be fetched.
4. Select ‘Last 30 Days’ in ‘Inactive for’ field, click ‘Generate’. This will fetch all the users who
have been inactive for the past 30 days.
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Move the users to a different OU:

5. Click on ‘More Actions’ option above the report header.
6. In Select Category, choose ‘General Attributes’ = Action: ‘Move Users.

You will now be directed to the ‘Move Users to another OU’ page.

GEESIN| ) vanageEngine - ADManager Plus + =l

€ )2 || O htps/iocalhost8080/ModifyBulkUserdomethodToCallreporthctiondireportld=1007 &selectedTab=admingtoldResultTableName=ADSMUserReportResultB 77 = cJ |49~ Googl= PJ S *d
welcome, admin License | Help | TalkBack *
N Sian Qut , Change Password, Jump To |Seamh AD objects
[mm— ., ST R SCTOP S— — —_—e
1 Create Users ~ ¢ Modify Users » {fMedify Exchange ~ EyModify Terminal Service [EMadify Computers ~ GECSV Import ~ £, Group Management v
A\ Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Clik here. Iclasel

i

e Uses anotl ou \i

Move users to a different container. Learn Mors..

57 Apply

Check All | Clear All

ShowRows: 25  |[# || |1-250f25 » [ &

Logon Name Distinguished Na... Title Department

CN=aaatest,OU=Balatest,DC=admp

aaatest aaatest@admp.com e com
CN=adcontacttest1,0U=Balatest,

adcontacttestl adcontactitest@admp.com Dc::df““':;éfom slatest sr analyst Analysts
CN=admpcontact1contact,0U=Bala

admpcentacticentact admpeentacticontact@admp.com test,DC=admp,DC=com head affice
CN=admpcontactcontact,OU=Balat

admpeontacteontact admpcontactcontact@admp.com ast,DC=admp,DE=com head office
CN=admptestzuser,OU=Balatest,D

admptest2user admptestuser@admp.com C=admp,DC-com head office
CN=admptest3user,0U=Balatest,D

admptest3user admptest3user@admp.com C—admp,DC—com head office

ayyanarr. ayyanar@admp.com CHl=ayyanar

VY : ¥V P- r.,OU=ayyanar,DC=admp,DC=com
CN=balatest1 .0t I DC=ad a2
x Find: Next 4 Previous &+ Highlight 2l [7] Match case

7. In ‘Select the Container’, specify the OU to which you would like to move the users.
8. Select all the users using the ‘Check All’ option. Click ‘Apply’ to move all the inactive users to
another OU.
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Exercise 2: Add all managers to the Domain Admins Group.

Objective: Generate a list of all the users who are managers and add them to the Domain Admins group.
Steps:
List all the managers:

1. Click on ‘AD Reports’.
2. Click on ‘User Reports” = ‘General Reports’ = °All Managers’

This will take you to the ‘All Managers’ page.

W || ManageEngine - ADManager Plus l + I’“_@M

(€2 || D) bttpylocalhosta080/ReportdofselectedTab=reportséimethodToCall=reportiicetegonld=1reportid=22 77~ 1@ |28 Google Al B
ManageEngine | Welcome, admin License | Help | TalkBack “
ADM. i Sign Qut , Change Password, Jump To

Search AD objects

Home AD Mgmt — LU LS AD Delegation Workfiow Admin Suppart Domain Settings | AD Explorer

User Reports = #hPassword Reports ~ Group Reports * [ Computer Reports ~ Exchange Reports v \GRO Reports ¥ ¥0U Reports
P Ga E 34

More ~

Description | [ Export As = | 4 Printable View
All Managers b

View all the manager users Leam More...

6 Schedule Reports

Selected Domaini [ smp.com [ esez.zohacorpin.com xchange.com

Selected OUs : All [Add oUs Selected QUs : All [Add OUs Selected OUs : All [Add OUs’

Generate | Stop

Generated Date & Time : 2011/09/29 - 11:30 AM [ acdiremove Columns | [ Full scraen ‘
% More Actions

m

Check All1 | Clear All 1 Select Category : General Attributes + Action : Group Attributes - Go

Q_Quick Search ShowRows : 25 v [ %[« 1-10f1 [x][n

[WQ Display Name « SAM Account Name Title Department 0U Name

[[] admpuser admpuser Users

ShowRows: 25 = | % 4|110f1 | » L]

% Find: Next 4 Previous & Highlight all [F] Match case

11:40 AM
9/29/2011

™

3. Select the ‘Domain’, ‘OU(s)’ from where to fetch all the managers.
4. Click ‘Generate’ to get the list of all the managers.

Add the managers to ‘Domain Admins’ group:

5. Click on ‘More Actions’ option above the report header.
6. In ‘Select Category’ select ‘General Attributes’ = “Action’: ‘Group Attributes’. Click ‘Go’.
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You will now be in the ‘Modify Group Attributes of the Users’ page.
W D ManageEngine - ADManager Plus I P I -

{ | O http:/Atocalhost:3080/ModifyBulkU: dToCall=reportActiondtreporild=1006&tselectedTab=admindtoldResultTableName=ADSMUserReportResultdts 77 ~ | @ || 8~ Google e B
ManageEngine ¢ Welcome, admin License | Help | TalkBack
ADM. P Sin Out . Change Password, Jump To Search AD objects

Home AD Reports D Delegation Warkflow Admin Suppart Domain Settings | AD Exolorer
pCreate Users ~ 13y Modify Users - 1% Madify Exchange ~ EpModify Terminal Service ~ [EModify Computers + 3OSV Import + 19,Greup Management ¥
r
. . . Group Lists - Mozilla Firefax
& Provide a privileged user name & password , for more effective user management : csez.zohacorpin.com. Click here. w P

I 0 http://localhost8080/grouplist.

?defaultNamingCo

Modify group attributes of the users

Add/Remave users from groups and set primary groups for users. Learn Mo

Go |7 Refresh

Add to Group : I:l = || | Showing 1-100 of 2185 [ ICH Show 100 ~ per page.
& ou N

DnsAdmins.

Domain : xchange.com -

Users p
setthepimoyarops[ | Onsupdatepray vsers
7 Domain Admins Users D
7 mpply
Domain Computers Users
Chedk All | Clear All

admpuser

Primary Group Member Of

admpuser@xchange.com Domain Users Domain Users
raman MIGWIZ_283134524807 1@xchange.c om Domain Users Domain Users

x  Find:

Next Previous &' Highlight all [[] Match case

7. Click on ‘“+’ beside the ‘Add to Groups’ option and select the ‘Domain Admins’ group.
8. Select all the users.

9. Click ‘Apply’ to make all the managers members of ‘Domain Admins’ group.
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Exercise 3: Reset Password for all password expired users.

Obijective: Find out all the users whose password has expired and reset the password for all of them.

Steps:

1. Click on ‘AD Reports’.

2. Click on ‘Password Reports’ = ‘Password Status Reports’ = ‘Password Expired Users’

You will be taken to the ‘Password Expired Users’ Report page.

e o B — T

@ )P I D http//localhost:8080/Report.do?selecte

b=reports&imethodToCall=report&categoryld=2&reportid=3 4 GJ E.l‘ Google PJ i E
ManageEngine ) 2 Welcome, admin License | Help | TalkBack *
ADM. i Sign Out , Change Password, Jump To Search AD cbjects
Home AD Mgmt — Lot | AD Delegation Workflov Admin Support Domain Settings | AD Explorer
user Reports = hPassword Reports = H1Group Reports ~ [§\Computer Reports ¥ 73 Exchange Reports ¥ £GPO Reports ~ H0U Reparts + Mora =
Description | [ ExportAs~ | . Printable View

View the users whose password had expired. Lzarn More...

Selected Domain: admp.com

Selected OUs : All [Add OUs Selected OUs : All [Add OUs

[ csez.zshocorpin.com

Generate | Stop

&

Schedule Reports

xchange.com
Selected OUs : All [Add OUs’

|7/ Exclude Disabled Users

® Delete @ Disable | ¥ More Actions Create Request

Check all 2 ‘ Clear All 2 Select Category : General Attributes v Action !
Q_Quick Search
Display Name SAM Account Name Password Last Set
- krbtgt Jul 01,2011 04:48:50 AM
sysadm sysadm Jul 01,2011 05:21:51 AM

Generated Date & Time : 2011/09/29 - 11:48 AM

Reset Password

[ addmemeve Columns | [ Full screen ‘

- Go
ShowRows: 25 = | % 4|1-20f2 | » L)

n

Aug 12,2011 04:48:50 AM
Aug 12,2011 05:21:51 AM

ShowRows: 25 » | # 4| 120f2 |k L]

3. Select the ‘Domain’, ‘OU(s)’ from which to fetch the password expired users.
Click ‘Generate’ to get the list of all password expire users.

5. Click ‘More Actions’ > ‘Select Category: General Attributes’ = ‘Action: Reset Password’.
Click ‘Go’.

s

You will now see the ‘Modify Password Attributes of the Users’ page.
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W || ManageEngine - ADManager Plus I m@@u

3| [0 httpitlocalhost8080/Modityulcu ] ]

IdResultTableName=ADSMUserReportResultie 77 cJ - Google PJ %t B

License | Help | TalkBack
Search AD objects

ToCall=reportAction&reportld=10198selectedTab=admin

Welcome, admin

pls

ngine)
ADM. Sign Out , Change Password, Jump To

m AD Reports AD Delegation Workflow Admin Support Domain Settings | AD Explorer

pCreate Users + pwodify Users - [ Medify Exchange~ ZpMedify Terminal Service ¥ [ElMeodify Computers * {ECSV Import + 2 Group Management

& Provide a privileged user name & password , for more effective user management : csez.zohocorpin.com. Click here, Close

l'.Mod'lfv Password Attributes of the Users ]

8]

Reset the password for users. Learn More...

Password Options :

Reset Password :
® Generate Password [Confiqure Complaxite] User must change password at next logon : -N/A- -
) Type a password User can't change password : -N/A- -
Password never expires : -N/A- v
@ Same as User Logon name
[ Leave Password blank
5 Apply
Checle All | Clear All ShowRows: 25 «+ | % | % |1-20f2[» || »®
Password Status SAM Account Name
Expired krbigt
sysadm sysadm@admp.com Expired sysadm

x  Find: Next 4 Previous &+ Highlight all [7] Match case

T "ZE

6. Select ‘Reset Password’ and select an option in ‘Reset Password’ section and also specify the
Password Options for users.
7. Click ‘Apply’ to reset the password for all the users whose password has expired.
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7. Active Directory Workflow

Most of the Active Directory tasks that an administrator has to do on a day-to-day basis are repetitive. It
makes absolute sense to automate these recurring tasks. Automation is absolutely not supported in the
native Active Directory environment and it is sheer headache to automate tasks using scripts.

ADManager Plus solves this issue through Workflow - controlled automation, where the required tasks
can be initiated but completed or executed only after being approved by a specific authority.

Workflow, an ADManager Plus special, greatly reduces the burden of the Active Directory administrators
as most of the mundane tasks are automated but still they can be at peace because no task can be
completed without their knowledge and approval of the concerned authority.

There is also another feature called ‘Robo Requester’ that automatically raises the request for specific
operation as required, like — request to disable inactive users, reset password for password about-to-expire
users, etc.

This section will get you used to the Workflow and Robo Requester features.
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Exercise 1: On the HR’s approval the Administrato has to disable an user(s)

Objective: Raise a request to disable a user or a set of users. The request has to be sent to the HR Manager
for approval. Once the approval happens, the Administrator has to disable the users.

This scenario is something that is totally impossible in the native Active Directory interface.

To achieve this, a workflow has to be created. Workflow can be set to a maximum of four levels —
Requester, Reviewer, Approver, and Executor.

Creating Workflow:

1. Click on ‘Workflow’ Tab.
2. Under ‘Configuration’, click = ‘Business Workflow’ - ‘Edit Workflow’.

refox T— - - — | @

[~ Firefox = [ ManageEngine - ADManager Plus [+| S - o o)
& [ | http://localhast:8080/WarkFlow.do?selectedTab=workflowBiselectedTile=businessFlowmethodToCall=workFlowMgmt || {2 Google Pl B
St =

2= Welcome, admin License | Help | TalkBack
Pivs
ADManager Sign Out , Change Password, Jump To Search AD objects
Home AD Mgmt AD Repaorts. AD Delegation I.“ Admin Support Domain Settings | AD Explorer
M| Create Request -

Requests o ] .
0 Diagram
My Requests efine a f tion for important administrative tasks. Learn More..,
All Requests
Completed Requests

Open Requests -4 FI oa
Raquests for Review ﬂ = ﬂ @;ﬁ = 1 jei=
A — e — &91 — — |
Reguests for Approval - v v -
Requests for Commit &
Configuration
Business Workflow! gt workdlow

Reguesters

Requester [Canfiqure]

Reviewer T

Workflow Technicians

fobo Reguasters and offers recommendations.[Confiqure]
action.[Configure
Executor The one who es & approved action.[Confiqure]

sava cancal

Approver T

x Find: Next 4 Previous & Highlight all [7] Mach case

Sl =

3. Configure the appropriate user for each of the workflow stages.

4. Requesters will be able to raise requests for tasks, reviewers review the request and provide their
comments, based on the reviewers comments, the approver approves the execution of the task.
Once the approval is obtained, the Executor executes the task.

Click on ‘configure’ option in each line to specify users for these roles.
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For our exercise, we have to configure ‘Administrator’ as Requester, ‘HR’ as the Approver,
‘Administrator’ as Executor.

|GEEEERE[ ) Managetngine - ADManager Plus ——_— T o | G

“~ | O http//localhost:8080/WorkFlowConfig ricFlowAdmins ~|c||*q~ Google Al B
E 2SS ==F—
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2 pl
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RS SPEPTRO RPN SRR ... PO E—— R
=
Requests 3 .
=3 Workflow Technicians
3y Gt 2 workf hnician. Learn More...
All Requests. admin E

Completed Requests ZOHOCORP\sathish-0075
Remove
Open Reguests

Requests for Review

Reguests for Commit

Configuration

Business Werkflow

Requesters hrassociate ~ [Faga
Warkflow Tachnicians o
Robo Requesters
admin E
commits request to AD Add

Remove

Bl - =Nt

To disable the inactive users after approval from the ‘HR’

Click on ‘AD Reports’ = ‘User Reports’ = ‘Inactive Users . Generate Inactive users report.
Select the required users and click on ‘Create Request” = ‘Task’ — Disable Users.

The ‘HR’ — will see the requests in his requests list and review and approve it.

Since the administrator is not configured as approver, he cannot approve the request.

Once the ‘HR’ approves, the Administrator will execute the task by clicking on the request and
clicking on ‘Execute’ button.

©®~N o

|GEEIEREN ) ManageEngine - ADManager Plus [+ [ | T——— ——— T | )
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All Requests at Request 1D:603 PP
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Open Requests Requestad By : ADManager Plus Admin on Sep 29,2011 06:02:45 PM {:}} Execute
Description
Requests for Review Pt
Requests for Approval [Show] Request History
Requests for Commit
i  — Show Rows : 25 - L] = 1-20f2 | »
Configuration
i cco Display Name Full Name Account Status QU Name Domain Name Message
Business Workflow I A
reauestars bms3-test bms3-test bms3-test Enabled ég:zii;ﬂm SOthers  €eE-zohocorin.com
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Exercise 2: Automated request for disabling inactive users.

Objective: Generate automatically, the request to disable inactive users, every month, on a specific
day.

Administrators spend a lot of time in scouting for inactive users and then send the report to the
concerned person for permission to take further action like disabling the user, deleting the user, etc.

This scenario cannot absolutely be automated using the native interface and also, writing scripts for
these tasks and running them is an headache that every administrator hates.

The feature that will be helpful in this scenario is the ‘Robo Requester’
Steps:

1. Click on ‘Workflow’ = ‘Configuration’ = ‘Robo Requesters’ = ‘New Robo Requester’

i - . — ~— |
\GEEER| ) vanageEngine - ADManager Plus - - (= ]L0
€ || [ httpr/localhost8080/ScheduledMgmt do?selectedTab=workfowSselect=dTile=rob dWorkFlowCreationBactionType=Ci 77 | G | | 8+ Google Pl B
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=
Requests
My Requests
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All Reques!
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Completed Requests
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Open Reques!
Requests for Review Robo Requester Name : |Disable Inactive Users request

' # Description: |Automatically generated request for

Requests for Approval
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Requasts for Commit more than 45 days and more, L
Configuration Request Details
Detalls of Request to be created
Business Workflaw
Category : User Modification -
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Request Type : Disable users -
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* Subject of Request: |Disable Inactive Users
Robo Requesters

Selaction Criteria
Criteria for salectin

ting the Objects.
Select Domain admp.com ~ [Add OUs]
Criteria : |Inactive Users [select]

Working Time

Time of request creation

Frequency of Request Creation: ) Daily ) weekly @ Monthly © Hourly
2 ~ Date 6 v Hrs; 0 ~ Mns
x Find: 80070005 & Next 4 Previous & Highlightall [] Match case

- 1D ke

Specify a name for the Robo Requester and describe the purpose of this requester.

Under ‘Request Details” = ‘Category: User Modification’ = ‘Request Type: Disable users’.
Enter a subject.

Select the ’Domain’ and ‘Criteria: Inactive Users’.

Specify the Frequency = ‘Monthly’ = Date and Time for raising this request.

‘Add’ to save this request.

No g k~wd
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Exercise 3: Automated request to move computers.

Objective: Raise request to move inactive computers to a specific OU, every week.

The Active Directory administrator has to frequently check for computers that are not being used and
being idle and move them to a different OU so that there can be a track of computers that are
available for user by users who do not have computers.

The native interface is helpless here and the scripts are also way too taxing and volatile to be
depended upon.

ADManager Plus’s Robo Requester will accomplish the task of raising the request to move the
inactive computers and once the request is approved, the executor can execute the task of moving the
computers as the request will be in the requests list of the approver and also the executor once it is
approved. The administrator has to no longer do this ridiculously monotonous task again and again.

Steps:

1. Go to ‘Add New Robo Requester’ page.

2. Specify the Request Name, give a small description about the report.

3. Mention all the request details: Category, Request Type, Request Subject, Domain, Target
container.

4. Specify the Selection Criteria: Domain from where to fetch the computers, Criteria.

5. Select the Frequency of request creation and the time for request creation.

efo — T ————————— |
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Exercise 4: Automated request to reset the password for password soon-to-expire users.

Obijective: Find out the list of all users whose password will be expiring soon and then raise a
request to reset their passwords.

With native interface, this will be virtually impossible as there is no option to raise a request for
any specific task. Also, the password expiry date has to be checked for each user manually. The
other option is to write scripts which need constant tweaking apart from the monumental task of
writing the script.

With Robo Requester, this task becomes really simple and a request is automatically generated.

Steps:
1. Go to ‘Add New Robo Requester’ page.
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2. Mention a name for this request and also describe the purpose of the request.

3. In ‘Requested Details’, mention the following : ‘Category: User Modification’, ‘Request
Type: Reset Password’, ‘Subject of Request’, New ‘Password’.

4. In ‘selection criteria’, ‘select the domain’, ’Criteria: Soon-t0o-expire User Passwords’

o

In working time, choose ‘weekly’, mention the day and time for the request generation.
6. ‘Add’ to complete the process of creating this Robo Requester.
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Exercise 5: Automated request to delete groups without members.

Objective: Find out the list of all the groups that do not have any members in them and then send a
request automatically to delete these groups.

Steps:

1. Go to ‘Add New Robo Requester’ page.
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2. Fill in all the required details in the Request Details.

3. In Selection Critera, choose — Group Modification (Category), Delete Groups (Request Type).
and mention the subject.

4. Fill the required frequency and time for generating this request.

5. ‘Add’ to complete the creation of this robo requester.
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Exercise 6: Workflow based User Accounts Creation

Scenario: Whenever new employees join the organization, the HR executives send the details of all new
employees to their administrator to create new user accounts in their organizations domain. Instead of
this, the HR executives should have the rights to key in the details of for all the new user accounts (for the
new employees) to be created and just send a request to the concerned IT or helpdesk technician who can
then create the new accounts with the details already entered.

You can accomplish this using the ‘Workflow’ feature by:

- Creating a workflow as per your organizational requirements.

- Assign the ‘requester’ role to HR Executives to enable them to create user creation requests.

- Assign the ‘executor’ rights to the appropriate technicians from the IT team to empower them to
create new users in AD.

Steps to create users through the workflow:

Click on “Workflow” = Configuration > Business Workflow - Edit Workflow.
Select the required levels (roles) in the workflow. For our case, let us choose Requester and
Executor.
3. Save the workflow.
To assign the requester role to HR executives:

License | Help | TslkBack
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Engine
ADManager Sian Out , Change Password, Jump To

Search AD objects
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| /Create Request ~ |
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All Requests
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Requesters

Revievers

Select Domain : ADMP.COM -
Exacutors Select Requester: 1
R ster Rol -
equester Roles Select Requaster Role : User Creation [Choose]
Select OUs : Balatest @ [addous
Configuration
e
Business Worldflow

Assigning Rules

Notification Rules
Manags ~ Go ShowRows: 25 v [#|[41-10f 1|» (¥

[  Action Names LoginName  Domain Name Description Delegated Requester roles

0 =wo & ADManager Plus Admin admin ADManager Plus Authentication Built-in 2dmin account Super Requester Datails

Go to “Workflow Delegation” ->Requesters.
Select the domain in which you would like to create this requester.
c. Click on ‘Browse’ beside the ‘Select requester’ option and select the appropriate HR

executive to whom you wish to assign the ‘requester’ role.
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f.

You can assign to individual Users or even Groups and OUs as a whole. Whenever a user
is added to an OU or Group with the requester permission, the user automatically gets the
required permissions to raise user creation requests.

In ‘Select Requester Role’, choose ‘User Creation’.

Select the OUs in which the HR executive can raise user creation requests using the ‘Add
OUs’ option.

‘Save’ this requester.

5. To create ‘executors’ who can create new user accounts in AD:

a.
b.

Go to “Workflow Delegation’ = Executors.
Click on ‘Add’ and select the required technicians from the list of all available
technicians in the domain. Click OK to add the selected technicians to ‘Executors’ list.

6. To raise a request for new user account creation:

a.
b.
C.

The requestor has to login to ADManager Plus.
Click on “Workflow” = Requests = Create Request
In “User Creation’, select ‘Single User Creation’ or ‘Bulk User Creation’ based on your
requirement.
Single User Creation:
i. Select the Domain in which the user account has to be created.

i. Choose the appropriate template.
iii. Enter the values for all the necessary attributes.
iv. Click on ‘Create Request’ to complete the request creation process.
Bulk user Creation:
i. Select the required Domain.
ii. Choose the appropriate template.

iii. User ‘Add Users’ to enter the values for each user account one after the other or
just ‘Import” a CSV file which has the details of all the new user accounts to be
created. Click on ‘Next’.

iv. Select the required ‘Container’ or create a new container (OU) if required.

V. Click on ‘Create Request’ to complete the user creation request.

7. To execute (create) the user creation request

a.
b.
C.

The technician with the ‘execute’ role has to login to ADManager Plus.

Click on ‘Workflow’ = Requests = All Requests.

In the requests list, go to ‘My Requests’ =’ Awaiting for Execution’ to view the list of all
requests waiting for execution. (You can also click on the number displayed in ‘Awaiting
for Execution’ located just above the list of requests to view all tasks queued up for
execution).

Select the “user creation’ task raised by the HR executive.

Execute this task to complete the process of creating new users in AD.
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Exercise 7: Workflow based disabling of inactive user accounts

Scenario: As a part of your organizational security measures, your AD technician/administrator has to
disable user accounts that have been inactive for a certain period of time say 90 days. But before disabling
user accounts the administrator must send the list of inactive user accounts to the HR manager for review.
After the HR manager gives the go ahead the administrator can disable the inactive user accounts.

This can be accomplished using the components in the ‘Workflow’ feature by:

- Creating a 3 level workflow with: Requester, Reviewer and Executor.

- Add the appropriate users/technicians to the Requester, Reviewer and Executor roles.

- Once the requester creates the request to disable user accounts, the reviewer verifies the users list
and approves it. Then, the executor can disable the specified user accounts.

- Create ‘Assigning Rules’ to automatically assign the tasks to appropriate technicians/users as
soon as a request is created or reviewed.

Steps to disable inactive user accounts based on workflow approval:

1. Create a customized workflow.

a.
b.

C.

Click on “Workflow” = Configuration > Business Workflow - Edit Workflow.
Select the required levels (roles) in the workflow. For our case, choose the Requester,
Reviewer and Executor.

Save the workflow.

2. To add requesters:

a.
b.
C.

f.

Go to “Workflow Delegation” > Requesters.

Select the domain in which you would like to create this requester.

Click on ‘Browse’ beside the ‘Select requester’ option and select the appropriate
technician or user to whom you wish to assign the ‘requester’ role.

Assigning the requester role to Groups and OUs as a whole grants the permission to all
the users in those OUs/Groups to create requests for the specified tasks.

In ‘Select Requester Role’, choose ‘User Creation’.

Select the OUs in which the technicians can raise ‘disable user’ requests using the ‘Add
OUs’ option.

‘Save’ this requester.

3. To add reviewers:

a.
b.

C.

Go to ‘Workflow Delegation’ = Reviewers.

Click on ‘Add’ and select the appropriate HR users (Manager/Sr. Executives) from the
list of all available technicians in the domain.

Click OK to add the selected technicians to the ‘Reviewers’ list.

4, To add Executors:

a.

Go to ‘Workflow Delegation’ - Executors.
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b. Click on ‘Add’ and select the required technicians list of all available technicians in the

domain.

c. Click OK to add the selected technicians to the ‘Executors’ list.
5. Create Assign Rules to assign the requests to appropriate users/technicians after creation and

review:

a. Click on Workflow - Assigning Rules
Click “When request is created’ link > Add New Rule
Specify a name for the rule: Disable Inactive Users

‘Choose’ Disable Users from the list of actions.

In ‘Perform Action’, Assign To: Choose the HR Manager/appropriate technician.

b
c
d. InRule Criteria: Requests = Action; condition: Is
e
f
g

Set Priority as Normal (since this is a routine task) and ‘Save’ this assignment rule for

request creation.

h. Similarly, create an assignment rule in ‘“When request is reviewed’ section by choosing

‘Disable Users’ as action and specifying the appropriate technician in ‘Assign To’. Name

this rule also as ‘Disable Inactive Users’.

6. To create the ‘disable user’ request:
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a. The technician has to login to ADManager Plus.
b. Click on ‘AD Reports’ = ‘User Reports’ = ‘Inactive Users Report’.
c. Generate this report for the desired period (in this case: 90 days) for the required domain.
d. Select all the users and click on ‘Create Request’—> ’Disable Users’ in Request Action.
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e.

Enter the subject and description and *
Now, based on the ‘Disable Inactive Users’ assignment rule for requests created, it will
be assigned to the appropriate technician (HR Manger / Executive).

7. To review the ‘Disable User’ request:

a.
b.
C.

The HR Manager/Executive (with reviewer role) has to login to ADManager Plus

Click on “Workflow” = Requests = All Requests.

In the requests list, go to ‘My Requests’ =’ Awaiting for Review’ to view the list of all
requests waiting for review. (You can also click on the number displayed in ‘Awaiting
for Review’ located just above the list of requests to view all tasks queued up for review).
Select the ‘disable inactive users’ task.

‘Review’ this task and click on ‘review’ button to approve this request. (If you are not ok
with the list of users or need any changes, click on ‘Reject’).

Now, based on the assignment rule for reviewed requests, the task will be assigned to the
appropriate IT administration/technician.

8. To execute (create) the user creation request

a.
b.
C.

The technician with the ‘execute’ role has to login to ADManager Plus.

Click on “Workflow” = Requests = All Requests.

In the requests list, go to ‘My Requests’ =’ Awaiting for Execution’ to view the list of all
requests waiting for execution. (You can also click on the number displayed in ‘Awaiting
for Execution’ located just above the list of requests to view all tasks queued up for
execution).

Select the ‘disable inactive users’ task raised by the HR executive.

‘Execute’ this task to complete the process of disabling inactive users in AD.
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8. Active Directory Automation

This feature helps you to automate any Active Directory management task. You can automate not just a
single task but also a sequence of Active Directory management tasks which will be performed in the
specified order and also at the specified time frame through this feature’s ‘Automation Policy’.

For example, you can automate the complete User account lifecycle management process using this
automation. That is, you can create user accounts and check for inactive user accounts among them after a
specific period of time to move them to a new location after which you can choose to disable and/or
delete the inactive user accounts at a pre-determined time frame.

ADManager Plus’s offer two important components to automate user account management namely
‘Automation’ and ‘Automation Policy’. The following exercises will help you understand the usage and
benefits of these two components.

Moreover, you also have the option to set up a controlled automation (approval based mechanism)
process using the ‘Workflow’ feature which will ensure that no task is executed unless it is reviewed and
approved by the concerned users/technicians. Refer ‘Active Directory Workflow”’ section to know more.

72



Exercise 1: Automated unlocking of user accounts every morning at a specified time.

Scenario: One of your mandatory everyday tasks is to fetch the list of all locked out user accounts in you
organization and unlock them one after the other. Immaterial of the number of locked out user accounts,
be it a few or many, you have to complete this task sufficiently early so that users are not forced to wait

for you to unlock their accounts which could affect the productivity of your organization.

‘Automation’ helps you to unlock all the locked out user accounts every day, without any human
intervention. You can use automatically unlock all the locked our user accounts by:

- Creating an automated task or automation to fetch the list of all locked out user accounts in your
Active Directory and unlock them all, at one go.
- Specify a time at which you would need this task to be performed, every day.

Steps to automate the task of unlocking locked out user accounts:

1. Click on ‘Automation’ tab.
2. Inthe left pane, click on Automation from the available options. This will open up the ‘Create

New Automation’ pane.
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3. Enter ‘Unlock User Accounts’ in ‘Automation Name’

4. In Automation Category, select ‘User Automation’.
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10.

Select the domain in which the user accounts to be unlocked are located.
(You can also restrict the unlock users task to only specific OUs. Click on ‘Add OUs’ link to
specify the required OUSs.)
In ‘tasks to automate’ - Automation Task/Policy - Select ‘Unlock Users’.
In ‘Select Objects’, you can specify the list of user accounts to be unlocked in the form of either a
report or a CSV file or both.
a. From Reports: Click on ‘Select’ link and select the required report. For this scenario,
select ‘Locked Out Users’ report from the reports list.
b. Location of CSV: Specify the location of the file in which the user accounts are specified
in this option.
Specify the time at which the user accounts have to be unlocked using the options in ‘Execution
Time’. Since the ‘unlock users’ operation has to be performed every day, in ‘Run at’, select Daily
and specify a time that matches your requirement, say 6 Hours 30 Minutes to unlock all locked
our user accounts every day at 6:30 in the morning.
‘Save’ this automation to schedule the unlock operation for 6:00 am every day.
‘Save & Run’ to schedule the unlock users task for 6:30 every morning besides unlocking all the
user accounts that are locked out at the time of saving this automation.
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Exercise 2: Automate Inactive Users Cleanup process

Scenario: As per your organizational policies, you will have to fetch and move all the inactive user
accounts to a specific OU at the end of every month. 90 days after that, these users have to be deleted
from your Active Directory. Automate the task of moving inactive user accounts from the present
locations (containers) to a different OU and delete these user accounts after 90 days.

You can you the ‘Automation Policy’ of ADManager Plus to accomplish the above requirement by:

Creating an ‘automation policy’ that will
- Move inactive users to a specific OU.
- Delete the moved inactive user accounts.
Creating a new ‘automation’ and assigning the above ‘automation policy’ to this automation.
Select the Domain (or OUs) from which you wish fetch the inactive users.
Specify the frequency at which this automation has to be executed

Steps to automate moving inactive user accounts to a separate OU and delete them after 90 days

Click on Automation tab.
From the options under in LHS pane, click on Automation Policy.
To create a new policy

ADManages - T =
o I mig = D Mapors  iaridios H AT Dalegaian - o
( —
L idve Tashis)
a. Click on ‘Create New Automation Policy’ link.
b. Enter a name for the automation policy. For this case let us use ‘Inactive User Cleanup’.
c. Select the Domain in which this automation policy will be used.
d. In ‘Instant Tasks’ select ‘Move Users’ from task list.
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e. Select the target OU (to which the inactive users will be moved).
f.  In ‘Successive Task(s):
i.  Specify a name for this task by click on ‘Task Group’. Let us name this task as
‘Delete Inactive Users’.
ii. Enter 90 in the text box for days.
iii. Select ‘Delete Users’ from the task list.
g. ‘Save’ this automation policy.
4. To create a new automation:

a. Select Automation from the LHS pane.

b. Click on ‘Create New Automation’ link.

c. Key in the ‘Automation Name’. For this case let us use: Move and Delete Inactive Users.

d. In ‘Tasks To Automate’ = ‘Automation Task/Policy’ = Select Automation Policy
—select the ‘Inactive Users Cleanup’ policy that we have already created.

e. Specify the user accounts to be deleted in the form of either a report or a CSV file or both
in the ‘Select Objects’ section.

a. From Reports: Click on ‘Select’ link and select the required report. For this scenario,
select ‘Locked Out Users’ report from the reports list.

b. Location of CSV: Specify the location of the file in which the user accounts are
specified in this option.

f. In ‘Execution Time’ set the frequency at which you wish to run this automation. For our
case, we will choose ‘Monthly’, Date: 1, Hours: 6 and Minutes: 30 to run this automation
at 6:30 in the morning on the first day of every month.

5. ‘Save’ this automation to schedule the inactive user cleanup for 6:30 am on the 1% of every
month.

6. ‘Save & Run’ to schedule this task for 6:30 on the first morning of every month besides moving
all the inactive users at the time of saving this automation, to the specified target OU.
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Exercise 3: Modify location specific user attributes using Automation Policy.

Scenario: When employees are moved to a different department changing the Group Membership and
moving them to different OU'’s

Obijective: To modify the group membership, OU, and other attributes of a user when they are relocated
to a different team or to a different branch.

Such tasks need to be performed manually using native AD tools. However in ADManager Plus, using
Automation Policy we may Add / Remove Group membership and Move the users to different OUs.

Exercise 4: Automate service request

Scenario: In an environment with a lot of users who request to use VPN frequently, but are restricted by
organizational policies, accessing and granting each such request is the IT admin’s prerogative. By
policy, VPN has to be disabled for all users, and the ones who want to access VPN must have to use a
web page login and send a request.

In AD Manager Plus these service requests can be written into a CSV file and then the relevant attributes
can be modified for the particular account to allow VPN. This process of granting access can also be
automated by configuring a run once every 30 minutes.

Exercise 5: Automate modification of group membership of users.

Scenario: A certain school would like to add a few users at the beginning of the academic year to certain
groups and remove them from a few groups simultaneously (Modification of Group Membership). The
exercise is intended to grant specific privileges to the students so that they can gain access to certain
network shares containing relevant study materials.

Solution: This can be achieved through Automation. In the ‘Automation Policy’ link, admins can add and
remove users over a configurable period of time. The list of users is provided in a CSV file or even can be
fetched through ‘Enabled Users’ report in ‘User Reports’ tab.
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9. Non-Invasive Active Directory Delegation

Active Directory administrators are always kept on their toes; they are burdened with an almost never
ending list of tasks that they have to perform, day in and day out. But most the tasks that eat into their
time and take away a major chunk of their effort are repetitive simple tasks like password reset, unlock
users, etc.

Active Directory administrators most often have to struggle between completing these mundane,
repetitive tasks and the more important ones. The only option that they sometimes have is to hand over
the routine, simple tasks to someone else. But they are reluctant to do so because of the risks associated
with it, the Active Directory security could so easily be compromised or just a small careless mistake
could send the entire Active Directory for a toss.

The best option now is to have a mechanism that will allow non-administrators to take of the simple,
repetitive task yet, prevent them from making any changes to the Active Directory set up. It is this simple
but powerful and very useful option that ADManager Plus brings to the table — ADManager Plus’s Non-
Invasive delegation make the world of every Active Directory administrator a less stressful and pleasant
one.

This section will familiarize you with the AD Delegation features of ADManager Plus.
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Exercise 1: Introduction to Help Desk Technicians, Help Desk Role

Delegate crucial AD tasks to Level 1 technicians but with limited privileges, that is, the power carry out
only the specified tasks and nothing else as the stability of Active Directory is of utmost importance.

Objective: Create a new ‘Help Desk Role’ and a ‘Help Desk Technician’.

Help Desk Roles:

This feature allows you to specify the roles that you would like to delegate to the junior level technicians.
Create a new ‘Help Desk Role’

1. Click on ‘AD Delegation’.
2. Click on ‘Help Desk Delegation” = ‘Help Desk Roles’ - ‘Create New Roles’.

You are now on the ‘Create Help Desk Role’ page.
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3. Specify a name for this new role.

4. Select the activities that you would like to delegate through this role — AD Management,
Reporting or Administration.

5. Select the tasks and attributes changes that you wish this role to do.

6. ‘Save Role’ to save this new role.
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The image in the previous page shows the role of ‘Modify Users General Properties’ and all the tasks
that this role can perform. You can see that only those tasks that modify the general attributes alone
have been selected and hence the help desk technician will be not be able to do other tasks like

creation, modification of users, templates, modify exchange attributes, etc.

Help Desk Technicians

Help Desk Technicians are non-administrative users who have been permitted to perform specific
administrative, management or reporting tasks that are usually performed by the administrators. Help
Desk Technicians can only perform those tasks that they have been allowed to and cannot perform

any other tasks or make any changes in the Active Directory.
Create a new Help Desk Technician:

1. Click on ‘AD Delegation’.

2. Click on ‘Help Desk Delegation’ = ‘Help Desk Technician 2  Add New Technician’

You will now be viewing the ‘Help Desk Technicians’ page.
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3. Select the ‘Domain’ in which you would like to delegate tasks to the Help Desk Technician.

4. Click ‘Browse’ to select the user to whom you would like to delegate the tasks.

5. Click ‘Choose’ to select the role that you would like this ‘Help Desk Technician’ to perform.
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6. Select the roles and click ‘OK’.

7. Specify the OU(s) in which this ‘Help Desk Technician’ can perform the delegated tasks.

8. Click ‘Save’ to create this ‘Help Desk Technician’.

81



Exercise 2: Delegate Password Reset task.

Objective: Create a Help Desk Technician and assign only the role of resetting the passwords for users.
Steps:
Create the ‘Password Reset Role’

The tasks to be delegated have to be specified in the form of roles which can then be assigned to selected
users. So before we can assign the ‘Reset Password’ task to a ‘Help Desk Technician’, we have to create a
new role for the password reset task.

Steps:

1. Click on ‘AD Delgation’ - Help Desk Delegation’ = ‘Help Desk Roles” = ‘Create New Role’

You will now be in the ‘Create Help Desk Role’ page.
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2. Specify a name for this role and describe this role to let others understand the purpose of this role.

3. Select ‘AD Management” = ‘User Management; = ‘Bulk User Modification’ - ‘Reset
Password’

4. Click on ‘+’ beside “Reset Password’ to specify password options for the users

5. ‘Save Role’ to create the ‘Reset Password’ role.
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Create a new ‘Help Desk Technician’ with the ‘Reset Password’role

6. Click on ‘AD Delegation’ = ‘Help Desk Delegation’ = ‘Help Desk Technicians’ = ‘Add New
Technician’.

You will now be in the ‘Help Desk Technicians’ page.
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7. Select the ‘Domain’.
8. Select the User to who you would like to delegate this task, using the ‘Browse’ option.
9. Select ‘Reset Password’ role from the list of available roles using the ‘Choose’ option.

10. Specify the ‘OU(s)’ in which the Help Desk Technician will can perform the ‘Reset Password’
task.

11. Click ‘Save’ to make the selected user a ‘Help Desk Technician’ who can reset the passwords.
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Exercise 3: Delegate Department based Active Directory Administration

Objective: Assign the Active Directory administrative tasks for specific ‘Department(s)’ to a ‘Help Desk
Technician’.

In organizations, individual departments are usually individual OUs and it makes sense to assign a
specific person to take care of all the administrative tasks for each department, to avoid confusions and
ensure lesser load on the administrators and also quick turnaround time for all the tasks.

To achieve this, we first have to create a role which has only administrative tasks permissions. This
administrative role has to be then assigned to a ‘Help Desk Technician’ and assign him to a specific OU.

Steps:
Create an ‘Administrator Role’

1. Click ‘AD Delegation’

2. Click on ‘Help Desk Delegation” = ‘Help Desk Roles’ = ‘Create New Role’.

3. In the ‘Create Help Desk Role’ page, click on ‘Administration’ and select the required
options/tasks.

4. Save thisrole.

Create a Help Desk Technician and assign the Administrative role to this technician for a specific OU:

5. Goto ‘AD Delegation” - ‘Help Desk Delegation” > ‘Help Desk Technicians” - ‘Add New
Technician’.

6. Inthe ‘Help Desk Technicians’ Page, select the ‘Domain’, User to whom you would like to
delegate this administrative task.

7. Select the ‘Administration Role’ that you just created from the list of roles available, select the
‘OU’ for which this technician can do the administration.

8. ‘Save’ to complete the creation of a new help desk technician for taking care of the administration
of a specific OU (Department).

Exercise 4: Audit administrative activities by AD technicians

Scenario: Admins want to audit the activities performed by technicians on a regular basis. They find it
difficult on most occasions because the technicians appear to "impersonate as Admin" and the event log
registers the "Domain Account™ or the "Service Account".

Solution

All management activities performed by the technicians are recorded in the ‘Audit Reports’ tab under
‘AD Delegation’, and can be scheduled at desired intervals. This report allows you to track a technician at
designated times through notifications by email or on a shared path.
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Conclusion:

We are sure that all these exercises would have really have helped you to gain an even more deeper
understating of ADManager Plus than what you had before you started working on the exercises in this
workbook. We are also sure that you would have, by now, realized how simple and easy Active Directory
Management and Reporting can be when you use ADManager Plus, which is an unbelievably simple and

amazingly versatile to cater to all the complexities and challenges in Active Directory Management and
Reporting.

If you have any use-case which you feel would really help other users of ADManager Plus in become
experts in ADManager Plus, share it with us so that we can get it added to the exercises in this workbook.

If you have any use-case(s) for which you would like to know the solution or steps, do let us know. We
would be happy to help you out.
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