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The need to prioritise organisation-wide
cybersecurity protection strategies

Cybercrime has been constantly evolving and is a complex issue that affects numerous
sectors across the country. Though most organisations have implemented strategic
policies and programs to combat security challenges, they are still struggling to keep up
with threats posed by rapid advancements in technology.

In 2021, it was reported that over 67500 cybercrimes occurred in Australia, which is an

increase of 13% compared to the previous year. Pandemic-related incidents took a toll too,
as threat actors focused their nefarious efforts on exploiting Pll issues for financial gain.
These examples reiterate that despite implementing strong policies and controls, due
diligence is needed to help thwart cybercriminals who continue attempting advanced and
sophisticated attacks when given a chance. If organisations can properly understand an
adversary’s tradecraft, it’s easier to invest in the correct policies and solutions.

To combat these rising threats, the Australian government has doubled down on its efforts
to secure businesses and individuals across the country, and has increased its focus on
nationwide cybersecurity policies. By providing a clear set of policies, organisations

and individuals can implement strategies to shield sensitive information from the

most common and dangerous attack vectors. The Australian Signals Directorate’s
Australian Cyber Security Centre (ACSC) has developed Strategies to Mitigate Cyber
Security Incidents, commonly known as the Essential Eight. These aim to provide
prioritised mitigation strategies to help organisations protect themselves from a range of
cyberthreats.

This guide will detail the main requirements of the Essential Eight Maturity Model,

including what organisations need to consider before and while implementing it, and how
organisations can ensure that they are always fully protected.
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https://www.minister.defence.gov.au/media-releases/2021-09-15/acsc-annual-cyber-threat-report-released
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model

The Essential Eight explained

The Essential Eight is a cybersecurity-based maturity tool that helps organisations mitigate
cybersecurity incidents caused by various cyberthreats and vectors. It is based on the eight
mitigation strategies developed by the Australian Signals Directorate that provides guidance
to address:

» Targeted cyber intrusions and other external adversaries who steal data

» Ransomware attacks that deny access to data for monetary gain, and external
adversaries who destroy data and prevent computers and networks from functioning

» Malicious insiders who steal data such as customer details or intellectual property

» Malicious insiders who destroy data and prevent computers and networks from
functioning

» Business email compromises

» Industrial control systems

These are considered to be the foundational security strategies crucial to managing
contemporary cybersecurity threats. The objectives of these mitigation strategies, as
described in the Essential Eight, are to:

» Prevent malware delivery and execution.
» Limit the extent of cybersecurity incidents.
» Recover data and system availability.

While no single strategy is guaranteed to prevent cyberattacks, it is recommended that
organisations implement these eight mitigation strategies as a baseline. These strategies
aim to make it harder for attackers to compromise systems and networks.
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Moreover, proactively implementing the Essential Eight can be more cost-effective than
responding to a large-scale cybersecurity incident. However, as every environment is
different and the same set of actions won’t apply in every situation or for every company,
these mitigation strategies are sought after based on the maturity levels that each
organisation would determine through self-assessments. These maturity levels are defined

in the Essential Eight as:

Maturity Level Zero:
Not aligned with the intent of the mitigation strategy

Maturity Level One:
Partly aligned with the intent of the mitigation strategy

Maturity Level Two:
Mostly aligned with the intent of the mitigation strategy

Maturity Level Three:
Fully aligned with the intent of the mitigation strategy

WIN| — | O

Excluding Maturity Level Zero, the maturity levels are based on mitigating higher levels
of adversary tradecraft (i.e., tools, tactics, techniques, and procedures) and targeting.
Depending on the adversary’s capabilities and intent, different tradecraft can be used on

different targets for different operations.
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Maturity Level Zero:

O If an organisation’s overall cybersecurity posture is weak, which can
compromise the confidentiality of its data or the integrity or availability of
its systems and data when exploited, then the maturity level is zero. With its
reintroduction, organisations can now assess from a broader range when trying

to implement the Essential Eight.

Maturity Level One:

1 If common weaknesses aren’t covered, which can become an easy target to
adversaries as they seek to leverage available commodity tradecraft like social
engineering to manipulate users to fall prey to vicious actions, then the maturity

level is one. Depending on the intent of the adversaries, sensitive data might

also be destroyed. Adversaries usually look for just any victim in such cases.

Maturity Level Two:

2 If adversaries begin using more effective and well-known tradecraft to increase
their chances to gain access to privileged accounts, such as by targeting
credentials via phishing attacks to evade multi-factor authentication (MFA), then
the maturity level is two. They can be selective in their targets, but conservative
in their time, money, and effort. Depending on the intent of the adversaries, data

accessible by privileged accounts, when compromised, might be destroyed.

Maturity Level Three:

If adversaries are more focused on targets adaptable to the tradecraft used and
3 invested in circumventing policies and controls designed to gain a foothold

and exploit weaknesses in the networks, then the maturity level is three. At this

level, threat actors exploit old applications or unattended accounts to get into

the system, gain access to credentials, pass on crucial and sensitive details over

the network, and still manage to cover their tracks and lie low. Depending on the

intent of the adversaries, data might also be destroyed.

In all the maturity levels, if the adversaries find an opportunity, they will destroy data as well as

backups, if available.

Due to the dynamic nature of the cybersecurity threat landscape, the ACSC regularly updates the

maturity model.
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Prerequisites, self-assessments, and implementation

To implement the mitigation strategies, an organisation must:

—
.

Find a reason to upgrade its cybersecurity posture.

2. ldentify assets and conduct a risk assessment.

3. Determine the degree of protection necessary to safeguard it from cyberthreats.
4.

Follow the steps to implement the Essential Eight in a graduated manner.

Finding a reason to upgrade the cybersecurity posture

The reason to upgrade and choose the Essential Eight Maturity Model could be as simple as
achieving compliance, or as important as having experienced a cybersecurity incident. The
motivational factor plays a key role as it helps set the target maturity level to reach.

Identifying assets and conducting a risk assessment

There will be instances that might not allow implementing the Essential Eight Maturity Model
due to associated risks. In such cases, a prior risk assessment will help with the risk manage-
ment. Further, a risk-based score will also provide a way to manage and minimise exceptions

and reduce impact.

Determining the degree of protection necessary to safeguard from cyberthreats
The next step is to determine the maturity level. This should not be based on how realistically
organisations can achieve the target but on the risk of exposure to adversary tradecraft de-

pending on the organisation’s data, systems, and industry.

Following the steps to implement all the Essential Eight in a graduated manner
When implementing a mitigation strategy, prioritising it for high-risk users and computers—
those with access to sensitive data—could be a good start. Continuous, hands-on testing

to check the preventive nature of the strategies will keep the organisation much safer from
external or internal malicious acts. The aim should be to implement all eight controls as a bun-

dle until a consistent level of maturity is reached across all the mitigation strategies.
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The eight mitigation strategies for your organisation

The prioritised mitigation strategies, along with their objectives, as cited in the
ACSC Essential Eight report are:

OBJECTIVET:
Mitigation strategies to prevent malware delivery and execution.

Application control:

An application control only allows whitelisted and

preapproved software to run in your network.

Patch applications:

2 Regular patching fixes security vulnerabilities in

software applications.

Restrict Microsoft Office macros:
@@ Macros from the internet are blocked, and only vetted macros

with limited write access or macros that are digitally signed
with a trusted certificate are allowed.

User application hardening:

Application hardening involves disabling unsecure and unused
services, such as Flash, Java, and web ads from applications, and

restricting the use of applications that are known to be vulnerable.
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OBJECTIVE 2:
Mitigation strategies to limit the extent of cybersecurity incidents

Restrict administrative privileges:
8@ Restrict administrative privileges to operating systems

and applications based on user duties. These should be
restricted to only those that need them. Regularly revalidate

the need for privileges.

o~ Patch operating systems:
S
O Regular patching fixes security vulnerabilities in operating

systems.

Multi-factor authentication:
@) A user is granted access only after successfully presenting

multiple, separate evidences of authenticity.

OBJECTIVE 3:
Mitigation strategies to recover data and system availability

Regular backups:
| O Regularly back up all data and store it securely offline

or at an alternate site such as a secondary data centre

orin the cloud.
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ManageEngine’s solutions to implement

the Essential Eight action plan

Mitigation strategies to prevent malware delivery and execution

5.1: Application control

How can ManageEngine help implement this protection strategy?

The Application Control module in Endpoint Central helps you to allow applications that
are required for the enterprise and blacklist malicious and untrusted applications. There is
additionally an option to greylist applications, and after further analysis, designate them
to be blacklisted or whitelisted. Endpoint Central also comes with a built-in ability to block

executables and prohibit software.

Log360 Cloud, a cloud-based SIEM solution, comes with built-in CASB capabilities that
provide users the option to define allowed and banned cloud applications and services.

It monitors the usage of sanctioned, unsanctioned, and blocked applications, and gives
insights on the top requested banned application, user who most requested to access un-
sanctioned applications, and more. Log360 Cloud also comes with the ability to monitor
shadow IT.

Steps to achieve this strategy:

5.1.1 Identify and block applications, and auto-uninstall prohibited software.

5.1.2 Block executables.

5.1.3 Allow or block apps on mobile devices running Android, iOS, or Windows, and lock
a device to a single application or group of applications.

5.1.4 Block unsanctioned or malicious cloud application access through CASB.

5.1.5 Allowed and blocked application control events are centrally logged.

5.1.6 Protect event logs from unauthorised modification or deletion.

5.1.7 Manage application allowlist, application blocklist, and endpoint privilege
management
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5.1.1 Identify and block applications, and auto-uninstall prohibited
software.

Every organisation prohibits employees from using certain software. Endpoint Central
blocks the use of designated software according to your organisation’s policies, which
helps meet compliance requirements.

7 Endpoint Central Home  Configuralions Inventory  Mobile Device Mgl wa DownloadNow | 1] Jumpto SDP ‘:‘] En'. -‘} . EEE

~ Views
@ User requests for using a Prohibited Software can be ralsed as tickets In ServiceDask Plus for approval. Configure Now
Computers
Hardwire Prohibited SYW Auto Uninstall Policy Auto Uninstall Status Systems With Prohibited SW User Requests /
Software
Aleils Enable Automatic Uninstallation
Inventory Reporls >
Mumber of Software to uninstall from the IU{ - 5
compuler during system start up i e
* Application Control
Prohibit Software Automatically remove the soflware afler 3 days
Block Executable IE"
! User Notihcation Settings
~ Actions / Settings
Scan Systems Notification Message * Prohibited Softwarc will be deleted asitis
not legal to use e

File Scan Rules

Scan Settings

Prohibiting software in Endpoint Central - Inventory.

5.1.2 Block executables.

We can prevent the installation of various components on workstations from within the
standard user profiles and temporary folders used by the operating system, web browsers,
and email clients to enhance security. This is accomplished by blocking the execution of
executables.
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Block executables in Endpoint Central - Inventory.

5.1.3 Allow or block apps on mobile devices running Android, iOS, or
Windows, and lock a device to a single application or group of
applications.

ManageEngine’s MDM solution Mobile Device Manager Plus offers a Kiosk Mode func-
tionality that enables IT admins to lock down devices, restricting them to a single or
specific set of apps, and allowing only certain device features, like Wi-Fi and Bluetooth,
to be accessible to the user. This ensures they function as single-purpose devices while
providing a better user experience, and preventing device misuse.

Single app Multi-app

™~ a N

e

M

l Mamgetnguné‘

Locking the device to a single app or multiple apps in Kiosk Mode.
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5.1.4 Block unsanctioned or malicious cloud application access through
CASB.

The CASB feature of Log360 Cloud, enables users to classify applications as “allowed, ma-
licious, and shadow application.” Additionally, it offers valuable insights into application
usage and shadow IT tracking, including top shadow cloud apps, top banned apps, etc.,

which plays a crucial role in cloud application management and control.
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Viewing the events overview dashboard in Log360 Cloud.
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5.1.5 Allowed and blocked application control events are centrally logged.
The centralized logging feature of Log360, allows you to collect, store, and analyze logs
from a centralized dashboard. It automatically collect logs from over 750 log sources
including firewalls, IDS/IPS, servers, routers, switches, database applications, web servers,
proxy servers, and more. This allows you to have a birds-eye view of all the activity in your
network.

5.1.6 Protect event logs from unauthorised modification or deletion.
Log360 secures the collected log through hashing, timestamping, and encryption
algorithms . Further, the solution provides file integrity monitoring, which can be extend-
ed to log archives, to detect tampering of evidence, if any. Log360 can also send alerts for
unauthorised modification and/or deletion of the gathered event logs.

Note: The above requirement (Protect event logs from unauthorized modification or
deletion) is applicable for the following sections of maturity level two of the Essential 8
maturity model.

» Multi-factor authentication
» Restrict administrative privileges
» Application control

» User application hardening
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5.1.7 Manage application allowlist, application blocklist, and endpoint
privilege management

PAM360’s Application Control module enables administrators to manage application
privileges and access on endpoints effectively. By using custom rules, administrators
can oversee and control applications, create allowlists and blocklists, and temporarily
authorise blocked applications in emergency situations. This feature enhances both

security and efficiency in managing application access within the PAM360 environment.
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Application management actions within PAM360

Achieved Maturity Levels: 3, 2, and1
(Endpoint Central with Security Addons, Log360, PAM360)
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5.2: Patch applications

How can ManageEngine help implement this protection strategy?

Patching the security vulnerabilities in Microsoft applications and more than 850 third-par-
ty applications can be automated and customised using the Patch Management module

of Endpoint Central. The Vulnerability Management module in Endpoint Central scans for
threats, vulnerabilities, and misconfigurations on endpoints, and suggests relevant patches

or mitigations for them.

Security patches are supported by ManageEngine within 12 hours of release, and non-se-
curity updates are supported within 24 hours of release. This gives users plenty of time to
upgrade within 48 hours of patches being available after a vulnerability is disclosed.

Steps to achieve this strategy:

5.2.1 Detect, approve, download, test, and install Microsoft, non-Microsoft, macOS, and
Linux applications patches and service packs.

5.2.2 Scan for vulnerabilities.

5.2.3 Mitigate security vulnerabilities by patching or updating systems.

5.2.4 Remove applications that are no longer supported by vendors

5.2.5 Automate mobile app updates using the Mobile Device Management module.
5.2.6 Manage workstations and servers on a LAN or WAN.

5.2.7 Gather evidence of previous vulnerability scans with date/time stamp and scope of

event logs.

5.2.1 Detect, approve, download, test, and install Microsoft, non-
Microsoft, macOS, and Linux applications patches and service packs.

A top priority for an IT admin is ensuring the latest security patches are in place in all
systems. Any significant delays in fixing vulnerabilities in third-party applications can leave
endpoints open to attack. Patches need to be deployed to each workstation; ignoring third-

party application patches can result in damaging consequences.

Patch Manager Plus is a intuitive tool that ensures comprehensive monitoring and
management of third-party applications. This solution defends against vulnerabilities by
providing a central update process for more than 850 third-party applications, including
Adobe and Java, utilising prebuilt, tested, and ready-to-deploy packages.
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Identifying and installing missing patches in Endpoint Central - Threats & Patches.

5.2.2 Scan for vulnerabilities.
A vulnerability scanner is used to identify missing patches or updates for security vulnera-

bilities in internet-facing services which are assessed as extreme risks. The same applies to

office productivity suites, web browsers, email clients, PDF software, and security products.
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Software vulnerabilities scanned in Endpoint Central - Threats & Patches.
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5.2.3 Mitigate security vulnerabilities by patching or updating systems.
Security vulnerabilities in internet-facing services which are assessed as extreme risks are
patched, updated, or mitigated within two weeks of release, or within 48 hours if an exploit
exists. This also applies to office productivity suites, web browsers, email clients, PDF soft-

ware, and security products, which are applied within one month of release.

*; Endpoint Central Hoow |Gonfiguations  lmenlory, ETieeats Sibaichall Software Duplovinent. Took =ss DownloadMow | G wmptospp 0} B & . i

Deployment Pelicies

Jpdate Policy #

o Deplayment Seheduls Spucify when patches/packages should be deployed to the dient machines.

Wieek Split type Regular Split 7 ) Based on Patch Tuesday (Tue o next Man)
2 Pre-deployment Activities +

Schedule Name Preferred dayls) Dreployment Window Actions
3. Predeployment user notification

Schedule 1 Patch Tuesday Week - Wed 01:00 To 0500

4 Post-deployment Activities +

Preferred week(s) and day(s) for deployment

Drploryrmirt Window T

Add more schedules

Configuring a patch deployment policy in Endpoint Central - Threats & Patches.

5.2.4 Remove applications that are no longer supported by vendors.
End-of-life applications are rampant in enterprises due to lack of visibility and poor
management. The consequences of running an end-of-life application outweighs its
benefits. End-of-life OSs and applications will not receive security updates from vendors
to patch critical vulnerabilities, which makes them extremely vulnerable to exploits.
Moreover, legacy OSs can’t run latest applications and they’ll be stuck with legacy
applications, which will soon reach end of life, too, thus widening the attack surface.
Also, businesses in regulated industries may also face significant fines for running out-of-

date systems.
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Scan for high-risk software in Endpoint Central > Threats & Patches.

5.2.5 Automate mobile app updates using the Mobile Device

Management module.

Automating app updates ensures the apps remain current with all the required updates in-
stalled. Mobile Device Manager Plus allows IT admins to automate app updates, ensuring the

devices are always running the latest app version.
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Creating an automated app update policy in Endpoint Central - Mobile Device Mgmt.

19 Ma nageEngin@



5.2.6 Manage workstations and servers on a LAN or WAN.

Endpoint Central periodically scans the systems in your network to assess patch needs.
Using comprehensive databases and resources, as well as those from Microsoft, Adobe,
Red Hat, and so on, the scanning mechanism checks for the existence and state of the
patches by performing file version checks, registry checks, and checksums. The
vulnerability database is regularly updated with the latest information on patches from the
Central Patch Repository. The scanning logic automatically determines which updates are
needed on each client system, taking into account the operating system, application, and
update dependencies.

Download Yulnerabiity information Download Palchas

Vandor Wabsiles

ManageEngine segment Cloud Infrastructure Customer Segment

Extarnal 4
Patch Crawier Publizh modifizd — Download "
- Vulnerability database — Vulnerabiiity Database 1
. » o . g 4 > !

)
R - =

Caniral Patch EC Server Managed Endpoints
Raopaository

Palch Assassmant

Endpoint Central
2= Supporis endpoinis with the following OS plaiforms © Windows | Mac | Linux

Patch management architecture.

5.2.7 Gather evidence of previous vulnerability scans with date/time
stamp and scope of event logs.

Log360 supports logging and analytics of leading vulnerability scanners—Nessus, Qualys,
Nexpose, NMAP, and OpenVAS as a part of evidence production. The solution can provide
details such as last scanned time and more.

Achieved Maturity Levels: 3, 2, and 1
(Endpoint Central with Security Addons, Log360)
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5.3: Restrict Microsoft Office macros

How can ManageEngine help implement this protection
strategy?

Using the script configurations in Endpoint Central, you can configure Microsoft Office
settings for user and computer groups in your environment. Additionally, using the
Browser Security module in Endpoint Central, you can prevent prohibited or malicious

software from being downloaded into your network.

Steps to achieve this strategy:

5.3.1 Manage Microsoft Office settings out of the box by disabling macros for users and
blocking them in files from the internet.

5.3.2 Microsoft Office macro security settings cannot be changed by users.

5.3.3 Allow users to execute macros only in documents from trusted locations with lim-

ited write access.

5.3.1 Manage Microsoft Office settings out of the box by disabling macros
for users and blocking them in files from the internet.
Microsoft Office macros are allowed to execute,but only after prompting users for approval;

documents originating from the internet are blocked.

) Endpoint Central Mome = Conhgurations  Ihreats®Patches  Software Deployment Inventory  OSDeployment  ses 5] humptoSDP-OnDemand 0 B & . HH
“ Add Configurations | Configuration: » Detalls
Configuration 3 Configure MS Office macro settings o
Templates
Collection y @ 15 thwe deployed configuration status abways in "Resdy to Exeeute?
Configuration status hor Computer/iuser remains in “Yet To Appdy™ due b one or More réasons, refer o the Leam More
~ Views
. Modify =  Suspend Moveto Trash SaveasTemplate  Savesds New = £ F
All Configurations
Trash Summarny Configuration Detail: ExpcutionStatus  Replication Details
* Reports Registry Details
USB Reports
Action Header Key Sub-Key Data Type Walue Mame Value Data Credential Name
Configuration Reports ? }I
| Write Value HKEY_CURRENT USER Software\ Policies\Microsofthoffice’ < version=word\securiby' ProtectedView REG_SZ
 Settings Writevalue  HKEY_CURRENT_USER Software, Policies\Microsoft\office’ sversions\excelsecurity\ ProtectedView REG_SZ

Configuration Settings

Script Repository

Configuring Microsoft Office macro settings in Endpoint Central » Configurations.
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5.3.2 Microsoft Office macro security settings cannot be changed by
users.

 Endpoint Central Home  Conhgurations i o Jeployment  Inventory 50 G Jeem b SOP-OnDermcind
* Add Configurations Al Cardpurstions > Details
Configuration ¥ M5 Office macra security settings cannot be changed by users S
Ternplates
Collection > (] isthe deployved configuration status always in "Ready to Execute™
Configuration status for computer/user remaingin "Yet To Apply” due to one or mone reasons, refer to the Learn Mare
 Views
Modify = Suspend  MowetoTrash Save as Template Save As New = < >
All Configurations
Tramh Summary Configuration Detalls Execution Status Replication Detalls
~ Regorts Reglstry Detalls
USE Reports
Aicthon Header Key Sub-Key Data Type Walue Name Value Data Credential Name
Configuration Reports > EI
| Write Value HEEY_CURRENT_USER Software! Pofiches Microsaftoffice s version »\exced\security REG_DWORD VBAwarnings 2
A Settings WriteValse  HKEY CURRENT USER Sottward Policies\Microsorolficet<veréion >wordisecurity REG.OWORD  WBAwarnings 2

Conhguration Setlings

Seript Repository

Restrict users from changing macro security settings in Endpoint Central - Configurations.

5.3.3 Allow users to execute macros only in documents from trusted loca-

tions with limited write access.
Microsoft Office macros are only allowed to execute in documents from trusted locations

where write access is limited to personnel whose role is to vet and approve macros.

 Endpoint Central Home  Configurations weats & Ty . ryiTe s 51 Jumgp to SDP-OnDemand
~ Add Configurations gurations 3 Details
Configuration 3 M3 Office trusted locations ok
Templates
Collection > o s the deployed configuration status always in "Ready to Execute™
Conhguration status for computer/user remains in “Yet To Apply™ due to one or more reasons, refer to the Leam Maore
~ Views
Modify * Suspend MowetoTrash  Saveas Template  Save AsNew ¥ < 2
All Configurations
Trash Summary Configuration Details Exgcution Status Replication Datails
v Reports Reglstry Detalls
USB Reports
Action Header Key Sub-Kay Dhata Type Walue Mame Value Data Credential Name
Configuration Reports >
E Write Value HKEY_ CURRENT_USER SoftwardiMicrosoft\office < version *wooehdecurity Trusted Locations REG 5Z
~ Settings Write Value HKEY CURRENT USER SoftwardMicrosoff\olfice < version >\word\securit\Trusted Locations: REG 3Z - -

Configuration Settings

Script Repository

Configuring macros to be executed in Endpoint Central » Configurations.

Achieved Maturity Levels: 3, 2, and1
(Endpoint Central with Security Addons)
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5.4: User application hardening

How can ManageEngine help implement this protection strategy?

Use Endpoint Central, once you have a full list of your organisation’s applications, begin by
changing any default usernames and passwords. This might seem like a trivial step, butit’s
important. If an application uses a service such Flash, Java, or web advertisements that are

not essential, disable or uninstall these components.

At this level, the mandate also requires you to log PowerShell activities to detect security
incidents. Use Log360 to monitor PowerShell commands and detect suspicious execu-
tions or unauthorised events spawning using PowerShell.

Steps to achieve this strategy:

5.4.1 Control browser plug-ins, extensions, and allowed sites. Stop processing Java and
web advertisements from the internet in web browsers.

5.4.2 Restrict browsers by providing or restricting access to web applications.

5.4.3 Collect and examine PowerShell event logs centrally, at regular intervals.

5.4.1 Control browser plug-ins, extensions, and allowed sites. Stop
processing Java and web advertisements from the internet in web
browsers.

_ Endpoint Central Home  Configurations  Inventory — Browsers  wes DownloadNow | 51 Jumptospp  Q Eﬁ & . e
ﬁ Add-on Management JavaManager G
Dashboard
Download Filter
=+ Creare Policy FilterBy: Statys - - -
b Threat Prevention e MTrash  Total:5 | Q B &
Manage ) ) . .
naE Data Leakage Prevention Name = Associated Computer Associated Group Last Modified At Status Action
El Browser Customization &r7ies7 0 0 Jun17,20211247. @Dra
Policies
Browser Router bribn 0 0 Apc26,202009:12.. @ 0ra
G- Browser Lockdown
Java 1] 0 Dec5.202312:23.. @0
Insights Java Manager
LANA, o 1] Mowv 22,2021 09:5... 1 1ulpd
Weh Filter
)
testes 0 1] Apri7,202005:51.. @D
Compliance Web Isolation
1-50f3 29
|:£| Browser Restriction
n
Add-on 1]
sattings

Blocking Java in web sites in Endpoint Central » Browsers.

23 Ma nageEngin@



Endpoint Central Home  Configurations  liventory | Browsers == 6 mmprosnp Q£ & e
4 A ann

Ty Download Filter

IE Plugin Protection & () : Allow Restrict O Not Configured
M
inctd Threat Prevention ; - A
Run scripts on webpages @ 3) : Allow Restrict © Not Configured
Bl Diata | eakage Preventinn
- Unsigned IE plugins & (3 : Allow Restricl © NotConfigured
Policies Hrowser Customization
Block websites with excessive ads 3 o Enable Disable Not Configured
Lo Hrowser Houter S0eD
£ /] -
i
Insights Browser Lockdown
gh Block third party websites that Q) Enable Disable Not Configured
inject code & @@
i Java Manager

Blocking advertisements in Endpoint Central » Browsers.

5.4.2 Restrict browsers by providing or restricting access to web
applications.

J Endpoint Central Home Configurations  Inventory | Browsers === DownloadMow 51 Jumpto SDP
ﬁ Add-on Management E/ /
& Block IE/ME Legacy O Want to blocklist or allowlist other browsers?
[Drashboard
Download Filter
% I'hreat Prevention (D) Browser Restriction is supported anly for Windows.
Manage
Data Leakage Prevention
Action > Alfowlist Elocklist
= Browser Customization o
Policies g
Browser Router Internct Explorer Microsoft Edge (Legacy) &
e Browser Lockdown
Insights Larvat Maniger Save & Publish Cancel
2] Weh Filter
) ]
Compliance Web Isolation ]
tﬁ Browser Rectriction
Add-un
settings

Configuring browser restriction in Endpoint Central » Browsers.

Note: Use the solution to block a browser, irrespective of its version.

5.4.3 Collect and examine PowerShell event logs centrally, at regular
intervals.

Log360 monitors events happening through PowerShell and can detect suspicious
command executions, unauthorised script executions, and unauthorised or malicious
service initiations through PowerShell with its predefined correlation rules. The solution
provides you with deeper insights on who did what, from where, and what the impact of
the security event is in the form of an intuitive incident report; it can even trigger an alert for
malicious activities.

Achieved Maturity Levels: 2 and 1
(Endpoint Central with Security Addons, Log360)
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Mitigation strategies to limit the extent of cybersecurity incidents

5.5: Restrict administrative privileges

How can ManageEngine help implement this protection strategy?

Using ManageEngine, you can begin by making a thorough list of all of the administrator
accounts in your organisation. Include all local, domain, and enterprise admin groups
as well as all accounts with elevated privileges. Once you have a list of all administrative
privileges, check for the validity of these privileges and how many of them are still

required.

At this maturity level, the regulations mandate centralised logging relating to the use of,
and changes to, privileged accounts. It states that lack of sufficient logging can impact
the ability of an organisation to identify or determine the extent of cybersecurity incidents
and the ways to mitigate them. Using ManageEngine, you can centrally log and audit

user activities, especially with respect to privileged users, and analyse them for potential

threats like account compromises, lateral movement, data exfiltration, and more.

Steps to achieve this strategy:

5.5.1 Validate requests for privileged access.

5.5.2 Implement logon restrictions to privileged operating environments.
5.5.3 Conduct administrative activities through jump servers.

5.5.4 Create a strong password policy.

5.5.5 Log changes to privileged accounts and groups.

5.5.6 Enable just-in-time privilege elevation.

5.5.7 Delegate role-based access to AD, Exchange, and Microsoft 365.

5.5.8 Centrally log privileged access events.

5.5.1 Validate requests for privileged access.
Privileged access to systems, applications, and information is validated when first

requested. The validation can be done manually via requests or automatically.
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Configure Access Control b4

This configuration enforees Lusers 1o raise a request to view the passwords of selecoed resource{s)raccount(s). Passwords will be released by

administrators for bme-imited usage
Access contral already configured for DB Server 1 @
Aurto Approval

Approve atcess requests autamancally for requests raised (@)

@ All times during the day
~ 00 Eyury day v from | 0000 |t 00:00 ®
Approve atcess reguests by validating service reguest tickst 1D,

Auto Apgroval

Privilege Elevation

Validating requests by configuring access control in PAM360 - Resources.

5.5.2 Implement logon restrictions to privileged operating
environments.

Our solution, PAM360, allows you to share your resources and resource groups in bulk
with other users and user groups. When you share a selection of resources, all the
passwords of all of the resources will also be shared. You can enforce least privilege by
granting access permissions to users and user groups at varying levels based on their
roles. Administrative users can be provided with Full Access permissions, while the
maximum access permission for standard users is Modify Passwords. Use this to share

privileged operating environments only with privileged users.

Share Demo owned by pradmin with other users x

Click the ‘Grant” button beside the user to provide them access to Demo and all its accountis) , with one of the three access provileges - View, Modify or Full Access. Click the ‘Fevoke’ button beside the respectve
user to remove access for the rasource. To grant or revoke access to multiple users, select the required users and click the 'Grant’ or 'Hevoke' button at the top of the users list

Filter i All Users ‘-'_
Q- | search Username = Grant ~ Revohe % Showing 1-25Total Count < prev Page! next > 25 SO0 75 100
L Usprname EMail Arcens Type Role = Actions
= @ admin admin@pamnonmsp.com MO ACCRSS Administrarns Gra
O (1) amir tavassolian amir@amir.amirt Mo Access Administrator __
C (1) ghadeer M g&hotmail.com Mo Adcess Administrator
(= @ Herman Pooe herman@itriech.africa Mo Adcess Administrator

I (@) lack yap and@asd.com No Access Administraror

Sharing resources with users and user groups in PAM360 - Resources.
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5.5.3 Conduct administrative activities through jump servers.

Using our solution, PAM360, simplify remote access management using landing servers.
Use PAM360 to effectively launch direct connections (Telnet, SSH, and RDP) to access

IT equipment in secure data centres and isolated networks, overcoming access barriers
created by network segmentation while adhering to data centre access protocols and
performing administrative activities.

M Engine )
e S Q- | 30-Days Free Trial Get Quote
PAM360

(\) Landing Servers

You can configure landing servers to remotely access the IT equipment in your data centars by securely launching a direct, one-click TELMET,
S5H, RDP connection from PAM360 web-interface overcoming the access barriers due to network segmentation, without viclating data center

i

access processes. You can configure any number of landing servers and associate them with the resources being managed in the product.
Once the configuration is dene, you can launch a direct connection with the remote resources in a single click without worrying about the

o

intermediate hops. PAM360 takes care of establishing cennection with the landing server(s) and finally with the remote resources, in fully
automated fashion.

Landing servers can be cenfigurad either using 55H tunnelling or Windows Remote App. 55H tunneling requires 55H server configured in the

(3

Landing server (Windows/Linux). Windows Remote app is supported only for Windows connections and reguires the Remote App to be
installed on the Windows landing server. Please download and configure Remote App from here.
32 Bit | 64 Bit

Configuration La g Sarver View
EI Add Landing Server Delete Landing Server

Q 4 Showing0-00f0 « < 3 W 25 50

-

O Landing Server Mame Description Created By Actions Report

Mo landing servers added.

Configuring landing servers in PAM360 - Admin.

5.5.4 Create a strong password policy.

Administrators must use advanced password policy controls to ensure users create
strong passwords that are not easily susceptible to sophisticated credential attacks.
These controls include banning the use of breached passwords, ensuring sufficient
complexity requirements, and encouraging users to use passphrases. ADSelfService
Plus’ Password Policy Enforcer overcomes the drawbacks of the built-in password
policies in enterprise systems like Active Directory and allows you to enforce a custom,
advanced password policies to ensure that your organisational resources are protected
from potential cyberattacks. Credentials for local administrator accounts and service
accounts are unique, critical, and managed. Password policies in PAM360 help you define
the structure and complexity of passwords to be used. You can either use the predefined
policies or create new policies to suit the needs of your organisation.
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Llcamms  Tidk Bk {:.

;i ADSelfService Plus / O Somch rployes. |

Dieettacsard Repoits Configuration Admin Supgroil £ Domain Seltings

2 Pazeword Palicy Enfarcer
Self-Service o g
Policy Configuration Salect the Policy  adselfservice.com -
Muilli-Tacton Autisentication
: Enforce Custom Passwond Poko
Passwond Expiration Notification - : i
Persswnnd Policy Enforcer Roskrict Charmciars
Prsswiond SynciSangles Sign On Restrict Repetition Mumber of special characters Lo include 2
: ol A
Condricnel Access Restrict Pattern | Mumbser of numeric charscters to incleds 1
Directory Seif Service Restrict Langth

Mumber of unicode characters

Admiristrative Tooks .
Security Center » + Must comtain at feast 1 wpper case character,
Must contain at loast 1 i Coi CHATRCTE
Pessword must begin with an uppercase aiphabet, & lo W
Diissllow numaric st charactir
Override all complexity rules if password hength is of least
Password must satisfy at beast of thw abeve complesily requirements.
Show this policy requirement in Reset and Change Password pages Custoriz
Endorce this policy In GINAJCP [Chri+Alk+Del) screen and ADUC Password resels through Password Syne Agent.
Bl o
1 Admin Guide Mo Foatures Popot an Issun Linar Forums Ao Toll free @ +1-f44-245-1104 A Direct Phone @+ 1-408-016- GR00 a

Advanced password policy controls in ADSelfService Plus - Configuration.

Policy Name : | Global Password Palicy

Description :

&

Use Existing Template : | Strong hd Apply

Range & Character Set v
Minimum Length ol - Bentorce Numerals
Maximum Length i | |30 Minimum Count s |3
Eenforce Mixed Case @enforce Special Characters
Minimum Upper Count ¢ 1 Minimum Count |
Minimum Lower Count 1 Characters not Allowed © | & @
Generate Password: @
Preview Save Cancel

Configuring password policies in ADSelfService Plus » Configuration.
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5.5.5 Log changes to privileged accounts and groups.

PAM360 comes with an efficient auditing mechanism, which records all activities
performed in the product. The audit trails capture information on who performed what
operation and when. Apart from monitoring the changes done via PAM360, Log360
centrally logs any privileged accounts and groups management events. With Log360,
track critical events such as user addition to groups, changes to GPOs made by privileged

users, permission changes, and more.

Setting up audit actions in PAM360 - Audlits.

5.5.6 Enable just-in-time privilege elevation.

Just-in-time (JIT) privilege elevation is designed to limit the amount of time privileged
access is enabled on a critical system. This allows administrators, users, applications, and
scripts to access sensitive information only when required and only for the amount of time
needed to complete the task. Once the request period ends, access to sensitive systems is

revoked, and their associated credentials are rotated instantly after every session.

In addition to time-based JIT access to critical systems, PAM360 offers a self-service
privilege elevation option for Windows and *Nix environments using which authorised
administrative users can allow-list and run sensitive applications and commands with

elevated privileges.
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Configure Access Control x

This configuration enforces users to raise a request to view the passwords of selected resource(s)//account(s). Passwords will be released by
administrators for tme-limited usage.

Access control not configured for ERP @
Select Local Groups
e, ac vileze by i Jeww ,
Approval Administrators Elevate account privilege by adding into the below local groups
Selected Local Groups

Select

Excluded Users
Miscellaneous Settings
Auto Approval

Privilege Elevation

Note; Do not change the Resource Type and Remote Password Reset configuration of a resource for
whirh privilege elevation is contigured, as it will remove the arcess contral contiguration

Configuring just-in-time privilege elevation in PAM360 - Resources.

5.5.7 Delegate role-based access to AD, Exchange, and Microsoft 365.

For better management of AD, Exchange, and Microsoft 365 administration, AD360
provides out-of-the-box delegations. Delegate day-to-day tasks to non-administrative
users with the help of built-in help desk roles or create a customised role. Restrict the
activities of delegated technicians to a specific site, tenant, domain, OU, or group. Get
detailed audit reports to track all the changes made to a help desk role or technician, along
with the changes enacted by the delegated technicians.
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aus Licerse  Bm AD Explorer  Taleiuck £ -
:: ADManager Plus ) 0% aarch AD Objects

Hoane: Mamagement: Reports Micusalt 365 Delegation

Help Desk Roles

*Rgle Ngre | Help Desk Technscan
Descripteon
AD Managemirit AD Reports Adrministration Microsolt 365 Backup
Uiser Management Bulk User Management
Commpuber Hanagesment Create Users t Modify Users User Templates
Group Managemaent Create Singhe User Modify Single Wser user Creation Termplates [
Contact Msnsgement Create Bulk Users Meodify Balk Users wser Modification Termpiates [
MalBox Managerment
Ol Management Bulk Uner Modification Creny Bulk Modification Deny C5V Impert
File Server Management
Genersl Attributes Exchange Attributes Terminal Services
GPO Management
Reset Password O Create/archive MalBon @ Profile Attributes 0

Configuring roles for AD administration.

5.5.8 Centrally log privileged access events.

Log360 helps you centrally aggregate privileged users’ access events and analyse them to
detect any suspicious activity. Further, the solution’s ML-based behaviour analytics helps you
detect anomalous logons by privileged users based on time and behaviour patterns. Detect
unusual access of a resource by a privileged user, logons from unusual locations at unusual
times, multiple logon failures, and logons from different locations within a short span of time

using Log360’s predefined correlation and alert rules.

These rules help you detect security incidents based on privileged access events.

Achieved Maturity Levels: 3, 2, and 1
(PAM360, AD360, Log360)
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5.6: Patch operating systems

How can ManageEngine help implement this protection strategy?

With Endpoint Central’s Patch Management module, make patch management an integral
part of your security maintenance program by implementing central control over your patch
management schedule and distribution. Operating systems like Windows, macQOS, and Linux
can be patched with support for a wide range of drivers. Patches can be deployed to servers,
workstations, and mobile devices (using the Mobile Device Management module).

Steps to achieve this strategy:

5.6.1 Patch, update, or mitigate security vulnerabilities based on severity in operating sys-
tems such as Windows, macOS, and Linux.

5.6.2 Identify and manage firmware vulnerabilities.

5.6.3 Scan for vulnerabilities.

5.6.4 Automate OS updates on mobile devices using the Mobile Device Management
module.

5.6.5 Update Windows legacy EOL systems to avoid a disruption in service.

5.6.1 Patch, update, or mitigate security vulnerabilities based on severity

in operating systems such as Windows, macOS, and Linux.

Security vulnerabilities in operating systems of internet-facing services which are assessed

as extreme risks are patched, updated, or mitigated within two weeks of release, or within 48
hours if an exploit exists. The same is applied for workstations and servers within one month of

release.

_ Endpoint Central e v Inventory Softw: ployment  Tools  =es DovnlosdNow | 50 umptesor G & £ . i

Deployment Policies

Update Policy #
€ oevtorment scheduie Specity when patches/psckages should be deployed to the cient machines.

Wik SpAt tvpe megular St 7 0 Samed on Patch Tussdiy (Tugto et Mon) 7
2 Pre-deployment Activities +

Schedule Name Praferved dayls) Dreployment Window Actions
3 Pre-deployment user natification

Schedule 1 Patch Tuesday Week - Wed 0100 To 0500

4 Post-deployment Activities +

Proferred weekis) and day(s) for degloyment

Deplayment Windaw - To

Add more schiedules
Diownload patches from server to agent Ondy durirg Deployment Window 80 Any time agent conacts the server

It abe Deginrint 34 Syiteen Startup Refrash Cycle 00 Eithar of thise whichier hagpent aarfier

Configuring the patch deployment policy in Endpoint Central - Threats & Patches.
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5.6.2 Identify and manage firmware vulnerabilities.
Security vulnerabilities in operating systems of network devices are identified
and managed.

iff Network Configuration Manager CTee e e Rl Downioad (¥, [P ARIEA L] P u

Dachbaard inventory | Confag Autemation | Firmware Vulnerabilities Compliznce Al Settinps Reparts Suppart

Add Configlet

Mote:The variable name cannot be 'NO_ENTER' or 'NO_RESPONSE' as they have predefined meaning.
MNormal variable name shoadd not start with LV or ‘for’
Loop variable name must start with ‘L.

Configlet Content
<command prompt="17>copy tip: flash:</commuand>
<command prompt="17 <% TFTP_SERVER_IP%</command
<command prompt="17" >%SOURCE_FILE_NAME%</command>
<cormmand prompt="confirm®>%DESTINATION_FILE_NAME%</command=

coommand timeputs " 1207 suffors"SNO_ENTER™ »y< foommand»

Conhguration Backup

Perform confiruration backuo before and after template execution

Firmware upgrade using Configlets and scripts in Network Configuration Manager - Config
Automation.

5.6.3 Scan for vulnerabilities.
A vulnerability scanner is used to identify missing patches or updates for security
vulnerabilities in operating systems of internet-facing services and in the operating

systems of workstations, servers, and network devices.

» Endpaint Central dome  Cordgurbons weertory = bpme i Patches L o ann & umptosop )
<} = Threats B Summany View Dimtaled Wiew
Cathtmerd Safteare Vairarabilities This talbe e merat et he vl bes detectsd InWindoss and Linus apersting systems aewel as third-party applicrtions. View the complete lst of ol the vulrestiities supporied ==
Detacted CWES O ineseal b o e - E I El E IGO0 KKK Fibor
HinsallPubizh Fatches  addExceptions. Q- & v K- HCR i i Becords| O B L
e Zuro-day Virerabilities
‘Walnerabi fxies AMected Systems Eapinit Statvs Fatch Aaaitability CWS5305cone CWS520 Score
- System Misconfiparations
=] il s CWE-T00 2. 77285 arw Flasd inApachs Tomcin 8579 2 0 et amailabsls 0 rack wvailabhe ri]
Faizhe High Rizk Softearns
B rdubizde v uinarabil i sffched in0vicle liva SE Divalopa ot Kit 2 0 ok aalidsle B silabi 55 E0
= Web Server Misconfiguration
o . B vulrarabiitien OWE-2001- 25344 OVE- 20212349 are atfacted i dova . 2 O o swadaela P vl aba A -]
Syxtera Part St
Mansge Exceptlons 17 R 1 L L O it wvalahla 15 EO
=
b ; ] Bl piedonns CEC Sarvica E e e i L JTEPPSES P B tvilabila 100 A0
L)
 Fogacd Merviinbor 2000 Fina. 1 0 ek sallabsle O hick wvallakihe 75 =0
B
Complanzs B ulrarasilitivn CE-2000: 25858 Announce mant CVE-20I0-25695 i 0 ot availabile 0 bt avaiabsha wE A
i 1] 20 O bk avauble 0 Mot sl EES 00
g &= A £ Jire SE 0 ek amailasls B covailabia 57 &5

Software vulnerabilities scanned in Endpoint Central - Threats & Patches.
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Rufarance URL
L
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Identifying network devices’ firmware vulnerabilities in Network Configuration Manager - Firm-
ware Vulnerabilities.

5.6.4 Automate OS updates on mobile devices using the Mobile Device

Management module.

Automating OS updates in mobile devices mitigates many disadvantages that result from
running an outdated OS version. This remedy provides additional technical support for
devices running lower versions of the OS, addresses the unavailability of vital device and
security features which are specific to particular OS versions, and helps ensure that the
latest enterprise apps run smoothly.

J Endpoint Central Home  Confligwations  liventory  Mobile Device Mgmt Threals & Palules wee Download Now 51 Jump to SDP '::E' ﬂ
~ Manage 4+ CreatePolicy » & Associale Policy £ Looking tor more enhancements to manage Us updates? lotal:5 (@] Q = &
Diashboard .
Groups & Devices
Policy Name o Created Dy Creatinn Time Aszaneiated Grodps Asanciated Devices Policy Type Astion
Prohles
Management M Android policy admin Apr26, 2019 1002, - 3 Trstall Immeediately
App Reposilory
£ i | Android policy 56 admin_en_us Sen 1R, 2019 0431 - - Install Immediately
= App Uplate Pulicy -
Invventony
Telecom Expense Mgmt (] 105 policy admin Apr26, 2019 10:01... - - Install Immediately
Certificates | 05 policy22 admin_ja_jp AugB,201910.32 _ - = Insiall Immreedi ately
Enroliment -
i Alerts ] s pobieyh admin_en_us Jun 13, 201 0534 Install Immediately
il
Conbenl Managemsrnl ]
Reparts fit Rows perpage: 5 = 1-5al5 € 2
Automate OS Updates
-
ot
Gettings Knax

Automate OS updates for mobile device management in Endpoint Central > Mobile
Device Mgmt.
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5.6.5 Update Windows legacy EOL systems to avoid a disruption in

service.

List all the machines that need to be updated to avoid a disruption in service, and either
reimage the devices using OS Deployment in Endpoint Central or upgrade to Windows 10
through the Software Deployment module.
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L By High Risk Saftwars 16 M- Geraldine WORKGR.. Windaws Vista Busines Ediden (xE54) Wircders Wiata P4 (xdd] Bedmintatrabor Byriralia
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Reparis BICS iapoing Status i}
@ Whndows 10 EOL Systerns
Setting ‘Windows Legacy EOL Systems

Identifying legacy EOL systems in Endpoint Central » Threats & Patches.

Achieved Maturity Levels: 3, 2, and1
(Endpoint Central with Security Addons, Network Configuration Manager)
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5.7: Multi-factor authentication

How can ManageEngine help implement this protection strategy?

MFA helps reduce the attack surface and protects your organisation by requiring a higher
level of identity assurance. In your network, it can be enabled for all users and all systems,
and for both cloud and on-premises applications and endpoints.

At this maturity level, the regulation mandates central logging and analysis for multi-factor
authentication events to assess the impact of cybersecurity incident, determine how it oc-
curred and understand the remediation steps to be taken.

Steps to achieve this strategy:

5.7.1 Use one or more authentication techniques to verify users’ identities during the
password reset and account unlock process.

5.7.2 Use MFA to authenticate privileged users of systems.

5.7.3 Introduce MFA to manage endpoints

5.7.4 Log successful logins for auditing.

5.7.5 Enable centralised logging of successful and unsuccessful MFA events.

5.7.6 Analyse event logs from internet-facing servers to detect cybersecurity events.
5.7.7 Analyse the detected cybersecurity events in timely manner to identify security

attacks and incidents
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5.7.1 Use one or more authentication techniques to verify users’
identities during the password reset and account unlock process.
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Secunty Question B Answer [ Comfigurma ]

Email Verification

sMs venfication  ([ETRE0

Google Authenticator

Adminiztrative Tools » icrosoft Authenticator
Security Center " Azune AD MFA
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ASA SecurlD

RADIUS Authentication
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FingerprinyFace 10 Authentication
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Configuring MFA for users in ADSelfService Plus > Configuration.

Ucense  Talk Back i -

i ADSelfService Plus ) :

£ Domain Gattings

Salf-Sorvice Multi-factor Authentication = How to make users enrall?
Policy Configuration Choose the Palicy  adselfservice.com ~
Multi-factor Authentication
Authenticatons Setup MFA for Reset/Unkack MFA for Endipoinits  MIFA for Applications MFA Envollmient £ Advanced
Password Expieation Notsfication
MFA for ADSeltService Flus Login Enable 1w Authéntcation factors
Select the authenticatons requined w
A Tobk % MFA for Cloud Applications Enable 1 w authertication factors,

Security Cent
rity Center Selict the sithentizarars required

Configuring MFA for applications in ADSelfService Plus - Configuration.

5.7.2 Use MFA to authenticate privileged users of systems.

PAM360 stores sensitive administrative passwords of enterprise resources in an encrypted
form in the database. To introduce an extra level of security, it provides two-factor au-
thentication. Users will have to authenticate through two successive stages to access the
PAM360 web interface.
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ManageEnging !
PAM360

ou need to restart the PAM3ED secondary server once.
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Cancel

Enabling the configuration by setting two-factor authentication for privileged users in
PAM360 - Admin.

5.7.3 Introduce MFA to manage endpoints

ADSelfService Plus offers Endpoint MFA to help organisations secure multiple points of

access to organisation’s sensitive resources. ADSelfService Plus’ Endpoint MFA secures

access to:

» Windows, macOS, and Linux machines.

» Top VPN providers like Fortinet, Cisco AnyConnect, Pulse, and more.

» Endpoints supporting RADIUS authentication such as Citrix Gateway, VMWare Horizon,
and Microsoft Remote Desktop Gateway (RDP).

» Outlook Web access (OWA) logins.

Moreover, ADSelfService Plus offers offline MFA for Windows machines which ensures the
security of offline remote workers during machine logons.
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Multi-factor Authentication How to make users encil? =
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Security Center
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MFA for VPN Login Enabls w Tactar suthentication For VPN login.
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factors,

MFA for Cloud Applications
Secure S50 login from ADGaES

Configuring MFA for endpoints in ADSelfService Plus - Configuration.

38 Ma nageEngin@



5.7.4 Log successful logins for auditing.

As PAM360 deals with sensitive passwords, it is important to have a complete record of
who accessed what resource and when, along with details about every action performed
by the users within the application. All operations performed by users are audited with the
timestamp and the IP address from where they accessed the application.

ManageEngire |

3 Audit (7] S 4 user Audit
% Resgurte Aucht Primany Sarwar Operation Types Audi ACtons - @
% Lser audit
Creare | |- Al w [ = 7 Showing 1 - 25 Toml Count f prew Paga ! nae b (25] 50 72
Task Audit
Username Op=rated By 1P Address Action Perfarmed Reasen
User Ses5ins
pradmn 192188 TREZ Utzar Logged Cut A,
Recorded Connaclions
pradmen A 192, 16575104 User Logged in - PAMIISD  Authenticated by PAMISD authengication
Active Privileged Sessions
pradmen A, 1921 6875104 Lizer Logged Cut
Reys Audil
pradmin Rl 192.168.75.67 Lisar Logged Dut
Certificate Audit
pracimen s 192,168,758 Liar Ligged in - RAMIB0 2
pradmen WA 192,188 75,706 Lizar Logged in - PAMIZED Ll
pracmn A 192,168 75,82 Lhser Ligged in - PARZED &y
fm 192,168 Izm A

pradmin Ml 192, 168.75.81 Lzar Logged in
User actions are logged for auditing in PAM360 - Audit.

5.7.5. Enable centralised logging of successful and unsuccessful MFA events.
Log360 centrally logs successful and failed MFA events. It provides details such as the IP address
from where the logon happened, type of logon, and the reason for MFA failure.
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Viewing MFA logon activity in Log360 - AD Audit.
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5.7.6 Analyse event logs from internet-facing servers to detect

cybersecurity events.

Log360 supports logging and analytics of internet-facing servers and web applications
such as IIS and Apache servers, and DHCP applications. The solution’s log analytics
capability helps enterprises detect red flags, such as bad requests; extended response
times; and attacks like SQL injection, cross-site scripting, distributed denial-of-service
(DDo0S), and more on these servers.

The solution comes with a built-in incident management system with automated workflow
execution to immediately neutralise threats. Once reported as incidents, the cases can be
assigned, tracked, and closed with the built-in case management system.

5.7.7 Analyse the detected cybersecurity events in timely manner to

identify security attacks and incidents.

With Log360, enterprises can periodically review and analyse the security events through
its ML-based Incident Workbench, which offers deeper insights into users, entities, and
processes connected to security events, contextual data enrichment from AD, supported
threat intelligence platforms, its UEBA component, and its option to group and mark the
security events as incidents.

The Incident Workbench'’s process hunting tree provides visibility into the process lineage
and thereby detects suspicious process executions or malware attacks. The Incident
Workbench also offers users the ability to isolate infected hosts, assess the impact of
security incidents, and neutralise them from within its console.

Achieved Maturity Levels: 3, 2, and 1
(PAM360, AD360, Log360)
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Mitigation strategies to recover data and system availability

5.8: Regular backups

How can ManageEngine help implement this protection strategy?

Perform daily backups by determining what you need to back up, the priority of backed-up
content, and how you will perform these backups. Depending upon your organisation’s
requirements, determine whether you will need to perform full backups every day or a full
backup once a week with incremental daily backups. Furthermore, you will also need to
implement a regular restoration testing and disaster recovery plan.

Steps to achieve this strategy:

5.8.1 Perform comprehensive, scheduled incremental object- and item-level backups in
AD, SharePoint Online, on-premises Exchange, and Exchange Online.

5.8.2 Back up the entire database of application configurations, system settings, and
password share permissions through scheduled tasks or live data backup.

5.8.3 Automate configuration backups for firewalls, routers, switches, and more.

5.8.1 Perform comprehensive, scheduled incremental object- and item-
level backups in AD, SharePoint Online, on-premises Exchange, and
Exchange Online.

Back up your AD, Azure AD, Microsoft 365, Google Workspace, and Exchange

environments from a single console, and restore any object, site, or mailbox whenever you
need it using RecoveryManager Plus.

o . : .. I . . l l

n’ e 13 Objects in backup Incremental Backup - Intisted by Scheduler
LA e,

Backup Date 13-Jan-19 17:00

W Moaied 12 W Created 1 W Added 0 Delited o T ek AT

e | Moved 0 @ Renamed 0 @ Restored 0 W Readded 0 Eay Lt

Buwe-z Doompuer-1 [comact-0  Slorouwp-s [Jov-0 ofeonsnoe-o @ onszone-o oro-2  [Mmsee-o  &foymam oistribution Grous - 0
Hedified 1 1 - 4 - - - 2

Back up AD, Azure AD, Microsoft 365, Google Workspace, and Exchange environments in
Recovery Manager Plus.
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5.8.2 Back up the entire database of application configurations, system
settings, and password share permissions through scheduled tasks or live
data backup.
Endpoint Central uses a database to store information like configuration details, the status
of deployed configurations, and details about reports, like user logon reports and AD

reports. Creating a backup of this database and certain important files, like configuration
files, is necessary to prevent loss of data.
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Configuring a scheduled database backup in Endpoint Central > Admin.
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5.8.3 Automate configuration backups for firewalls, routers, switches,

and more.

In Network Configuration Manager, Configuration Backup is a process for saving your
existing network configuration files and creating a repository of all incremental versions.
Faulty configuration changes can cause network disasters like a data breach or even

a network outage. In such times, network admins can upload a stable configuration
version from the repository and restore the network promptly. Configuration backups are
also important while auditing to identify where a particular fault originated from and for
compliance audits.

122 Network Configuration Manager (4118887209500 (3 fecuest Dumo (3 Guraote DS 4 O] P Fo

Dashboard Inventory (GG on Firmware Vulnerabilitics Compliance Alarms Tools
. e, AT

Add Schedule

Schedule name Schedule Type
Periodic Backup Schedube Configuration Backup
Device Group Devices
Device Group
CicoRouter Group
Report Notification 7 ®  Send Emall Save Report
Send Emall Notification Email Subject

Cisco Periodic Backup

Scheduling the Network Device Configuration backup in Network Configuration Manager -
Config Automation.

Achieved Maturity Level: 1
(Network Configuration Manager, AD360, Endpoint Central)
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We have a team of cybersecurity experts

who have hands-on experience working with
customers in Australia. With all the processes
mapped out in the Essential Eight, we provide
a suite of solutions that can help organisations
implement the Essential Eight Maturity Model
seamlessly.

To learn more, write to us at
tech-au@manageengine.com.
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Take control of your IT.

Monitor, manage, and secure your
digital enterprise with ManageEngine.

Manage digital identities and access

Manage, govern, and secure digital identities
across your organization with identity

orchestration, privileged access security, CIEM,
MFA, SSO, role-based access controls, and more.

manageengine.com/iam

Control and secure every endpoint

Manage, secure, and control all your endpoints
across diverse functions like end-user
computing, cybersecurity,governance, risk
and compliance, I/O, and more.

manageengine.com/uems

Enhance IT security and compliance

Detect, investigate, and respond to security
threats with UEBA, threat intelligence, and log
monitoring. Be compliant with standards and
mitigate risks with audit-ready reports.

manageengine.com/siem

Enhance IT with low-code apps

Extend the capabilities of your IT process by
combining low-code and GenAl. Rapidly

address IT challenges and innovate with minimal

coding, making your organization more agile.

manageengine.com/lowcode

Deliver smart service experiences

Enhance your service delivery workflows
through industry-recommended ITSM best
practices, powerful orchestration, and native
Al capabilities.

manageengine.com/usm

Optimize network and IT opera

Achieve visibility across your network and
application stack with Al-driven observabilit
Proactively resolve issues, optimise
performance, and enhance IT securit

manageengine.com/itom

Unified insights into all of IT

Visualise every facet of IT effortlessly.
decision intelligence, preemptively identify
and tackle risks, and gain practical contextual
strategies for operational bottlenecks

manageengine.com/ita
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About ManageEngine

ManageEngine crafts the industry’s broadest suite of IT
management software. We have everything you need—over 60
products—to manage all of your IT operations, from networks and
servers to applications, service desk, Active Directory, security,
desktops, and mobile devices.

Since 2002, IT teams like yours have turned to us for affordable,
feature-rich software that’s easy to use.

As you prepare for the IT management challenges ahead, we'll lead
the way with new solutions, contextual integrations, and other
advances that can only come from a company singularly dedicated
to its customers. And as a division of Zoho Corporation, we'll
continue pushing for the tight business-IT alignment you'll need to
seize opportunities in the future.
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For more information:

aus-sales@manageengine.com
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