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Password Manager Pro is a 
comprehensive privileged identity 
management (PIM) suite that helps 
IT teams completely manage 
privileged accounts, as well as 
control and monitor access to 
critical information systems. It 
helps mitigate security risks 
related to privileged access and 
prevent security breaches without 
disrupting business. Password 
Manager Pro makes it easy to 
meet security audits and 
compliance requirements stated in 
various regulations such as HIPAA, 
PCI, NERC-CIP, and GDPR.

Key capabilities

Credential vaulting and randomization: Secure all your privileged 
data in an AES-encrypted vault.

Role-based access controls: Minimize insider threats by providing 
users with time-based access to critical systems, and instantly reset the 
passwords upon usage.

Secure remote access provisioning: Broker standing or just-in-time 
access to remote hosts via encrypted, password-less tunnels.

Session recording and shadowing: Facilitate advanced monitoring 
to ensure privileged users stay within their provisioned scope.

Compliance auditing and reporting: Leverage Track all operations 
with extensive audit trails and leverage in-depth reporting to prove 
compliance with privileged access control standards set by the GDPR, 
NIST, PCI DSS, FISMA, HIPAA, NERC-CIP, ISO/IEC 27001, and SOX.

Editions, pricing, and availability*

*Perpetual licensing options available

“Perfect response to 
hackers out there.”

8500+
happy customers!

Helping over 4,50,000 IT 
admins and end users manage 
their privileged credentials from 
a simple, consolidated platform, 
Password Manager Pro aims at 
combating IT threats resulting 

from privilege misuse.

Privileged Identity Management
Built for enterprises to empower

 IT security administrators

$595 annually for 2 administratorsStandard

$1,395 annually for 5 administratorsPremium

$3995 annually for 10 administratorsEnterprise 

Free for 30 days, maximum 
2 administrators

Fully functional trial version for 
testing Enterprise edition features

Valid forever, 1 administrator and up to 
10 resources

Free, licensed edition

$475 annually for 25 keys

Add-ons: Integration with 
ManageEngine Key Manager Plus 
for all-inclusive SSH key and SSL 
certificate management

DATASHEET

- IT professional in the government industry.
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Integrations

User Authentication

AD
Azure AD
LDAP
RADIUS
Smart Card

SAML SSO

AD FS
Okta
OneLogin

Two-factor Authentication

PhoneFactor
RSA SecurID
Google Authenticator
Microsoft Authenticator
Okta Verify
Radius authenticator
Duo Security
YubiKey

ITSM

ServiceDesk Plus On-Demand
ServiceDesk Plus MSP
ServiceDesk Plus
ServiceNow
JIRA Service Desk

SIEM

RFC 3164-compliant tools such as 
Splunk, Arcsight, EventLog Analyzer

CI/CD Platforms

Jenkins
Ansible

Minimum system requirements

Processor

Dual core or above

RAM

4 GB or above

Hard disk

Application: > 200 MB
Database: > 10 GB

Operating systems

Windows

•	 Windows Server 2016 
•	 Windows Server 2008 
•	 Windows Server 2008 R2
•	 Windows Server 2012 
•	 Windows Server 2012 R2
•	 Windows 8 
•	 Windows 10

Linux

•	 Ubuntu 9.x or above
•	 CentOS 4.4 or above
•	 Red Hat Linux 9.0
•	 Red Hat Enterprise Linux 7.x
•	 Red Hat Enterprise Linux 6.x
•	 Red Hat Enterprise Linux 5.x
•	 Normally works well with any 

flavor of Linux

Databases

•	 PostgreSQL 9.5.3, bundled with the product
•	 MS SQL Server 2008 or above (SQL server should be installed in 

Windows 2008 Server or above)

Browsers

Any HTML-5 powered browser such as Google Chrome, Mozilla Firefox, 
Safari, and Internet Explorer 10 or above.

Virtualization

•	 Hyper V
•	 VMware ESXi
•	 Microsoft Azure VM
•	 AWS - Amazon EC2 VM

Privileged account discovery

•	 Windows
•	 Linux
•	 Network devices 
•	 VMware

Session protocols supported

RDP, VNC, SSH, SQL
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1.	 Windows (local, domain, and 
service accounts)

2.	 Linux
3.	 Mac
4.	 Solaris
5.	 HP Unix
6.	 IBM AIX
7.	 HP-UX
8.	 Junos OS

1.	 Cisco Management Integration 
Center

2.	 Cisco Catalyst
3.	 Cisco SG300
4.	 Cisco UCS
5.	 Cisco Wireless LAN Controller
6.	 Cisco IOS
7.	 Cisco PIX
8.	 Cisco CatOS

1.	 MS SSQL
2.	 MySQL
3.	 Sybase ASE
4.	 Oracle DB server
5.	 PostgreSQL
6.	 WebLogic

1.     ASA Firewall
2.    Audiocode
3.    AWS IAM
4.    Brocade
5.    Brocade VDX
6.    Brocade SAN Switch
7.    Checkpoint Firewall
8.    Citrix Netscaler SDX
9.    Citrix Netscaler VPX
10.   Cloud devices
11.    Extreme Networks
12.   F5
13.   Fortinet
14.   Fortigate Firewall
15.   FortiMail

16.   Fujitsu Switch
17.   Gigamon
18.   Google Apps
19.   H3C
20.  HMC
21.   HP Printer
22.  HP Onboard Administrator
23.  HP Virtual Connect
24.  Huawei
25.  HP ProCurve
26.  Juniper Netscreen ScreenOS
27.   HP iLO
28.  Magento
29.  Microsoft Azure
30.  MikroTik

31.   NetApp 7-Mode
32.  NetApp cDOT
33.  Opengear
34.  Orange Firewall
35.  Palo Alto Networks
36.  pfSense
37.  Rackspace
38.  Routerboard
39.  Ruijie Networks
40.  Salesforce
41.   SonicWall
42.  TP-Link
43.  VMware vCenter

1.	 HPE StoreOnce
2.	 File Store
3.	 Key Store
4.	 License Store
5.	 Nimble Storage

1.	 Website accounts
2.	 LDAP Server
3.	 VMware ESXi
4.	 IBM AS/400
5.	 Oracle XSCF
6.	 Oracle ALOM 
7.	 Oracle ILOM
8.	 Aruba ATP
9.	 Avaya-GW
10.	 FortiManager-FortiAnalyzer
11.	 Nortel

Platforms supported for remote password reset

Network devices

OthersFile store

Operating systems Cisco devices Database servers
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SSL Certificate Management

1.	 AD user certificates
2.	 Certificates issued by 

local CA
3.	 Certificates issued by           

Microsoft certificate store
4.	 SMTP server certificates
5.	 Self-signed certificates

1.	 Let’s Encrypt
2.	 GoDaddy
3.	 Microsoft CA
4.	 Symantec
5.	 Thwate
6.	 RapidSSL
7.	 Geotrust
8.	 Sectigo

Key algorithms

RSA
DSA
EC

Key size (in bits)

4096
2048
1024

Hash functions

SHA256
SHA384
SHA512

Keystore types

JKS
PKCS12

Other specifications

Mobile Applications

iOS, Android, BlackBerry

Browser Extensions

Chrome, Firefox, IE

Languages

English, French, German, Japanese, Polish, 
Simplified Chinese, Spanish, Traditional Chinese, 
Turkish

Encryption Algorithms

AES-256, SafeNet Luna PCIe HSM
FIPS 140-2 validated cryptography

API Support

REST, XML-RPC, SSH CLI

Disaster Recovery

High availability with live secondary setup
Multiple application server instances
SQL server failover cluster

Download a 30-day 
free trial

Request a personalized 
demo

Technical support

Telephone: +1 408 454 4014
Email:  support@passwordmanagerpro.com

Follow us on

Quick links

FAQ
Solution brief

Guides and documents
Get quote

Discovery Certificate authority integration Certificate private key specifications
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