ManageEngine
Identity Access

Smarter security
at every sign-in «
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Decide who gets in—to every laptop, every app, every time.



One login. Everything unlocked. 3

For most workforces, access is decided once, at the first sign-in. The desktop, every application, and

the network all inherit that decision. So does anyone holding a stolen password.




The applications are protected. The laptop isn't.

Most organizations put MFA on their applications and left the first sign-in of the day, the device, on a password.
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MFA that ends at
the browser

Application-level MFA covers what a
user opens in a browser tab. It doesn't
cover the sign-in that unlocks the
machine underneath—the one that
grants the local session every
application then inherits.

Codes that can be handed Machines the directory never
over reached

Most workforce MFA still runs on Remote hires, contractor machines, and
one-time codes, sent by SMS or email or devices bought outside IT's process
generated in an app. A user can be often never join a domain. The only thing
talked into reading one aloud or typing it between the user and the desktop is a
into a fake sign-in page. Acodeisa local account and a password, and no
short-lived shared secret, not a central sign-in policy reachesit.
phishing-resistant credential.

FIDO Alliance, State of Passkeys 2026—57% of organizations that have deployed passkeys still use a phishable method for primary
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day-to-day sign-in.



One console to decide who gets in

ManageEngine ldentity Access sits in front of everything your people sign in to: their laptops, cloud applications, VPN,
and Outlook on the web. Each sign-in is checked for who is asking, from where, and on what device, then allowed,
denied, or challenged for more.

Where you run Active Directory, Identity Access imports your users from it. Where you don't, it doesn't need one.
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Every sign-in, judged in context

Five entry points, four signals, three outcomes.

Devices
Windows [ macOS / Linux

IP address

@ Allow access
Geolocation Device OS

© o

Cloud applications

Q,

o Accesses Evaluates N Decides Prompt additional
User

Outlook on the web e 2
verification

Identity
Access

@ Block access

Business hours

Identity Access portal
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Secured from the very first login

- Secure sign-in for laptops outside
- the domain
AT

Enroll Windows, macOS, and Linux machines
directly into Identity Access, with no Active
Directory, or on-premises server required. Users

e Password sign-in that can't be phished
’(-'“\\

@« FIDO2 passkeys and smart cards—PIV and CAC—replace
the password at device login, cloud applications, the
portal, and VPN. No shared secret exists for an attacker to
capture, replay, or ask a user to hand over.

sign in to the device with their Identity Access FIDO2 and PIV/CAC are the authenticator types CISA
account, and MFA protects that sign-in. identifies as phishing-resistant.

All Devices

Manage Directory

Device Name Operating System Serial number

L WIN-TPNFTHS4MMQ Windows 11

Ubuntu 26
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Your factors,
everywhere you sign in

The strongest factors can be reserved for
the applications that warrant them.

Authenticator Setup

B Email Verification

Zoho OneAuth TOTP
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Phishing-resistant

FIDO2 passkeys (security keys, Windows Hello, Touch ID)
and smart cards (PIV, CAC, and other X.509 certificates).

Everything you already have

Authenticator apps and TOTP or HOTP tokens, SAML 2.0 identity
providers, Duo, email and SMS codes, and security questions.

Every sign-in on the machine

Windows, macOS, and Linux login, plus UAC prompts, RDP, SSH,
and sudo/su, online or offline.

/Y Network and on-premises endpoints
‘: VPN and RADIUS-based access, Outlook on the web,

and l1S-hosted applications.

Custom applications

Any SAML or OIDC application outside the preintegrated
catalog, each with its own MFA requirement.



Same user, different answer

Every access attempt is evaluated against IP address, geolocation, business hours, and device OS. The policy allows, denies, or
requires an additional factor—so one credential doesn't behave the same way from everywhere.

Identity Access © Protected Endpoints & 7]

Conditional Access Policy

Conditional Access Policy Q
Password Policy

Configuration Qﬁ ﬁl © :T,...jé

Authenticator Setup Endpoint MFA Passwordless Authentication Application Protection Access Conditions

Quick MFA Enrollment goure vices, IIS A WA) and Network ysswordless Auther
\ts like \ | Wilf mathods like FIDOZ passkay et Al
Protection Settings

Click "Create Policy" Button to add a new Conditional Access Policy. To edit an existing policy, clickon /2 iconinthe Actions column

Available Policies -4 Create Policy

O bl i 1-10f1
Actions Advanced Policy Name Priority Associated To Associated Endpoints Grant Access

o - i Global Policy 1 221 All Endpoints ©) Allowed

The policy allows, denies, or requires an additional factor — so one credential doesn’t behave the same way from everywhere.
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How strict, how often, for whom

Advanced settings tune MFA separately for the portal and applications, Windows machines, and VPN.

Time-bound prompts

Users must finish MFA
within a set window,
configured separately for
app, machine, and VPN
sign-ins.
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Trusted devices

Skip repeat prompts on a
trusted browser or machine
for set hours or days. New
browsers still get
challenged.

Enroliment first

Block users missing a
required factor, or make
them finish enrolling before
they getin.

Brakes on guessing

Show a CAPTCHA on MFA
prompts, on every attempt
or after a set number of
failures.



Friction where it's warranted

Create Conditional Access Policy

Identity Access Satdunal S ——— ; !

Conditional Access Policy

Pe r = a p p M FA Password Policy Policy Name ~

Configuration Groups & Users

o Apply different MFA requirements to Al
different applications. The same user e R
can sail into a wiki and face a passkey
prompt at the finance system. Crowisruttams® 0

Access Conditions

Protection Settings
1 IP Address Based

Access Protection

Target Devices 1Groups -+

€6 VPN/RADIUS Endpoints
Step-up verification
@cC ions Enable Passwordless as the Primary (First-Factor) Authentication using

(¢) Inside the portal, disruptive - Al selected v 0

actions—deleting users, groups, or Protectwith | 1|~ | MFAAuthenticators
directories, or bulk-disenrolling
users—require a fresh verification before
they execute.
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Built to keep working

MFA that works offline

When a laptop can't reach Identity Access, the
IDSecurity Agent still challenges the user
against locally cached credentials, so dropping
offline is neither a lockout nor a way around
MFA. If a user's enrolled device is unavailable, a
short-lived, one-time emergency code can be
issued.

One sign-in, every application

Over 500 applications are pre-integrated
and ready to configure—and anything
outside that list can be added as a custom
application. Assign users per application,
and pair each one with its own MFA
requirement.

Identity Access
Conditional Access Policy
Password Policy

Configuration
Authenticator Setup
Quick MFA Enrollment

Pratection Settings

€=

Create Conditional Access Policy

amic controls to secure resources based on users/groups, IP address, Geolocation. Learn more

Policy Name ~

Groups & Users ~

Access Conditions

1 IP Address Based

Criteria Pattern: (1) ¢»

Access Protection

Grant Access o Allow

) Computer Devices

N/RADIUS Endpoints

S Applications
(& Cloud Applications

@ Identity Access

Create Cancel

Target Devices 1Groups
Target Actions All Actions

Enable Passwordless as the Primary (First-Factor) Authentication using

All Selected v O

Protect With 1 s MFA Authenticators

Note
* Prerequisite:

* Tosetupauth




Where Identity Access fits

Identity Access usually earns its place for one of three reasons:

22

Active Directory, but not only

No directory at all Already issuing smart cards

Windows

Environments with PIV or CAC deployments that
need those cards to work as a primary credential,
not a side option.

Organizations with AD in place and a growing
share of macOS and Linux machines it was never
built to reach.

Cloud-native teams running on laptops with local
accounts, no server to maintain and no domain
to join.
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Evaluate it in your own
environment

Bring your mix of Windows, Mac, and Linux, your directory or
absence of one, and the applications your people actually use.

Request ademo
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ManageEngine
ldentity Access

Thank you



