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chapter 1.1 Windows Infrastructure

1.1.1. Overview

B9 Last updated on: September 12, 2025

Windows log collection is a critical part of security and compliance monitoring. Logs from Windows systems

help in detecting anomalies, investigating incidents, and auditing user and system activities.

Log360 supports two modes of log collection from Windows devices:

Agent-based collection: In this method, a lightweight agent is installed on the target device to collect and
forward logs to the Log360 server. Agent-based collection is particularly useful when collecting logs across
WANSs, through firewalls, or from devices in restricted network zones such as DMZs, where direct connectivity
may not be feasible. It's also ideal in environments without a stable network connection. Additionally, using
agents helps reduce the CP U load on the Log360 server and offers better control over the events per second
(EPS) rate.

Agentless collection: By default, EventLog Analyzer uses agent-less log collection when a device is added. In
this method, the server remotely connects to Windows devices and collects logs using WMI (Windows
Management Instrumentation) or similar protocols. This approach does not require installing a separate agent
on each device. Instead, the EventLog Analyzer server itself handles the collection of Windows event logs and
syslog messages. This minimizes overhead on the monitored devices and simplifies deployment, although it

does require administrative credentials and proper network configuration.
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1.1.2. Working

B9 Last updated on: September 12, 2025

Agent - Less Log collection

¢ No agents/client software required for log collection : For event log collection, eventlog analyzer application
does not require a separate agent to be installed on each machine from which logs are collected. Rather the
agent that collects Windows event log. In this way, eventlog analyzer application performs event log collections

task without introducing additional load on the devices.

¢ Windows event log collection: EventLog Analyzer collects events generated by Windows. Setting up
EventLog Analyzer to collect and report on events from a server, is a simple process for both Windows and

UNIX systems.

e Automatically collect logs for the period, ELA Log Collector process is down: This critical log collection
feature ensures that the logs are not lost even during the log collector process down time.<Need to add

architecture diagram>

Agent for event log collection

The EventLog Analyzer Agent simplifies the collection of event logs from Windows devices. Once installed—
either automatically or manually—it runs as a service on a chosen server within the network or subnet. The
installation status is shown as Success, Failed (with reason), or Retry. If automatic installation fails, manual
deployment is available.

After deployment, the agent is automatically discovered by the EventLog Analyzer server. It remotely collects,
pre-processes, and transmits logs to the server in real time without interruption. Each agent can support log
collection from approximately 25 devices, and devices can be flexibly assigned or reassigned between agents
as needed. Additionally, logs can be collected directly by the server without using agents.

If an agent is uninstalled or the host device is removed, log collection for the assigned devices seamlessly
switches to agent-less mode, ensuring continuity without manual intervention.

Architecture

This section illustrates the architecture of the agent-based log collection deployment. The agent should be
installed on the desired device in order to remotely collect log data from it, and then send the collected log data
to the EventLog Analyzer server. Whereas, in the case of agent-less log collection, the agent resides within the
EventLog Analyzer server itself, rather than being present on the remote device. To deploy the agent on a
specific device, execute the 'EventLogAgent.msi' file located in lib\native directory in the installation folder.

Log filtering Field Log size reduction
process Extraction through zipping

S A& A
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Added to processing
‘request log data ' w queue
— EE

Windows device Eventlog Analyzer
Server

Indexing

e The agent accesses the WMI infrastructure of the device internally and obtains the log data directly through

WMI querying.

e Once the log data is collected, the agent does the pre-processing which includes log filtering as well as field

extraction at the source, before zipping the log file and sending the log data to the EventLog Analyzer server

securely through the HTTPS protocol.

¢ Since the log data has already been processed at this point, the server only needs to index the logs to
generate the reports and alerts in real-time. This will reduce the overhead load on the server.
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1.1.3. Prerequisites

£ Last updated on: September 12, 2025

Ports required for agentless communication

Additional Rights and

PORTS INBOUND OUTBOUND SERVICE o
Permissions
. EventLog
Windows
TCP/135 ] Analyzer RPC
Device
Server
UserGroups:
e Event Log Readers
Wind EventLog NetBIOS .
Inaows e session istri
TCP/139 Do Analyzer RPN e Distributed COM
evice
Server Users
User Permissions:For
roof\cimv2 in WMI
. EventLog _
Windows Properties:
TCP/445 ] Analyzer SMB RPC/NP
Device e Enable Account
Server
e Remote Enable
RPC randomly e Read Secuirity.
allocates high TCP Firewall
orts for Windows ecinna:
Dynamic ranges of EveniL g 2008 and Permissions:Predefined
ventLo erver an AN
RPC ports - Windows Anal 9 o . Rule:Windows
nalyzer ater versions, as
TCP/49152 to Device ¥z Management
65,535 Server well as for Instrumentation (WMI)

Windows Vista
and subsequent
versions

Service account permissions

e Domain Setup

e Workgroup Setup
Domain Setup

For admin users

In a domain setup, the domain admin privilege allows admins to collect logs in Windows devices.

For non-admin users
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A service account has to be set up with the least privileges to collect logs In a domain setup. 10 create a service
account with least privileges, follow the steps below.

Step 1: Create a new user
1. Log into your domain controller with domain admin privileges.
2. Openthe Run command and type dsa.msc to open Active Directory Users and Computers.

3. Right click on your domain — New — User.

Step 2: Create a new domain level GPO and link the GPO

1. Open the Run command in domain controller and type gpmc.msc to open Group Policy Management
Console.

2. Right click on the domain — Create a GP O in this domain and link it here.

3. Name the GPO as "ELA GPQO" and click OK.

12 Group Policy Management
& File Action View Window Help
e @ 006 Bm
& Group Policy Management ELALOGCOL.com
* &) Forest ELAOGCOLeom | Status ik Group Poliy Objocts  Group Poly Inhertance  Delegaton
~ (24 Domains
~ i ELALOGCOLcom
5/ Default Domain
> [2] Domain Control!

Thi A /OL repiication for this di i Policy.

[ Group Policy Ok,
> [ WMI Filters Status Details
> [ Starter GPOs ® o
> O sites Name:
§i Group Policy Modeling EAGRd
- No Infa:
(% Group Policy Results structu

New GPO X

Ciick the Deted| Souros Starter GPO: in this domain.

(none)

Step 3: Add user to Event Log Readers and Distributed COM user

1. Open the Run command in domain controller and type gpedit.msc to open the Group Policy Management
Console.

2. Right click on the created GPO — Edit.

3. Inthe Group Policy Management Editor, click on User Configuration —Preferences — Control Panel
Settings — Local Users and Groups.

4. Rightclick on Local Users and Groups — New — Local Group.

5. Under group name, select Event Log Readers group — Add the current user — Add and select the created

user.

6. To add Distributed COM users, repeat step 5 by selecting Distributed COM Users group under group name.

5] Group Policy Management Editor

File Action View Help
e rE i XEwmod= HE RO+ ¢ 3

=/ ELA GPO [CLIENT2022THREE.ELALOGCOL ¢ c:
~ & Computer Configuration Y l U d G
omputer Config ¥ Local Users and Groups
L Policies
| Preferences Ty
¥ X . ,\ Name Order Action Full Name Description
e U.ser configuration Processing = @Event Log Readers .. 1 Update  N/A
| Policies o _
« [ Preferences Stop processingitemsin | W @& Distributed COM .. 2 Update  N/A
extension on error:
7' | Windows Settings Ruh In user's coritext: No Distributed COM Users (built-in) Properties x
~ [=f] Control Panel Settings Remove if not applied: No
2 Data Sources Apply once: No Local Group  Common
= Novices Filtered directly: No -
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—
(3 Folder Options

ﬁ' Internet Settings

ﬂ Local Users and Groups
(@ Network Options

& Power Options

gé Printers

O Regional Options

(=] Scheduled Tasks

E Start Menu

() Note

No
No

Filtered by ancestor:
Disabled directly:
Disabled by ancestor:

Description

No description provided.

ﬁ Action; Update

Group name:
Rename to:
Description:
® Add the current user

O Remove the current user

O Do not configure for the current user

Distributed COM Users (built-in}

[ Delete all member users
[] Delete all member groups

Members:
Name Action sID
ELALOGCOL\Logcollector ADD 5-1-5-21-5596
< >
Add.. Remove Change...

Event Log Readers: Members of this group are allowed to read event logs.

Distributed COM Users: Members of this group are allowed to launch, activate, and use Distributed

COM objects on the computer.

Step 4: Enable WMI and Remote Event Log Management traffic through Firewall

1. Open the Run command and type gpmc.msc to open the Group Policy Management Console.

2. Rightclick onthe GPO created — Edit.

3. Select Computer configuration — Policies — Windows Settings — Security Settings — Windows Firewalls

with Advanced Security — Inbound Rules.

4. Right click on Inbound Rules — New Rule and select WMI in predefined field — select all rules — Allow

connection.

5. To allow Remote Event Log Management connection, repeat step 4 by selecting Remote Event Log

Management in the predefined field.

= Group Policy Management Editor
File Action View Help
e nm = B

_%T ELA GPO [CLIENT2022THREE ELALOGCOLCOM] Policy
~ % Computer Configuration
~ [ Policies
» [l Software Settings
~ 1 Windows Settings
> [l Name Resolution Policy
= Scripts (Startup/Shutdown)
v ;:é Security Settings
_::EI Account Policies
j Local Policies
_ﬂ Event Log
["A Restricted Groups
L4 System Services
['A Registry
(4 File System
» 3 Wired Network (IEEE 8023) Policies
~ I Windows Defender Firewall with Ady
~ i Windows Defender Firewall with
#23 Inbound Rules
Outbound Rules

*i Connection Security Rules

Name

& Remote Event Log Management (RPC-EPMAP)

ﬁ Remote Event Log Management (NP-In)

& Remote Event Log Management (RPC)

@ Windows Management Instrumentation (DCOM-In)
& Windows Management Instrumentation (WMI-In)
ﬁ Windows Management Instrumentation (ASyne-In)

Enabled

Yes

Group Profile
Remote Event Log Managem.. All
Remote Event Log Managem.. Al

Remote Event Log Managem..  All

Yes
Yes
Windows Management Instr..  All Yes
Windows Management Instr.. ~ All

Windows Management Instr.. ~ All

Yes
Yes

Action
Allow
Allow
Allow
Allow
Allow
Allow
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(D) Note

These rules open ports of the range, 49152 - 65535, that are exclusive for WMI communication and
so these cannot be accessed by other applications.

Step 5: Force the group policy
1. Open command prompt and enter — gpupdate /force in the domain controller.

2. Repeat the above step for all domain computers with admin privilege.

Step 6: Grant necessary WMI permissions

a. For Single Computer (D omain/Workgroup)
1. Search Computer Management from Start menu and select Open as Administrator.

2. Select Services and Applications — WMI controller

3. Right click on WMI controller — Properties — Security tab — select Root\cimv2 in the namespace —
Security.

4. Add the non-admin user and provide permissions such as Enable account, Remote Enable, Read Security,
and Execute Methods.

5. Select Advanced — User name — Add — Applies to: This namespace and subnamespaces and click OK.

& computer Management
File Action View Help
e nm E BE

A computer Management (Local) -
| Py
V0 51“;'“;;’“}"2 ‘ 0 Windows Management Instrumentation (WMI)
D) Task Scheduler d
Event Viewer
&) Shared Folders Confi d controls the Windows
Q‘" Performance WMI Control Propertie: Security for ROOT\CIMV2 X
& Device Manager
v €2 storage General BackuplRestore  Securty Advan{ Securty
b Windows Server Backup| Group o sornames:
& Disk Management mespace n lows you t s namd
~ s Services and Applications Nemespace navation alows you 0 st namg :;Amhenwuwsars
£ Routing and Remote Ac =+l Root 88 LocAL SERVICE
Services #-13) Accesslogging £2, NETWORK SERVICE
w10 Appv P Y Logoolector (Logeollector@ELALOGCOL com)
2 WM Control o1 omve 2
Q 82 Administrators (ELALOGCOL\Administrators)
13 ci
414 DEFALLT
-1} directory Add. Remove
14 Hardware
-3 Interop Pemissions for Logeallctor Alow  Deny
¢l InventoryLogging Provider Wite o, n”
Enable Account , oj
Remote Enable @, Il
Read Security @, 1
Edit Securty o, ol v
For special permissions or advanced sstings, T
ivanced Sdvenced

Enable Account: Allows users to enable WMI account.

Remote Enable: Allows users to enable remote access to WMI resources.
Read Security: Allows users to read the security setting of WMI resources.
Execute Method: Allows users to execute a method defined within WMI classes.
These permissions are applied to the namespace and subnamespaces.
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b. For Multiple Domain Computers (Windows servers and workstations)

Grant WMI Namespace Security Rights using GPO (PowerShell script)

Make sure that the user has the privilege to run the script in the workstation. If not, please refer to the steps below

to enable the privilege:

In the Local Group Policy Editor,

¢ Navigate to Computer Configuration > Administrative Templates > Windows Components > Windows
PowerShell.

e Double-click on the Turn on Script Execution option.

Script download link

1. Add the script WMIrights.ps1 file in the shared location in the domain.
2. Right click on the created WMI NameSpace Security Rights GPO — Edit.
3. Select PowerShell Scripts tab — Add.

4. Inthe Add Script dialog box, click Browse and select the PowerShell script (WMIrights.ps1) file from the

shared location and set the parameter as "domainname\username".
5. Click OK to return to the Startup Properties dialog box — Apply — OK.

Configuring Administrative Template Settings
1. Onthe left pane of the Group Policy Management Editor, navigate to Computer Configuration Administrator

Templates System.
2. Under System, select Scripts.

3. Onthe right pane of the GP O Editor, double-click on Run logon scripts synchronously, and enable it — Apply
— OK.

4. Enable Maximum wait time for Group Policy scripts and set the maximum time at 10 seconds.

5. Navigate to Logon under System, on the right pane double-click Always wait for the network at startup and
logon, and enable it — Apply — OK

6. Navigate to Group Policy under System, on the right pane double-click Configure Group Policy slow link
detection, and enable it — Apply — OK.

Apply the GPO
1. Onthe left pane of the Group Policy Management Editor, right-click the required GPO — Properties.

2. Navigate to the Security tab and unselect the Apply Group Policy permissions for Authenticated Users —
Add.

3. Inthe dialog box that appears, click Object Types.
4. Enter the names of the required computers and groups and click Check Names.
5. Select the required computers and groups and click OK to return to the properties dialog box.

6. Inthe Security tab, select "Apply Group Policy" permissions to the selected computers and groups — Apply
— OK.

7. Restart the computers and repeat Step 5 to activate the GP Os for granting WMI permissions.

Note:
o After all the required devices are given WMI permissions, remove the script from Computer Configuration
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Policies Windows Settings Scripts (Startup/Shutdown) — Startup or the scripts will run every time during
startup.

e Not applicable for Multiple workgroup devices.

Workgroup Setup

Step 1: Add user to EventLogReader and Distributed COM users

1. Log in to your workgroup with admin privileges and open the Run command and type compmgmt.msc to open
Computer Management — Local User and Group.

2. Right click on user and add new user.
3. Right click on Groups — Select distributed COM users — Properties — Add the created user.

4. To add user in Event Log Reader group, repeat step 3 and select Event Log Reader group.

A Computer Management
Fil: Action Wiew Help
= H1EXE = BE

& Computer Management {Local
4 i} systern Tosls

Name

& Administrators

8 Backup Operators

& Cryptographic Operat..,
I8 Distributed COM Users

Description

Administrators have complete an.
Backup Operators can override se..
Members are autharized to perfor..

» (D) Task Scheduler
» (@] BventViewer

4 [ Shared Folders
Members are allowed to launch, a...

Shares
i Sessions & Event Log Readers Members of this group can read e...
& OpenFiles BEoguests Guests have the same 3ccess as M.,
#1s 1UsRS
< Loca sersand Groups | (2R | Buenclog Readers ropertes =
o Users 3
< Groups & performance Ll | General
» @ Performance & perfomance
Al Device Manager P ower Lsers % Event Log Rreadsrs
£ Storage & Rernate Deskt -
129 Disk Management & Replicator
» B Senvices and Applications || & Users Desciiptiors~ Members of this oroup can read event logs from local
& Homelsers
5 TelnetClients Merbers:
A admiristrator
&
Changes to a use's group membership
Add Remove | are no effective unilthe nes time the
[ ok [ caneet || appb |[ Hep ]

Step 2: Grant necessary WMI permissions:

1. Refer Step 6: Grant necessary WMI permissions.

&

File Action View Help
e zE = "

Computer Management

& Computer Management (Local
4 ffk System Tools
> () Task Scheduler
> [l Event Viewer
. il Shared Folders
4 ¥ Local Users and Groups|
7 Users
7 Groups
» (® Performance

WMI Control Properties

| Windows Management Instrumentation (WMI)

Configures and controls the Windows Management Instrumentation (WMI) service.

Permission Entry for Root

Principal:  logcollector (W-08\logeollector) Select a principal
& Device Manager General | Backup/ Securif
4 {2 Storage Type: Allow v
(=9 Disk Management || [ Securty
4 Services and Applications Namespace navig Applies to: | This namespace only v
"+ Services (@00 Rot | | Grouoorusernames
& WMI Contrel 2, Authenticated Users
82, L0CAL SERVICE
2 Ingcollector (W-08\ageold Permissions:
52, NETWORK SERVICE
2 Aemricretors (W09 A Execute Methods Enable Account
[ Full Write Remote Enable
] Partial Write [¥] Read Security
[] Provider Write [ Edit Security
Permissions for logeallector
— Only apply these permissions to objects and/or containers within this container Clear all
Enable Account R
Remete Ensble
Read Securty
Edit Securty
Special permissions
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For special pemnissions or adva
dlick Advanced

Leam sbout access control an

0K

Cancel

Step 3: Enable WMI and Remote Event Log Management traffic through Firewall

1. Open the Run command and type wf.msc to open Windows Firewall with Advanced Security.

2. Right-click on Inbound Rules — New Rule and select Windows Management Instrumentation in predefined

field — select all rules — Allow connection

3. To allow Remote Event Log Management connection, repeat step 2 by selecting Remote Event Log

Management in the predefined field.

& Windows Firewall with Advenced Security [E=8F=E =]
& Windows Firewallvith Advan Actions
88 knbound Rules me Growp Profile__Ensbled _Action _Override _ Program _ Local Address Protocol _Local Port_Remote Port_ Allowed Use ~ || Inbound Rules N
g‘:mmon Securty Rules "EPMAP) Privte... Yes Alow  No “System... Any Localsubnet  1CP RPCEndp.. Any Any & NewRule..
% Monitoring Private... Ves Alow  No Syt Any Localsubnet TCP us Any Any T Fiter by Profile »
) Private... Ves Alow  No “iSystem... Any Localsubnet TCP RPCDyma..  Any Any 9 frab e .
EPMAP) Domain  Ves Alow  No Any P RPCEndp.. Any Any d
Domsin Ves Alow  No Any Tcp s Any oy T Fiterby Group >
) Domsin  Ves Alow  No Any Tcp RPCOymna.. Any Any View »
o " Private... Ves Alow  No Localsubnet  TCP Ay Any Any B Resh
Wind " Private... Ves Alow  No Localsubnet  TCP Any Any Any <
(o oM Wind Prste.. Ve Alow  No lolsbnet TP 135 Any Any 5 ponlist.
e Wind Domain  Yes Alow  No oo P by et 2y B Hep
Wind Wind Domsin  Ves Alow  No Any P Any Any Any
Windows OM-In) Windows Domain  Ves Allow  No Any Tcp 135 Any Any Seictedeny =
v T RO TeRE COERT e T m o u Ter Ly m m @ Disable Rule
@ BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cach... Al No Alow  No Any cp “w Any Any ¥ cu
@ BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... Al No Alow  No Localsubret  UDP 702 Any Any B Comy
Connect o s Network Projector (TCP-In) Connectto s Network Proje... Domsin No Alow  No Any Tcp Any Any Any 3
Connectto 2 Network Projector (TCP-In) Connectto s Network Proje... Private... No Alow  No Local subnet Tcp Any Any Any X Delete
Connect to  Network Projector (WSD Events-n) Connectto a Network Proje.. Domain  No Alow  No Any e 357 Any Any B Hep
Connect to  Network Projector (WSD Events-n) Connectto s Network Proje... Private... No Alow  No Locslsubnet TCP 5357 Any Any
Connect to  Netuwork Projector (WSD EventsSecure-ln)  Connect to s Network Proje... Domsin o Alow  No Any e 5358 Any Any
Connect to a Network Projector (WSD EventsSecure-ln)  Connectto s Network Poje... Private... No Alow  No Locslsubret TCP 5358 Any Any
Connect o a Network Projector (WSD-1n) Connectto s NetworkProje.. Al No Alow  No Localsubret  UDP 702 Any Any
< MPIn) G A ves Alow  No Any VPG Any Any Any
< " c A Ve Alow  No Any CMPW Any Any Any
Core Networking - Dynamic Host Configuration Proto... Core Networking A ves Alow  No Any we & & Any
Core Netwarking - Dynamic Host Configuration Protoc.. Core Netwarking Al Yes Alow  No Any uop st 547 Any
c < Al Yes Alow  No Any M Any Any Any
Core Networking - PHTTPS (TCP-In) Core Networking A ve Alow  No Any Tcp PHTTPS  Any Any
Core Networking - Pv6 (Pyé-In) Core Networking A ve Alow  No Any 6 Any Any Any
c M) C A Yes Alow  No Locslsubret  ICMPAG Any Any Any
MPr6-In) A Yes Alow  No Locslsubret  ICMPYG Any Any Any
port (CMPG-In) A Yes Alow  No Locslsubret  ICMPYS Any Any Any
port 12 (ICMP PO Alow  No Localsubret  ICMPYG Any Any Any
c A Ve Alow  No Any VPG Any Any Any
< M., C A Ve Alow  No Any VPG Any Any Any
Core Networking - Packet Too Big (CMPY6-In) Core Netwarking A ves Alow  No Any IMPG  Any Any Any
Core Networking - Parameter Problem (CMPV6-In)  Core Netwarking Al Yes Alow  No Any IMP6  Any Any Any
2 MP6In) G A ves Alow  No fe0i/64 IMP6  Any Any Any
c ICMPY6-In) c A Yes Alow  No Any IMPG  Any Any Any o

il
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1.1.4. Adding windows device

B9 Last updated on: September 12, 2025

Domain

1.

Click on +Add Device(s) and select the domain from the select category drop down menu. The Windows

devices in the selected domain will be automatically discovered and listed.

. Select the device(s) by clicking on the respective checkbox(es). You can easily search for a device using the

search box or by filtering based on the OU using OU Filter.

3. Click on the Add button to add the device(s) for monitoring.

Add device 3

Select Category ~ ADSA v < Configure Manually

x 1-10f1 | 10~
W oevice ~ 1P Address ~ Operating System

ADSA-8 172.22.167.134

Cancel

Workgroup

1. Choose the workgroup under the workgroups option in Select Category drop down menu.
2. Select the device(s) by clicking on the respective checkbox(es).

3. Click onthe Add button to add the device(s) for monitoring.

(D) Note

You have the option to update, reload and delete a workgroup by clicking on the respective icons
next to the Select Domain drop down window. Optionally, you can manually add the device as

shown below by clicking on the Configure Manually link.

Configure Manually

Add as Syslog device
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Password Verity Credentia 2

Cancel

1. Enter the Device name or IP address. You can add the device as a Syslog device by clicking the Add as
Syslog device checkbox.

2. Enter the Username and Password with administrator credentials, and click on Verify Credential.

3. Click on the Add button to add the device for monitoring.

How to configure event source files in a device

1. Go to Settings > Configuration > Manage Devices > Windows.

2. Click the Configure Event Source Files icon for the device.

3. Inthe Event source files dialog box, select the type(s) of event source files.

4. Click Configure.

() Note

The registry is accessed for configuring event source files. Modifications to a registry entry will

reflect only when reloaded. This feature supports Windows XP Pro and above.

Configure event source file @ Event Source File Discovery Completed. X

[e3 1-100f165 > » 10y 2
v Anti-Ransomware
Application
HardwareEvents
+ Internet Explorer
Key Management Service
Microsoft-Client-Licensing-Platform/Admin
Microsoft-Windows-Application-Experience/Program-Compatibility-Assistant
Microsoft-Windows-Application-Experience/Program-Compatibility-Troubleshooter
Microsoft-Windows-Application-Experience/Program-Inventory

Microsoft-Windows-Application-Experience/Program-Telemetry

(D Note: The registry is accessed for configuring event source files. Modification to a registry entry will
reflect only when reloaded. This feature supports Windows XP Professional and above.

Selected: 145 Close

Historic log collection

¢ Navigate to Settings > Configuration > Manage Devices > Add Devices. Select the device, click the icon on
the right to enable historic log collection, and click Add.
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1.1.5. How to monitor logs from an Amazon Web Services (AWS)
Windows instance

B9 Last updated on: September 12, 2025

Installation procedure

Ensure that EventLog Analyzer server can access EC2 Windows instance.

Dashboard Reports Compliance search P securtty Settings LogMe Support HAddl Q search

complete visibility into AWS and more ~

Q
Fryws Admin Settings
- £% Management & MarketPlace & General B Data Storage &Y Integrations
vore
Collectors/Agents Installed Extensions Product Settings Archives Log Forwarding
Technicians & Roles Logon Settings Retention Settings Log360 Integration
Domain and Accounts Working Hour Settings Log Collection Filters
Device Groups Privacy Settings Log Collection Failure Alerts
Threat Feeds Profiles Database Settings
@) Developer Space % Zia B Others @ Enterprise Essentials
Custom Widgets Insights Custom Log Format Log Processor
Tags
API Settings
System Settings
% General W& Support
Notification Settings
Listener Ports.
Re-branding
i'-.%‘ ManageEngine EventLog Analyzer & - Agent !EI m

Confirm Installation

)
50

The installer is ready ta install ManageEngine EventLog Analyzer 8 - Agent on your computer.

Click "Mext" to start the installation.

Cancel | < Back | Mext > I

Confirm the agent installation.

| Connection Settings for EventLog Agent-Server Communication
|
1
Sepecify the EventLog Analyzer Server Details, This will be used by the agents to
i communicate with the Server

l "Server Settings

Saruar Mame I I I
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Server Ip Address ;| | 44.111.18,129
Server Database : | % pastgres © mysgl O mssql
Server Protocol : | &% htkp " https

AW Instance : | na & ves

Server Pork ¢ | a400| (Default 34007

Enter the Eventlog

Analyzer server details

Confirm the agent installation.

Enter the server details: Server Name or Server IP Address, Server Database, Server Protocol, AWS Instance

(choose Yes if agent installation is on AWS, No ifitis not), Server Port (mention the HTTP/HTTPS server port,
default port is 8095).

Installation Complete

tanageEngine Eventlog &nalyzer 8 - Agent has been successhully installed

Click "Close" to exit.

Canzel | < Back | Close I

Confirm the agent installation.

= R S P
Cantd il o R Y

; Chanpe, o1 Rosair.
9 Tumwindaus Features on o ofF

Orgorizg = hkstall  Chaego Repar =~ 8
Mo~ |+| bt S e O 5 I S s ]

Mcrostft NET Praniewiek 4 Extendd

Mo Copmaton EventLog Anslyzer Agent listed a3 installac
" program In AWS Windews instance
i o GSROE  MMDRS 902102210
RS R " LTI TABES 9.0.30725
iy r 6142003 GODKB 9.0.21022018
e Mot 6fii2013 4ESMB 220
EMozila Martensnce Sevice Moaila /132013 sE 220
W fae Ha ar v s en D1veers for Windamst,., - Red Hat. [nc 12572012 1310
00 7.2 ol ) TRt
I'z;b Zoha Corp. Prosudt ariicnt 1.0.0 st 5018
Hep s Cowests: e, edoss g el

EventLog Analyzer agent is installed as a service in

AWS Windows instance.

O Serviees B
[Descrption [ Status [ StartupType | Logonds | =]
3, Intarnet Cornaction Sharing (1C5) Provides .., Disabled Lucal System
P Helper Providestu., Stated  Abtomsse  LocalSystem
Psec Polcy Agent Internet Pr.. Started  Manud Network 5.
mfln for Distrbuted Transaction Coordnator Coordinabe, . Manual Mezwark

L
cr0soft NET Framewerk HGEN v2.0,80727 %61 Wict0se ... Disable Lo
icroseft NET Framewcrk NGEN v2.0.50727_%86 Microsoft ... EventLog Analyzer Agent installad
Microsoit | NET Framessork NGEN v4.0.30310_ X84 Microsoft ... as service and running in AWS
5 Microseft NET Framewiork NGEN v4.0.30319_36 Microseft - windews instance
L s i Bl ol Slatosen Danietvabion Sanidia Daslehaie b k)
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+iSCSL Inkistor Satvice Managss L., Manus Local System
r0soft Softwiare Shadow Copy Provider Mansges 5. Harusl LocslSystem x|

Check whether the service is running.

Daslbowe  Hosts Apalicatons il Manitonng 2013-07-170000 Z013-07-17 1600 -
# wacenp st Sthedds
Piaaa [ —— TR
£ oo trrar warning  Failwee  Gows  Tant st L
3 | Amzonacrawss » 2 o 50 222 = |

Log data collested by AWS agont

20357000 Corp. AT RGNS Fasseies

EC2 server name is resolved from the IP address
provided.

Settings Agenit Administeation

[ e

Need Help?

Asertiame » Adseen

V7 % AMAZONACHZWES s0nTa1004s 1

AWS agent with status lsted in the clie

EC2 server name is resolved from the IP address

provided.

You can check that the AWS instance is displayed in both the Devices tab and the Agent Administration settings
page.

Guitosd  Hosts  aspleatio 2015-07-170000 2013-07-171605 ~

T T v s S
2| [ rveowom - o = - =

© 2013200 Coro, u Rigtns aserve

EC2 server name is resolved from the IP address

provided.

After five minutes you can view the reports rolling out for the AWS instance.

() Note
¢ |nstall one agent on each AWS Windows server instance.

¢ You should not associate other AWS server instances with an AWS agent.
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1.1.6. Setting up Windows Event Log Reports

B9 Last updated on: September 12, 2025

EventLog Analyzer comes packaged with over 1,000 predefined reports that help organizations view consolidated security events, conduct security audits, and meet various compliance requirements. 1

help organizations visualize security events in their network and meet various security and compliance requirements.

In this help document, you will learn to set up Windows report generation.

Setting up Windows report generation

In EventLog Analyzer, most Windows reports get generated automatically when the device is added for monitoring and the event source is configured. To learn how to add a device, check out this page

to configure an event source, check out the How to configure event source files in a device? section in this page.

There are certain reports, mentioned in the table below, that will require manual creation of keys in your Windows Registry. To set up the generation of these reports, follow the steps given below.

* Please make sure event logging has been enabled by right clicking on the event source > Properties > checking the Enable logging box, in Event Viewer.

* Open the Registry Editor and navigate to HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Service > EventLog. Here, create the keys given in the New keys column of table below.

¢ Next, open Local Group Policy Editor and navigate to Computer Configuration > Windows Setting > Security Setting. Further paths and steps to enable the generation of reports are given in the Au

column.

Reports

New keys

Audit
policies

Other prerequisites

Application
Whitelisting
Reports

¢ Microsoft-Windows-
AppLocker/EXEandDLL

¢ Microsoft-Windows-AppLocker/MS| and
Script

Enable
AppLocker
under
Application
Control
Policies

Start the service Application Identity.

On creation of the two new keys, a event source Microsoft-Windows-AppLocker/EXEandDLL will be created
panel of Event Viewer. Right click on the event source, click Properties, and copy the Log path.

Then navigate to

ComputenHKEY_LOCAL_MACHINE\SOF TWARE\MicrosoftWindows\CurrentVersion\WINEV T\C hanne
Windows-AppLocker/EXE and DLL, and create an expandable string value with name File. Use the copied
from the previous step as Value data.

Configure the Executable rules, Windows Installer rules, and Script rules under the mentioned audit policies.

Restart the machine.

Windows
Firewall
Auditing
Reports

¢ Microsoft-Windows-Windows Firewall
With Advanced Security/Firewall

Enable Audit
MPSSVC
Rule - Level
Policy
change,
under
Advanced
Audit Policy
Configuration
> Policy
Change.

To Enable Windows Firewall logs, execute the below commands in the target device from where the logs are to b

Removable
Disk
Auditing

¢ Microsoft-Windows-DriverF rameworks-
UserMode/Operational

Enable Audit
Handle
Manipulation,
Audit
Removable
Storage and
Audit File
System
(required for
auditing
delete
operationin
NT Version
6.2), under
Advanced
Audit Policy
Configuration
> Object
Access.

To start logging removable storage events, navigate to
ComputenHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\Storage and add new DWORD re
named as HotPlugSecureOpen and set value as 1.

Registry

PRI,

Enable Audit
Registry,
under
Advanced

Ao

Set SACL for the registry key by right-clicking on the required registry and navigating to Permission > Advance >

[ SO T
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CIanges

AUUTT T ONGy

TNEYTSUy CUToT,

Buditgurati
Reports New keys . .gura fon Other prerequisites
padoiest
ACCESS.
Windows
Backup & No
ackup ¢ Microsoft-Windows-Backup modification
Restore .
required.
Reports
¢ Microsoft-Windows-
GroupPolicy/Operational
¢ Microsoft-Windows-
NetworkProfile/Operational
¢ Microsoft-Windows-
WindowsUpdateClient/Operational
¢ Microsoft-Windows-
Winlogon/Operational
Windows « Microsoft-Windows-WLAN- No
System AutoConfig/Operational modification
Events required.
* Microsoft-Windows-TerminalServices-
Gateway/Operational
* Microsoft-Windows-TerminalServices-
RDPClient/Operational
* Microsoft-Windows-TerminalServices-
RemoteConnectionManager/Operational
¢ Microsoft-Windows-Wired-
AutoConfig/Operational
¢ Microsoft-Windows-Hyper-V-Worker-
Admin
¢ Microsoft-Windows-Hyper-V-VMMS-
Storage
¢ Microsoft-Windows-Hyper-V-VMMS-
Networking
¢ Microsoft-Windows-Hyper-V-VMMS-
Admin
Hyper-V ¢ Microsoft-Windows-Hyper-V-Hypervisor-
Server Operational
No
Events e Microsoft-Windows- Hyper-V-Config modification
Hyper-V VM ired
i Wi - | -\/-High- required.
Management . MIC-FOS(?]ft Windows-Hyper-V-High q
Reports Availability
¢ Microsoft-Windows-Hyper-V-Hypervisor
¢ Microsoft-Windows-Hyper-V-Integration
¢ Microsoft-Windows- Hyper-V-SynthF C
¢ Microsoft-Windows-Hyper-V-SynthNic
¢ Microsoft-Windows- Hyper-V-SynthStor
¢ Microsoft-Windows- Hyper-V-VID
¢ Microsoft-Windows- Hyper-V-VMMS
Program ¢ Microsoft-Windows-Application- No
Invertory Experience/Program-Inventory modification
Reports required.
No . .
IS o Microsoft-IS-Configuration/Operational modification To access |IS reports, open EventLog Analyzer and navigate to Reports > IIS W3C web server > IIS Admin Cor
) Reports.
required.
¢ Microsoft-Windows- No
Print service PrintSenvice/Operational modification
¢ Microsoft-Windows-PrintService/Admin required.
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Audit

Other prerequisites

Reports New keys .
R%llcles
¢ Microsoft-Windows-TerminalServices-
Terminal Gateway/Operational modification
required.

EventLog Analyzer will now start generating the reports mentioned in the table.
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Chapter 1.2 SYSIOg DeViceS

1.2.1. Adding Syslog Devices

B9 Last updated on: September 12, 2025

Automatic Syslog Device Addition

Prerequisite: Click here to configure the syslog services on your device.

When syslogs are forwarded to the EventLog Analyzer server, syslog devices can be added automatically. This

capability is particularly useful for adding multiple syslog devices without requiring manual involvement.

How it works:

When a syslog packet reaches the EventLog Analyzer server, it attempts to determine the source IP address

and resolve it to a corresponding name.

Syslog Device
added with Name
Yes

UDP/TCP/TLS IF IP resolves to
Sysl ket BR/TEP/RE 3>  ReachesELAS
yslog packe eaches erver % DNS name

No
Syslog Device
added with IP address

e |fresolution is successful : The syslog device will be added with a resolved hostname.

e |fresolution is unsuccessful : The syslog device will be added using the IP address.

() Note

1. Make sure that the default ports : UDP-513,514 , TCP- 514 are open ininbound rules of the

firewall.
2. To configure the TLS ports, click here.

3. Ifthe source IP address or resolved hostname already exists in the database, incoming logs will

be associated with that device.

Manual Syslog Device Addition
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In the Manage Devices page, navigate to the Syslog Devices tab and click on the +Add Device(s) button.

Add Syslog Devices x

Device(s) Discover & Add

Enter the device name or IP address in the Device(s) field and click on the Add button. Follow the steps below

to discover and add the Syslog devices in your network automatically:

1. Click onthe Discover & Add link in the Add Syslog Devices window. You can discover the Syslog devices in
your network based on the IP range (Start IP to End IP) or CIDR.

Discover Devices x
(®) IP Range () cIbRrR
Start IP 172 - 24 - 7 -0
End IP 172 - 24 - 7 - 255

2. Enterthe Start IP and End IP or the CIDR range in order to discover the Syslog devices and click on Next.

Discovery - Pick SNMP Credential for Discovery %

4 Add Credential

. Name Type Description

public SNMP V1 Default SNMP credential
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Back

3. Pick the SNMP credentials to automatically discover the Syslog devices in your network. By default, the
public SNMP credentials can be used to scan the Syslog devices in your network.

4. You may also add an SNMP credential by clicking on the +Add Credential button. Once you pick the SNMP
credential, click on the Scan button to automatically discover the Syslog devices in the specified IP or CIDR

range.

5. Select the device(s) by clicking on the respective checkbox(es). You can easily search for a device using the
search box or by filtering based on the Device Type and Vendor.

Discovered Devices x
[o3 104 vy
. Hosts IP Device Type Vendor

192.168.49.17 Switch Cisco
192.168.49.18 Switch Foundry Networks
192.168.48.217 Switch Cisco
192.168.49.218 Unknown UnKnown

Back

Cancel

6. Click onthe Add Device(s) button to add the devices for monitoring.

Once a Unix device has been added, you will be prompted to Configure Auto Log Forward.

(D) Note

Refer here to configure Auto Log forwarding manually for other devices.

Relay Server Configuration

Usecase: Multiple syslog devices deliver packets to a single central syslog server, which then forwards them to
the EventLog Analyzer server.
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How it works:

Prerequisite: Forwarded syslogs should adhere to standard RFC 3164 and the corresponding Relay server

configuration must be enabled in EventLog Analyzer.

Relay Server Configuration

Syslog Device

; EventLog DB
. Central Syslog EventL i

Syslog Device Forwarding Server 7 i °9 1 g,‘f;'gg g:\\:;:: ;

2 (Syslog Device 4) Al’lalvzel' Syslog Device 3

Syslog Device 4

Syslog Device
3

Sample Log - <34>0ct 18 22:00:15 rootmachine su: 'su root' failed for test on /dev/pts/

(D) Note

e The hostname ( rootmachine ) is parsed from the syslog packet and the syslog device is added

with the hostname.
e |f the hostname is already present in the database, then the logs will be mapped to that device.

e The syslog device can be Unix, Cisco, Fortinet, Palto Alto,etc.

DHCP Configuration
Usecase: When the IP addresses of syslog devices change frequently due to DHCP, a new device is added
with a new IP address whenever the IP changes and if the name cannot be resolved.

How it works:

Prerequisite: Forwarded syslogs from all the syslog devices to Eventlog Analyzer should adhere to standard
RFC 3164 and the corresponding DHCP configuration must be enabled in EventLog Analyzer.

DHCP Configuration

EventLog DB

Case -1
Syslog Device Source IP - 192.168.10.1 EventLog
£ RFC 3164 Analyzer

Syslog Device A

EventLog DB

Case -2 - IP changed

Sysloqg Device Source IP - 192.168.10.2
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B Rreies W

Case -3 - IP changed

Syslog Device Source IP - 192.168.10.3

A RFC 3164

EventlLog

Analyzer

Ei‘i

EventLog DB

Syslog Device A

Sample Log - <34>0ct 18 22:00:15 rootmachine su: 'su root' failed for test on /dev/pts/8

(D) Note

¢ The hostname( rootmachine ) is parsed from the syslog packet and the syslog device is added

with the hostname.

¢ |f the hostname is already present in the database, then the logs will be mapped to the respective

device.
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crapter 1.3 LiNUX @and Unix Systems

1.3.1. Adding Unix devices

£ Last updated on: September 12, 2025
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1.3.2. Adding Mac OS devices

B9 Last updated on: September 12, 2025
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chapter 1.4 Database

1.4.1. Adding SQL server

£ Last updated on: September 12, 2025
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1.4.2. Adding MySQL Server

B9 Last updated on: September 12, 2025
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1.4.3. Adding Oracle Server

B9 Last updated on: September 12, 2025
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crapter 1.5 ENApoint Security Solutions

1.5.1. Configuring the Syslog Service on FireEye devices

£ Last updated on: September 12, 2025

1. Loginto the FireEye device as an administrator.
2. Navigate to Settings > Notifications, select rsyslog and the Event type.

3. Click Add Rsyslog Server.

4. Inthe dialog box that opens, enter the EventLog Analyzer server IP address in the given field. Choose UDP

as the protocol and the format as CEF (default).

5. Click Save.
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1.5.2. Configuring the Syslog Service on Malwarebytes devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your Malwarebytes devices, follow the steps below:

1.

2.

3.

Log into the Management console of the Malwarebytes device.

Move to the Admin pane and open the Syslog Settings tab.

Click Change and tick the Enable Syslog check box.

To export traffic monitoring logs to EventLog Analyzer server, enter the following details in the space provided:
e Address <EventLog Analyzer server IP address>

e Port<513/514>

e Protocol

e Payload format <CEF>

Click OK to save.

() Note

At the moment, only the Malwarebytes Management Console (MBMC) is supported.
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1.5.3. Configuring McAfee Solutions

B9 Last updated on: September 12, 2025

EventLog Analyzer collects log data from McAfee solution and presents it in the form of graphical reports. For
the solution to start collecting this log data, it has to be added as a threat source.

To configure McAfee in EventLog Analyzer, please follow the steps below.

1. Configure HTTPS in EventLog Analyzer.

2. Enable the required TLS port. Settings > System Settings > Listener ports

Q Listener ports
x Configuration
Manage Syslog Listener Ports
2o Admin settings
-0 8 Actions Protocol v Port v Status v
| |:‘° System Settings @0 uDP 514 Listening f
Notification Settings @ a upp 513
Connection Settings @8 Tcp 514 stening f
Re-branding @@ TLS 513 TLS not configured 2

Server Diagnostics
Database Access
Log Level Settings
Listener Ports
Manage SNMP Traps Listener Port

Actions Protocol Port Status

) & SNMP 162 istening

=
3. Configure your McAfee eP O server to use the newly created syslog server.
4. Add a new registered server and select Syslog for the type of server.
5. Enter the FQDN of the Syslog server.
6. Enter 6514 for the port number. If the listener port number was changed inthe TLS, enter that port number.
7. Click on enable event forwarding.
8. Click on test connection. A Syslog connection success message will be displayed.
9. Click onsave.
Search Settings [Ctrl+Space] el Applications
8& Log Source Configuration -
v 1S Servers Vulnerability Scanners General Applications ME Applications. Security Applications
Database Audit < Back
| Applications *AddonType | FireEye b4
VM Management Firegye
File Momtgormg . Symantec Endpoint Protection
Import Logs Symantec DLP
Manage Cloud Sources Malwarebytes
& Admin Settings » :;:;m‘
L& System Settings » Trend Micro
=]
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Once the threat source is added, EventLog Analyzer will start parsing the fields in the logs. This log data can
now be viewed in the form of reports.
1. Inthe EventLog Analyzer console, navigate to Settings > Log Source Configurations > Applications >

Security Applications > Add Security Applications
2. Select Add-on type as McAfee
3. Expand the list by clicking the "+" icon to add a new device.

4. Choose from the drop-down menu to add Configured devices, Workgroup devices, domain devices, etc.

5. To add new devices manually, click on Configure Manually and enter Log Source >Select and click on Add.

Configure Manually Discovered Log Sources | X

* Log Source Enter Log Source name/IP

Available reports:
e McAfee Events

e McAfee Threat Reports

e McAfee Virus Reports
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1.5.4. Configuring the Syslog Service on Symantec DLP devices

B9 Last updated on: September 12, 2025

1. Locate and open the config\Manager.properties file. The file path is as follows
2. Windows - \SymantecD L P\Protect\config directory
3. Linux - /opt/SymantecD L P/Protect/config directory

4. Uncomment the systemevent.syslog.host= line and specify the EventLog Analyzer server IP address as
follows:

systemevent.syslog.host=xxx.xx.xx.xxx

5. Uncomment the systemevent.syslog.port= line and specify 514 as the port to accept connections from the
Symantec Enforce Server as follows:
systemevent.syslog.port=514

6. After making the above mentioned changes, save and close the properties file.
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1.5.5. Configuring the Syslog Service on Symantec Endpoint Protection
devices

B9 Last updated on: September 12, 2025

1.

2.

3.

Login to the Symantec Endpoint Protection device as an administrator.

Navigate to Admin > Servers. Select the local site or remote site from which log data must be exported.
Click Configure External Logging.

In the General tab, from the Update Frequency list, choose how often log data should be sent to the file.
In the Master Logging Server list, select the management server to which the logs should be sent.
Check the Enable Transmission of Logs to a Syslog Server option.

Enter the following details in the given fields.

e Syslog Server- Enter the EventLog Analyzer IP address or domain name .

e Destination Port - Select the protocol to use and enter the destination port that the Syslog server should

use to listen for Syslog messages.

e Log Facility - Enter the number of the log facility that you want the Syslog configuration file to use. Valid

values range from 0 to 23. Alternatively, you could use the default.

. Click OK.
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1.5.6. Configuration steps for Syslog forwarding from Trend Micro -
Deep Security devices to EventLog Analyzer

B9 Last updated on: September 12, 2025

1. To forward system events to ELA server:
e Go to Administration — System Settings — Event Forwarding.
e Select Forward System Events to a remote computer (via Syslog) in the SIEM section.
e Specify the following information and then click Save:
o Hostname <EventLog Analyzer IP>
o UDP port <default 514>
o Syslog Format <CEF>
o Syslog Facility
2. To forward security events to ELA server:
e Go to Policies.

¢ Double-click the policy you want to use for computers to forward security events via the Deep Security
Manager.

e Go to Settings > SIEM and select Forward Events To > Relay via the Manager for each applicable

protection module.

e Specify the following information that is required for relaying events via the Deep Security Manager and
then click Save:

o Hostname <EventLog Analyzer IP>
o UDP port <default 514>

o Syslog Format <CEF>

o Syslog Facility

Search Settings [Ctrl+Space] rel Applications

4& Log Source Configuration -
1IS Servers Vulnerability Scanners General Applications ME Applications Security Applications

Addon Type FireEye X
FireEye

Log Source
Symantec Endpoint Protection

Import Logs Symantec DLP
Manage Cloud Sources Malwarebytes
CEF Format
& Admin Settings » erfee

L& System Settings » Trend Micro
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Once the threat source is added, EventLog Analyzer will start parsing the fields in the logs. This log data can
now be viewed in the form of reports.
1. Inthe EventLog Analyzer console, navigate to Settings > Log Source Configurations > Applications >

Security Applications > Add Security Applications
2. Select Add-on type as Trend Micro
3. Expand the list by clicking the "+" icon to add a new device.

4. Choose from the drop-down menu to add Configured devices, Workgroup devices, domain devices, etc.

5. To add new devices manually, click on Configure Manually and enter Log Source >Select and click on Add.

Configure Manually Discovered Log Sources | X

* Log Source Enter Lag Source name/IP

Cancel
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Chapter 1.6 Network deViceS

1.6.1. Configuring the Syslog Service on a HP-UX/Solaris/AlX Device

B9 Last updated on: September 12, 2025

1. Login as root user.

2. Edit the syslog.conf file in the /etc directory as shown below.
*.emerg;*.alert;*.crit;*.err;*.warning;*.notice;*.info;*.debug<tab-separation>@<ela_server_name>
where <ela_server_name> is the name of the machine where EventLog Analyzer is running. Ensure that there

is only a tab separation in between *.debug and @<ela_server_name>.

() Note

For a Solaris device, it is enough to include *.debug<tab-separation>@<ela_server_name> in

the syslog.conffile.;

3. Save the configuration and exit the editor.
4. Editthe services file in the /etc directory.

5. Change the syslog service port number to 514, which is one of the default listener of EventLog Analyzer. But if
you choose a different port other than 514 then remember to enter that same port when adding the device in

EventLog Analyzer.
6. Start the syslog daemon on the OS with the appropriate command:

(for HP-UX) /sbin/init.d/syslogd start

(for Solaris) /etc/init.d/syslog start

(for Solaris 10) svcadm -v restart svc:/system/system-log:default
(for IBM AIX) startsrc -s syslogd
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1.6.2. Adding Arista Switches

B9 Last updated on: September 12, 2025
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1.6.3. Configuring the Syslog Service on Cisco Switches

B9 Last updated on: September 12, 2025

1. Login to the switch.
2. Go to the config mode.

3. Configure the switch as below (here, we have used Catalyst 2900) to send the logs to the EventLog Analyzer
server:
<Catalyst2900># config terminal
<Catalyst2900>(config)# logging <ela_server_IP>
For the latest catalyst switches
Catalyst6500(config)# set logging <ela_server_IP>
We can also configure logging facility and trap notifications with the below commands:

(D) Note

The same commands are also applicable for Cisco Routers.

Please refer Cisco® documentation for detailed steps on configuring the Syslog service in the
respective routers or switches. Contact eventlog-support@manageengine.com if the Syslog format

of your Cisco devices are different from the standard syslog format supported by EventLog

Analyzer.
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1.6.4. Configuring the Syslog Service on Cisco Firepower devices

£ Last updated on: September 12, 2025

Step 1: Syslog server configuration

To configure a Syslog Server for traffic events, navigate to Configuration > ASA Firepower Configuration >
Policies > Actions Alerts and click the Create Alert drop-down menu and choose option Create Syslog Alert.
For web interfaces, navigate to Policies > Actions Alerts. Enter the values for the Syslog server.

e Name: Specify the name which uniquely identifies the Syslog server.

Host: Specify the IP address/hostname of Syslog server.

Port: Specify the port number of Syslog server.

Facility: Select any facility that is configured on your Syslog server.

Severity: Select any Severity that is configured on your Syslog server.

Tag: Specify tag name that you want to appear with the Syslog message.

Step 2: Enable external logging for Connection Events

e Connection Events are generated when traffic hits an access rule with logging enabled. In order to enable the
external logging for connection events, navigate to ASDM Configuration > ASA Firepower Configuration >
Policies > Access Control Policy. For web interfaces, navigate to Policies > Access Control Policy. Edit the

access rule and navigate to logging option.

e Select the logging option either log at Beginning and End of Connection or log at End of Connection.

Navigate to Send Connection Events to option and specify where to send events.

¢ |norderto send events to an external Syslog server, select Syslog, and then select a Syslog alert response
from the drop-down list. Optionally, you can add a Syslog alert response by clicking the add icon.

Step 3: Enable external logging for Intrusion Events

¢ |ntrusion events are generated when a signature (snort rules) matches some malicious traffic. In order to
enable the external logging for intrusion events, navigate to ASDM Configuration > ASA Firepower
Configuration > Policies > Intrusion Policy > Intrusion Policy. For web interfaces, navigate to Policies >
Intrusion Policy > Intrusion Policy. Either create a new Intrusion policy or edit an existing one. Navigate to
Advanced Setting > External Responses.

¢ |norderto send intrusion events to an external Syslog server, select option Enabled in Syslog Alerting then
click the Edit option.
Logging Host: Specify the IP address/hostname of Syslog server.
Facility: Select any facility that is configured on your Syslog server.
Severity: Select any Severity that is configured on your Syslog server.

() Note

e From Version 6.3 and above, make sure to enable timestamping in the RFC 5242 format in
Firepower Threat Defense for collecting syslogs along with their timestamps.
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e To forward audit logs from Cisco Secure Firewall Management Center (formerly Firepower
Management Center) to EventLog Analyzer, please follow the steps here.
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1.6.5. Configuring the Syslog Service on SonicWall devices

£ Last updated on: September 12, 2025

To configure the Syslog service on SonicWall devices, follow the steps below:

1.

2.

3.

Login to the SonicWall device as an administrator.
Navigate to Log > Automation, and scroll down to Syslog Servers.

Click on the Add button.

Use a web browser to connect to the SonicWall management interface and login with your

username and password.

1.

2.

Click on the Log button on the left menu. This will open a tabbed window in the main display.
Click onthe Log Settings tab.

Under Sending the Log, enter the IP address of the machine running the Kiwi Syslog Server into the field

Syslog Server 1. If you are listening on a port other than 514, enter that value in the field Syslog server port 1.

. The Syslog ID must be firewall for the effective parsing of firewall logs.

Under Automation, set the Syslog format to Enhanced Syslog.
Under Categories > Log, check all the types of events that you would like to receive Syslog messages for.

Click on the Update button.

For SonicOS 6.5 and above:

1.

2.

7.

8.

Login to the SonicWall device as an administrator.

Click on Manage tab and expand Log Settings> SYSLOG

. Click Add under Syslog Servers.

. From the Add Syslog Server window, enter the IP address or host name of the Eventlog Analyzer server.

Enter the port number and set the Server Type to Syslog.
Set the Syslog format to Enhanced Syslog.
The Syslog ID must be firewall for the effective parsing of firewall logs.

Click OK to configure.

A reboot of the SonicWall may be required for the new settings to take effect.
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1.6.6. Configuring the Syslog Service on Juniper devices

B9 Last updated on: September 12, 2025

To configure the Syslog service on SonicWall devices, follow the steps below:

1. Login to the Juniper device as an administrator.

2. Navigate to the Configure tab.

3. Expand CLI Tools on the left pane, click on CLI editor in the subtree, and navigate to syslog under system.

4. For standard logs, insert the host node with the required values such as the host name, severity, facility and
log prefix. Consider the following command:
host ela-server{
any any;
port 513;
}

This will forward the log data in standard format. You can customize the syslog severity level by editing the

command.

5. For structured logs, mention 'structured-data’ in the command line. Consider the following command.
host ela-server{
any any;
port 513;
structured-data;

}

This will forward the log data in a structured format.

6. Click on Commit to save the changes. To view the changes, click on the CLI viewer.

() Note

Itis recommended to use structured logs
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1.6.7. Configuring the Syslog Service on PaloAlto devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your Palo Alto devices, follow the steps below:

1. Login to the Palo Alto device as an administrator.
2. Navigate to Device > Server Profiles > Syslog to configure a Syslog server profile.

3. Configure Syslog forwarding for Traffic, Threat, and WildFire Submission logs. First, navigate to Objects >

Log Forwarding, and click on Add to create a log forwarding profile.
4. Assign the log forwarding profile to security rules.
5. Configure Syslog forwarding for System, Config, HIP match, and Correlation logs.

6. Click on Commit for the changes to take effect.

For version 7.1 and above:

1. Loginto the Palo Alto device as an administrator.

2. Configure a Syslog server profile for the EventLog Analyzer server
o Select Device > Server Profiles > Syslog.
o Click Add and provide a name for the profile.

o [fthe firewall has more than one virtual system (vsys), select the Location (vsys or Shared) where this

profile is available.
o Forthe EventLog Analyzer server, click Add and enter the requested information.
o Click OK.
3. Configure syslog forwarding for Traffic, Threat, and WildFire Submission logs.
o Create a log forwarding profile.
o Select Objects > Log Forwarding, click Add, and enter a Name to identify the profile.

o Foreach log type and each severity level or WildFire verdict, select EventLog Analyzer's Syslog

server profile and click OK.
o Assign the log forwarding profile to security rules.
4. Configure syslog forwarding for System, Config, HIP Match, and Correlation logs.
o Select Device > Log Settings.

o For System and Correlation logs, click each Severity level, select EventLog Analyzer's syslog server

profile, and click OK.

o For Config, HIP Match, and Correlation logs, edit the section, select EventLog Analyzer's syslog server

profile, and click OK.
5. Click Commit to save your changes.

Source: https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/monitoring/configure-syslog-monitoring
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(D) Note

It's recommended to use BSD format in syslog profiles.

Once you have completed the configuration steps, the logs from your Palo Alto device will be automatically
forwarded to the EventLog Analyzer server.

(D) Note

Under "Syslog Server Profile" -> "Custom Logformat" all "Log Type" must be "default"
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1.6.8. Configuring the Syslog Service on Cisco devices

B9 Last updated on: September 12, 2025

1. Loginto the Firewall.

2. Go to the config mode;
3. Configure the switch as given below (here, we have used Catalyst 2900) to send the logs to the EventLog

Analyzer server:
Cisco-AS A# config terminal
Cisco-ASA (config)# logging host <EventLog _server_IP>[TCP/UDPYJ/< Port_Number >

Cisco-ASA (config)# logging trap information
Cisco-ASA (config)# logging facility local7
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1.6.9. Configuring the Syslog Service on Fortinet devices

B9 Last updated on: September 12, 2025

To configure the

Syslog service in your Fortinet devices follow the steps given below:

1. Login to the Fortinet device as an administrator.

2. Define the Syslog Servers. It can be defined in two different ways,

e Either thro

ugh the GUI System Settings > Advanced > Syslog Server

Create New Syslog Server Settings

Name

1P address (or FQDN)

Syslog Server Port

Configure

514

Lo

the following settings and then select OK to create the syslog server.

Name

Enter a name for the syslog server.

FQDN)

IP address (or

Enter the IP address or FQDN of the EventLog Analyzer.

Port

Syslog Server

Enter the EventLog Analyzer's port number. The default port is 514.

e Orwith CLI commands:

3. Use the following CLI commands to send Fortinet logs to the Eventlog Analyzer server.

4. Severityand

Facility can be changed as per the requirements.

Once you have completed the configuration steps, the logs from your Fortinet device will be automatically

forwarded to the EventLog Analyzer server.

For more details refer the source: Link.
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1.6.10. Configuring the Syslog Service on Check Point devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your Check Point devices, follow the steps below:

1.

2.

3.

Login to the Check Point device as an administrator.

To override the lock, click on the lock icon on the top-left corner of the screen.
Click Yes on the confirmation pop-up that appears.

Navigate to System Management > System Logging.

Under the Remote System Logging section, click Add.

In the Add Remote Server Logging Entry window, enter the IP address of the remote server (EventLog

Analyzer server).

From the Priority drop-down, select the severity level of the logs to be sent to the remote server.

Click OK.
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1.6.11. Configuring the Syslog Service on NetScreen devices

B9 Last updated on: September 12, 2025

The Syslog service in your NetScreen devices, can be configured in two ways:
Enabling Syslog Messages using the NetScreen Device:
1. Loginto the NetScreen GUI.

2. Navigate to Configuration> Report Settings> Syslog.
3. Check the Enable Syslog Messages check-box.

4. Select the Trust Interface as Source IP and enable the Include Traffic Log option.

5. Enter the IP address of the Eventlog Analyzer server and Syslog port (514) in the given boxes. All other fields

will have default values.
6. Click Apply to save the changes.

Enabling Syslog Messages the CLI Console:
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1.6.12. Configuring the Syslog Service on WatchGuard devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your WatchGuard devices, follow the steps below:

1.

2.

3.

10.

Login to the WatchGuard device as an administrator.

Navigate to System> Logging> Syslog.

Enable the Send log messages to the syslog server at this IP address checkbox.
Type the EventLog Analyzer server's IP address in the box provided for IP address.
Select 514 in the box provided for Port.

Select Syslog from the Log Format drop-down list.

. If youwant to include date and time in the log message details, enable the Time stamp checkbox.

If you want to add serial numbers in log message details, enable Serial number of the device checkbox.
Select a syslog facility for each type of log message in the Syslog settings section drop-down list.
e For high-priority syslog messages, such as alarms, select LocalO.
e To assign priorities for other types of log messages select Local1 - Local7.
¢ To not send details for a message type, select NONE.
Note: Lower numbers have greater priority.

Click SAVE
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1.6.13. Configuring the Syslog Service on Sophos devices

£ Last updated on: September 12, 2025

To configure the Syslog service in your Sophos devices, follow the steps below:

Enabling Sophos-UTM Syslog:

1.

2.

Login to Sophos UTM as administrator.
Navigate to Logging & Reporting > Log Settings >Remote Syslog Server

Enable Syslog Server Status

. Configure the syslog server by filling the following details

Name: <Any >
Server: < EventLog Analyzer server IP Address >
Port: <513 >

Navigate to Remote Syslog > select the logs that has to be sent to the EventLog Analyzer server.

Click on Apply

Enabling Sophos-XG Syslog:

1.

Login to Sophos-XG as administrator.

2. Navigate to System > System Services > Log Settings > Syslog Servers > Add

3. Configure the syslog server by filling the following details

Name: <Any >

Server: < EventLog Analyzer server IP Address >
Port: <513 >

Facility: < DAEMON >

Severity: <INFORMATION >

Format: < Standard Format >

. Click on Save

Navigate to System > System Services > Log Settings> select the logs that has to be sent to the EventLog

Analyzer Server.
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1.6.14. Configuring the Syslog Service on Barracuda devices

£ Last updated on: September 12, 2025

The Syslog service in your Bararacuda devices, can be configured by following these five steps:
1. Enable the Syslog Service

¢ Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
e Click on Lock.
e Enable the Syslog service.
e Click Send Changes and Activate.
2. Configure Logdata Filters
¢ Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
e From the menu select Logdata Filters.
e Click on Configuration Mode > Switch to Advanced View > Lock
e Click on +iconto add a new entry.
e Enter a descriptive name in the Filters and click OK.

¢ Inthe Data Selection table, add the log files to be streamed. (e.g. Fatal_log, Firewall_Audit_Log,
Panic_log)

¢ |nthe Affected Box Logdata section, define what kind of box logs are to be affected by the Syslog daemon

from the Data Selection list.

¢ |nthe Affected Service Logdata section, define what kind of logs created by services are to be affected by
the Syslog daemon from the Data Selection list.

e Click on Send Changes and Activate.
3. Configure Logstream Destinations
¢ Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
® From the menu select Logstream Destinations.
e Expand the Configuration Mode > Switch to Advanced View > Lock.
e Click on +iconto add a new entry.
e Enter a descriptive name and click OK.
¢ Inthe Destinations window select the Remote Loghost.
e Enter the EventLog Analyzer server IP address as destination IP address inthe Loghost IP address field.
e Enter the destination port for delivering syslog message as 513, 514.
e Enter the destination protocol as UDP.
e Click OK

e Click on Send Changes and Activate.
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4. Disable Log Data Tagging
5. Configure Logdata Streams
¢ Navigate to CONFIGURATION > Full Configuration > Box > Infrastructure Services > Syslog Streaming.
e From the menu, select Logdata Streams.
e Expand the Configuration Mode menu and select Switch to Advanced View.
e Click the +icon to add a new entry.
e Enter a descriptive name and click OK.
e Configure Active Stream, Log Destinations and Log Filters settings.

e Click on Send Changes and Activate.
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1.6.15. Configuring the Syslog Service on Huawei Firewall devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your Huawei firewall devices, follow the steps below:

1.

2.

3.

Login to the Huawei firewall device.
Navigate to System view > Log monitoring > Firewall log stream

To export traffic monitoring logs to EventLog Analyzer server, enter the following details in the space provided:

Info-center loghost <EventLog Analyzer server IP address> 514 facility <facility>

. Exit the configuration mode.
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1.6.16. Configuring the Syslog Service on Meraki devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your Meraki devices, follow the steps below:

1. Login to the Meraki device as an administrator.
2. From the dashboard, navigate to Network-wide > Configure > General.

3. Click onthe Add a syslog server link. In the given fields enter the EventLog Analyzer server IP address and

UDP port number.

4. Define the roles so that data can be sent to the server.

() Note

If the Flows role is enabled on a Meraki security appliance then logging for individual firewall
rules can be enabled/disabled. This can be done by navigating to the Security appliance >

Configure > Firewall and editing the Logging column.

5. Click Save.
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1.6.17. Configuring the Syslog Service on pfSense devices

B9 Last updated on: September 12, 2025

1. Loginto the pfSense device.

2. Navigate to Status > System Logs > Settings.

3. Enable Remote Logging.

4. Choose BSD (RFC 3164, default) as the Log Message Format.
5. Specify the IP address and Port of the EventLog Analyzer server.
6. Check all the Remote Syslog Content.

7. Click Save.
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1.6.18. Configuring the Syslog Service on H3C devices

B9 Last updated on: September 12, 2025

1. Loginto the H3C security device as an administrator.
2. Navigate to System view mode.
3. Enable the Info cente check box.

4. Configure an output rule for the host:
info-center source {<module-name>|default} {console|monitor|logbufferflogfile|loghost} {deny|level <severity>}

5. Specify a log host and configure the below parameters:
info-center loghost {<ELA_SERVER_IP>} [port <port_number>][facility <local-number>]

6. Now you have successfully configured the H3C security device.
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1.6.19. Configuration the Syslog service on Stormshield firewall

B9 Last updated on: September 12, 2025

To enable log collection from Stormshield devices, follow the below steps:

1. Login to the firewall.

2. Click onthe Configuration tab.

3. Click on the Notification button. Select Enable to start the Syslog service.

4. Inthe Destination field, enter the IP address of EventLog Analyzer.

5. Click Save.
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1.6.20. Configuration steps for Syslog forwarding from F5 devices to
EventLog Analyzer

£ Last updated on: September 12, 2025

1. To forward system logs:

Logininto Configuration Utility.

Navigate to System > Logs > Configuration > Remote Logging.

Enter the remote IP. The remote IP in this case would be EventLog Analyzer server's IP address.

Enter the remote port number. The default remote port for EventLog Analyzer is 514.

Click on Add.

Click on Update.

2. To forward event logs. (Ex: Firewall Events, Application Security Event)

¢ Create management port destination

[e]

o

Login to Configuration Utility.

Navigate to System > Logs > Configuration > Log Destinations.

Click on Create.

Enter a name for the log destination.

To specify the log type, click management port.

Enter the IP address of the EventLog Analyzer server.

Enter the listening port of the EventLog Analyzer server. The default listening port is 514.
For protocol, select the UDP protocol.

Click on Finish.

e Create a formatted remote syslog destination.

o

o

Now navigate to System > Logs > Configuration > Log Destinations.
Click on Create.

Enter a name for the log destination.

To specify the log type, select remote syslog.

Under syslog settings, set the syslog format as syslog and select the forward to management Port as
the syslog destination.

Click on Finish.

e Create a log publisher to forward the logs.

o

[e]

o

Navigate to System > Logs > Configuration > Log Publishers.
Click on Create.

E nter a name for the loa nublisher confiauration.
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[e]

et e e e e g e e m g e

In the available list, click the previously configured remote syslog destination name and move it to the
selected list.

Click on Finish.

¢ Create alogging profile for virtual servers.

[e]

[e]

Navigate to Security > Event Logs > Logging Profiles.

Click on Create.

Enter a profile name for the logging profile.

Then enable the Network Firewall or Application Security or Both by clicking on the checkbox.
o For network firewall event logging, follow the steps below

o Under the network firewall configuration, enter the publisher. Enter the previously configured

Syslog publisher.

o Under log rule matches, click Accept, Drop, and Reject. (Note: If you do not want any logs, you

can disable it).
o Leave other options in default. (Note: Storage Format should be none)
o For application security event logging, follow the below steps
o Under application security configuration, select storage destination as Remote Storage.
o Selectlogging format as Key-Value Pairs (Splunk).
o Select the protocolas UDP or TCP.
o Enter Eventlog Analyzer server IP address and port (513/514) and click on Add.

Then click on Create.

e Apply Logging Profile to corresponding Virtual Server

[e]

Now navigate to Local Traffic > Virtual Servers

Select your virtual server to which you want to apply logging profile.

On the top, tap on the security tab and click on the policy.

Go to Network Firewall.

Set Enforcement: Enabled, and select your network firewall policy.

Under log profile, enable the log profile and select the previously configured logging profile.

Then click on Update.

Visit our website Try live demo Contact us 62


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

1

.6.21. Adding Forcepoint devices to EventLog Analyzer

£ Last updated on: September 12, 2025

F
F

1.

2.

3.

or EventLog Analyzer to collect logs from Forcepoint devices, log forwarding has to be enabled in the
orcepoint NGFW Security Management Center.
From the Security Management Console go toConfiguration > Network Elements > Servers > Log Server

Right-click on Log Server and select Properties. The Log Server - Properties pop-up will open.
Click on Add. The following fields have to be filled with the information below.

Enter the hostname or IP address of the EventLog Analyzer server.

Enter port numbers 513 for TCP and 514 for UDP.

Select the CEF format in log format.

Select the Log Forwarding tab and click on OK.

Forwarding Forcepoint Audit Logs.

1

2

3.

. From the Security Management Console go toConfiguration > Network Elements > Servers > Log Server
. Right-click on Management Server and select Properties. The Log Server - Properties pop-up will open.
Click on Add. The following fields have to be filled with the information below.

Enter the hostname or IP address of the EventLog Analyzer server.

Enter port numbers 513 for TCP and 514 for UDP.

Select the CEF format in log format.

Select Audit Forwarding and click on OK.
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1.6.22. Adding Dell switches to EventLog Analyzer

B9 Last updated on: September 12, 2025

For EventLog Analyzer to collect logs Dell switches, logging has to be enabled on the switch.

Logging can be enabled in Dell switches by entering the following commands in the command prompt.

Command

Parameters

console# confi

gure Enter configuration mode.

logging <IP
address of the

server>

console(conf)#

EventLog Analyzer

Set IP address or hostname identifying the external syslog server to send the log
output.(Optional) UDP and TCP port designation can be entered as well.

(D) Note

For more information, kindly refer to the documentation of your Dell switch.
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1.6.23. Configuring the Syslog Service on Topsec devices

£ Last updated on: September 12, 2025

To configure the Syslog service in your Topsec devices, follow the steps below:
1. Login to the Topsec device as an administrator.

2. Navigate to Logs and alarms > Log Settings
3. Configure the details as mentioned below:
e Server address - Provide EventLog Analyzer's server address
e Server port - Enter 513 or 514 which is EventLog Analyzer's default syslog collection port
e Transmission type - Syslog
e Select the Whether to transmit check box.

e Ensure that you DO NOT select 'Whether to combine transmission data' and 'Whether the data is
encrypted or not' check boxes.

e Log level - Information
e Check all the necessary Log Type boxes
e Select Input Log language as English

4. Click Apply to save the above settings

Topsec reports

EventLog Analyzer supports Topsec Firewall and provides out-of-the-box reports for the following categories of

events:

Topsec Events:

Provides information on all the events associated with Topsec devices.

Logon Reports

These reports provide information on successful logons, logoffs, failed logons, and logon overview.

Firewall Allowed and Denied Traffic:

Provides insights on traffic based on source, destination, protocol and also generates a report on traffic trends.

Firewall IDS/IPS Events:

Provides insights on attacks based on source and destination IP address, also provides a report on attack
trends.

Firewall Policy Management

The reports in this category provide useful information on policies added, deleted or modified.

Firewall Account Management
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This category provides reports on users and roles added, deleted or modified.

Interface Events

The reports in this category let you monitor interface events such as Interface Up and Interface Down.

System Events:

Provides reports on configuration changes and system reboot.

Device Severity Reports:

Provides reports on emergency, alerts, critical, error, warning, and notice events.
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Configuring the Syslog Service on Sangfor devices

B9 Last updated on: September 12, 2025

To configure the Syslog service in your Sangfor NGAF devices, follow the steps below:
1. Access the NGAF Web Interface.

2. Opena web browser and navigate to the NGAF's management IP address. Login using your administrator
credentials.

3. Navigate to System > Logging Options

4. Check all Syslog checkboxes under Log Location for the type of logs to be forwarded.

Logging and Archiving

Security logs Application control logs Traffic audit logs (| NAT logs User authentication logs S5L VPN logs Local ACL HA error logs

B8 cisstie B o [ S EX v B o B0 oo B oestie BE=g oo

Log Location: Log Location: Log Location; Log Location: Log Location: Log Location: Log Location: Log Location:

| #] [rshosirecommended) ¥ [Syslog(recommended) ||5\‘*'W 2] [Sreoslrecommended] 7] ISvs\uulr!:ummend!d] ’ | Srslog 1 [Srsoq *

Intemal Report Internal Report Center ¥  Internal Repart Center Internal Report Center Internal Report Cantar @  Internal Report Center
Centerirecommended) ¥

syslag Server

il E 10.10.10.10 | syslog server
Forts s

5. In Syslog Server tab, enter the IP address of EventLog Analyzer server and port (514), which is EventLog
Analyzer's syslog listener port, in the respective boxes.

6. Click OK to apply changes.

For NGAF version 6.4 and below:
1. Access the NGAF Web Interface.

2. Open a web browser and navigate to the NGAF's management IP address. Login using your administrator
credentials.

3. Navigate to System > Logging Options > Syslog

4. Check Enable Syslog checkbox.

[ —————
| Internal Report Center || Syslog ‘ Logs |

#| Enable Syslog 3

IP Address: |10.10.10.10

Fort: 514

OK

1. Enter the IP address of the EventLog Analyzer server and port (514), which is EventLog Analyzer's syslog
listener port, in the respective boxes.
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2. Click OK to apply changes.
To configure the Syslog service in your Sangfor IAM devices, follow the steps below:
1. Access the IAM Web Interface.

2. Open a web browser and navigate to the IAM's management IP address. Login using your administrator
credentials

3. Navigate to System > General> Advanced > Syslog Server.

Category “ | 9yslog Server

Web LI
#|Enabla Syslog servar (i
Proxy
| P i
Remote Tech Suppart LG EL I D I e P
Syslog Server
Cerntral Management System Logs
Davice Name
Servar Cartificats
SHMP
D3 Service .
Ernail alarm logs

Public APT
! Admin logs

Advanced SHAT Proxy
Ophions

Cther Options Comrit

Notification

4. Check the Enable Syslog Server checkbox.

5. Enter the IP address of the EventLog Analyzer server and EventLog Analyzer's syslog Listener portin the
given box as ipaddress:port example: 10.10.10.1:514

6. Click Commit to apply changes.

Sangfor reports
EventLog Analyzer supports Sangfor Firewall and provides out-of-the-box reports for the following categories
of events:

Sangfor Events:

Provides information on all the events associated with Sangfor devices.

Logon Report

These reports provide information on successful logons, logoffs, and logon overview.

Firewall Allowed and Denied Traffic:

Provides insights on traffic based on source, destination, protocol, and also generates a report on traffic
trends.

Firewall IDS/IPS Events:
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Provides insights on attacks based on source and destination IP address, also provides a report on attack
trends.

VPN Reports:

Provides insights on VPN logons, failed logons, logons trend, VPN blocked connections.

System Events:

Provides reports on configuration changes.

Device Severity Reports:

Provides reports on emergency, alerts, critical, error, warning, and notice events.
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1.6.25. Enabling Stackato Logging

B9 Last updated on: September 12, 2025

EventLog Analyzer automatically adds and collects your stackato logs upon executing the following command in
your tty console:$kato config set logyard drainformats/<Format Name>[<P RI>{{. Text}}]

For UDP based log collection:

$kato drain add ela udp://<ela_server_name>:<udp_port_no> -f systail-ela-local

For TCP based log collection:

$kato drain add ela tcp://<ela_server_name>:<tcp_port_no> -f systail-ela-local

() Example:

$kato config set logyard drainformats/systail-ela-local[{<13>{{.Text}}]

$kato drain add ela udp://ELA:514 - systail-ela-local

By default, EventLog Analyzer uses 513 and 514 as default UDP ports. In case you have changed
the UDP port number, specify the same here.

Logyard will now drain all logs in the format name as specified to EventLog Analyzer's UDP port number as

given. EventLog Analyzer can now collect all the stackato logs as syslogs and analyze them with special reports.
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1.6.26. Configuring Zscaler NSS

B9 Last updated on: September 12, 2025

Navigate to Edit NSS Feed in the console and specify the following details:
Navigate to Edit NSS Feed in the console and specify the following details:
1. Enter the EventLog Analyzer server IP address in the field SIEM IP address.

2. Enter 514 as the SIEM TCP Port. If you have changed the default TCP port, then specify the changed port
number here.

3. Select the Field Output Type as Tab-separated.

4. Append <96> at the start of the Feed Output Format before "%s... which specifies to EventLog Analyzer that

the log messages must be processed.
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capter 17 GENeral applications

1.7.1. Adding Common Event Format (CEF) Devices
B9 Last updated on: September 12, 2025

1. Login to the application or device which supports CEF log format.

2. Go to syslog server configuration.

3. Inthe field for Log Format, select CEF Format.

4. Inthe Syslog Server IP address field, enter the <EventLog Analyzer IP address>.

5. Enter the syslog port and save the configuration.

To add CEF devices to EventLog Analyzer, click here.
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1.7.2. Adding Print Servers

£ Last updated on: September 12, 2025

To configure and monitor the logs of Print Servers, follow the procedure below.
¢ Navigate to Settings > Log Source Configuration > Applications. You can also click on the +Add button on

the top-right corner of the Home page and select Application.
e Next, select the General Application -> Add General Applications .
e Choose the Application Type as Printer.
e Expand the list by clicking the "+" icon to add a new device.
e Choose from the drop-down menu to add Configured devices, Workgroup devices, domain devices, etc.
e To add new devices manually, click on Configure Manually and enter Log Source.

¢ |f the device type is syslog, check the Add as Syslog device box. If the device type is Windows, enter
Username > Password > Verify Credentials.

e Click on Select and Add to add the log source.

Print Server Configuration

Enable Print Server Log: Go to Event Viewer > Application and Service Logs > Print Service. Right click on
this and select 'Enable Log'. This will enable logging for the corresponding 'Admin’, 'Debug' or 'Operational’

processes. The logs can be viewed in Event Viewer.

(D) Note

If the print server device is a 64-bit Windows OS machine (i.e., Windows Vista and above), carry

out the following registry configuration:

e Open the registry editor 'regedit’ of the print server machine in the Command Line Window.
e Navigate to ComputenHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\

e To create a new key, right click on eventlog, click new > key. You can name the key as Microsoft-Windows-
PrintService/Operational or Microsoft-Windows-PrintService/Admin or Microsoft-Windows-
PrintService/Debug as per your logging process requirement.

e Forinstance, if you need to enable logging for the Operation process, create a new key with the
name Microsoft-Windows-PrintService/Operational.

This will convert the log type to 'Administrative' thus enabling you to perform searches and generate reports out
of these logs.

This configuration is not required for a 32-bit Windows OS versions.

In order to obtain the document name, you have to enable the audit policy:

Computer Configuration>Administrative Templates>Printers>Allow job name in event logs

(or) Registry edit:
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[HKEY_LOCAL_MACHINE\SOF TWARE\Wow6432Node\Policies\Microsoft\Windows NT\Printers]
"ShowdJobTitleInE ventLogs"=dword:00000001
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1.7.3. Adding Terminal Servers

£ Last updated on: September 12, 2025

¢ Navigate to Settings > Log Source Configuration > Applications. You can also click on the +Add button on
the top right corner of the Home page and select Application.

¢ Next, select the General Application -> Add General Applications .

e Choose the Application Type as Terminal.

e Expand the list by clicking the "+" icon to add a new device.

e Choose from the drop-down menu to add Configured devices, WorkGroup devices, domain devices, etc.

¢ To add new devices manually, click on Configure Manually and enter Log Source.

e |f the device type is syslog, check the Add as Syslog device box. If the device type is Windows, enter
Username > Password > Verify Credentials.

e Click on Select and Add to add the log source.

Configuring Terminal Server: Open Event Viewer > Application and Service Logs > Microsoft > Windows >
TerminalServices-Gateway > Operational and right click and select 'Enable Log'. This will enable logging for the
corresponding 'Gateway' or 'Operational' processes. The logs can be viewed in Event Viewer.

(D) Note

If the terminal server device is a 64-bit Windows OS machine (i.e., Windows Vista and above),

carry out the following registry configuration:

e Open the registry editor 'regedit' of the Terminal Server machine in the Command Line Window.
¢ Navigate to ComputenHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog\

e To create a new key, right click on eventlog, click new > key. You can name the key as Microsoft-Windows-

TerminalServices-Gateway/Operational.

This will convert the log type to 'Administrative' thus enabling you to perform searches and generate reports out
of these logs.
The above configuration is not required for 32-bit Windows OS versions.
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1.7.4. Adding Sysmon Application

B9 Last updated on: September 12, 2025

Sysmon (System Monitor), when installed on a system, audits the activities of the system, which include registry
activities, file activities, process activities, network driver activities and more.
Devices that have Sysmon installed in them can be added as Sysmon Application to categorize the events into

different reports.

! SQL Server Terminal Oracle Printer 115 W3C Web Server IS W3C FTP Apache DHCP windows logs Sysmon A * Favorites
[+
Important Events Exportas + [ @ Schedule Reports [z More
Sysmon Events -
Al Events Select Device  |SyaONRRYICe TR Period | 2020-03-23 00:00:00 - 2021-03-23 23:5%:5%
Important Events
Process Audit Report v e Count Action
Registry Audit Report 3 Process Created 902435 A 502455
File Audit Report 3 Process Terminated 916461 A 916461
Library And Drivers Report » Registry Key Created 0 4 0(0.00%)
Network Audit Report 4 Registry ey Deleted o 4 0(0.00%) ew Repor
WMI Audit Report 3
E Registry Value Created o A 0(0.00%) View Report
Configuration Report 3
Registry Value Deleted 0 4 0(0.00%)
Service State Change 19 A 19

Procedure to add a device as Sysmon Application is given below,
¢ Navigate to Settings > Log Source Configuration > Applications. You can also click on the +Add button on

the top right corner of the Home page and select Application.
e Click onthe General Application -> Add General Applications .

e Choose Sysmon Application as Application Type

Search Settings o

Applications
x Log Source Configuration -
1IS Servers Vulnerability Scanners General ME Security
Devices
Database Audit s
o
‘ Pt Applcation Type | SYsmon Application v
VM Management
2 * Log Source
File Monitoring
Use Default Credentials

Import Logs

Manage Cloud Sources Cancel
24 Admin Settings »
& System Settings »

=

Expand the list by clicking the "+" icon to add a new device.

Choose from the drop-down menu to add Configured devices, WorkGroup devices, domain devices, etc.

To add new devices manually, click on Configure Manually and enter Log Source.

If the device type is syslog, check the Add as Syslog device box. If the device type is Windows, enter
Username > Password > Verify Credentials.
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e Click on Select and Add to add the log source.

In Search

Navigate to Search. You can search for Syslog Application logs by clicking the drop down box and scrolling
down. You will find a specific logtype categorization for Sysmon Application.

search © How Tosearcn?

=3 Pick Device Sysmon Application ~ Today E

Basic  Advanced |

SQLServer Audit Logs Rep.

Terminal Server Logs
Password Manager Pro
OpManager

ADAudit Plus

Syslog Application

Search Help Carc N
Search Help Card Sysmon Application

S W3C Web Server Logs
What can | search? 115 W3C Web Server Logs

ANyThing. JUst enter any term in the search box and EventLog ANalyzer will ook It Up. BY OEfaUlt, the term is searchad for in the Iog message.

How can | search for specific fields?
You can search for a specific field by typing the field name followed by = or I= and then the field value,

For example,to search for login failures by Paul, enter USERNAME = "Paul” AND ( EVENTID = "529" OR EVENTID = "4625" )

Others?
To perform a single character wildcard search, use the "2 symbol. To perform a muitiple character wildcard search, use the "*" symbol
Phrase searches - Enclose the phrase in double quotes.
Boolean searches (AND, OR, NOT) - Ex: "service entered” AND stopped
Grouped searches database AND (started OR stopped)

Range searches - search for a range of values using square brackets. Ex: USERNAME = [Alice TO Charlie] will return all the logs with usernames from Alice to Charlie.

To gain more insights from Sysmon Application logs, you can extract or create custom/new fields from the logs.

Click here to know more.

EventLog configurations for logging

Please note that these configurations will be added automatically when the device gets added as a Sysmon
Application, provided the credentials have the privilege to access the registry and add the key. If not configured
automatically, this key has to be added and enabled for logging to take place.

Steps to add the key in the registry

Using the Command Line window, open the registry editor 'regedit' of the print server machine.
Navigate to Compute'\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlS et\services\eventlog\

To create a new key, right click on eventlog, click new > key. You can name the key as Microsoft-Windows-
Sysmon/Operational.
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1.7.5. Adding a Syslog Application

B9 Last updated on: September 12, 2025

When should the Syslog Application be used?

If syslog is simultaneously forwarded from a device that has already been configured as a Windows device,

EventLog Analyzer server will ignore the syslog in order to maintain a single base log source. If you want to

configure EventLog Analyzer server to receive syslog too from a Windows device, follow the procedure given

below:

¢ Navigate to Settings > Log Source Configuration > Applications. You can also click on the +Add button on
the top-right corner of the Home page and select Application.

e Click onthe General Application -> Add General Applications .

e Choose Syslog Application as Application Type

Search Settings £ Applications
8 Log Source Configuration -
- 1IS Servers Vulnerability Scanners General Applications ME Applications Security Applications
Database Audit < Back
| Applications Application Type | SYslog Application M
VM Management  Log Source

File Monitoring

Cancel
Import Logs

Manage Cloud Sources
2 Admin Settings »

L& System Settings »

.

e Expand the list by clicking the "+" icon to add a new device.

e Choose from the drop-down menu to add Configured devices, Workgroup devices, domain devices, etc.
Select Log Sourcel(s) for Applications Configure Manually | X
Select Category csez.zohocorpin.com v

o Hromsone 1-100f5007 > » 10w

Configured Log Sources

Organizational Unit

AADHIL-{ Domains Computers
AADRIKA  €sezzohocorpin.com Computers
AAFREEN sl.zohocorpin.com Computers
AAKASH-18060 Windows 11 Pro Computers
AAKASH-19220 Windows 10 Pro Computers
AAKASH-CON743 Windows 10 Pro Computers
AAKASH-INT241 Windows 10 Pro Computers
AAKASH-PT3626 Windows 10 Pro Computers
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AAKHASH-13330 Windows 11 Pro Computers

AARON-19105 Windows 11 Pro Computers

Cancel

e To add new devices manually, click on Configure Manually and enter Log Source > Select and click on Add.

£ Application Source Management
IS Servers Vulnerability Scanners Security Applications. ME Applications. Other application sources
< Back
o -
Note  If your application source is not listed here Please
ry Import log
war
Gancel
8o Admin Setings »
L3 System Settings. »
5]

In Search

Navigate to Search. You can search for Syslog Application logs by clicking the drop down box and scrolling
down. You will find a specific logtype categorization for Syslog Application.

Search = © HowToSearch?

X Pick Device Syslog Application v Today E
Basic  Advanced |
SQLServer Audit Logs Rep.
Terminal Server Logs
Password Manager Pro
OpManager
ADAudit Plus
Syslog Application
Search Help Card Sysmon Application
What can | search? IS W3C Web Server Logs

Anything. Just enter any term in the search box and EventLog Analyzer will IooK it Up. By default, the term is searched for in the log message.

How can | search for specific fields?
You can search for a specific field by typing the field name followed by = or != and then the field value.

For example,to search for login failures by Paul, enter USERNAME = "Paul” AND { EVENTID = "529" OR EVENTID = "4625" }

Others ?
To perform a single character wildcard search, use the "?" symbol. To perform a multiple character wildcard search, use the "*" symbol
Phrase searches - Enclose the phrase in double quotes.
Boolean searches (AND, OR, NOT) - Ex: "service entered” AND stopped
Grouped searches database AND (started OR stopped)

Range searches - search for a range of values using square brackets. Ex: USERNAME = [Alice TO Charlie] will return all the logs with usernames from Alice to Charlie.

To gain more insights from Syslog Application logs, you can extract or create custom/new fields from the logs.
Click here to know more.
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1.8. Adding ManageEngine Applications

B Last updated on: September 12, 2025

EventLog Analyzer can be integrated with various other ManageEngine Applications such as:
e ADAudit Plus

e ADManager Plus

Endpoint Central

e ADSelf Service Plus

ITOM Solution Products

Password Manager Pro
e SernviceDesk Plus

These integrations help users receive debug, server, and security information, that can be analyzed and displayed as actionable reports on EventLog Analyzer. Apart from this,
integration with applications like Password Manager Pro enables users to correlate activities that are tracked within Password Manager Pro like the sharing of passwords, and events
within Windows environment, like starting a remote sessions. This ensures early threat detection, mitigation and response.

Through the integration with ManageEngine's Endpoint Central, IT teams can generate alerts from Endpoint Central logs such as information on software and patches installed, policy
modifications, and remote actions performed by Endpoint Central administrators. The integration also facilitates administrators to conduct forensics, correlate logs from both products,
detect patterns, and run a response workflow to mitigate identified threats.

Steps to configure ManageEngine applications
Import Configuration

Configuring ManageEngine EventLog Analyzer to import ManageEngine Products' Logs.

* Navigate to Settings tab and click Applications under Log Source Configuration menu.

Select ME Applications tab under Application Source Management component.

Click Add ME Application button.

Select the required ManageEngine Application from the Application drop down box.

Select or Add device from the Device modal.

Check Import File Logs check box.

Configure the following in the Import File Logs component.

o Protocol: select the desired protocol to import logs from the protocol dropdown box.

o Provide Port number to the protocol if required.

o Username: Enter the username of the selected device.

o Password: Enter the password associated with that protocol (Windows user password in case of SMB-Windows protocol).
o Log Folder: Click Browse button to browse and select the log folder of the selected Application.

o Monitor Schedule: Configure the required interval to import logs.

e Click Add button to configure the selected ManageEngine AD Application with the selected device

@ Note

Only access logs and debug logs are imported inimport configuration
The supported products are:
e ADAudit Plus

¢ ADSelfServicePlus
e ADManager Plus
e OpManager

e OpManager Plus

¢ OpManager MSP

Firewall Analyzer
¢ Netflow Analyzer
¢ Network Configuration Manager

e SeniceDesk Plus
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Syslog Configuration

Configuring ManageEngine ADAudit Plus

® Loginto ADAudit Plus and navigate to the Admin tab.

e Under Configuration, click SIEM Integration.

e Check Enable Log forwarding of ADAudit Plus application logs check box.
e From the displayed component check EventLog Analyzer tab checkbox.

e Configure the following:

o Server where Eventlog Analyzer is running: Enter the machine name or IP where EventLog Analyzer has been installed.

o

Eventlog Analyzer port number: Enter the port number where EventlLog Analyzer is running.
o Username: Enter the user name of the EventLog Analyzer user with the admin privilege.

o Password: Enter the password of the EventLog Analyzer user with the admin privilege.

o

Protocol Settings: Select the protocol used by EventlLog Analyzer from the Protocol Settings radio buttons.
o Syslog Standard: Select the desired syslog standard to forward logs from the Syslog Standard radio buttons.

e Click Choose categories to forward button and select the logs to be forwarded to EventLog Analyzer from the Choose Application Log categories to forward modal.

@ Note

Only the ADAudit Plus user with admin tab and configuration setting privilege can enable integration with EventLog Analyzer.

Logs types description:
e Access Logs: ADAudit Plus web server access logs.

e Debug Logs: ADAudit Plus internal server operation logs : Server started, failed logons, successful logons and more.

Configuring ManageEngine ADManager Plus

e Loginto ADManager Plus and navigate to the Admin tab.

e Under System Settings, click Integrations.

e Under Log Forwarding, click EventLog Analyzer.

e Check the Enable Integration box to enable the integration.

e Configure the following:
o Server where Eventlog Analyzer is running: Enter the name of the machine where EventLog Analyzer has been installed.
o Eventlog Analyzer port number: Enter the port number where EventLog Analyzer service is running.
o Protocol Settings: Enter the protocol used by EventlLog Analyzer service.
o Authentication: Enable this check box if EventLog Analyzer is hosted in a remote machine.

e Configure the following:
o Username: Enter the Super admin user name of EventLog Analyzer.
o Password: Enter the Super admin password.

o Log Type: Select the log category of the logs to be forwarded to EventLog Analyzer. You can find more details at the log types description section given below.

[

Configure Syslog Port Manually: Check this option if the ports and protocol to forward the logs are to be changed manually. By default this information will be populated
automatically based on the ports configured in EventLog Analyzer.

o Syslog Protocol: Protocol to which logs will be forwarded.
o Syslog Port: Destination EventLog Analyzer Port to which logs will be forwarded.

e Click 'Test Connection and Save' to establish connection and save the settings.

@ Note

For security reasons, only the ADManager Plus built-in admin can enable integration with EventLog Analyzer.

Logs types description:

* Access Logs: ADManager plus web server access logs.

Visit our website Try live demo Contact us


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

e Debug Logs: ADManager plus internal server operation logs : Server started, failed logons,successful logons and more.

e User Activity Logs: Actions performed by users in AD Manager plus will be forwarded in this category.

Configuring ManageEngine ADSelfServicePlus

e Loginto ADSelfService Plus and navigate to the Admin tab.
e Under Product Settings, click Integration Settings.

e Choose Log360 - EventLog Analyzer.

e Configure the following:

o Server where Eventlog Analyzer is running: Enter the name of the machine where EventLog Analyzer has been installed.

o

Eventlog Analyzer port number: Enter the port number where EventLog Analyzer service is running.

)

Protocol Settings: Enter the protocol used by EventlLog Analyzer service.

o Username: Enter the Super admin user name of EventLog Analyzer.

)

Password: Enter the Super admin password.

o Log Type: Select the log category of the logs to be forwarded to EventLog Analyzer. You can find more details at the log types description section given below.

@ Note

For security reasons, only the AD SelfService Plus built-in admin can enable integration with EventLog Analyzer.

Logs types description:
e Access Logs: ADSelfService plus web server access logs.

e Debug Logs: ADSelfService plus internal server operation logs : Server started, failed logons, successful logons and more.
Configuring ManageEngine ITOM solution products

Access logs and Debug logs Configuration for ITOM solution products

e Go to Settings -> General Settings -> Third Party Integrations.

e Now, click on the "Configure" button found at the bottom-right corner of the Log 360 - EventLog Analyzer section.

e Now, fill in the following details:
o Server IP/DNS Name: Enter the IP address or the DNS name of the EventLog Analyzer-installed server, along with the port and the protocol.
o Username: Enter the user name of the EventLog Analyzer user with the admin privilege.

o Password: Enter the password of the EventLog Analyzer user with the admin privilege.

o

Select Log File: Select the logs to be forwarded to EventLog Analyzer, from the Select Log File drop down box.
o Access logs: Logs that contain requests made to a web server, capturing information like the IP address, timestamp, requested resources, and outcomes of each request

o Debug logs: Logs that are generated by OpManager during its operation, containing information used for diagnosing and troubleshooting issues.

@ Note

The following products from ManageEngine ITOM Solution support syslog integration with EventLog Analyzer:
e OpManager

¢ OpManager Plus

e OpManager MSP

Firewall Analyzer
¢ Netflow Analyzer

¢ Network Configuration Manager

Alarms Configuration for ITOM Solution products

The following are the steps to configure ManageEngine ITOM Solution applications.
1. Login to the ITOM Solution application.

2. Navigate to Settings -> Notifications.
3. Click Add.

Profile Type
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Select Syslog Profile and enter the following details.

e Destination Host - EventlLog Analyzer server name or IP address.

e Destination Port - Any port that the EventLog Analyzer instance is listening to.

e Severity and Facility must be the default values i.e. $severity and kernel.

For EventLog Analyzer to parse logs from OpManager, the message variables in the syslog profile of OpManager should be entered in the following format:
Mandatory message variables

ALARM_MESSAGE:$message
ALARM_ID:$alarmid

ALARM_CODE:$alarmid

Other important message variables

ALARM_SOURCE:$displayName
ALARM_CATE GORY:$category
ALARM_SEVERITY:$stringseverity
ALARM_TRIGGER_TIME:$strModTime
ALARM_EVENT_TYPE:$eventType
Entity: $entity

Last Polled Value: $lastPolledValue

4. Click Next.

Criteria

e Click on the Criteria check-box.

e Enable the notification for all severities and click Next.

Device Selection

e Select the By Device option and select all the devices listed under Remaining Devices and click Next.

Schedule

e Youdon't have to configure anything in this section. Click Next.

Preview

e Enter a profile name and click Save.

@ Note

If the same machine is running two or more ManageE ngine products, ensure the following:

e The ports used by the products are unique.

e The EventLog Analyzer port receiving logs from OpManager and Password Manager Pro is not used by other ManageEngine products.

Weekly login View - Kevinson

Select Device Kevinson-9876 v

20/0ct/2019

21/0ct/2019

22/0ct/2019

23/0ct/2019

24/0ct/2019

25/0ct/2019

26/0ct/2019

@ Note

06

07

08

09

Cancel

<

20-Oct-2019 - 26-Oct-2019 >

00 Hrs
12 Hrs
02 Hrs
04 Hrs
07 hrs
00 Hrs

00 Hrs

Total Login Hours: 25 Hrs
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The following products from ManageEngine ITOM Solution Support Alarms Configuration:
¢ OpManager

e OpManager Plus

¢ OpManager MSP

Configuring ManageEngine Password Manager Pro

Here are the steps to configure Password Manager Pro.
1. Loginto Password Manager Pro.

2. Navigate to Audit -> Resource Audit -> Audit Actions -> Configure Resource Audit. Enable the Generate Syslog option for all operations and click Save.
3. Navigate to Audit -> User Audit -> Audit Actions -> Configure User Audit. Enable the Generate Syslog option for all operations and click Save.
4. Navigate to Admin -> Integration -> SNMP Traps / Syslog Settings and click Syslog Collector.

e Enter the EventLog Server name and a port that the EventLog Analyzer instance is listening to.

e Select the protocol (UDP/TCP) and a facility name. Click Save.

HTTPs Action Log Collection Configuration

Configuring ManageEngine Endpoint Central
e Loginto Endpoint Central and navigate to the Admin tab.
e Under Integrations tab, click Log360 - EventLog Analyzer.
e Configure the following:
o Server name where Eventlog Analyzer is running: Enter the machine name or IP where EventLog Analyzer has been installed.
o Server Port: Enter the port number where EventLog Analyzer is running.
o API Token: Find the steps to generate AuthToken here.
o Component: EventLog Analyzer
o Required scope : "http_listen"

o Protocol: By default, HTTPS has been set to ensure secure communication. Since protocol is restricted to HTTP S, EventLog Analyzer should be configured to the same. Find the
steps to enforce HTTPS here.

o Data Transfer Interval: Select the interval in which the collective action logs have to be synced.

@ Note
¢ Only Endpoint Central users with admin tab and integrations setting privilege can enable the integration with EventLog Analyzer.

¢ If EventLog Analyzer using self signed SSL certificate, follow these steps to extract and import the SSL certificate used in EventLog Analyzer into Endpoint Central.

Data Enrichment Configuration for ManageEngine Endpoint Central and Vulnerability Manager Plus

By combining security data points from ManageEngine Endpoint Central or Vulnerability Manager Plus and advanced threat detection in Log360, you can quickly and effectively
investigate and respond to security incidents.

Configuring ManageEngine Endpoint Central and Vulnerability Manager Plus On-Premises Version

To configure,

* Navigate to the Settings tab and click Applications under the Log Source Configuration menu.
e Select ME Applications tab under Applications component.

1 Settings [Cari=Spacel 2| applications
8& Log Source Configuration -

lISServers  Vulnerability Scanners  General Applications ~ ME Applications  Security Applications
Deu

® No VE Applcetion Contigured

ImpartLs

Manage
S Admin Settings ,

[ System Settings ,
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e Click the Add ME Application button.

o

Applications
8 LosSource Comguration +
lISServers  Vulnerability Scanners  General Applications  ME Applications  Security Applications
Devices
Database Audic
Appication Enapaint Central v
e Note:  Follow the configuration steps to forward Action logs
from Endpoint Central
VM Managamens Devee
Follow the integration steps for Data Enrichment
Fie Monitoring Lo Collecton Made. Listen for HTTP/HTTPS Logs
Import Logs Data Enrichment. @
Manage Cloud Sources
“ Prowcal | HTTPS v
Qo Admin Settings »
APIKey
3 System Settings »

Schedule interval | Houry v at o v Mins

Cancel

e Select Endpoint Central from the Application drop-down box.
e Enter or pick a device from the Device list. (Note: The device on which the Endpoint Central server runs.)
e Check the Data Enrichment box.
e Configure the following in the Data Enrichment component.
o Protocol: Select the desired protocol to fetch data from the protocol dropdown box.
o Provide a Port number to the protocol (Default port number for HTTP: 8020 & HTTPS: 8383)

o Provide the APIkey generated from the Endpoint Central AP Explorer. (Visit the AP1 Explorer in Endpoint Central -> Admin tab & follow the steps given for authentication in this
help document)

o Note: Kindly make sure the user have following permissions [VulnerabilityMgmt_Read, PatchMgmt_Read, PatchMgmt_Write]

e Click Add to configure the chosen Endpoint Central application with the selected device. Note: Ensure the credentials have sufficient permissions to access APls.

@ Note
¢ Kindly enable predefined alert profiles and correlation rules to use Data Enrichment.

¢ To ensure seamless integration between EventLog Analyzer and Endpoint Central, follow these steps to import the SSL certificate of Endpoint Central
(/webapps/DesktopCentral/client-data/server-certificates/D MRootC A .crt) into EventLog Analyzer.

¢ You can follow the same steps mentioned above to integrate with Vulnerability Manager Plus as well.

Configuring ManageEngine Endpoint Central Cloud Version

To configure,
e Navigate to the Settings tab and click Applications under the Log Source Configuration menu.

e Select ME Applications tab under Applications component.

pace] L

Applications
4€ Log Source Configuration ©
lISServers  Vulnerability Scanners  General Applications  ME Applications  Security Applications
Devices
Database Audic
Applications
VM Management
File Monitoring @ No ME Application Configured
Import Logs
Manage Cloud Sources
Lo Admin Settings »
[ System Settings ,
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e Click the Add ME Application button.

Search Settings [C

L

4& Log Source Configuration -

Applications

IS Servers Vulnerability Scanners General Applications ME Applications Security Applications
Devices

Database Audt
Application Endpoint Cerral Cloud ~
Applications Nota:  Follow the inte:

Device Endpoint Central Cloud

Log Collection Mode Deta Enrichment @

steps for Data Envichment

Manage Cloud Sources Data Center | United States v

Clentio
B¢ Adninsetings ,

Cliens Secres
3 System Settings ,

Coce

Schedule Interval | Hourly v st 0 v Mins

cancel

e Select Endpoint Central Cloud from the Application drop-down box.
e Check the Data Enrichment box (will be checked by default).
e Configure the following in the Data Enrichment component.
o Data Center: Choose the data center where Endpoint Central Cloud is hosted.
o Visit the respective Developer Console and follow the steps for authentication (Self Client Method) provided in this help document to obtain the following credentials:
o Client ID: Paste the copied client ID under the Client Secret tab.
o Client Secret: Paste the copied client secret under the Client Secret tab.
o Code: Provide generated code.

o Scopes to be considered while generating code.
DesktopCentralCloud.PatchMgmt.UPDATE ,DesktopCentralCloud.PatchMgmt.read,DesktopCentralCloud.Common.read,DesktopCentralCloud.VulnerabilityMgmt.READ

o Schedule the required interval to sync data.

e Click Add to configure the chosen Endpoint Central Cloud application.

@ Note

Ensure the credentials have sufficient permissions to access APls.

@ Note

Kindly enable predefined alert profiles and correlation rules to use Data Enrichment.

@ Note

This integration enhances your security posture by leveraging data from Endpoint Central. Here's what's new:
¢ Vulnerability and misconfiguration comparators: Identify devices with vulnerabilities or misconfigurations using custom correlation rules and alerts.

e Streamlined patch management: Approve and install patches directly through incident workflows.

Using wulnerability and misconfiguration comparators:
These comparators are available only after successful integration and can be used with device fields.
¢ s Vulnerable: Check if a device is tagged as vulnerable in Endpoint Central.

¢ Vulnerable To: Identify devices vulnerable to specific attacks (e.g., CVE-2023-38831).
¢ Misconfigured For: Detect devices with misconfigurations identified by Endpoint Central (e.g., Windows Credential Guard disabled).

Creating custom correlation rules:

Click here to learn how to create custom correlation rules using vulnerability and misconfiguration comparators.
Creating custom alert profiles:

Click here to learn how to create custom alert profiles using vulnerability and misconfiguration comparators.
Managing patches with workflows:

This integration introduces two new workflow actions:

¢ Approve Patches

¢ Install Patches
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Click here to learn how to create incident workflows utilizing these actions.

Configuring ManageEngine ServiceDesk Plus

Prerequisite: ServiceDesk Plus built-in admin privilege is necessary to enable integration with EventLog Analyzer.
e Loginto ServiceDesk Plus and navigate to the Admin tab.

e Inthe Admin Settings, select Integrations under Apps & Add-ons.
e Select ManageEngine SIEM under the ManageEngine tab.
e Check the Enable EventlLog Analyzer box to enable the integration and configure the following:

o Hosted URL: Enter the full URL where the EventLog Analyzer service is hosted. The URL should include the protocol (http or https), the host name or IP address, and the port
number.

o Username: Enter the Super Admin user name of EventLog Analyzer.

o

Password: Enter the Super Admin password.

o Log Type: Select the category of logs to be forwarded to EventLog Analyzer. You can find more details in the log type description section given below.

Logs types description:
e Access Logs: ServiceDesk Plus web server access logs.

e Debug Logs: ServiceDesk Plus internal server operation logs—Server started, failed logons, successful logons and more.
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Chapter 1.9 Othel" DeViceS

1.9.1. Adding Other Devices

£ Last updated on: September 12, 2025

In the Manage Devices page, navigate to the Other Devices tab and select the device type as required.

Add Device(s) x
Device Type ESXi v "

Device Name

Eventlog Server is running in Device: log360qa-w8-1(172.24.151.74)

Before adding a Unix device, you need to configure the syslog daemon on the device.

Append the following In /etc/syslog.conf file as follows

** @eventloganalyzer

Change the port number of syslog service In /etc/services to the Syslog listener port mentioned
above.

After changing the syslog port, restart the syslog daemon on the Unix device.

‘ d ‘ 0 Cancel

1. Select the Device Type as ESXi/IBM AS/400.

2. Enter the Device Name.

3. Click onthe Add button to add the device for monitoring.
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1.9.2. Adding IBM iSeries (AS/400) devices

B9 Last updated on: September 12, 2025

Keep the ports 446-449, 8470-8476, 9470-9476 open in EventLog Analyzer to receive IBM AS/400 machine
logs.

In the Manage Devices page, navigate to the Other Devices tab and click on the Add Device(s) button. This will

open the Add Device(s) window.

Add Devica(s) x

Device Type 1B AS/400 N m—

Device Name — 2

Manitor Interval 10

Usemame admin

Password =~ seses

Date Format yyMMdd v

Delimiter v 5

Use SSL @

T = =

Caneel

. Choose the Device type as IBM AS/400.

. Use the Device Name box to type a single device name, or a list of device names separated by commas.

Specify the Monitor Interval to configure the frequency at which EventLog Analyzer should fetch logs from the
IBM AS/400 machines. The default (and minimum) monitor interval is 10 minutes.

. Enter credentials (Login Name and Password) with an authority level of 50. Verify the details using the Verify

Credential link beside the password text.

Select the Date Format and the Delimiter. This is the date format used in the logs that will be collected from
the IBM AS/400 devices.

Click Add and Close to add this device and return to the list of device monitored, or click Add to add this
device and continue adding more devices.

To import SSL certificate, follow the steps below:

1.

2.

3.

Save the SSL certificate in the location C:\test.cer
In the command prompt navigate to <installation folder

Run the command keytool -importcert -alias myprivateroot -keystore ..\lib\security\cacerts -file C:\test.cer

. Now provide the password when prompted. The default password is Changeit

. To trust the certificate press Y

Restart the EventLog Analyzer server. The certificate will be successfully added.
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IBM AS/400

Add Device(s)

Device Type  IBM AS/400 v

Device SQLSERVER ~ WIN-SERVER12-2012 %J

Historic Log Configuration x

Collect logs from current time

Collect log from last 0 Months v
Monitor Interval
Hours
Collection all historic logs
Username Days

, Months
Password Cancel sdentia

|
Date Format | MMddYY v

Delimiter ~ \ &

Use SSL

Cancel

IBM AS/400 historic log collection

EventLog Analyzer now allows you to collect logs according to the time period for IBM AS/400 devices. To

collect logs according to time:
1. Click the historic log collection icon that is next to the Device option.

2. Next, under the Collect Logs from last option, select the number of hours/days/weeks/months for which you

would like to collect the logs.

3. Click on Apply.

() Note

The credentials provided must have an authority level of 50. Otherwise, EventLog Analyzer will not

be able to login to fetch History logs from these devices.

Configuration to receive logs

For analyzing journal logs of IBM AS400/iSeries devices, you need to enable auditing in those systems.
To enable auditing for AS400/iSeries journal logs you have to:

1. Create a journal receiver.
2. Attach the journal receiver to a journal.
3. Specify the audit logs that are to be stored in the journal receiver.

Once the journal receiver is created and the logs specified are collected in it, EventLog Analyzer will fetch those

logs for monitoring, report generation and alert notification.

(D) Note

For setting up Security auditing in AS 400/iSeries machines, you must have the *AUDIT special
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autnority.

Create a journal receiver

You can create a journal receiver in a library of your choice by using the following command:

(D) Note

This example uses a library called JRNLIB for journal receivers.

Place the journal receiver in any library of your choice. Ensure that it is not placed in the QSYS library, which

is a system library.
Enter a name for the journal receiver.
When you want the naming convention to be applied to naming all journal receivers, use the *GEN option.

Specify an appropriate threshold level that suits your system size and activity. The size you choose should be
based on the number of transactions on your system and the number of actions you choose to audit. For
system change journal management support, the threshold must be at least 5000KB.

To limit access to the information stored in the journal, specify *EXCLUDE on the AUT parameter.

Attach the journal receiver to a journal

Create the QSYS/QAUDJRN journal by using the following command:

The journal name QSYS/QAUDJRN must be used.

() Note

To create this journal you must have the authority to add objects to QSYS.

Specify the journal receiver name that you created, using the JRNRCV parameter.
Specify *EXCLUDE onthe AUT parameter to limit access to the information stored in the journal.

(*SYSTEM) is passed as the parameter for Manage Receiver (MNGRCV). Thus when the attached journal
receiver reaches its threshold size, the system itself detaches this receiver and creates and attaches a new

journal receiver.
Avoid detaching receivers and creating & attaching new receivers manually, using the CHGJRN command.

To retain the detached journal receivers, specify (*NO) as the value for DLTRCYV. This will prevent the
automatic deletion of detached receivers by the system.

QAUDJRN receivers are your security audit trail. Hence, ensure that they are adequately archived.

Specify the logs that are to be captured by the journal receiver

Use the following command to specify the logs that are to be stored in the journal receiver created:
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To specify which actions are to be logged into the audit journal for all the users on the system, you need to set
the audit level to the QAUDLVL system value using the WRKSYSVAL command.

If you want to set action and object auditing for specific users, use the CHGUSRAUD command.

You can also set object auditing for specific objects as per your requirement, using
the CHGOBJAUD and CHGDLOAUD commands.

Setting the QAUDENDACN system value helps you determine the systems action when it is unable to write

an entry to the audit journal.

With the QAUDFRCLVL system value parameters, you can control the transfer of audit records from memory

to auxiliary storage.

To start auditing set the QAUDCTL system value to any value other than *NONE.

Once this security auditing set up is completed, EventLog Analyzer will automatically fetch the logs collected in

the journal receiver of the AS400/iSeries device that is added for monitoring. If the AS400/iSeries machine is

not added to EventLog Analyzer server, add the device to begin collecting its logs.
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1.9.3. File Integrity Monitoring (FIM)

B9 Last updated on: September 12, 2025

File Integrity Monitoring is a feature that helps you monitor all changes (addition/deletion/modification) made to
files and folders in Windows and Linux systems.

(D Important Note

1. ltis recommended that FIM be implemented for strictly necessary files and folders so as to avoid
disk space issues that may rise due to the high volume of generated logs.

2. In Windows FIM module,

¢ Ifa Windows file server is configured for FIM, both Windows Server and file server licenses

are required.
e Ifa Windows server is configured for FIM, only a Windows Server license is required.

¢ |fa Windows workstation is configured for FIM, only a Windows workstation license is

required.

Linux FIM Agent Architecture:

Linux Distro

elafim.conf

Plugin & Privileged User

Restart Service

Service

]
F Compressed [\
E EventLog Analyzer | Log Files [=s) EventLog Analyzer
L Agent |
' Sync Data

D
° Monitoring
7 Location

File/Folder

(-0}
(Goi—o) Server

@

To install packages, please find the syntax here.

Prerequisites for File Integrity Monitoring

Windows:

¢ When you enable File Integrity Monitoring for Windows, certain access policies will be automatically enabled
on the file server. If there are overriding GP Os for audit policy in your domain, follow the below procedure to
manually enable them
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o |nadministrator command prompt enter the command, auditpol/get/category:"Object Access"
o Then proceed to enable the following access policies

o Audit file share

o Audit file system

o Audit handle manipulation

o Audit detailed file share

o Audit other object access events.

e SACLs should be enabled for the monitored file/folders. These are automatically enabled by the product. If
not, manually update SACLs with the following permissions

o Execute files/ traverse folder
o Write data/create files

o Append data/create folders
o Write attributes

o Write extended attributes

o Delete subfolders and files

o Delete read permissions

o Change permissions

o Take ownership

Linux:
e The following packages should be installed on the agent machine
o openssh-server [For Ul related operations]
o auditd
o acl
¢ Ensure that,
o SSH Port (default port 22) is reachable from the server.
o ELA Server Port (default port 8095) is reachable from the agent machine.

To verify if a port is reachable, you can use the below commands:
Example: echo > /dev/tcp/ubuntu/8095 && echo "Port is Reachable”

(or)
Example: telnet ubuntu 8095
e Also ensure that the:

o Linux kernel versionis 2.6.25 or higher
o Linux audit framework version is higher than 1.8

¢ Remove the following rules from /etc/audit/audit.rules file if they are enabled and then reboot the machine.
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o Syscall block rule, "-a nevertask", and
o Immutable rule, "-e 2".
¢ If you are enabling auditing for SUSE machines, set the following rule:
o Navigate to /etc/sysconfig/auditd
o SetAUDITD_DISABLE_CONTEXTS =no
e |f Security-Enhanced Linux (SELinux) exists, then it must either be in the permissive mode or disabled:
o Check SELinux status using the command: getenforce.
o |f the status is 'Enforced’, navigate to file/etc/selinux/config and make this edit: SELINUX = permissive.

o Restart the machine.

() Note

The server utilizes the agent credential only for the actions mentioned in the document.
Configuring FIM for Linux audits the following actions on Linux files:
e Read

o Write
e Execute

e Attribute change

Since auditd requires root or sudo privileges, if the user does not have the privileges, please follow the privileges
steps.

Privileges for Installing FIM Agent:

1. Adding AgentManager to the Sudoers file.

2. Create a directory and assign privileges to it.

1. Adding AgentManager to the Sudoers file:
To run AgentManager with sudo privileges for the Non-Sudo User, please follow the below instructions:
e Use the root user for configuring the privileges.

e Please execute the below command:

e Add the below line to the sudoers file:

Example:
o visudo -f /etc/sudoers.d/testuser

o testuser ALL=NOPASSWD: Jopt/ManageEngine/EventLogAnalyzer Agent/bin/AgentManager *

() Note
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Ensure that AgentManager is added to the sudoers file prior to installation. To verify, follow the
below command.

cat /etc/sudoers.d/<username>

Example: cat /etc/sudoers.d/testuser

Expected Output: testuser ALL=NOPASSWD:
loptManageEngine/EventLogAnalyzer_Agent/bin/AgentManager *

Reason for adding AgentManager in the Sudoers file:

The following actions require sudo privileges:

e Transfer the ownership of the Agent Directory and elafim.conf file [Under audit [or] audisp directory], to the
root user.

e Restarting auditd service may also require root privileges.

2. Create a directory and assign privileges to it

To prevent unauthorized access to directories other than ManageE ngine, follow the below commands as the root
user for the non-sudo user.

Create a directory:

Granting privileges to the directory:

For CentOS/RHEL v8 and later/Ubuntu/openSUSE/Debian/Fedora:

For CentOS/RHEL v6 to v7.9:

Granting privilege to the audit.rules:

Example: setfacl -m u:testuser:rwx /opt/ManageE ngine/

Configuring File Integrity Monitoring

To configure File Integrity Monitoring, go to
¢ Navigate to Settings > Configurations > Manage File Integrity Monitoring.

e Depending on which device the files and folders that you wish to monitor are located in, click on either the
Windows or Linux tab.

e Click Add FIM.

e Pick the device in which the files/folders are located, enter correct credentials, browse and select the files and
folders you wish to monitor. Alternatively, you can enter the location of the files/folders.

() Note

For Linux devices, in addition to entering the details mentioned above, you will also be prompted to
enter the SSH port number.

e The Exclude Filter gives you an option to exclude
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o Certainfile types.
o Certain sub-locations within the main location.

o All sub-locations within the main location.

¢ If youwant to know who has made the change to the file or folder, check the Audit Username checkbox.

() Note

For Linux devices, username is audited by default.

e Click Configure.

Manage File Integrity Monitoring

4& configuration

Manage Devices
Import Log Data Use Logon Credentials [ karthik-67
Manage Application Sources Select Locations
Manage File Integrity Monitoring

Manage Threat Source

Threat Management

Manage Vulnerability Data

Manage Device Groups

Manage vCenter

Log Forwarder

Cancel

2o Admin settings 0]

E‘o System Settings

Configuring Bulk File Integrity Monitoring

Templates ~

If the same files and folders located in multiple devices need to be added for monitoring, then the Bulk File

Integrity Monitoring feature can be used.

¢ Navigate to Settings > Configurations > Manage File Integrity Monitoring.

e Depending on which device the files and folders that you wish to monitor are located in, click on either the

Windows or Linux tab.

e Click Add FIM. Select Configure multiple devices on the top right corner.

e Pick the device in which the files/folders are located, enter correct credentials, and select the file template(s).

() Note

For Linux devices, in addition to entering the details mentioned above, you will also be prompted to

enter the SSH port number.

A~
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® UliCK Lonngure.

Bulk FIM Configuration

k Configuration

Manage Devices

Import Log Data

Manage Application Sources Username

Manage File Integrity Monitoring

Manage Threat Source
Templates

Threat Management

Manage Vulnerability Data

Manage Device Groups

Manage vCenter

Log Forwarder

-.° Admin Settings

|:'° System Settings

(D) Notes

Use Logon Credentials

System32
SysWow64
Temp

WindowsUpdate

e [fanagentis already installed in the device whose files you want to monitor, file monitoring will

automatically be enabled in the agent.

e [fno agentis installed in the device for which you want to monitor the files, then an agent will be

installed and file monitoring will be enabled in the agent.

¢ Please note that the volume of logs generated for each change occurring on the folders can

affect the performance of the file server. It is a recommended practice to limit file/folder

monitoring to the required files/folders.

Manage File Integrity Monitoring (FIM) Templates

If the same file or folder needs to be monitored in a number of devices, then a template can be created and

assigned to these devices. To create a FIM template follow the steps below:
¢ Navigate to Settings > Configurations > Manage File Integrity Monitoring > FIM Templates.

e Depending on which device the files and folders that you wish to monitor are located in, click on either the

Windows or Linux tab.

e Click Add FIM.

e Enter a name for the template and select the locations of the files and folders.

Alternatively, you can enter the location of the files/folders.
e The Exclude Filter gives you an option to exclude

o Certainfile types.

o Certain sub-locations within the main location.

o All eaithdnratinne within tha main Inratinn
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¢ If youwant to know who has made the change to the file or folder, check the Audit Username checkbox.

e Click Configure.

Settings Search Q Manage File Integrity Monitoring Templates

| x Configuration Windows Linux

Manage Devices
< Back
Import Log Data Template Name

M P Import Locations
lanage Application Sources Select Locations
Manage File Integrity Monitoring,
Manage Threat Source
No location configured.
Manage Vulnerability Data
Manage Device Groups
Manage FIM Templates

Manage vCenter Dl Add

Log Forwarder

..‘o Admin Settings

L:'o System Settings

All the created templates are listed in a tabular column with an option to edit / delete them.

Settings Search Q Manage File Integrity Monitoring Templates

| x Configuration Windows Linux

Manage Devices

+ Add FIM Template
Import Log Data

Manage Application Sources

@ 1-70f7 10w
Manage File Integrity Monitoring
. Template Name a Locations Associated Devices
Manage Threat Source
WindowsUpdate C:/Windows/SoftwareDistribution/Download/ -
Manage Vulnerability Data
. Temp C:/Windows/Temp/
Manage Device Groups
SysWOwe4 C:/Windows/SysWOW64/
Manage FIM Templates v v
Manage vCenter System32 C:/Windows/System32/
Log Forwarder ProgramFiles C:/Program Files/
Drivers C:/Windows/System32/drivers/
‘.o Admin Settings Dlls C:/Windows/winsxs/
[:'o System Settings

Visit our website Try live demo Contact us


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Chapter 1.10 Import LOQS

1.10.1. Import Log Files

£ Last updated on: September 12, 2025

EventLog Analyzer helps you collect and analyze logs from different sources such as servers, network devices,
and applications. The solution provides actionable intelligence that helps security teams stay on top of security
threats in the organization.

This solution provides you the capability to import log files. The supported log formats include Windows and
syslog device formats, application log formats and archived files log formats.

Windows and syslog device log formats

¢ Windows Eventlog (EVTX format)

e IBMAS/400

e Linux/Unix Syslog format (RFC 5424 and 2131)

(D) Note

To import .evt logs (Windows XP and Windows 2003), you will need to convert the .evt to .evtx using
the command wevtutil export-log application.evt application.evix /If in your EventLog Analyzer

installation.

Application log formats

e Apache access logs

e DHCP Linuxlogs

e DHCP Windows logs

e |BM Maximo logs

e IS W3C FTP logs

e |IS W3C Web Server logs
e MSSAQL Server logs

e MySQL logs

e PostgreSQL Logs

e ADAudit Plus logs

e ADManager Plus logs

e ADSelfService Plus logs

e |TOM solution logs
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e ServiceDesk Plus Logs

Archived files log formats
e Cisco archive files
e Syslog archive files

e Windows archive files

Steps to import log files

Navigate to the Import Configuration page using any one of the following menu options:
e +Add >Import Logs

e Settings > Configurations > Import Log Data
e Home > Applications > Imported Logs

e Home > Applications > Actions > +Import

Importing log files from different locations

EventLog Analyzer allows you to import:

e | og files from a local path.

Log files from a shared path.

Log files from a remote path.

Log files from cloud storage.

Import Configuration < Back

Browse File(s) Local Path  Shared Path  Remote Path ~

Browse Files Browse

Log file import from a local path

With this option, you can import log files from any device that has access to EventLog Analyzer.

() Note

I n imnart rannnt ha erhadiiled tn riin at rannilar time intenale
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1. From the File Location option, select Local Path.

2. Click on Browse to select the necessary file(s) from your local device. Alternatively, you can enter the device
name (or) IP address of the device (or) specify the full UNC path, then click on Open. The necessary file(s) is

selected.

3. If you know the log format of the log file, select the log format from the given drop-down. If you do not know the

log format select Automatically Identify.

() Note

You can view a preview of the selected log file and extract the desired fields, by clicking on

the View symbol of the attached log file and enabling the pop-up window option in your browser.

4. Click on the + button and OK to select the device that the log file is associated to. You can also enter the

name of the device or select the device from the pop-up that appears.

5. If you wish to store the imported logs for 2 days, enable the Store logs for a short term option. By default, the

log storage time-period is 32 days.

6. Click on Import.

Import Configuration < Back

Browse File(s) Local Path

Selected File(s) File Name Log format | Automatically Identify

test.ixt

Associated Device
Store Logs For Short-term
Advanced v

File encoding UTF-8 v

Time zone (GMT+5:30) Asia/Calcutta v

cancel

Log file import from a shared path or UNC path

The log file import via Universal Naming Convention (UNC) path allows you to access shared network folders on
a local area network (LAN).
1. From the File Location option, select Shared Path.

2. Enter the device name or IP address from which you wish to upload the log file. Alternatively, you can click on

Browse to select the Windows device.
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3. Select the desired file from the device and click OK. The necessary file is selected.

4. If you know the log format of the log file, select the log format from the given drop-down. If you do not know the

log format select Automatically Identify.

(D) Note

You can view a preview of the selected log file and extract the desired fields, by clicking on
the View symbol of the attached log file and enabling the pop-up window option in your browser.

5. Click on the + button and OK to select the device that the log file is associated to. You can also enter the

name of the device or select the device from the pop-up that appears.

6. If youwish to store the imported logs for 2 days, enable the Store logs for a short term option. By default, the

log storage time-period is 32 days.
7. If youwant to automate a log file import at regular time intervals, enable the Schedule log import option.
8. With the Schedule drop-down menu you can customize the time interval between each log file import.

9. Additionally, you can build a file name pattern for the imported log files, using the time format options given.

The name of the file stored at the specified time is updated in accordance to the file name pattern.

10. Click on Import.

Import Configuration

Log file import from a remote path

Importing log files from a remote path in EventLog Analyzer needs authentication. This authentication can be
achieved in two ways:
1. Username and password

2. SSH private key file sharing (Specific to SFTP protocol)

Authentication type: Password
1. From the Browse Files option, select Remote Path.

2. Enter the device name from which you wish to import the log file. Alternatively, you can click on the + icon to

browse and select the Windows device.
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9.

Choose the required protocol (Ethernet, FTP and SFTP ) and enter the port number.
Select the desired file from the device and click OK.

Provide the Username of the remote device and select Authentication Type as Password.

. Enter the password in the field below.

Browse and select the Associated Device.

The Store Logs for Short-term option will store the imported log data in EventLog Analyzer for a brief period
of two days. If the option is left unchecked, the logs will be stored as per your database retention
configuration.

You can choose to schedule the log import at specific time intervals.

Authentication type: SFTP-based SSH private key file sharing

Import Configuration < Back

Deice

cance

. Select Remote Path from the Browse Files options listed.

. Enter the device name from which you wish to import the log file. Alternatively, you can click on the +icon to

browse and select the Windows device.

. Choose SFTP as the protocol and enter the port number. (Default port value is 22)

Provide the username and choose Key File as the Authentication Type.

() Note

EventLog Analyzer supports OpenS SH key file format only.

. Browse and select the key file from the device. You can refer to this link to learn how to generate a key file with

ssh-keygen, a standard component of Secure Shell protocol.

If the key file is passphrase protected, select the Use Passphrase checkbox and enter the phrase in the field
below.

Browse and select the Associated Device.
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8. The Store Logs for Short-term option will store the imported log data in EventLog Analyzer for a brief period
of two days. If the option is left unchecked, the logs will be stored as per your database retention

configuration.
9. If youwould like to automate a log file import at regular time intervals, enable the Schedule Log Import option.
10. With the Schedule drop-down menu, you can customize the time interval between each log file import.

11. Additionally, you can build a Filename Pattern for the imported log files using the time format options given.
The name of the file stored at the specified time will be updated in accordance to the file name pattern.

12. Click on Import to save the configuration.

Log file import from cloud storage

To import logs from AWS S3 buckets, you first need to create an IAM user with access to the S3 bucket(s). You
can also grant users access to only specific S3 buckets by following the steps given in this link.

To configure AWS S3 buckets for importing logs,

¢ Inthe Cloud tab, click the link displayed to configure the AWS account.

Import Configuration < Back

Browse File(s)

al Patt Shared Path | Remote Path = Cloud

@ No cloud account configured
Click here to configure

e Enter the Display Name, Access Key, and Secret Key of the AWS account and click Add.

Add New Cloud Account X

Cloud Provider AWS
* Display Name
* Access Key admin

*Secret Key | sveee Verify Credential

Cancel

e Once the AWS account gets added, it will be displayed in the drop-down list available in the Cloud tab.
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e From the drop-down list, select the AWS account and then the S3 bucket from which logs are to be imported.

Click Import to initiate log importing.

Steps to create specific naming conventions for files

Identify the log writing pattern from your application's log folder or from your application’'s configurations.

In Eventlog Analyzer, navigate to Settings — Import Logs — + Import logs — Remote Path and fill in the

required details.
Browse the files and select the log file for which the log collection schedule has to be configured.

The selected log file's naming should follow a pattern (date, time, or any pattern according to your needs)
which will be replicated in the subsequent files created by the product.

After selecting the log file, check the Schedule log import box and as well as the Specify filename pattern.

Click Advanced Options. There will be a text box for every file which has been selected for the scheduled

pattern import respectively.

In the text box, input the filename pattern such that it matches the file name.

For example, consider an application which writes logs on a date-based schedule. Lets take the file name

generated on Nov 22, 2023, as LOG_22_11_2023. Here the first part, "LOG_", will remain constant, and the

latter part, i.e. the date "22_11_2023" changes daily. Keeping this in mind, select the pattern as
"LOG_${DD} ${MM} ${YYYY}" from the drop down menus.
The drop down menu will provide multiple options to choose from as shown in the GIF below.

# EventlogAnalyzer)  ommowa  neors

£ import Configuration

Browse File(s) Remote Path

evices

MySQL Logs

EventLog Analyzer supports only error logs and general logs from MySQL. MyS QL logon failures are taken into

account from MyS QL general query logs.

To enable logging in MySQL,
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e Open the my.cnffile (in case of Linux) or my.ini file (in case of Windows) and add the below entries to the file.

e Forerrorlogs: log_error=<error-log-file-name>

e Forgeneral logs:

o >=v5.1.29:

general_log_file=<general-log-file-name>

general_log=1 (or) ON

o <v5.1.29:

log=<log-file-name>

¢ Restart the MySQL instance for the changes to take effect.

To import MySQL logs in EventLog Analyzer,

® You canimport MySQL log files from a local path, a shared path, or a remote path.

e To import MySQL log files, you need to manually choose the log format. Once you've selected the right file,

select MySQL Logs from the Log Format drop-down list in the Selected File(s) section.

e Click Import to initiate the log importing process.

PostgreSQL Logs

Log format of PostgreS QL logs is determined by log_line_prefix parameter, set in postgresql.conf file.

The default format of PostgreSQL logs is '%m [%p] ' which logs a time stamp and the process ID.

This format is supported by default in EventLog Analyzer.

Importing additional fields in EventLog Analyzer

If the user wants to add additional fields, log_line_prefix parameter in the postgresql.conf file must be changed.
The log_line_prefix parameter must follow the format(key- value pair) given below in the postgresql.conf file.

log_line_prefix format:

log_line_prefix = 'time_stamp=%m or %t process_id=%p application_name=%a database_name=%d

connection_from_with_port=%r connection_from=%h session_id=%c transaction_id=%x user_name=%u

command_tag=%i sql_state_code=%e session_start_time=%s"

log_line_prefix

Key Value

Parameter
Time stamp with
milliseconds or time .

) time_stamp %m or Y%t
stamp without
milliseconds
Process ID process_id %p
Application name aoplication name %a
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loa—line nrofix
g Key Value

Bafggbeggrname database_name %d
Remote host name
or IP address, and connection_from_with_port Y%or
remote port
Remote host name )

connection_from %h
or IP address
Session ID session_id %c
Transaction ID transaction_id %X
User name user_name %u
Command tag: type
of session's current command_tag Y%l
command
SQLSTATE error

sql_state_code %e
code
Process start time ) .

session_start_time %s
stamp

SAP ERP Audit Logs

To add the SAP ERP application for monitoring, the audit logs have to be enabled.
To enable the SAP ERP audit logs:

To the DEFAULT.PFL file in the location <SAP _installed path>\sys\profile, add

e rsau/enable = 1

¢ rsau/localffile = <log location>/audit_00

Note The user should have permission to read this audit file while importing.
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DHCP Logs

EventLog Analyzer can read and report on DHCP server software for Windows and Linux systems. It provides
various reports that simplifies network administration.
For Windows:

Note Once you share the DHCP log location in Windows (i.e. %windir%\System32\Dhcp), you can
automatically use this UNC path to fetch and import logs to EventlLog Analyzer on a daily basis.

To configure, follow these steps:
1. Share the DHCP log folder.

2. Open EventLog Analyzer and go to Settings > Import Log > + Import Log > Shared\Remote path > browse
the file and select DHCP Windows Log from the Log Format.

3. To learn how to import log files from different locations, refer here.

For Linux:

The default DHCP log location in Linux is "var/log/syslog" OR "var/log/messages" (for older versions).

If DHCP server logs are not available on the above files, please follow below steps. To store the DHCP server
logs alone in a separate file, an admin would have to make changes to the following configuration files:

e Jetc/dhcp/dhcpd.conf- DHCP Server configuration file
e Jetc/rsyslog.conf- rsyslog configuration file
1. Lookup the value of "log-facility" in the dhcpd.conf file.

2. Lookup the log file path corresponding to the log-facility identified in the previous step in the ryslog.conf file.
That is the DHCP server log file path.

To configure DHCP in EventLog Analyzer, follow these steps:
1. Share the DHCP log folder.

2. Open EventLog Analyzer and go to 'Settings' tab > Import Log > Shared\Remote path > browse the file.

3. To learn how to import log files from different locations, refer here.

DB2 Audit Logs

Db2 database systems allow auditing at both the instance and database levels. The db2audit tool is used to
configure the auditing process. The tool can also be used to archive and extract audit logs, from both instance
and database levels. The audit facility can be configured by following these six steps.

1. Configuring db2audit data path, archive path, and scope.

2. Creating an audit policy for database auditing.

3. Assigning the audit policy to the database.

4 S Y L T
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4. Arcniving tne acuve 10gs.
5. Extracting the archived logs.

6. Importing the logs to EventLog Analyzer.

EventLog Analyzer also supports diagnostic logs. Click here to learn how to generate the diagnostic logs report.

1. Configuring db2audit data path, archive path, and scope

The configure parameter modifies the db2audit.cfg configuration file in the instance's security subdirectory. All
updates to this file will occur even when the instance is stopped. Updates occurring when the instance is active
will dynamically affect the auditing being done by the Db2 instance. To know more on all possible actions on the

configuration file, refer source

e Open DB2 Command Line Processor with administrator privilege.

¢ Run the following command:

Note Replace the given paths with the paths of your choice for data path and archive path

respectively.

¢ Run the following command:

() Note

Replace the given parameters with the parameters of your choice.

¢ Run the following command:

Now the logs will be generated for the DB2 instance in the given data path.

N

. Creating an audit policy for database auditing

Open DB2 Command Line Processor with administrator privilege.

Run the following command to connect to a database:

Note Replace your_database with the database name of your choice.

Run the following command to create an audit policy for the database:

Note Replace policy_name with the policy name of your choice. Replace the given parameters with

the command parameters of your choice. To know more on the allowed command parameters, refer
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source.

¢ Run the following command to commit:

Now the audit policy has been created.

3. Assigning the audit policy to the database
e OpenDB2 Command Line Processor with administrator privilege.

¢ Run the following command to assign a policy to the database:

Note Replace policy_name with the name of the audit policy that you created.

¢ Run the following command to commit:

Now the created audit policy is assigned to the database.

4. Archiving the active logs

You can archive the active logs from both instance and database. The logs will be archived to the archive path
that you configured in the first step.

e OpenDB2 Command Line Processor with administrator privilege.

¢ Run the following command to archive the active database logs:

Note Replace your_database with the name of the database.

¢ Run the following command to archive active instance logs:

Now the logs will be archived to a new file with a timestamp appended to the filename. An example of the
filename is given below.
¢ Instance Log file: db2audit.instance.log.0.200604 18235612

e Database Log file: db2audit.db.your_database.log.0.20060418235612

Both files have to be extracted into a human-readable format to be imported into EventLog Analyzer.

5. Extracting the archived logs
e Open DB2 Command Line Processor with administrator privilege.

¢ Run the following command to extract the archived instance logs:

Note Replace the instancelog with the filename of your choice. Replace
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dbZaudit.instance.log.0.200604 18235612 with the tilename of the archived instance logs.

¢ Run the following command to extract archived database logs:

Note Replace databaselog with the filename of your choice. Replace
db2audit.db.your_database.log.0.200604 18235612 with the filename of the archived database

logs.

Both files will be extracted to the given archive path and can be imported into EventLog Analyzer.

6. Importing the logs to EventLog Analyzer

Now you will have to import the extracted database and instance log files into EventLog Analyzer. Here is a

comprehensive guide on how to import log files in EventLog Analyzer.

Diagnostic Logs

EventLog Analyzer also provides a report for diagnostic logs. To generate the diagnostic logs report, follow the

given steps.
e Run the following command to find the location of the diagnostic log file.

oror

Note The path corresponding to Current member resolved DIAGPATH is the path to the diagnostic
log file.

¢ Navigate to the specified path and import the file named db2diag.txt to EventLog Analyzer. Here is a

comprehensive guide on how to import log files in EventLog Analyzer.

Import Troubleshooting tips

If you are unable to import a log file, ensure the following:
1. The credentials used are valid and have the necessary permissions.

2. The device is reachable.
3. The specified file exists and is accessible.

4. The log file format selected from the drop-down matches the log format of the chosen file.
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Field extraction from logs

¢ Navigate to the Import Configuration page.
e Select the desired file(s) from a local, shared or remote path.

e Under Selected files, click on the eye beside the required file.

Search Seftings [CirtSpace] £ Import Configuration

8 Lossouce Coniuration
Browse o) Aomote Path

Devices.

Selectd Fie(s
Database Audit fectd Fiete) File Name. Log formt mmm

FEHEED DSisamplelapache_alreports txt x

M Management.

Fie Monitorng
import Logs
Manage Cioud Sources Assocised Device
8o Adrmin Setings » Store Logs For Short e
B System Settngs » ‘

Schedule Log import

Schedule Houry sirmere

Specty fename pater
Fiename Pattem < s :
cancal

< Back

Advanced »

e You can create a custom field by clicking on the tools icon at the top-right corner of your log message. Follow

the steps given in this page to use custom patterns for logs.

Log Type - Apache Access Logs View Logs
Default Fields Logs

All (50)

Transfered Bytes (0) | =

Common Severity (50)

Request (50)

User Agent (Apache) (0) - : ERROR + GET /twiki/bin/edit/Main/Double_bounce_sender?topicparent=Main.ConfigurationVariables HTTP/1.1
Country Code (IP) (50) PRIVATE : Failure 1 + /twiki/bin/edit/Main/Double_bounce_sender?topicparent=Main.ConfigurationVariables HTTP/1.1
Response type (50) : Directory Traversal Server Error Report ip 64.242.88.10 has http status 401 and sent - bytes of data

directory (50) : 26/Feb/2020:16:05:49 1401 0 Apache Access Logs : 2020-02-26 16:05:49

URL (50) : others 43 B 164.242.88.10 - 1401

Platform (50)

1 64.242.88.10 - - [26/Feb/2020:16:06:51 -0800] "GET /twiki/bin/rdiff/TWiki/NewUserTemplate?rev1=1.38rev2=1.2 HTTP/1.1" 200 4523

Matching Reports (50)

: INFORMATION  GET /twiki/bin/rdiff/ TWiki/NewUserTemplate?revl=1.3&rev2=1.2 HTTP/1.1
Custom Fields  Success 1 + /twiki/bin/rdiff/ TWIiki/NewUserTemplate?revi=1.3&rev2=1.2 HTTP/1.1  others
status (50) : ip 64.242.88.10 has http status 200 and sent - bytes of data : GET High : 26/Feb/2020:16:06:51
: Apache Access Logs 1 2020-02-26 16:06:51 :0 1 64.242.88.10 B : others
:64.242.88.10 = 1200

: 64.242.88.10 - - [26/Feb/2020:16:10:02 -0800] "GET /mailman/listinfo/hsdivision HTTP/1.1" 200 6291

+ INFORMATION + GET /mailman/listinfo/hsdivision HTTP/1.1
10 + /mailman/listinfo/hsdivision HTTP/1.1  others Successful +ip 64.242.88.10 has http status 200 and sent - bytes of data
10 : 26/Feb/2020:16:10:02 : 200 10 : Apache Access Logs 1 2020-02-26 16:10:02
others 143 - 1 64.242.88.10 - : 200

: 64.242.88.10 - - [26/Feb/2020:16:11:58 -0800] "GET /twiki/bin/view/TWiki/WikiSyntax HTTP/1.1" 200 7352

: INFORMATION © GET /twiki/bin/view/TWiki/WikiSyntax HTTP/1.1

® You can see the created custom fields on the left pane.

e Finally, click Save.

List of imported log files

1 64.242.88.10 - - [26/Feb/2020:16:05:49 -0800] "GET /twiki/bin/edit/Main/Double_bounce_sender?topicparent=Main.ConfigurationVariables HTTP/1.1" 401 12846

: Directory Traversal Successful

< Back

Cancel

1-100f50 > » 10w

others

Create Additional Fields

| 4

PRIVATE

: Success

: GET

1 64.242.88.10

Success

You can view a list of all imported log files in your EventLog Analyzer installation. This is the default page that

appears when the import log option is selected. This page provides details of the imported log file including,

filename, device, monitoring interval, time taken to import the log file, log format, and size of the log file.
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Import Log File(s)

Select Log Type All Files

¢ @ @0

. File Name ~
Apache Access Logs.4
Apache Access Logs.log
DHCP Windows.txt
IBM Maximo.txt
IBM as400
1IS W3C Web - UTF8.txt

access_log.txt

Device

sample

sample

sample

sample

sample

sample

qwe

Monitoring Interval

One Time Import

One Time Import

One Time Import

One Time Import

One Time Import

One Time Import

Import Every 10 Min(s)

Last Scan Time ~

Nov 07 2017 19:12

Nov 07 2017 19:12

Nov 07 2017 19:13

Nov 07 2017 19:12

Nov 07 2017 19:12

Nov 07 2017 19:12

Nov 07 2017 19:13

1-70f7 10v BB

Next Scan time ~

Nov 07 2017 19:13

Apache Overview Dashboard: Parsing Additional fields by modifying the log format

The Combined Log Format is one of the log formats commonly used with Apache logs.

The Combined Log format is:

While importing the log files in the Combined log format, the log files will not include the values for the fields

response time and bytes received.

The following widgets in the Apache Overview dashboard can display their values accurately only if the response

time and bytes received fields are parsed.

1. Bytes Transferred
2. Top 20 Slowest URLs
3. Web Activity Trend

4. Top 10 Slowest Servers

Vewsrk e Sacurty Ovaiew | Apache Overview

Unique Vitors Numbar OF Requasts

453 491

Web Activity Trend

¢ 45 o 19

Request Volume by Geolocation

Responses Over Time

Success @ Failure  © Skipped @ Redirect

.\\

Visitor Browsers

® firsfox.
® chrome
st

® opera

Top 10 Siowest Servers

@ o data avaiasle

Visitor Platforms.

Top 20 Slowest URLs

Top 5 Clients Generating 4xx Error

8 s | | ORS00 - or0 s [l 13 0 @

e
677.38MB o

@ tio datn mvaiie

unt Percentage
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In order to parse these additional fields, the log format has to be modified. The values for the additional fields
can be obtained once the logs are configured with the parameters "%{ms}T" and "%|".

Eventlog Analyzer can parse the modified log format by defaullt.

The modified log format containing the parameters for response time and bytes received is:

%{ms}T - time taken to serve the request (in milliseconds) %l - bytes received, including headers

Note Requires modlog_io to be enabled https:/httpd.apache.org/docs/2.4/mod/mod_logio.html

The modified log has 2 directives in addition to the commonly used Combined Log Format. These directives
are present at the end of the format, therefore, the combined log format will continue to be parsed as it was

parsed in the previous versions.

Procedure to change the Apache log format

Note The configuration files by default are located at /etc/apache2/ in Debian/Ubuntu/Linux Mint or,
letc/httpd/conf on Red Hat/Fedora/CentOS

1. Define a new log format and assign a label to it.
2. The label can be used to reference the new format string as the customL og directive.

3. The new format will go into effect when the webserver is restarted.
After the log files have been imported, the updated Apache Overview dashboard has been displayed below:

Lae300m1s H:cw

Ouenies | Apache Overv o 8 Lozseun

of Reguests

4928 10544 :‘ 964 ) 552 35.00GB ')

§8 8888
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Chapter 1.11 Hypervisors

1.11.1. Configuring the Syslog Service on VMware

B9 Last updated on: September 12, 2025

AllESX and ESXi devices run a syslog service (syslogd), which logs messages from the VMkernel and other

system components to a file.

To configure the syslog service on an ESX device::

Neither vSphere Client nor vicfg-syslog can be used to configure syslog behavior for an ESX device. To

configure syslog for an ESX device, you must edit the /etc/syslog.conf file.

To configure the syslog service on an ESXi device:

1. On ESXi devices, you can use the vSphere Client or the vSphere CLI command vicfg-syslog to configure the

following options:

¢ Remote host: Specifies a remote device to which syslog messages are forwarded. In order to receive the

Log file path: Specifies a datastore path to the file where syslogd logs all messages.

forwarded syslog messages, your remote host must have a syslog service installed.

Remote port: Specifies the port used by the remote host to receive syslog messages.

2. Configuration using vSphere CLI command: For more information on vicfg-syslog, refer the vSphere

Command-Line Interface Installation and Reference Guide.

3. Configuration using vSphere Client:

In the vSphere Client inventory, click on the host.
Click the Configuration tab.

Click Advanced Settings under Software.
Select Syslog in the tree control.

In the Syslog.Local.DatastorePath text box, enter the datastore path to the file where syslog will log
messages. If no pathis specified, the default path is /var/log/messages.

The datastore path format is [<datastorename>] </path/to/file> where the path is relative to the root of the
volume backing the datastore.

Example: The datastore path [storage1] var/log/messages maps to the path/
vmfs/volumes/storage1/var/log/messages.

In the Syslog.Remote.Devicename text box, enter the name of the remote host where syslog data will be
forwarded. If no value is specified, no data is forwarded.

In the Syslog.Remote.Port text box, enter the port on the remote host where syslog data will be forwarded.

By default Syslog.Remote.Port is set to 514, the default UDP port used by syslog. Changes to
Syslog.Remote.Port only take effect if Syslog.Remote.Devicename is configured.

Click OK.
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1.11.2. Adding vCenter

B9 Last updated on: September 12, 2025

The vCenter servers to be monitored by EventLog Analyzer can be added by navigating to Settings > Log
Source Configuration > VM Management and using the Add vCenter button. You can also view and manage the

vCenter servers that are being monitored.

£ Virtual Machines Management

8 LogSource Conirstion.

Device Type  vCenter

o — Pocsl @ HTTR (O HTTPS
Fie Monioring o Ploass enter e devics

Impor Logs.

R0 Adninsettings

3 System Settings »

Verify Login !
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crapter 112 - VUINErability Scanners

1.12.1. Exporting data from vulnerability scanners

£ Last updated on: September 12, 2025

EventLog Analyzer analyses data from vulnerability scanners and provides insights to help identify vulnerabilities
within the network. For this you need to export data from the respective vulnerability scanners and then import it
to EventLog Analyzer. You can export the data by following the steps below

1. Selecta scan under Scans Tab.

2. Inthe upper-right corner, click Export

3. From the drop-down box, select Nessus.

Adding vulnerability scanners to EventLog Analyzer

To monitor vulnerability scanner data in EventLog Analyzer, you need to import the corresponding log data to the
EventLog Analyzer server. You can import log data by navigating to Settings > Vulnerability Data Analysis >

Import.

€ Lok Source Configuraton
IS Servers Vulnerabiliy Scanners  Security Applications Other application sources

Nessus

1. Enter the vulnerability scanner's name.

N

. Choose the vulnerability scanner's application type.

w

. Specify the location of the log file which has to be imported.

4. Click on Import.

Reports on Nessus vulnerability data

The information on potential vulnerabilities in a network including credential failures, elevated privilege failures,

L T L N T L T Y TR S N
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regisiry access ralures gamnerea mrom NesSus are proviaea as reports.

presented in the graphical format for improved insights.

Q@ Search Reports
Nessus Compliance Reports
Nessus Vulnerability Reports
Nessus Reports

Vulnerability Reports Overview

Top Vulnerable Severities

Top CVS Score by Count

Top Vulnerable Group

Top Vulnerable Service

Top Vulnerable 05

Top Vulnerable Devices

Top Vulnerable protocol

Top Vulnerabilities

Top Vulnerable ports

@ Scheduled Reports

# Manage Reports

# Need new reports?

DawaTheft ~ Nessus = NMAP | Openvas  Qualys

Vulnerability Reports Overview

» SelectDevice  192.168.2.1

Top Vulnerabilities

Time Device

Feb 25,2015 14:12:51 192.168.2.1
Feb 25,2015 14:12:51 192.168.2.1
Feb 25,2015 14:12:51 192.168.2.1

Feb 25,2015 14:12:51 192.168.2.1

Count

4

Vulnerability Name

Nessus Scan Information

SSL Session Resume Supported

S5Lv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability (POODLE)

I nNe Inrormauon In tine reports IS aiso

%,

Severity Level
Informational
Informational
Informational

Medium

ExportAs ~ [y

* Favorites

Period | 2000-08-24 00:00 To 2020-08-24 11:20 E

1-100f178 > | 10v @5

Service Name 0s

general Microsoft Windows 8.1 Pro
general Microsoft Windows 8.1 Pro
mssal Microsoft Windows 8.1 Pro

mssgl Microsoft Windows 8.1 Pro

W Schedule Reports [ More

Available reports:

e GHOST inLinux- This report lists any detected instance of the GHOST vulnerability in Linux.

e Shellshock Report - This report contains information on the detected instances of the Shellshock privilege

escalation vulnerability in Linux systems in your network.

e Admin Discovery Report - An overview of all the admin accounts in a network will be available in this report.

e Top exploitable vulnerabilities - An overview of the vulnerabilities in your network that are most prone to

attacks will be available here.

e Credential failures report - An account of all instances of credential failures in your network will be displayed

here.

e Elevated privilege failures report - Failed attempts at privilege escalation will be displayed here.

* Registry access failures - Failed attempts at accessing the Windows Registry will be recorded here.

e Patchreport - A report of all the patches applied in the device will be displayed.

e Overall Nessus report - An overview of events in Nessus vulnerabilty scanners in your network will be

available here.

Ensuring Compliance to regulatory mandates:

EventLog Analyzer helps in complying with regulatory mandates such as the GDPR, PCIDSS and NIST.
These regulations mandate that critical events in devices and applications that could potentially lead to a data

breach need to be monitored. If any indication of a breach is detected, remediating action has to be taken to

mitigate this risk. Information from vulnerability scanners like Nessus form a critical part of the data that needs to

be monitored.

Forinstance, the risk assessment (ID.RA) section of NIST compliance that states,

"The organization understands the cybersecurity risk to organizational operations (including mission, functions,

image, or reputation), organizational assets, and individuals. Threat and vulnerability information is received from
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information sharing forums and sources."

The data from vulnerability scanners that can be used to ensure compliance to regulations are also categorized
according to the device types, in EventLog Analyzer. The solution categorizes the reports as follows based on

the devices' data that Nessus analyzes.

Once the Nessus vulnerability scanner is added, this data from Nessus can be manually imported into EventLog
Analyzer or automated imports can be scheduled. This data is then collated into comprehensive reports to

Windows devices
Unix devices
Databases

Cisco I0S

Huawei

Unix file contents
IBM iSeries
SonicWall, SonicOS
Citrix XenServer

VMware, nessus, and vSphere infrastructure

comply with PCI DSS requirements.

Denial of remote access software
Denial of insecure communication

Handling false positives

Visit our website

Try live demo

Contact us

120


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

1.12.2. Exporting data from vulnerability scanners

B9 Last updated on: September 12, 2025

EventLog Analyzer analyses data from vulnerability scanners and provides insights to help identify vulnerabilities
within the network. For this you need to export data from the respective vulnerability scanners and then import it
to EventLog Analyzer. You can export the data by following the steps below:

1. Go to the Scan menu and select the scan that you want to save.

2. Click Save Scan.

3. Inthe Save dialog box, choose the format as Nmap XML format

Adding vulnerability scanners to EventLog Analyzer

To monitor vulnerability scanner data in EventLog Analyzer, you need to import the corresponding log data to the
EventLog Analyzer server. You can import log data by navigating to Settings > Vulnerability Data Analysis >

Import.

£ Application Source Management

€ Log Source Configuraton
lISServers  Vulnerability Scanners  Security Applications  Other application sources

<
é‘!

‘‘‘‘‘‘‘‘‘‘‘‘

1. Enter the vulnerability scanner's name.

N

. Choose the vulnerability scanner's application type.

w

. Specify the location of the log file which has to be imported.

4. Click on Import.
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1.12.3. Exporting data from vulnerability scanners

B9 Last updated on: September 12, 2025

EventLog Analyzer analyses data from vulnerability scanners and provides insights to help identify vulnerabilities
within the network. For this you need to export data from the respective vulnerability scanners and then import it
to EventLog Analyzer. You can export the data by following the steps given below:

1. Click the Reports icon.

2. Under the Create a report tab select Export.
3. Select XML Export or XML Export 2.0.

4. Add the site and then click Save and run report.

Adding vulnerability scanners to EventLog Analyzer

To monitor vulnerability scanner data in EventLog Analyzer, you need to import the corresponding log data to the
EventLog Analyzer server. You can import log data by navigating to Settings > Vulnerability Data Analysis >

Import.

€ Lok Source Configuraton
IS Servers Vulnerabiliy Scanners  Security Applications Other application sources
o

Nessus

1. Enter the vulnerability scanner's name.

N

. Choose the vulnerability scanner's application type.

w

. Specify the location of the log file which has to be imported.

4. Click on Import.
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1.12.4. Exporting data from vulnerability scanners

B9 Last updated on: September 12, 2025

EventLog Analyzer analyses data from vulnerability scanners and provides insights to help identify vulnerabilities
within the network. For this you need to export data from the respective vulnerability scanners and then import it
to EventLog Analyzer. You can export the data by following the steps given for each of the vulnerability scanners.

1. Under the Scans menu, select Vulnerabilities
2. Ifthere is no Vulnerabilities tab, choose Results.

3. Click Export page contents from the bottom right corner.

Adding vulnerability scanners to EventLog Analyzer

To monitor vulnerability scanner data in EventLog Analyzer, you need to import the corresponding log data to the
EventLog Analyzer server. You can import log data by navigating to Settings > Vulnerability Data Analysis >

Import.

£ Application Source Management

€ Log Source Configuraton
lISServers  Vulnerability Scanners  Security Applications  Other application sources

<
é‘!

‘‘‘‘‘‘‘‘‘‘‘‘

1. Enter the vulnerability scanner's name.

N

. Choose the vulnerability scanner's application type.

w

. Specify the location of the log file which has to be imported.

4. Click on Import.
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1.12.5. Exporting data from vulnerability scanners

B9 Last updated on: September 12, 2025

EventLog Analyzer analyses data from vulnerability scanners and provides insights to help identify vulnerabilities
within the network. For this you need to export data from the respective vulnerability scanners and then import it
to EventLog Analyzer. You can export the data by following the steps given fbelow:

1. Go to the Scans menu in the dashboard.

2. Right-click the scan report that you need to export.
3. Select Download from the Quick Actions menu.
4. Select Download Format as Extensible Markup Language(XML).

Once you have exported the data from the corresponding scanners, you need to import the log data to the

EventLog Analyzer server.

Adding vulnerability scanners to EventLog Analyzer

To monitor vulnerability scanner data in EventLog Analyzer, you need to import the corresponding log data to the
EventLog Analyzer server. You can import log data by navigating to Settings > Vulnerability Data Analysis >

Import.

Other application sources

1. Enter the vulnerability scanner's name.

N

. Choose the vulnerability scanner's application type.

w

. Specify the location of the log file which has to be imported.

4. Click on Import.
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Chapter 1.13 Web Servers

1.13.1. Adding an IIS server

£ Last updated on: September 12, 2025

Prerequisite for adding an 11S server

When configuring IIS log source in EventLog Analyzer for the first time, administrative privileges are required.
(Administrator shares privileges are required eg : Admin$,c$ )

Search Settings [Ctrl+Space] O Applications
x Log Source Configuration -
IS Servers Vulnerability Scanners General Applications ME Applications Security Applications
Devices
1IS Server + < Back
Database Audit -+
Configuration Log Monitoring

Applications Note If the IIS Server is in another domain, the fqdn

of the IIS Server needs to be entered.
VM Management
Use Default Credentials

File Monitoring
Import Logs

Manage Cloud Sources Password Verify Credentia

Time zone (GMT+05:30) Asia/Calcutta v
& Admin Settings »

Monitoring Interval 10
L& System Settings »

No site selected.

[ Add Site

1. Navigate to Settings > Log Source Configuration > Applications.

2. Inthe Application Source Management page, click the + Add IS server button.

3. Click the + icon to browse and add IIS servers.

4. If you wish to configure log collection, select the check box Configuration Log Monitoring.

5. You can choose to use default credentials, or enter the Username and Password for the IS Serverin the
credentials field.

6. Selectthe Time Zone from the dropdown menu and enter the desired Monitoring Interval.

() Note

The time-zone selected must be the same as that of the IIS server. Also, EventLog Analyzer uses
port 445 (TCP) to read IIS log files using the Server Message Block (SMB) protocol.

7. You can use separate credentials for configuring log collection.

8. Click on + Add Sites. From the list of discovered sites, choose the sites you wish to monitor
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Add Site

(o 1-80f8 10~
Site Name - Type

v’ sitel HTTP

v site2 HTTP

v site3 HTTP

v sited HTTP

v’ site5 HTTP

v’ sited HTTP

v Default Web Site HTTP

v winFTP FTP

X

4 Configure Manually

Alternatively, you can manually add a site by entering the site name, protocol, and log file path in the pop-up

that appears. Choose the file encoding scheme and schedule the log file rollover.

Add New Site @ Rediscover < Back

* Site Name

Type HTTP v

* Log file directory

Eg:C:\Inetpub\logs'LogFiles\W35WC1
File encoding UTF-8 v
Log file rollover Daily v

Use IIS Server local time for file rollover

Click Add and then Configure to start monitoring the site.

(D) Note

Nnra tha initial ranfinitiratinn ic r~rnmnlata tha arcnilint ran ha mMmadifiad tn ha 1iead ae a canidira
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account.

Configuring an I1S site for non-admin users

() Note

Any Configuration Changes made in IS Manager will not be synced on next scheduling if non

admin credentials is used

Steps to configure the IIS site in EventLog Analyzer for non-admin users:
1. Inthe IIS server, navigate to the C directory (Note: The default location may vary)

This PC > Local Disk €

ualBox Guest A

3. Add the service account user with read permission level and click on Share

2 Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

[ ) -

Name Permission Level
2_Administrator Read/Write ¥

l 2 1IS User Read v I
52 SYSTEM Owner

I'm having trouble sharing

4. If the pop-up occurs, click on Don't change settings.
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2 Network access

Do you want to change settings for these items?

The folders shown below were previously shared. You can replace their current settings with the
same setting you just applied to the folder you shared.

Individual Items

custerr

history

logs

appPools

Diontt chanpe settings

-~

5. Navigate to inetpub — logs — properties — Security — add the service account with read access
permission. (Note: The default location may vary)

ThisPC > Local Disk () » inetpub

PP
. fe
et S 5o v Vet

Objectname:  C-\netpubogs

Group or user names

BL.CREATOR OWNER

SR SYSTEM

& Administrators (ELA-AI0\Administrators|
82 Trustedinstaler

To change pemissions, cick Edt
Pemissions for CREATOR
OWNER

Full control

Modéy

Read § execute

Lt folder conterts

Read
| wie

Forspecial permissions or advanced settngg

ok Advanced.
oK c{

Note

221019 File folder
Je

Permissions for logs
Securty

[ Objectname:  C:\netpublogs
| Group or user names:

S8 CREATOR OWNER
| |8&system

Y15 User t1SUserela

£

Permissions for IS User
Full control

H

Read 8 execute
Lstfolder corterts.
Read

Remove
Deny
o -~
o
o
o
o

RRROO|#

!
{
i

Ensure that both the main folder (inetpub) and only the folder and sub-folder with the logs have

the required permissions for the service account, as sometimes only the main folder gets the
necessary privileges.

6. Navigate to EventLog Analyzer console — Settings — Application — IIS site, Enter the Username and

password of service account (Do not verify the credentials - when you do it will display verification failed) >
Add site

Search Settings [Cti+Space] )

Applications

8 Logsource Configurton

¢ AdminSettings

[ System Settings

1IS Servers

Vulnerability Scanners  General Applications

w & itsela-w10-2

| | +addsie)
itselaw10:2 >

Site Name

Defauit Web Ste

ME Applications.

Security Applications

B View Reports 11IS S

T1ef
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Add Site X

I + Configure Manually I

(o3 1-10f1 | 10w &

. 5ite Name » Type

Default Web Site HTTP

7. Enter the IIS site name, path — Add and configure

Add New Site @ Rediscover X

* SiteName | W3SVC1
Type | HTTP v

* Logfile directory  inetpub\logs\LogFiles\W3SVC1
gCAInetpub\logs\LogFiles\W3SVC

Fileencoding = UTF-8 v

Logfile rollover  Daily v

Use IS Server local time for file rollover

1S Configuration Change Logs

Configuration change logs are collected in the IIS similar to how logs are collected for Windows. These logs are

collected through the Microsoft-11IS-Configuration/Operational event source file.

Troubleshooting steps:
1. Ensure that configuration log has been successfully configured. If not, you must configure it.

2. The device that has been configured must be enabled. This can be done in the Manage Devices tab.

Lo TN o OO FURGIY R Y R V00 | Vo N NS - SN Y o \RRIUTT SRy (U] DU Uy A PR [ U Y S - J5S R S RS - PR SR
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the device. This option can be enabled in the Manage Devices tab.

4. The Configuration log monitoring credential provided must have the WMI access.
Balaji-9294 x

Time Zone (GMT+5:30) Asia/Calcutta v

*Monitor Interval 10 Mins [Minimum 10 minutes)
V| Configuration Log Monitoring @
*
Username m
*Password Verify credentials x{@
Use Default Credentials (2)

*Username  Admin

*Password XEEY] v Verified

Verify & Update Cancel
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Chapter 1.14.1 M 365

1.14.1.1. Microsoft 365

B9 Last updated on: September 12, 2025
In this page

Overview

Key functionalities

Overview

Log360 provides centralized visibility into user activities, administrative actions, and security events across
Microsoft 365. It collects audit logs from services such as Microsoft Entra ID, Exchange Online, SharePoint
Online, M365 General (including Teams, OneDrive, and other M365 services), and Exchange MailTrace,
consolidating them into a single platform for monitoring, analysis, and compliance.

Organizations can monitor critical activities such as user sign-ins, mailbox access, file sharing, and
collaboration. Reports provide insights from all Microsoft 365 sources, including Entra ID, Exchange Online,
SharePoint, OneDrive, and Microsoft Teams, covering mailbox traffic, spam and malware incidents, inactive
users, and soon-to-expire licenses, etc. The product console also offers compliance reports for these services to
help organizations meet regulatory standards such as HIPAA, SOX, and PCI-DSS.

Administrators can also configure alerts to receive notifications about important activities, define which
mailboxes to monitor for unusual behavior, and get detailed information on the actions triggering each alert. By
combining reporting, alerting, and management into a unified workflow, the product helps organizations maintain
security, simplify investigations, and ensure compliance across their Microsoft 365 environment.

Key functionalities

e Track critical activity: Gain visibility into user sign-ins, mailbox access, file sharing, and collaboration across
Microsoft 365 services to monitor day-to-day operations.

e Detect suspicious behavior: Identify unusual patterns such as Login from an anonymized IP address, role
changes, or unauthorized changes to mailbox permissions.

e Strengthen compliance posture: Securely retain audit logs and generate detailed reports to support
compliance with IT regulations and standards.

e Accelerate incident analysis: Use consolidated logs, reports, and real-time alerts to analyze and respond to
incidents.

e Object synchronization and filtering: Sync Active Directory objects such as users, groups, and service
principals using object filters. The synced data show details of the entity (user or service principal) that
initiated the action in the Incident Workbench and used in the Rules module for log enrichment.

Read also
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This document explains managing, reporting, and alerting for Microsoft 365 tenants using the product console

and its key functionalities. To set up and manage Microsoft 365 tenants, see the articles below:
e Tenant configuration

e Adding data source

e Managing M365 accounts
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1.14.1.2. Adding data source

B9 Last updated on: September 12, 2025
In this page

Overview

Steps to add a data source

Overview

This page explains how to add Microsoft 365 services as data sources in the product console after configuring a
tenant. Once the tenant is configured, you can select the account and add any of the following services as data
sources to enable log collection: Exchange Online, SharePoint Online, M365 General, and Exchange

MailTrace.

Steps to add a data source
1. Inyour product console, navigate to the Settings tab.

2. Under Log Configuration, select Manage Cloud Sources.

Q
Log Source Configuration
<7g Devices Database Audit =1 Applications
5 5 )
Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, IBM Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more v databases. Security applications, and more v
VM Management == File Monitoriny = Import Logs
@ 8 E& 8 = P 8
Add and manage vCenter servers. Manage file integrity monitoring devices. Log data from IIS and Apache web servers, MSSQL and
Oracle databases, print servers, and more v
Oy Manage Cloud Sources
complete visibility into AWS and more v
Admin Settings
%# Management ¥ General B Data Storage &% Integrations B Others
Collectors/Agents Product Settings Archives Log Forwarding Custom Log Format
Technicians & Roles Logon Settings Retention Settings Log360 Integration Tags
Domain and Accounts Working Hour Settings Log Collection Filters API Settings
Device Groups Privacy Settings Log Collection Failure Alerts
Threat Feeds Profiles Database Settings

Figure 1: Navigating to Manage Cloud Sources

3. Onthe Manage Cloud Sources page, click Add Data Source in the top-right corner.

() NOTE

Microsoft Entra ID will be added as a data source by default.
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Search Settings [Ctrl+Space] el Manage Cloud Sources

x Log Source Configuration -

Microsof ft 365 ) Aws (@ Salesforce (2)
Devices
ootabce AL Select Account | ompaa.onmicrosoft.com v | Manage accounts
Applications o3 1-10f1 10+

VM Management ion ata Source Type enan Data Fetch Interval

File Monitoring ® B @ Microsoft Entra ID oompga.onmicrosoft.com Every 15 min(s) 2025-08-21 10:25:18 2025-08-21 10:21:05 Success
Import Logs

Manage Cloud Sources

& Admin Settings »
L% System Settings. »

Figure 2: Adding a data source

4. Inthe Add Data Source window, select an account from the Select Account drop-down.

Add Data Source - Microsoft 365 (3 X

Select Account ompga.onmicrosoft.com

ompga.cnmicrosoft.com

* Data Source Type

Cancel

Figure 3: Selecting an account

5. From the Data Source Type drop-down, choose the Microsoft 365 service(s) you want to add.

() NOTE

You can add one or more services at a time. The available options are: Microsoft Entra ID,
Exchange Online, SharePoint Online, M365 General, and Exchange MailTrace.

Add Data Source - Microsoft 365 (3 X

Select Account ompqga.onmicrosoft.com b

* Data Source Type M365 General. Sharepoint Online, ... Vv
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M365 General
Sharepoint Online

Exchange MailTrace

A AN AN AN

Exchange Online

Figure 4: Selecting data source types

6. Click Add to add the selected data sources.

Add Data Source - Microsoft 365 (3) X

Select Account ompqga.onmicrosoft.com v

* Data Source Type M365 General. Sharepoint Online, ... ¥

Figure 4: Selecting data source types

Read also

This page detailed how to add Microsoft 365 services as data sources in the product console after configuring a
tenant. To learn more about related configurations, see the articles below:

e Managing Microsoft 365 accounts

e Managing cloud sources
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1.14.2. Troubleshooting Microsoft 365

B9 Last updated on: September 12, 2025
In this page

Overview

Common integration issues

Overview

This section provides troubleshooting steps for common Microsoft 365 integration issues in Log360. Errors may
occur due to missing configurations, expired credentials, or disabled settings in the Microsoft 365 environment.
The following guidance will help you identify and resolve these issues.

Common integration issues

1. Audit Logging must be turned on to fetch data

Cause:

Audit logging is not enabled in the Microsoft 365 environment, which prevents user and admin activity from being
recorded and fetched into Log360.

Solution:

Enable audit logging using either of the following methods:

e Through the Microsoft 365 portal

o Log into the Microsoft 365 portal and navigate to the Admin tab.
o Go to Admin centers > Compliance > Solutions > Audit. Alternatively, directly open Audit Log Search.
o [fauditing is not turned on, a banner will prompt you to enable activity recording.

o Select Start recording user and admin activity.

() NOTE

Changes may take up to 60 minutes to take effect

e Turn on audit logging through PowerShell
o Run the following cmdlets in PowerShell.

o $UserCredential = Get-Credential;$Session = New-P S Session -ConfigurationName Microsoft.Exchange
-ConnectionUri https://outlook.office365.com/powershell-liveid/ -Credential $UserCredential -
Authentication Basic -AllowRedirection;Import-P S Session $Session -CommandName Set-
AdminAuditLogConfig

o Set-AdminAuditLoaConfia -UnifiedAuditLoalnaestionEnabled:$ True
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o Remove-PSSession $Session

2. Invalid Application Password

Cause:
This error occurs if the configured Microsoft 365 application password is deleted or has expired.
Solution:

Create a new application password in Microsoft 365 and update it in the product's Tenant Settings.

3. Missing Microsoft Entra ID Application

Cause:

This error occurs if the Microsoft Entra ID application associated with Log360 has been deleted from the Azure
portal.

Solution:

Reconfigure the application in the Azure portal. Follow the manual configuration steps outlined here.

Read also

This page explained common Microsoft 365 integration issues and their solutions, such as enabling audit
logging, handling expired application passwords, and reconfiguring deleted applications.

For more details, refer to:

e Adding a data source

e Configuring and managing
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1.14.3. Amazon Web Services (AWS)

B9 Last updated on: September 12, 2025

To monitor your AWS environment, EventLog Analyzer requires a valid IAM user with necessary permissions.
The solution will use the designated IAM user to collect logs from your AWS environment.

() Note

EventLog Analyzer supports all AWS regions, except the AWS China (Beijing) region.

Creating a new |IAM user in the AWS console

AnlAM user is an entity that you create in AWS to represent the person or service that uses it to interact with
AWS.

To create a new IAM user, follow these steps.

1. Login to the AWS console.

2. Navigate to IAM

e Goto AWS Services — Security, Identity and Compliance — IAM.
3. Create a new user:

e Select Users from the Left pane and click on Create User.

e Enter an appropriate User name and click Next.
4. Attach Policies

e Click on Attach policies directly and then Click on Create Policy.

¢ A new tab named Create Policy will open. Select JSON.

e Depending on whether you want to manually or automatically configure CloudTrail, copy and paste the

inline policies accordingly.

o Auto-configuration: For automatic CloudTrail configuration by EventLog Analyzer, copy and paste the

provided inline policy.
o Manual configuration: For manual CloudTrail configuration, copy and paste the provided inline policy.

You can find the inline policy in the highlighted section of the image below.

Cancel
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5.

6.

e Click Next.

e Fillinthe Policy Name field and click Create Policy.

e Return to the previous tab, refresh the policy table, select the newly created policy, and click Next.
Finalize the user creation

¢ Verify the details and click Create user.

Create security credentials

e Click on the created User.

e Go to Security Credentials and click on Create access key under the Access keys section.

e Choose Third-party service and check the confirmation box.

e Click Next and then click Create access key.

e Download the .csv file to save the Access key and Secret access Key.

The generated access key and secret key pair should be used inside EventLog Analyzer to configure the AWS

account.

Enter AWS credentials in EventLog Analyzer

Go to the EventLog Analyzer console.

Click on EventLog Analyzer Account Settings

Click on Add Account

Select the Cloud Type as AWS.

Enter a Display name in the given box.

Enter the Access Key ID and Secret Access Key of the IAM user in the given fields.
Add CloudTrail.

o Auto-configuration: Select the Region. EventLog Analyzer automatically creates and configures
CloudTrail. Click Save.

Note: EventLog Analyzer will create the following resources:

oS3 bucket: (accountnumber)-cloudtraillogs-(region)

o SNS topic: cloudtrailtopic

A ONC AiiAatiar AlaniAbeAl A AL A
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o CloudTrail: cloudtrail

o Manual configuration: Click Connect an existing CloudTrail and follow the steps given in the Logging setup
for AWS CloudTrail.

To setup logging for your AWS environment, refer S3 server access logging and ELB access logging.

Manage Cloud Sources:

e | ogging setup: Amazon CloudTrail Logs

e |ogging setup: Amazon S3 server access logs
® L ogging setup: Amazon ELB access logs

¢ Enable/disable cloud source

e Delete a cloud source

Logging setup: Amazon CloudTrail Logs

CloudTrail is an AP log monitoring web service offered by AWS. It enables AWS customers to record AP calls
and sends these log files to Amazon S3 buckets for storage. The service provides details of AP activity such as
the identity of the AP caller, the time of the AP call, the source IP address of the AP caller, the requests made
and response elements returned by the AWS service. In addition, it captures a few non-AP | events (AWS
service events and AWS console sign-in events).

CloudTrail can also be configured to publish a notification for every log file that is delivered, allowing users to
take action upon log file delivery.

() Enable CloudTrail

e |oginto the AWS console.

e Goto AWS Services — Management Tools — CloudTrail.
e Click Add new trail.
e Click Advanced and fill in the missing information.

(I) Configure an SNS topic

Create an SNS topic. Select the following options: Apply trail to all regions — Yes Create a new S3 bucket —
Yes S3 bucket — Provide a new name Log file prefix — Provide the prefix Encrypt log fies — No Enable log file
validation — Yes Send SMS notification for every log file delivery — Yes Create a new SNS topic — Yes New
SNS topic — Name the topic Select — Create

81 acty st 1
flestunidid Howdoss CoudTiakpeicogwork? Learn more

preeg
et e Preco Benumaniton
s

Create Trall
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(ll) Create an SQS queue and subscribe to the SNS topic created in Step I
e Goto AWS Services — Messaging — Simple Queue Service (SQS).

¢ Click Create New Queue and fill in the necessary information.

e Now, this SQS queue must be subscribed to the SNS Topic created when you enabled CloudTrail. Follow

the below given steps.

o Selectthe SQS queue created.

o From the Queue Action drop down menu, select Subscribe Queue to SNS Topic.

Subscribe to a Topic X

Select an SNS Topic from the Chaose & Topic drop-down or enter a topic's ARN in the Tapic ARN text box and
then press Subscribe to allow your queue(s) to recsive SNS nofifications from the topic and to subscribe your
queue(s) to the topic.

Topic Region € | US West (Oregon) -

Choose a Topic € | samplesnstopic 3

Topic ARN €9 | ar Js-west-2:153935663359: 1stopic

Cancel Subscribe

(D) Note

Amazon SNS raw message delivery needs to be disabled.

(IV) Add the created SQS queue as a data source in EventLog Analyzer

e Loginto the EventLog Analyzer console.

e (o to Settings and click on Manage Data Source.

£ Manage Cloud Sources

8K Log Source Configuration

Aws @
Devices
Select Account | avs ~ | Manag
@
Actions DataSource Type + Datasource ~ [ Data Fetch Inteval ~
7 505 URL for Cloudtrai hitps:/sqs us-ezs. us-east2 Real Time
5 53 server Access Log vignesnelo useast2 Every 10 min(s)
5 ELB Access Log bharatb usast-1 Every 10 min(s)

0 Admin Settings ,

b System Settings »

e Select CloudTrail from the Data source drop-down menu.

e Choose the AWS region, the trail and the SQS queue.

£ AddData Source &

o Select AWS Account | aws. v

Last Scan Time

Real Time

2022.07-05 18:46:22

Yetto Fetch

Last Message Time

Real Time
Yetto Fetch

Yetto Fetch

1-303 10~

Status
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Database Audic

* DataSource Type | CloudTrail v
Applications
* Select Log Fetch Mode | 5Q5. v
VM Management
SelectRegion | US_EAST_2 v
impore Logs .
“SelectTrall  cloudrai v e

Manage Cloud Sources
“SelectsSQs | upsiisqs us-east2amazonaws.com/ v | @

T concel

o Admin Setings ,

3 System Settngs »
nstructions

Enable CloudTrall. [2

Configure an SN topic. [2

Create an Q5 queue and subscribe to the SNS topic. [2
Add the SQS queue in EventLog Analyzer. [2

e Click Save.

Logging Setup: Amazon S3 server access logs

What is S3 server access logging?

Requests to access S3 bucket can be tracked via access logging. Each access log record provides details
about a single access request, such as the requester, bucket name, request time, request action, response
status, and error code, if any. This access log information can be useful in identifying the nature of traffic.
Follow the below given steps to add Amazon S3 server access logs as a data source in EventLog Analyzer.
e Loginto the EventLog Analyzer console.

£ Manage Cloud Sources

8K Log Source Contiguration

Aaws @
Devces
Select Account | aus < Manag
x
Actions Data Source Type = Data Source ~ Region ~ Data Fetch Interval ~ Last Scan Time Last Message Time Statws
a 'SQS URL for Cloudtrail hitps:/sqs.us-eas. us-east-2. Real Time Real Time Real Time
import Logs B 53 Server Access Log vigneshelo useast2 Every 10 min(s) 202207.05 18:46:22 Vet o Fetch
Manage Cloud Sources 5 ELB Access Log. bharat-clb. us-east-1 Every 10 min(s) Yetto Fetch Yetto Fetch
Lo Admin Settings »
b System Settings >

e Go to Settings > Configuration > Manage Cloud Sources and click on Add Data Source.

e Select S3 Server Access Logs from the Data source drop-down menu.

Search Settings £ | AddDataSource @ < back
8 LogSource oniguration

— Select AWS Account | aws v

Databsse Audi * Data Source Type | EL8 Access Logs v

Applicacions

* SelectReglon | Us EAST 1 v
VM Managemen
File Monitoring * SelectLoad Balancer | CSP-CLB (Classic) v e

o

8¢ Admin Settings ,

[ System Settings B

Visit our website Try live demo Contact us

142


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

e Select the S3 Bucket for which you want to enable access logging.

e Click Configure..

Logging setup: Amazon ELB access logs

Elastic Load Balancer access logs capture information about requests made to load balancers and can be used
to analyze traffic patterns and troubleshoot issues. These logs contain details such as the time the request was
received, the client's IP address, latencies, request paths, and server responses.

Follow the below given steps to add Amazon ELB access logs as a data source in EventLog Analyzer

e | oginto the EventLog Analyzer console.

e Go to Settings > Configuration > Manage Cloud Sources and click on Add DataSources.

£ Manage Cloud Sources

8 Logsouce Coniguration

Aws @
Select Account | aws ~ | Manage Accounts
@ 1-3013 | 10w 2
Actions Data Source Type ~ Data Source ~ [ Data Fetch Interval ~ Last Scan Time Last Message Time Status
H 5Q5 URL for Cloudtral hteps:/sqs us-eas us-east2 Real Time Real Time Real Time
H 53 Server Access Log vigneshelo us-east2 Every 10 min(s) 2022:07-05 18:46:22 Yetto Fetch
Mer H ELB Access Log bharat-cb, us-east-1 Every 10 min(s) Yetto Fetch Yetto Fetch

¢ Admin Setings ,

[ System Settings »

e Select ELB Access Logs from the Data source drop-down menu.

e Select the Region and Load Balancer for which you want to enable access logging.

Search Settings. O Add Data Source @ < Back
8 Logsouce Coniuration

s seect AWS Account | ows -

e *DataSource Type | ELB Access Logs v

aggres

 seectRegon | Us.eAsT1 v
W anagemens
e onsrig  selectLoad Baancer | CSPUB sl vo

Gl

86 Admin Settings ,

[ System Settings B
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e Click Configure.

() Note

Currently EventLog Analyzer only supports classic load balancers. Network and application load

balancers are not supported.

Enable/disable cloud source

Enabling a cloud source:
To enable a cloud source in EventLog Analyzer,
e Click the icon located under the Actions column for the data source you want to enable.

£ Manage Cloud Sources

5 lopsouceConiration v o
seectAccount | aus < Manage Accounts
X 1-30f3 10v
e SR T E=E [r—— e [ status

8 5Q5 URL for Cloudrail hitps://sqs.us-eas. us-east-2 Real Time Real Time Real Time
e 18 Access Log bnaratio useast Every 10 mints) 20220705 184650 Vetto Fetch
e ° 8
Qo Admin Settings ,
% System Settings »

e The data source will be enabled.

Disabling a cloud source:
To disable a cloud source in EventLog Analyzer,
e Click the icon located under the Actions column for the data source you want to disable.

£ Manage Cloud Sources

8 LogSource Conbguration  ~ s O
x 1-30f3 10v O
I3 'SQS URL for Cloudtrail https:/sgs.us-eas. us-east-2 Real Time Real Time Real Time
2o Admin Settings »
[ System Settings »

e The data source will be disabled.
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Delete a cloud source

To delete a cloud source in EventLog Analyzer,
e Click the delete icon located under the Actions column for that particular data source.

g £ Manage Cloud Sources
& Log Source Coniuration pr

Select Account | aws | Manage Accounts

Last Message Time.

Q5 URL for Cloudtrail hips//sqsuseas..  useast 2 Real Time Real Time Real Time

EL8 Access Log, bharatdb  useast 1 Every 10 min(s) 2022:07-05 18:46:50 Yetto Fetch

Manage Cloud Sources 53 Server Access Log Vigneshelb us-east2 Every 10 min(s) 2022.07-05 18:46:22 Yetto Fetch

¢ Admin Setings

3 System Settings

e The data source will be deleted.

Salesforce

EventLog Analyzer helps you analyze Salesforce user activity within the wider context of your overall security
posture. By monitoring Salesforce activities, you will be able to spot suspicious login attempts, track privileged
user activity, and identify unauthorized access attempts or data modification.

Creating a Connected App with permissions in Saleforce

e Login to your Salesforce account. Ensure that the user account with which you log in has enabled API.

() Note

Please make sure you have the Salesforce Event Monitoring add-on license to fetch and analyze
Salesforce logs in EventLog Analyzer.
Ensure that you enable the below permissions in case of using a non-admin user :

Permissions required:
o View event log files (for collecting event logs)
o View setup and configuration (for collecting audit logs)

o View role and role hierarchy(for collecting audit logs)

¢ Navigate to Setup — Build — Create — Apps — Connected Apps.
e Click on New and fill in the Connected App Name, Contact Email, and Callback URL.

Mo 2 - === = = . . - e
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e Enable the OAuth Settings and grant Full access.
e Click Save. The Connected App will be created.

e Click Continue to view the Consumer Key and Consumer Secret.
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Navigate to Setup — Administer — Manage Apps — Connected Apps .

Click on the newly created Connected App. Under OAuth Policies > IP Relaxation, select Relax IP

restrictions from the drop-down.
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e Click Save.

How to get the Salesforce-client-url
1. Go to the Salesforce login page and copy the URL from your browser’s address bar.

2. Paste the URL inthe Login URL field(e.g., https://testingtech-ap48.my.salesforce.com).

€« > c I:; «s.my.salesforce.com I b B » ——
[I——

How 6 MFG
Trailblazers Boost
Operational

Performance and ROI

Learn how 6 brands deepen relationships and unlock
operational efficiencies.

“

-

£

©2025 Salesforce, Inc. Al ights reserved.

Enter the Salesforce credentials in EventLog Analyzer

e Click onthe Settings tab.

¢ Navigate to Admin Settings -> Under Management - Domain and Accounts -> Configure Cloud Accounts .
e Select the Cloud Account type as Salesforce.

e Enter a Display Name in the given box.

e Enter the Username, Password, Consumer Key, Consumer Secret and Login URL in the given fields to

enable EventlLog Analyzer to start collecting logs.

&
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chapter 21 User interface

2.1.1. User Interface Tabs

£ Last updated on: September 12, 2025

EventLog Analyzer's user interface tabs help you navigate to different sections of the product. The tabs include:

Dashboard tab

The Dashboard tab contains multiple dashboards that give you insights into important network activities. The

below dashboards are present by default when you click on the Dashboard tab:

e Events Overview
e Network Overview
e Security Overview
e VPN Overview

e |ncident Overview

Events Overview  Network Overview  Security Overview  SQLServerOverview  CiscoOverview  lISOverview VPN Overview v £ logSources | 2022-10-0100:00:00 - 2022-11-15 23:59:59 E MR - ]
All Events Windows Events ) SyslogEvents All Devices
Success AR
7333K 6407K ® Event Count: 6350971 269K 44 %
—— o}
A 7272642 (12011.17%) A 6406969 (6673926.04%) A 269855 (1420289.47%) View All Devices g

® Success 6350971 Information 45538 @ Failure 7647 © Information 138908 © Error 112081  ® Warning 11681

Logs Trend Top 5 Devices
100M
5
H
3
Y ook
g
g
@
o
2022 Oct 2022 Nov
Time

Syslog Severity Events Windows Severity Events

100M 100M
£
] -
O ok 5
£
- Ilnn P
z £
) Am
N N
& & S \ S & & &
& s R
&S R N
& & 0
& &
& Error. Critical

Recent Alerts
Last Updated Time : 2023.08-10 21:5216
Security : A new process has been created: New Process ID: 1940 Image File Name:
C:\WINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-
® elalab 2022-11-1423:19:44

@ ela-2k19-aio
Malicious Source(s) detected : 135.125.246.189 Log Message : 2023-05-
ela-w2016-3 31704:23:46.000174Z CSP-CLB 135.125.246.189:57372 172.31.94.118:80 0.000037
2022-11-1423:18:09

® 172.21.148.158
® 13434-w22-1 Security : A new process has been created: New Process ID: 2392 Image File Name:
C:\WINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-
2022-11-1423:15:47

Security : A new process has been created: New Process ID: 6048 Image File Name:
C:AWINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-
2022114231504

Security : A new process has been created: New Process ID: 4864 Image File Name:

C:AWINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-
2022111423:1228

Security : User Logoff: User Name: ANONYMOUS LOGON Domain: NT AUTHORITY Logon
1D: (0X0,0X8E12EC3) Logon Type: 331492
2022-11-1423.0855

Warning __Emergency __Alert

Events Overview

This tab presents a high-level overview of security events by generating graphical reports such as Logs Trend,

Syslog Severity Events, Windows Severity Events, and

Recent Alerts. These reports are generated for events

that occur in a specific time frame (which can be customized). Hovering your mouse pointer over the charts or

graphs will give you information about the Event Count of a particular device, its IP address, and the Severity of

the event (Information, Notice, Debug, Warning, Alert, E

Network Overview

rror, Critical, and Emergency).

This tab aives vou information about network traffic in vour environment. It provides details on the traffic trend.
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allowed and denied network connections, and more to help you track events of interest.

Security Overview

The security overview dashboard consolidates events from network devices such as IDS/IPS, endpoint security
solutions, vulnerability scanners, and other threat detection solutions. This dashboard contains reports that help
security teams keep tabs on crucial security events such as vulnerabilities and threats. It also has an interactive
widget on IDS/IPS attacks, which helps you identify the type of attack, number of attack attempts, and the time
when the attack happened.

The dashboard also contains the Alerts Count Overview widget that displays the number of alerts triggered ina

given time frame.

VPN Overview

You can customize the Dashboard tab to include the VPN Overview tab by navigating to Settings — Add Tab —
VPN Overview. EventLog Analyzer monitors VPN session activities and generates reports to help you visualize
events of interest. The VPN Overview dashboard will give you insights on VPN user and session activities by
displaying widgets such as Live Sessions Count, Total Logon Hours, Average Login Time, Closed Sessions,
and Top Users and Status. You can also customize the VPN dashboard by adding and reordering widgets by
navigating to Settings — Add Widgets and Settings — Reorder Widgets respectively.

EventsOverview | NetworkOverview  SecurityOverview  SQLServer Overview  CiscoOverview  lISOverview VPN Overview - € LogSources | 2022-1001 00:00:00 - 2022-11-15 23:59:59 E NEE-EE - ]

Live Session(s) Total Logon Hours Average Logon Time Completed Session(s)

4 0(0.00%) @ a6z a103 a6 @
VPN Logon Logoff Trend VPN Failed Logon Recent VPN Activities
20 Device Username Count Percentage Username Time Activity
20 19216210103 david 2 - astaubin 202211-0921:51:33 Logoff
H / 1333%
© astaubin 202211-0921:51:33 Logoff
jannet1 2 -
13.33% astaubin 20221109 21:51:33 Logoff
2022 Oct 2022 Nov
jane 1 .
Time 667% astaubin 202211-0921:51:33 Logoff
tsmith@loglogic 1 " astaubin 202211-0921:51:33 o Login
-8 VPN Logon Success == VPN Logout com 667%
astaubin 20221109 21:51:33 Logoff
astaubin 202211-0921:51:33 o Login
Active Session(s) VPN Top Users astaubin 202211-0921:51:33 o Login
astaubin 202211-0921:51:33 o Login
astaubin 202211-0921:51:33 o Login
, userl
® No Data Available g astaubin 20221109 2155133 o Login
Please choose a different time range 2
g astaubin 202211-0921:51:33 Logoff
3
abc
userl 202211-05 12:24:13 Logoff
userl 202211-05 11:33:36 o Login
o 100 200 300 400
Total Hours userl 202211-05 03:52:48 o Login
=

Incident Overview

This tab helps you effortlessly manage the security incidents detected. The dashboard gives you the count of all,
active, unassigned and overdue incidents. It also provides the mean time to resolve. The dashboard provides
insights such as:

e Overdue incidents's age.

Personalized incident dashboard where the user can view the incidents assigned to them and their age.

Top 5 incident handlers.

The status and severity of the incidents detected.

Trend graph for the incidents created and resolved.

[ L < T TS O PR
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® uyUser-specinc mean ume 10 resoive mne Inciaents.

() Note

mean time to resolve refers to the average time taken to resolve anincident.

Events Overview  Newwork Overview  Security Overview  SQLServerOverview  CiscoOverview IS Overview  Incident Overview - S LlogSources | 2022-1001 00:00:00 - 2022-11-15 23:59:59 B ::z =
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Test Incident Rule1_a0b95. ST G e recerel ¢ d

elauser

Test Incident Rule1_e25e8. o 150

Test Incident Rule1_0cdc5
Test Incident Rule2_ca615d7b-9ade-43af-bfb7-44117e53a714 (2023-05-29 19:00:38.195)

Test Incident Rule1_756a6.
elauser

Top 5 Incident handlers (All time d... Status and Severity (All time data) ident Rule2_b0dfbffe-c774-4f2c-a740-d135e29d5790 (2023-05-29 18:55:10.471)
I
300 500
H
. g
E 200 © 250 Test Incident Rule2_a5990573-fdc8-467a-a3a3-a1adda760bch (2022-11-14 22:34:19.161)
g z
8 g . l elauser
2 100 o 0419
& Critical Trouble
Status and Severity Test Incident Rule2_2036701f-8ad9-4547-808f-5139583d89dd (2022-11-14 22:34:19.146)
o elauser
elauser admin .

The Dashboard tab also contains the Log Sources, date and time selection, and settings icons.

Log Sources tab

When you click on the Log Sources tab, three tabs are displayed:
e Devices

e Applications

e File Integrity Monitoring

Devices

The Devices section displays the entire list of systems (Windows, Linux, IBM AS/400, HP-UX, etc.) and
devices (routers, switches, etc.), from which EventLog Analyzer is collecting logs. The device list displayed is
categorized based on the Device group selected from the drop-down list (default: All Groups). You can add a
new device (+Device), or add and schedule new reports (+Schedule) from this section. You can search for a
particular device based onits IP Address or Device Name, delete a device or set of devices, and
disable/enable log collection from a particular device or set of devices.

The device list table displays details like device type, event summary (error, warning, failure, others), connection
status of the device, time when the last log message was fetched, and device group to which the device belongs.
Moving the mouse over any device brings up some options:

e View the last 10 events collected from a particular device.

e Update the device details.
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e Ping the device.
e Enable/disable log collection from the device.

You can even customize the columns you would like to display in the device table by clicking the column selector
icon or increase the number of devices that are displayed per page (from a minimum of 5 devices per page to a
maximum of 200 devices per page). Using the drop down menu, you can list out only the Active devices or
Enabled devices and have the option to exclude synced devices from Active Directory Audit Plus.

Scheduled Reports

EventLog Analyzer lets you schedule report generation, export, and redistribution over email.
1. Go to Dashboards -> View All Devices.

2. To schedule a report, click Schedule Reports on the top right corner of the page.
3. Click onthe +Create New Schedule button on the page. This will open the Create New Schedule page.
4. Inthe Create New Schedule window,

¢ Schedule Name: Enter the name of the Schedule.

e Select Log Sources: Add the Log Sources for which the schedule is for with the help of the + button.

e Schedule Frequency: Specify the frequency at which reports need to be exported. The frequency can be
'Only Once', 'Hourly', 'Daily', 'Weekly', or 'Monthly'.

e Export Time Range: Select the time range for which the report needs to be created and later exported

along with the timing.
e Report Format: Choose the file format in which the report needs to be exported i.e. PDF or CSV.
e Email Address: Configure the email address to which the reports need to be sent.
e Email Subject: Enter the subject of the mail that contains the exported reports.

5. Once you've entered the necessary details for the schedule, click Save to complete creating the report

schedule.

You can also export the reports in PDF or CSV format with the Export as option. These generated reports will
include device details such as the display name, IP address, total count, last message time, next scan time, and

device status.

Log Sources [€2 Dashboard | Today E

F@ W Schedule Report | [4 Manage Devices

& | All Devices v 1-100f64 > » | 10+ || m

Device(s) Applications Cloud Sources File Integrity Monitoring

Last Message Time ~ Next Scan On

100.100.100.101 W 57535 2024-03-19 14:55:03
100.100.100.102 A 3865 2024-03-19 14:59:58
100.100.100.103 W 51910 2024-03-19 14:59:55
100.100.100.104 A 1862 2024-03-19 14:55:03
192.168.10.1 @ 50 2024-03-19 14:48:19
192.168.10.10 @ S0 2024-03-19 14:48:19
192.168.10.11 @ so 2024-03-19 14:48:19
192.168.10.12 @& 50 2024-03-19 14:48:19
192.168.10.13 | S50 2024-03-19 14:48:19

192.168.10.14 @ s 2024-03-19 14:48:20
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Applications

The Applications section provides an overview pie-chart (which can be drilled down to raw log information) and
lists the devices from which application logs for IS W3C Web Servers, IIS W3C FTP Servers, MS SQL
Servers, Oracle Live Audit, DHCP Windows/Linux Servers, Apache Web Servers or Print Servers, have been
received or imported into EventLog Analyzer. The device list displayed is categorized based on Application
Type selected from the drop-down list. Applications logs can be imported into EventLog Analyzer by selecting
+Import from the Actions drop-down list.

The application device list displays details like device name, application type, total events, recent records, time
imported, start time and end time. Click on the device name or the corresponding section in the pie chart to get
the complete overview of the application event data, and generate corresponding reports. You can even
customize the columns you would like to display in the application device table by clicking the column selector

icon.

File Integrity Monitoring

The File Integrity Monitoring dashboard gives information about changes made to files and folders of Windows,
Linux, and Unix machines. It tabulates and reports on the files and folders created, deleted, modified, and
renamed. It also displays changes made to file and folder permissions.

At the top of this dashboard, you can find the Manage File Integrity Monitoring tab which allows you to add,
delete, and manage devices for File Integrity Monitoring. The FIM Alert tab allows you to configure alerts for
anomalous file and folder modifications. The FIM Scheduled Reports tab helps you view and export scheduled

reports.

Date and time

You can generate and view all the audit reports for the required time frame using the date and time box provided.

Settings icon

The settings icon displays multiple options to customize all dashboards by adding, managing, and ordering the
widgets and tabs that are displayed. You can also refresh the changes made to the time frame in the product

using the Refresh Interval option.

Reports tab

This tab displays a dashboard that contains reports for all events taking place in your network. At the top left
corner, you can find a drop-down menu that allows you to choose and view reports based on Devices,
Applications, File Monitoring, Threats, Vulnerability, and Virtual Machines. You can also view Custom Reports,
User Based Reports, and Top and Trend reports by clicking on the required option from this drop-down menu.
The Export As drop-down menu enables you to export reports in either the CSV or PDF formats. You can
schedule reports by clicking on the +Add option present in the Schedule Reports tab.

On the left pane, you can find multiple pre-defined reports that are automatically generated when log sources are
added to EventLog Analyzer. You can also create custom reports by clicking on the Manage Reports tab present

Visit our website Try live demo Contact us 153


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

at the lower-left corner of the screen. 1 he Scheduled Reports tab allows you to view existing scheduled reports
and export them as and when needed.

Compliance tab

The Compliance tab provides the set of canned reports as required by various compliance policies, namely,
FISMA, PCI-DSS, SOX, HIPAA, GLBA, GPG, and ISO 27001:2013. The +Add option allows you to create
and select the reports required for a new compliance policy of your choice. The Edit option allows you to
customize the reports available under each compliance policy.

Search tab

The Search tab provides two options to search the raw logs: Basic Search or Advanced Search. The search
resultis displayed in the lower half of the page and the final search result can be saved as a report (in PDF or
CSV format) and can also be scheduled to be generated at predefined intervals and be automatically mailed to
a set of configured users.

You can use Basic search if you are interested in manually constructing the search query. Here you can use
phrase search, Boolean search, grouped search, and wild-card search to build your search query. You can use
Advanced search to interactively build complex search queries easily with field value pairs and relational
operators. New fields can be extracted from the search result and regular expression (regex) patterns can be

constructed to easily identify, parse and index these fields in new logs received by EventLog Analyzer.

Correlation tab

The Correlation engine analyzes logs collected from different parts of the network and generates alerts for
suspicious patterns of events. The dashboard, by default, displays the report on Recent Incidents. You can
create and modify correlation rules by clicking on the Manage Rules tab present in the dashboard.

Alerts tab

This tab displays the number of Active Alerts in the dashboard along with their severities. You can view tabulated
information about the alerts, their time of generation, the status, and their corresponding response workflow (if
configured) in the dashboard.

Settings tab

This section allows you to configure EventLog Analyzer as per your requirements. It has three sub-sections as
given below:

Configuration Settings

This section allows you to Manage Devices, Device Groups, Application Sources, Import Log Data, Threat

Qniirrac Fila Intaarihy Manitarina \/iilnarahilih/ Nata FIM Tamnlatace and vC.antar Vaii ran alen ~anfiniira thraat
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management and log forwarding from this section.

Admin Settings

This section allows you to perform various administrative activities by managing Alert Profiles, Archives,
Technicians and Roles, DB Retention Settings, Log Collection Filters, Working Hour Settings, Product
Settings, Log Collection Failure Alerts, Dashboard profiles, Privacy Settings, Logon Settings, Domain and
Workgroups, Report Profiles, Resource Grouping, Custom Log Parsers, Tags, and Log360 Cloud platform.

System Settings

This section can allow you to configure various settings including Notification Settings, System Diagnostics,
Database Access, Re-branding, NT Service, Connection Settings, and Listener Ports.

Add tab

This tab allows you to easily add log sources from Devices and Applications. It also has the provision to let you
import logs from other sources. You can add Alert Profiles, Log Filters and create custom Reports from this tab.
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2.1.2. Log Receiver

B9 Last updated on: September 12, 2025
In this page

Syslog Viewer

Server Details

EventLog Analyzer includes a functionality called Log Receiver which is a packet capturing tool that displays
real-time packets being received at a specified port.

It helps the security analysts by providing supplementary information like live logs being received, and the details
related to the server such as server-name, TCP ports and IP address where EventLog Analyzer is set up. (Refer
Fig 1)

Log Receiver

+ Add

The Log Receiver tab comes with two default sub-tabs:
1. Syslog Viewer

2. Server Details

Syslog Viewer

The Syslog Viewer tab showcases real-time logs that are currently being forwarded to the EventLog Analyzer
server through the default ports (513, 514).

() Note

e The list shows the live packets being received at the specified port in your machine. This does
not guarantee that EventLog Analyzer has received the Syslog packets.

e The Log Receiver will listen for logs for up to three minutes or until 1000 packets are received.
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After reaching this limit, the Log Receiver requires a manual restart to resume listening. Click on

Start Listening to resume the process. The option to restart is available under the Syslog Viewer
tab.

Point 1: Receiving Syslog packets 280 Packets received. Stop Listening-

It indicates the log count received and the status, specifying whether the product is actively listening to the logs or

not. It can be halted and restarted as needed. (Refer Fig 2)

Point 2 - Apply

It indicates the configurations that can be adjusted to display the live logs received on the server. You can find the

associated details below:

¢ |nterface - It showcases all available network interfaces on the EventLog Analyzer server machine. To

examine live logs for a specific interface, you can choose it from the dropdown box. Otherwise, it can be left

as "All"

¢ |P - To verify whether logs from a specific device are received on the server machine, enter the IP address of

the machines forwarding logs to EventLog Analyzer. For multiple devices, input their IP addresses with

comma-separated values. To check for all devices, leave the field blank.

e Port - Specify the ports to which the logs are being forwarded to the EventLog Analyzer Server.The logs are

forwarded to the EventLog Analyzer Server by default on ports 513 or 514.

e Protocol - You can specify the protocol as either UDP or TCP.

Click "Apply" to verify the logs received by the EventLog Analyzer server. The logs will be presented with details

such as source IP, destination IP, port, and accompanied by the respective messages.

Syslog Viewer Server Details

0

2 Receiving Syslog packets 280 Packets received. Stop Listening | @

A

Interface Al

Destination

I ~

Ip | 10.51.241.2281052.142, port | 514513 Protocal uop v

192.168.246.1

192.168.246.1

192.168.246.1

192.168.246.1

192.168.246.1

192.168.246.1

10.51.241.228

10.51.241.228

10.51.241.228

10.51.241.228

10.51.241.228

10.51.241.228

514

514

514

514

514

|12]Jan 23 18:37:11 kannan-virtual-machine tracker-extract[64426]: Could not connect to file
system miner endpoint: Timeout was reached

|12]Jan 23 18:37:11 kannan-virtual-machine tracker-extract[64426]: Could not connect to file
system miner endpoint: Timeout was reached

| 29]Jan 23 18:37:11 kannan-virtual-machine systemd[1883]: tracker-extract-3.service: Main p
rocess exited, code=exited, status=1/FAILURE

| 29]Jan 23 18:37:11 kannan-virtual-machine systemd[1883]: tracker-extract-3.service: Main p
rocess exited, code=exited, status=1/FAILURE

| 28|Jan 23 18:37:11 kannan-virtual-machine systemd[1883]: tracker-extract-3.service: Failed
with result "exit-code’.

| 28|Jan 22 18:37:11 kannan-virtual-machine systemd[1883]: tracker-extract-3.service: Failed
with result "exit-code’.

(@ This shows the live packets being received at the specified port in your machine. This does not guarantee that ELA has received the Syslog packets.

Server Details
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Server Details displays comprehensive information regarding EventLog Analyzer, including server name, IP,

Access URL, Port details, Log flow, and more. The details regarding the mentioned fields are provided below.
(Refer Fig 3)

10.

11.

12.

Syslog Viewer Server Details € Refresh
Server Name kannan-13683

Server IP Address All Interface

Application Access URL httpz/fkannan-13693:8400

UDP ports 514,513

TCP ports 514

TLS ports 513
SNMP Traps Port 162

Server status Started

Flow rate 15 logs per second for the past Hour

Received 57342 logs for the past Hour

Current hour log rate 21 logs per second for the past42 Mins 155ecs (2
Total packets received 53467

. Server Name - The name of the current server or machine where EventLog Analyzer is installed.

. Server IP Address - It indicates the network adapter linked to EventLog Analyzer; if none is specified, it

displays "All Interface."

. Application Access URL - The URL utilized for accessing the EventLog Analyzer application.

UDP ports - The UDP ports configured in EventLog Analyzer that are either in a listening state or have
encountered failures.

TCP ports - The TCP ports configured in EventLog Analyzer that are either in a listening state or have
encountered failures.

TLS ports - The TLS ports configured in EventLog Analyzer that are either in a listening state or have
encountered failures.

SNMP Traps Port - The SNMP Trap ports configured in EventLog Analyzer that are either in a listening state
or have encountered failures.

Server Status - The current status of EventLog Analyzer

. Flow Rate - The log flow per second for the past hour.

Received - The log flow for the previous hour.
Current hour log rate - Displays the log flow per second for the current hour.

Total Packets Received - Total logs received for the current hour
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2.1.3. Notification Center

B9 Last updated on: September 12, 2025

Log360 delivers instant alerts and notifications on any event that requires your attention. These alerts can be

accessed from anywhere within the product.

Click the icon in the top right corner of the screen to view alerts from the product.

JumpTo License at

Notifications

/N Log260 not installed as service. Instal
Mail server not configured. Configure now
/N Disk space still low. Delete files from Recalculate

server location manually.

ADAudit Plus is down.

Alert generating events in Log360

e Reminder to install Log360 as a service.

e Reminder to configure mail server to receive mail notifications.
e |Lowdisk space alert.

e Component down-time alert.

Manage Alerts

Log360 allows administrators to easily manage alerts, either by making the process of resolution simpler or by

deleting alerts that you feel are not important.

* To resolve, click on the action link corresponding to the alert. You will be directed to the screen where changes

have to be made.

¢ To delete, click the icon to hide the alert from your notification tray.

Visit our website Try live demo

Contact us

159


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

2.1.4. Global Search

B9 Last updated on: September 12, 2025

The global search feature can be used to search across all sections of EventlLog Analyzer including Reports,
Compliance, Correlation, Alerts, and Settings. This will help in finding particular sections of the product faster,
and improves productivity of the SOC team.

For instance, to search for reports related to Windows, type "Windows" in the global search bar. All relevant
Reports, and Settings will be displayed in the search screen. This feature can also provide quick access to
particular compliance mandates such as HIPAA and PCI-DSS.

Frequent Searches What's New in EventLog Analyzer?

QCF

Manage A

Software Instalied

To search for a report or a particular setting, click on the search bar in the top right corner of the screen. You can
also use the keyboard shortcut Ctrl+Space to access Global Search.

EventsOverview  Network Overview  Security Overview  Incident Overview € LlogSources | Today E =z
AllEvents Windows Events Syslog Events All Devices

Success ——
8587K 8587K o Event Count. 8266596 | () 3 s
A 6478365 (307.15%) A 6478365 (307.15%) v A 0(0.00%) View All Devices g

® Success 8266596 Information 298727 ® Failure 21624
h Recent Alerts
Logs Trend Top 5 Devices Lass Upcetzd Time 2024

100M

® log360dev-dcl

® 10g360-sigma

Event Count
=
° 2
2,
%,
2.
9
9
9
%,
%,

Security Events Windows Severity Events

Report Name Count Action 100M

Logon 43792 A 32697 (294.70%View Report .
= |

unt

Recent Searches:

The Recent Searches section displays recent searches for each tab in the Global Search feature.
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Frequent Searches:

The Frequent Searches section displays the most searched queries in EventLog Analyzer.

What's New in EventLog Analyzer:

This section shows the most recently added features in EventLog Analyzer. Clicking on the features will redirect

you to the particular feature section.
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crapter22  Dashboard

2.2.1. User Interface Tabs

B9 Last updated on: September 12, 2025
In this page

Dashboard Tab
Log Sources Tab
Date and Time
Settings Icon
Reports Tab
Compliance Tab
Search Tab
Correlation Tab
Alerts Tab
Settings Tab

Add Tab

EventLog Analyzer's user interface tabs help you navigate to different sections of the product. The tabs include:

Dashboard tab

The Dashboard tab contains multiple dashboards that give you insights into important network activities. The
below dashboards are present by default when you click on the Dashboard tab:

e Events Overview

¢ Network Overview
e Security Overview
¢ VPN Overview
¢ Incident Overview
Events Overview Network Overview  Security Overview SQL Server Overview Cisco Overview lls Overview VPN Overview v € LogSources 2022-10-01 00:00:00 - 2022-11-15 23:59:59 E PR - )
All Events Windows Events ) SyslogEvents All Devices
Success AR
7333K 6407K o Event Count: 6350971 | 2 69K 44 fo—]
—— o}
A 7272642 (12011.17%) A 6406969 (6673926.04%) A 269855 (1420289.47%) View All Devices il
® Success 6350871 Information 45538 ® Failure 7647 ® Information 138908  Error 112081 @ Warning 11681
. Recent Alerts
Logs Trend Top 5 Devices Last Updated Time : 2023.08-10 21:5216
T00M Security : A new process has been created: New Process ID: 1940 Image File Name:
CAWINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-
- ® elalab 2022-11-1423:19:44
H
S o @ ela-2k19-aio
z Malicious Source(s) detected : 135.125.246.189 Log Message : 2023-05-
4 ela-w2016-3 317T04:23.46.000174Z CSP-CLB 135.125.246.189:57372 172.31.94.118:80 0.000037
2022-11-1423:18:09
® 17551 1% 15
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0 2022 Oct 2022 Nov ® 13434-w22-1 Security : A new process has been created: New Process ID: 2392 Image File Name:
C:\WINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-

Time 2022-11-1423:15:47
Security : A new process has been created: New Process ID: 6048 Image File Name:
Syslog Severity Events Windows Severity Events CAWINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-

100M 100M

Security : A new process has been created: New Process ID: 4864 Image File Name:
C:AWINDOWS\system32\cmd.exe Creator Process ID: 5816 User Name: CHERRY-
10k

10k
0 Security : User Logoff: User Name: ANONYMOUS LOGON Domain: NT AUTHORITY Logon
IR . R . \D(DTL‘J‘UXEHZEG) Logon Type: 331492
& SR e ¥ ) 2022114230855

Error Critical __ Warning _Emergeny Alert

Event Count

Event Count

Events Overview

This tab presents a high-level overview of security events by generating graphical reports such as Logs Trend,
Syslog Severity Events, Windows Severity Events, and Recent Alerts. These reports are generated for events
that occur in a specific time frame (which can be customized). Hovering your mouse pointer over the charts or
graphs will give you information about the Event Count of a particular device, its IP address, and the Severity of
the event (Information, Notice, Debug, Warning, Alert, Error, Critical, and Emergency).

Network Overview

This tab gives you information about network traffic in your environment. It provides details on the traffic trend,
allowed and denied network connections, and more to help you track events of interest.

Security Overview

The security overview dashboard consolidates events from network devices such as IDS/IPS, endpoint security
solutions, vulnerability scanners, and other threat detection solutions. This dashboard contains reports that help
security teams keep tabs on crucial security events such as vulnerabilities and threats. It also has an interactive
widget on IDS/IPS attacks, which helps you identify the type of attack, number of attack attempts, and the time
when the attack happened.

The dashboard also contains the Alerts Count Overview widget that displays the number of alerts triggered ina
given time frame.

VPN Overview

You can customize the Dashboard tab to include the VPN Overview tab by navigating to Settings — Add Tab —
VPN Overview. EventLog Analyzer monitors VPN session activities and generates reports to help you visualize
events of interest. The VPN Overview dashboard will give you insights on VPN user and session activities by
displaying widgets such as Live Sessions Count, Total Logon Hours, Average Login Time, Closed Sessions,
and Top Users and Status. You can also customize the VPN dashboard by adding and reordering widgets by
navigating to Settings — Add Widgets and Settings — Reorder Widgets respectively.

Events Overview  NetworkOverview  Security Overview | SQLServerOverview | CiscoOverview  lISOverview VPN Overview - € LogSources | 2022-1001 00:00:00 - 2022-11-15 23:59:59 B ::z =
Live Session(s) Total Logon Hours Average Logon Time Completed Session(s)
40(0.00%) @ a6z a103 a6 @
VPN Logon Logoff Trend VPN Failed Logon Recent VPN Activities
20 Device Username Count Percentage Username Time Activity
20 19216210103 david 2 - astaubin 202211-0921:51:33 Logoff
H / 1333%
© astaubin 202211-0921:51:33 Logoff
jannet1 2 -
13.33% astaubin 20221109 21:51:33 Logoff
2022 Oct 2022 Nov
jane 1 .
Time 667% astaubin 202211-0921:51:33 Logoff
tsmith@loglogic 1 " astaubin 202211-0921:51:33 o Login
-8 VPN Logon Success == VPN Logout com 667%
astaubin 202211-0921:51:33 Logoff
astaubin 202211-0921:51:33 o Login
Active Session(s) VPN Top Users astaubin 202211-0921:51:33 o Login
astaubin 202211-0921:51:33 o Login
astaubin 202211-0921:51:33 o Login
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(D No Data Available

userl

UserName

0 100 200
Total Hours

astaubin 2022-11-09 21:51:33 ® Login
astaubin 2022-11-09 21:51:33 Logoff
usert 2022-11-05 12:2413 Logoff
usert 2022-11-05 11:33:36 ® Login
usert 2022-11-05 03:52:48 ® Login

Incident Overview

This tab helps you effortlessly manage the security incidents detected. The dashboard gives you the count of all,

active, unassigned and overdue incidents. It also provides the mean time to resolve. The dashboard provides

insights such as:

e Overdue incidents's age.

e Personalized incident dashboard where the user can view the incidents assigned to them and their age.

e Top 5 incident handlers.

¢ The status and severity of the incidents detected.

e Trend graph for the incidents created and resolved.

¢ User-specific mean time to resolve the incidents.

(D) Note

mean time to resolve refers to the average time taken to resolve an incident.

Events Overview  Network Overview  Security Overview

All Incidents (All time data)

® Open43s e Closed1

Overdue Incidents (All time data)
Incident Name Overdue
Test Incident Rule2_7a87e 7 Months and 3 Weeks

Test Incident! 8 Months and 3 Weeks

Top 5 Incident handlers (All time d...

300

Event Count

elauser admin

Active Incidents (All time data)

435 o 434

SQLServer Overview  CiscoOverview  lSOverview  Incident Overview

Mean Time to Resolve (Overall)

o 37 oms 11 1

© Trouble270 e Critical 164

My Incidents - Active (All time data)
Incident Name Overdue
Test Incident Rule1_de03b.
Test Incident Rule1_9870a.
Test Incident Rule1_a0b95.
Test Incident Rule1_e25e8.
Test Incident Rule1_Ocdc5.

Test Incident Rule1_756a6.

Status and Severity (All time data)

500

250

, |

Critical

Event Count

Status and Severity

Trouble

-

Unassigned Incidents (All time data)

0

£ Log Sources

2022-10-01 00:00:00 - 2022-11-15 23:59:59 E MEE-EE - )

[+

Overdue Incidents (All time data)

2

Recent Incidents (All time data)
Last Updated Time - 20; 20436

Test Incident Rule2_4c98c894-cc49-4315-8d2b-729509b144c (2023-05-29 19:34:37.995)

elauser

Test Incident Rule2_efda254d-196b-4197-95e7-coc7c805412b (2023-05-29 19:34:02.93)

elauser

93402

ident Rule2_ca615d7b-9ade-43af-bfb7-44f17e53a714 (2023-05-29 19:00:38.195)

Test Incident Rule2_b0dfbffe-c774-4f2c-a740-d135290/5790 (2023-05-29 18:56:10.471)

elauser

8:55:10

Test Incident Rule2_a5990573-fdc8-4672-a3a3-a1adda760beb (2022-11-14 22:34:19.161)

Test Incident Rule2_2036701f-8ad9-4547-8081-5139583d89dd (2022-11-14 22:34:19.146)

Assignee : elauser

The Dashboard tab also contains the Log Sources, date and time selection, and settings icons.

Log Sources tab

When you click on the Log Sources tab, three tabs are displayed:

Visit our website

Try live demo

Contact us

164


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

e Devices

e Applications

® File Integrity Monitoring

Devices

The Devices section displays the entire list of systems (Windows, Linux, IBM AS/400, HP-UX, etc.) and

devices (routers, switches, etc.), from which EventLog Analyzer is collecting logs. The device list displayed is

categorized based on the Device group selected from the drop-down list (default: All Groups). You can add a

new device (+Device), or add and schedule new reports (+Schedule) from this section. You can search for a

particular device based onits IP Address or Device Name, delete a device or set of devices, and

disable/enable log collection from a particular device or set of devices.

The device list table displays details like device type, event summary (error, warning, failure, others), connection

status of the device, time when the last log message was fetched, and device group to which the device belongs.

Moving the mouse over any device brings up some options:

View the last 10 events collected from a particular device.
Update the device details.
Ping the device.

Enable/disable log collection from the device.

You can even customize the columns you would like to display in the device table by clicking the column selector

icon or increase the number of devices that are displayed per page (from a minimum of 5 devices per page to a

maximum of 200 devices per page). Using the drop down menu, you can list out only the Active devices or

Enabled devices and have the option to exclude synced devices from Active Directory Audit Plus.

Scheduled Reports

EventLog Analyzer lets you schedule report generation, export, and redistribution over email.

1. Go to Dashboards — View All Devices.

2. To schedule a report, click Schedule Reports on the top right corner of the page.

3. Click onthe +Create New Schedule button on the page. This will open the Create New Schedule page.

4. Inthe Create New Schedule window,

Schedule Name: Enter the name of the Schedule.
Select Log Sources: Add the Log Sources for which the schedule is for with the help of the + button.

Schedule Frequency: Specify the frequency at which reports need to be exported. The frequency can be
'Only Once', 'Hourly', 'Daily', 'Weekly', or 'Monthly'.

Export Time Range: Select the time range for which the report needs to be created and later exported

along with the timing.
Report Format: Choose the file format in which the report needs to be exported i.e. PDF or CSV.
Email Address: Configure the email address to which the reports need to be sent.

Email Subject: Enter the subject of the mail that contains the exported reports.

5. Once you've entered the necessary details for the schedule, click Save to complete creating the report
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schedule.

You can also export the reports in PDF or CSV format with the Export as option. These generated reports will
include device details such as the display name, IP address, total count, last message time, next scan time, and

device status.

Log Sources €2 Dashboard | Today E

@ | All Devices v 1-100f64 > » | 10v 2| m

Device(s) Applications Cloud Sources File Integrity Monitoring

LastMessage Time ~

100.100.100.101 Wi 57535 2024-03-19 14:55:03
100.100.100.102 A 3865 2024-03-19 14:59:58
100.100.100.103 wh o 51910 2024-03-19 14:59:55
100.100.100.104 A 1862 2024-03-19 14:55:03
192.168.10.1 @ so 2024-03-19 14:48:19
192.168.10.10 : S0 2024-03-1914:48:19
192.168.10.11 @ S0 2024-03-19 14:48:19

192.168.10.12 ® 50 2024-03-19 14:48:19

192.168.10.13 : S0 2024-03-19 14:48:19

192.168.10.14 @ 50 2024-03-19 14:48:20

Applications

The Applications section provides an overview pie-chart (which can be drilled down to raw log information) and
lists the devices from which application logs for IS W3C Web Servers, IIS W3C FTP Servers, MS SQL
Servers, Oracle Live Audit, DHCP Windows/Linux Servers, Apache Web Servers or Print Servers, have been
received or imported into EventLog Analyzer. The device list displayed is categorized based on Application
Type selected from the drop-down list. Applications logs can be imported into EventLog Analyzer by selecting
+Import from the Actions drop-down list.

The application device list displays details like device name, application type, total events, recent records, time
imported, start time and end time. Click on the device name or the corresponding section in the pie chart to get
the complete overview of the application event data, and generate corresponding reports. You can even
customize the columns you would like to display in the application device table by clicking the column selector

icon.

File Integrity Monitoring

The File Integrity Monitoring dashboard gives information about changes made to files and folders of Windows,
Linux, and Unix machines. It tabulates and reports on the files and folders created, deleted, modified, and
renamed. It also displays changes made to file and folder permissions.

At the top of this dashboard, you can find the Manage File Integrity Monitoring tab which allows you to add,
delete, and manage devices for File Integrity Monitoring. The FIM Alert tab allows you to configure alerts for
anomalous file and folder modifications. The FIM Scheduled Reports tab helps you view and export scheduled

reports.

Date and time

You can generate and view all the audit reports for the required time frame using the date and time box provided.
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Settings icon

The settings icon displays multiple options to customize all dashboards by adding, managing, and ordering the
widgets and tabs that are displayed. You can also refresh the changes made to the time frame in the product

using the Refresh Interval option.

Reports tab

This tab displays a dashboard that contains reports for all events taking place in your network. At the top left
corner, you can find a drop-down menu that allows you to choose and view reports based on Devices,
Applications, File Monitoring, Threats, Vulnerability, and Virtual Machines. You can also view Custom Reports,
User Based Reports, and Top and Trend reports by clicking on the required option from this drop-down menu.
The Export As drop-down menu enables you to export reports in either the CSV or PDF formats. You can
schedule reports by clicking on the +Add option present in the Schedule Reports tab.

On the left pane, you can find multiple pre-defined reports that are automatically generated when log sources are
added to EventLog Analyzer. You can also create custom reports by clicking on the Manage Reports tab present
at the lower-left corner of the screen. The Scheduled Reports tab allows you to view existing scheduled reports

and export them as and when needed.

Compliance tab

The Compliance tab provides the set of canned reports as required by various compliance policies, namely,
FISMA, PCI-DSS, SOX, HIPAA, GLBA, GPG, and ISO 27001:2013. The +Add option allows you to create
and select the reports required for a new compliance policy of your choice. The Edit option allows you to

customize the reports available under each compliance policy.

Search tab

The Search tab provides two options to search the raw logs: Basic Search or Advanced Search. The search
resultis displayed in the lower half of the page and the final search result can be saved as a report (in PDF or
CSV format) and can also be scheduled to be generated at predefined intervals and be automatically mailed to
a set of configured users.

You can use Basic search if you are interested in manually constructing the search query. Here you can use
phrase search, Boolean search, grouped search, and wild-card search to build your search query. You can use
Advanced search to interactively build complex search queries easily with field value pairs and relational
operators. New fields can be extracted from the search result and regular expression (regex) patterns can be
constructed to easily identify, parse and index these fields in new logs received by EventLog Analyzer.

Correlation tab

The Correlation engine analyzes logs collected from different parts of the network and generates alerts for
suspicious patterns of events. The dashboard, by default, displays the report on Recent Incidents. You can
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create and modify correlation rules by clicking on the Manage Rules tab present in the dashboard.

Alerts tab

This tab displays the number of Active Alerts in the dashboard along with their severities. You can view tabulated
information about the alerts, their time of generation, the status, and their corresponding response workflow (if
configured) in the dashboard.

Settings tab

This section allows you to configure EventLog Analyzer as per your requirements. It has three sub-sections as
given below:

Configuration Settings

This section allows you to Manage Devices, Device Groups, Application Sources, Import Log Data, Threat
Sources, File Integrity Monitoring, Vulnerability Data, FIM Templates, and vCenter. You can also configure threat
management and log forwarding from this section.

Admin Settings

This section allows you to perform various administrative activities by managing Alert Profiles, Archives,
Technicians and Roles, DB Retention Settings, Log Collection Filters, Working Hour Settings, Product
Settings, Log Collection Failure Alerts, Dashboard profiles, Privacy Settings, Logon Settings, Domain and
Workgroups, Report Profiles, Resource Grouping, Custom Log Parsers, Tags, and Log360 Cloud platform.

System Settings

This section can allow you to configure various settings including Notification Settings, System Diagnostics,
Database Access, Re-branding, NT Service, Connection Settings, and Listener Ports.

Add tab

This tab allows you to easily add log sources from Devices and Applications. It also has the provision to let you
import logs from other sources. You can add Alert Profiles, Log Filters and create custom Reports from this tab.
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2.2.2. Predefined tabs and widgets

B9 Last updated on: September 12, 2025
In this page

Overview

Dashboard tabs

Overview

The Log360 dashboard provides a near real-time view of security-related data through graphs and charts. It

helps you identify anomalies, analyze threats and attack patterns, and understand log trends at a glance. The

dashboard is organized into tabs, each containing widgets that present specific security information.This guide

explains the purpose of each dashboard tab and describes how the widgets help visualize key security data.

Dashboard tabs:

The dashboard comes with the following default subtabs:

e Events Overview

Network Overview
e Security Overview
e M365

¢ Incident Overview
e Threat Analytics

e Detection Overview

e AD Audit
Events Overview  Network Overview  Security Overview  Microsoft 365  Incident Overview  Threat Analytics v
Select:  All Tenants M
M365 Logs Trend Based on Service <
™
3 1k *
S
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0 o exchange: 1417
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azureactivedirectory... -+ exchange % microsoftteams onedrive sharepoint
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Figure 1: Navigating to the dashboard

Each tab comprises numerous widgets.

Events Overview

This tab presents an overview of various key events monitored by the product console. The widgets in this
dashboard provide insights on the various critical events generated in the network within the specified time
frame.

The Events Overview tab has the following widgets:

Widget

Widget Name Function .
image

This widget presents the total number of events/logs collected by the 76021

All Events
SIEM module within the given time frame. N

This widget presents the total number of Windows-based events
collected by the SIEM module within the chosen time frame. In
Windows Events addition to that, the pie chart splits the Windows Events into error
events, failure events, and warning events. Success/info events are

filtered and not displayed.

This widget presents the total number of Syslog events collected within

Syslog Events the given time frame. Furthermore, the pie chart splits the syslog
events into warning, error, and critical events.

This widget provides a count of all the enabled devices from which log
data is being collected. The server image in the corner will have a
green tick if all logs are being collected successfully. A warning icon
indicates that logs aren't being collected from some of the devices.
All Devices Additionally, this widget has a View All Devices link. Clicking on the
link will redirect you to the device dashboard page, which will provide R
detailed information of each device. Clicking on All Device will take
you to the Devices tab, from where you can create a new list of
Scheduled Reports

This widget presents a time-based log count trend of all events/logs
ingested into the SIEM module. The X-axis represents the time range,
Logs Trend which is based on the calendar range you choose. If you choose the
time range as less than 24 hours, then the graph will present you with
hourly log trend data. The Y-axis represents the Event Count.
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Logon, Account Logon, Account Management, and Object Access.

‘Pé'é’%%'é'\ﬁc%% II:'H%C\tAnOc?get presents the top 5 devices based on event count. i ge
This widget presents the 50 most recent alerts for the given time
RecentAlerts
range.
i This widget shows a summary of various security events such as
Security Events e

) . This widget displays a graph in which the X-axis represents the
Windows Severity . ] )
Severity of a Windows Event and the Y-axis represents the Event

Events

Count.
Syslog Severity This widget displays a graph in which the X-axis represents the
Events Severity of a Syslog Event and the Y-axis represents the Event Count.

) . This widget presents a 3D graph which displays the details of the top
Top 5 File Integrity ) .
o 5 file servers based on the log count. Each row contains additional
Monitoring Events .
data of various file-based events.

o This widget displays a pie chart of the top 10 applications like IIS,
Application Events
DHCP etc based on event count.

Network Overview

This tab gives an overview of various network-related events monitored by generating graphical reports. The

widgets in this dashboard provide insights on the various critical events generated in the network within the

specified time frame.
The Network Overview tab has the following widgets:

Widget Name Function Widget image

This widget presents the total number of network-based

All Events

41566

events collected by the SIEM module within the given time

connections that occurred in the network within the

enarifiad tima

All Events
frame. Network-based events refer to events collected from
network devices such as firewalls, switches, and routers.
This widget presents the count of all the connections that

Allowed were allowed by the network device. The pie chart

owe
_ highlights the allowed connections from the total number of 8008 . y
Connections
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Widget Name

154 T UTTTo™

Function

Widget image

Denied
Connections

This widget presents the count of all the connections that
were denied by the network device. The pie chart highlights

the denied connections from the total number of

connections that occurred in the network within the

specified time.

Denied Connactions

Network Devices

This widget provides a total count of network devices that

are added for monitoring.

Security Overview

This tab provides an overview of the key security events monitored. The widgets in this dashboard provide

insights on the various critical events generated in the network within the specified time frame.

The Security Overview tab has the following Widgets:

Widget Name Function Widgetimage
Correlative Incidents

Correlative This widget refers to the number of incidents 1871

Incidents detected via SIEM module's correlation engine. e —

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 921

Threats Detected

This widget shows the logs from Threat Sources

that are identified as threats by the SIEM module.

These logs are selected based on predefined
detection rules.

Threats Detected

0

4 0 (0.00%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 0

Vulnerabilities

This widget displays the total number of
vulnerabilities detected by the vulnerability
scanner(s) whose data are being imported into
SIEM module.

Vulnerabilities

274 AR

4 0 (0.00%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 274

IDS/IPS

This widget presents the total count of IDS/IPS
events within the chosen time frame.

IDS / IPS

2103 U

A 748 (55.20%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 1355

Threats from Threat
Sources

This widget presents the total number of threats
from the configured Threat Sources (such as
Symantec, McAfee, Malwarebytes etc) within the

[ T T RO S

Threats from Threat Sources
A 0 (0.00%)

2019-12-02 00:00:01 - 2020~

04-07 23:59:59 : 0
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CIIOSEeIT UITie rditie.

Widget Name Function Widget image
Alerts Count Overview ®oo
This widget provides an overview of each .
Alert Count . I
] configured alert profile. The X-axis denotes the o Mo
Overview _ T e
alert profile, and the Y-axis denotes the count. e S
Top Network Attacks(IPS/IDS) v oo
This widget includes a graph showing a time based
trend for IDS/IPS events. The X-axis represents AV
the time range. It will be based on the calendar L \u/ \
Top Network 2020t 2020mar 2020 Apr

Attacks (IPS/IDS)

range you choose. The Y-axis represents the event
count, and the Z-axis represents the IDS/IPS event
type. Top 10 events are displayed based on the
event count.

Time

1l filtering log

meu.vulnerability.scanner

4 source route attack

ad-traffic ssh brute force login attempt

lacklist dns request for known malware domain counter.yad
1alware other http post request to a gif file

1alware-cnc win.trojan.zeus variant outbound connection

2V

Recent Threats
Identified

This widget displays the most recent 50 threats
based on the calendar range.

Recent Threats Identified

Recent Correlated

This widget is similar to Alert Count Review. It
provides an overview of the recent correlated

Recent Correlated Incidents H -

1000

500 a

Event Count

roup Created on Destinat
Event Count: 34

Incidents incidents. The X-axis denotes the correlation rule, ° s
NS I E
. ORI
and the Y-axis denotes the event count. Rule ame
Top Affected Endpoints from Threat So...
Top Affected This widget shows the Top 5 endpoint devices in

Endpoints from
Threat Sources

which threats were detected by Threat Sources
(Symantec, McAfee, etc)

o 0 10 Tk 10k 0.
Event Count

Destination Ip Address

Top Vulnerabilities
from Vulnerability
Scanners

This widget includes a pie chart that displays the
top 5 wulnerabilities (selected on the basis of event
count) detected in endpoint devices by the
vulnerability scanner.
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Microsoft 365

This tab provides an overview of activities and security events from various Microsoft 365 services. The widgets
in this dashboard help you monitor login activity, role assignments, service usage, and activity trends across

Exchange Online, SharePoint, Teams, OneDrive, and Entra ID.

The M365 Overview tab has the following widgets:

Widget Name

Function

Widgetimage

M365 Logs Trend
Based on Service

Displays the total number of logs received
from M365 services (Microsoft Entra ID,
Exchange Online, Teams, OneDrive, and
SharePoint) over the selected time period.
The X-axis represents the time range, and the
Y-axis represents the log count.

Login Failure by

Shows failed login attempts categorized by
error type, along with their count. The X-axis

Assignments

organization, such as global administrator.

Error represents the failure reason, and the Y-axis
represents the count. -
Displays a world map of user login activity by T o oo
Logon Activity by country, highlighting the geographic
Location distribution of sign-ins. Each circle :
corresponds to the logon count.
Top Role Lists the most assigned roles in the

Login Failures by

Shows the number of login failures per user
within the chosen time range. The X-axis

the count.

Users represents users, and the Y-axis represents n
the failure count. ARG
Displays mailbox permission modifications Mailox Permission Changes

Mailbox performed by users specifically add and

Permission remove operations. The X-axis represents the I

Changes type of operation, and the Y-axis represents o W .
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axis represents the permission grant count.

Widget Name Function Widget image
Shoews-the-moestecommeon upcratiuns Entra ID Top Activities
performed in Entra ID such as sign-in activity, .
Entra ID Top . . 9 ) v, § o
o import, synchronize, update user, and disable
Activities ) ) &
account. The X-axis represents the operation s R
type, and the Y-axis represents the count. o
D . I I' t' t h' h Recently Granted Consent to Appli...
isplays applications to which users or "
Recently Granted . ) )
admins recently granted consent. The X-axis
Consent o "
o represents the application name, and the Y- e e P e e o
Applications P R

Exchange Online
Top Activities

Lists the top Exchange Online operations
performed. The X-axis represents the

operation, and the Y-axis represents the count.

Exchange Online Top Activities

f—— |

SharePoint Top

Displays a pie chart of the top SharePoint
activities such as group additions, search

SharePoint Top Activities ER I

@ addedtogroup

listupdated

team creation, app added, and tab added.

Activities ) ) . . ® shecolectoncrente.r
queries, list updates, and site creation. © sicockschanged
Teams Top Activities ® ot
Displays a pie chart of the top Teams @ memberremoved
Teams Top ) © memberadded
o operations such as member added/removed, wpdeeted
Activities © wbadcd

® teamcreated 5,

Incident Overview

This tab presents an overview of various security incidents. The widgets in this dashboard provide insights on

the various critical incidents detected in the network within the specified time frame.

The Incident Overview tab has the following Widgets:

Widget Name

Function

Widget image

All Incidents (All

This widget displays the total number of
incidents raised till date, categorized by

All Incidents (All time data)

’ O

time data) status: Open (blue), In Progress (orange),
and Closed (green). .o,
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Widget Name

Function

Wi(jg@et..imggﬁu time data)

Active Incidents (All

time data)

This wirlgm‘ rnprnennfe incidents that are

currently Open or In Progress, categorized
based on severity: Attention (blue), Trouble
(orange), and Critical (red).

® Attention 3 ® (Critical 3
Trouble 1

7 o-

Mean Time to
Resolve (Overall)

This widget displays the average time taken
to resolve incidents from the time they were
created.

Mean Time to Resolve (Overall)

6 Mins

Unassigned
Incidents (All time
data)

This widget indicates the number of
incidents that have not yet been assigned to
any user.

Unassigned Incidents (All time dara)

1

Overdue Incidents
(Alltime data)

This widget shows the count of incidents that
have passed their expected resolution date.
This helps track unresolved tasks beyond
due dates.

QOverdue Incidents (All time data)

4

Overdue Incidents
(All time data)

This widget displays a table listing the
names of overdue incidents along with their
overdue duration.

Overdue Incidents (All time data) Xt

Incident Name Overdue
Incident Work Bench 11 Months and 2 Weeks
Vilnerable source data 11 Months and 3 Weeks

Rule Demo_6865a2d2-e64c-482e- 11 Months and 3 Weeks
20a5-d81653b639ba (2024-05-08
17:17:48.693)

Rule Demo_e992443c 11 Months and 2 Weeks
dfe6-47b9-8542-a7a0ea474103

My Incidents -
Active (All time
data)

This widget displays active incidents
specifically assigned to the current user,
along with overdue details.

My Incidents - Active (All time data)
Incident Name Overdue
Incident Work Bench 11 Months and 2 Weeks
Search to incident

Vilnerable source data 11 Months and 3 Weeks

Recent Incidents (All time data)

Search to incident

admin

. This widget lists the 50 most recent incidents
Recent Incidents . L ) e pemo 7204511
] created, including incident name, assignee, e

(All time data) ) ]
and timestamp. R s e e 117
Rule Demo_af728d0a-5837-427f-acAc-40f871423e4f (2024-05-08 17-15:52.709)
Rule Demo_e dfe6. 17:14:04.756)
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\I\Iirlgnf Name

Eunction

\Widaet image
) )

Top 5 Incident
Handlers (All time
data)

This widget represents a bar chart that
shows the top 5 users (assignees) based on
the number of incidents they are handling. X-
axis represents the Asignee, Y-axis shows
Event Count.

Top 5 Incident handlers (All time d... et

admin
Event Count: 3

Status and Severity
(Alltime data)

This widget represents a bar chart
displaying incidents based on both their
status (Open, In Progress, Closed) and
severity (Critical, Trouble, Attention). X-axis
represents Status and Severity, and Y-axis
represents Event Count.

Status and Severity (All time data) nei

rrrrrrrr

Incident - Created
vs Resolved

This widget represents a line graph
comparing the number of incidents created
(yellow) versus those closed (green) over
time. X-axis represents Time, Y-axis
representsCount.

Mean Time to
Resolve (Alltime
data)

This widget represents a table showing the
average resolution time for each assignee.

Mean Time to Resolve (Al time data) ®ood

Assignee Average time

eventloguser 6Mins

Threat Analytics

This tab presents an overview of various threat-related activities monitored. The widgets in this dashboard

provide insights on the various critical threats identified in the network within the specified time frame.
The Threat Analytics tab has the following Widgets:

threat sources like STIX/TAXIl and ATA threat servers.

Widget Name Function Widget image
This widget displays the total number of events flagged as h:SISS o
Malicious Events malicious based on the threat feeds from the configured 4658

Total logs from 2024-03-31

11:30:00 to 2024-04-30
11:29:59is 0.

Supply Chain
Breaches

This widget displays the number of breaches attributed to
third-party applications or vendors, helping assess external

risk exposure through the supply chain.

37
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This widget categorizes breaches by the type of data

h wentyCoegoy m‘
iﬂ%f@@”l = 5%6‘8288, such as Credential Leaks or Personal Info VWidgetimage™ vy
alegqons o cradenalLesks 178
o Leaks, giving insights into the nature of the stolen data.
This widget presents breaches based on their origin,
which can be either from Botnet or Breach. Botnet refers e ——
Breach by . . . 178
to breaches caused by malware infections, while Breach .
Sourcetype

refers to data exposed on the dark web through unknown
sources.

Breach Event

This widget represents a time-based graph showing the
frequency of botnet and breach-related events over the
selected date range. The X-axis represents the time
range, which is based on the calendar range you choose. If

Trends )

you choose the time range as less than 24 hours, then the

graph will present you with hourly log trend data. The Y-axis

represents the Count.

This widget represents a pie chart showing the distribution e
Supply Chain of breaches across affected third-party services or

Breach Summary

vendors, offering insight into which external platforms are
most compromised.

Recent Threats

This widget is a real-time feed of the recent threat alerts,
both from dark web sources and malicious event
detections.

Botnet Infections

This widget represents a pie chart summarising botnet-

Summary related activity by malware type.
Dark Web This widget represents a pie chart of leaked data detected
Summary across various dark web sources. B

Data Leaked in
Dark Web

This widget represents a bar chart displaying the volume of
leaked data found on the dark web. X-axis represents the
breached source domains, and Y-axis indicates the count
of leaked data instances. It distinguishes between

Parennal Infa | aake (Aaranna) and Cradantial | aake (rad)
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Widgp’r Name

Eunction

\Nidgn’r ingp

Data Leaked by
Botnet Infections

This widget represents a bar chart summarising data
leaked specifically due to botnet malware. The X-axis
shows the malware type, while the Y-axis represents the
count of leaked credentials.

Top Attacked Host

This widget displays a bar graph listing the most frequently
targeted devices. X-axis represents the IP addresses or
device names, and Y-axis shows the Event Count.

Threats by
Category

This widget displays a bar chart of malicious events,
comparing them based on their threat category. The X-axis

lists threat types (e.g., phishing, botnets), while the Y-axis LR LLES PLT
represents the event count, providing insights into which

threats have occurred most frequently.

Detection Overview

The tab provides a centralized view of detections across your environment. It helps security teams monitor

threats, analyze patterns, and prioritize incidents using real-time visuals and context-driven insights.

Widget Name Function Widgetimage
All Rules - Displays the total number of detections triggered A4”R5'28D e
Detections by all rules within the selected time frame. o

Critical Rules -
Detections

Shows the total number of detections triggered by
rules categorized as Critical during the selected
time frame.

Critical Rules - Detections

4528 °

Shows the total number of detections triggered by

Trouble Rules - Detections

Detections

rules categorized as Attention during the selected
time frame.

Trouble Rules - ) ) 0
. rules categorized as Trouble during the selected 0 000%)
Detections ]
time frame.
, Shows the total number of detections triggered by Attention Rules - Detections
Attention Rules - 0

0 (0.00%)

Recent Detections

Lists the most recent detections triggered, along
with details such as rule name, username, device

Recent Detections %o
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Widget Name

E%W&ioannd mapped MITRE ATT&CK tactic.

msbsaa . persistence : agaional .

Widgetimage. .

persistence : Cloud Accoun.

Shows the top five users who have generated the

Top 5 User by Detections %o

shows the detection count.

Top 5 Users by ) . . u
] highest number of detections, further categorized
Detections .
by severity. S
Top 5 Log Sources Displays the top five log sources based on I
by Detections detection count, categorized by severity.
Highlights the ten rules that triggered most Tiopasciomiyiie
Top 10 Detections frequently within the selected time range. The X- ER I I I 11T
by Rules axis represents rule identifiers, and the Y-axis P num

Detection Trends

Provides a time-based view of detections. The X-
axis represents the time period selected, while the
Y-axis shows the count of detections categorized
by severity.

Detection by
Tactics

Displays a radar chart of detections mapped to
MITRE ATT&CK tactics such as Credential
Access, Persistence, Defense Evasion, etc. You
can filter by severity.

Detection by tact

® critical
Trouble

Detection Pipeline

Summarizes detections based on severity and
shows how many alerts were triggered for each

severity type.

AD Audit

This tab provides an overview of Active Directory logon activities, account changes, GP O modifications, and

password resets. The widgets in this dashboard help administrators detect logon anomalies, track object

modifications, and monitor account lockouts within the AD environment.
The AD Audit tab has the following widgets:
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Widget Name

Function

Widget image

Top User Logon

Displays the users with the most failed logon attempts
within the selected time range. The X-axis represents the

Failures User Name, and the Y-axis represents the Count of

failed logons.

Tracks account-related operations across users, groups,

and computers. This includes account creation, deletion, | -
Account e

and modification. The X-axis represents the Object Type :, /
Management "

(User, Group, Computer), and the Y-axis represents the
Event Count.

Logon Failures -
Error Code

Categorizes logon failures by error type such as invalid
username and invalid password. The X-axis represents
the Error Code, and the Y-axis represents the Count.

Logon Peak Hour

Usage

Shows logon activity trends by time of day. The X-axis
represents the Hour of the Day, and the Y-axis
represents the Logon Count.

Logon Peak Hour Usage

"

Account Locked

Displays users whose accounts were locked due to
repeated failed login attempts during the selected time

Out Users )

period.

Tracks user password resets and change attempts. The | wwwone -
Password X-axi ts the T fO tion (P d Set

-axis represents the Type o eration (Password Set,
Changed/Set . w P (. - I—
U Password Change Attempt), and the Y-axis represents
sers

the Number of Users.

Displays logon activity for Active Directory Federation e
ADFS Logon Services. The X-axis represents the Hour of the Day, A
History and the Y-axis represents the Logon Count, categorized EEEEEE

into successful and failed attempts.

In addition to the above, there are multiple predefined templates available for dedicated monitoring. Select the %

icon and click Add tab to view the list of tabs available.

Add New Tab X

Q
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Add Custom Tab

| o
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Cisco Overview

PGSQL Overview

ol
53]

Exchange Server

Read also

This page explained about the predefined dashboard tabs and widgets in Log360. To learn how to customize

.
10110

Events Overview Anomaly Trends

B Microsoft
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IIS Overview

salesforce

Salesforce Ove...

Microsoft 365

Incident Overv...

-

Data Security Risk Assessment

®

Network Overv... Users
Server

VPN Overview

Threat Analytics

Qe @

Password Man...

Add Close

Figure 2: Viewing pre-defined tabs

dashboards and manage widgets, refer to the following documents:

e Customize Dashboard Views

Detection Over...

PAM360 User ...

Security Overv...

[ APACHE

Apache Qvervi...

&,

AD Audit

dWs

1

AWS

(8

Entities

s

AWS Overview

Ay

ADManager Plus

A

Azure
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2.2.3. Customize Dashboard Views

B9 Last updated on: September 12, 2025
In this page

Overview

Filtering data by time range

Adding a new tab

Adding a new widget to a tab

Editing, deleting, and reordering tabs
Reordering and resizing widgets

Editing and deleting widgets

Viewing the dashboard in full screen mode
Viewing a widget in full screen mode
Refreshing the dashboard and widgets
Changing refresh interval

Configuring Embed links for dashboard and widgets

Managing Embed Links

Overview

Customizing the Log360 SIEM dashboard lets you tailor the view to highlight the data most relevant to your log

sources.You can add, remove, or reorder tabs and widgets, and modify layout options to create a personalized

dashboard that streamlines monitoring and improves visibility. The dashboard is populated using the data

collected from various log sources. Click Log Sources on the top-right corner of the dashboard to view the list of

devices, applications, and monitored files from which the data is being collected.
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Figure 1: Accessing Log Sources in the dashboard

This page explains the customization options available and how they can be used to tailor a dashboard that fits
your monitoring needs.

Filtering data by time range

You can filter the data displayed on the dashboard by selecting a time range.
1. In the top-right corner of the dashboard, click the drop-down.

2. Choose from predefined options such as Today, Yesterday, Last 7 days, Last 30 days, This month, Last
month.

ew.
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Figure 2: Selecting a time range

3. To define your own range, select Custom and specify the From and To dates and times using the calendar
and time fields.

-
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Figure 3: Selecting a time range

4. Alternatively, you can use the Last field to set a relative time range.

5. Click Apply to update the dashboard data for the selected period.

Adding a new tab

To add a new tab to the dashboard,
1. Inthe dashboard, click the & icon on the top-right corner and select Add Tab.

‘Add New Tab X
Q search
E s N\ !
=
Events Overview  Anomaly Trends  Network Overv. Users Security Overv... Entities
o
alualn ) )=
W Microsoft ¢ [
cisco IS o APACHE
SQL Server
CiscoOverview  Microsolt 365 1S Overview  SQL Server O. VPN Overview  Apache Overvi AWS Overview
&= @) @ v !
N
: i o]
S N\ ~ wil
PGSQL Overview Incident Overv... Salesforce Ove... Threat Analytics Detection Over... AD Audit /ADManager Plus
m=n
= n aws
g ' 2 0
- -~
Exchange Server  DataSecurty  RiskAssessment  Password Man..  PAM360 User. Aws Azure
o

Figure 4: Adding a New Tab in the dashboard

2. Inthe pop-up box that appears, you can see the following:

3. Default tabs: Events Overview, Network Overview, Security Overview, M365 Overview, Incident Overview,

Detection Overview, Threat Analytics, and AD Audit.
4. Other predefined templates
5. Add Custom Tab option

6. Click Add Custom Tab. Enter a name for the tab in the given field and click Add.

Add New Tab X
Q se
0 = i
:{ =
Events Overview  Anomaly Trends  Network Overv.. Users Securtty Overv.. Entites
‘Custom Tab
I Tab Name Custom Tab |

A custom tab will be added to your collection of tabs.

alraln y » E
clsco m =-ﬁ’5|'cr°5°“ $QL Server I £ACHE @

Cisco Overview Microsoft 365 11S Overview SQLServerOv..  VPNOverview  Apache Overvi..  AWS Overview

(TN 7N\ -_— Y PASN A A
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Close

Figure 5: Adding a Custom Tab

Adding a new widget to a tab

To add a new widget,
1. Inthe dashboard, click the & icon on the top-right corner and select Add Widgets.

2. Inthe Add New Widget window, choose a component from the Select Component drop-down.

Add New Widget X

Select Component Select Component v
ADAudit Plus
ManageEngine Log360

Figure 6: Selecting a component

3. Specify the widget, widget type, chart type, chart color, and provide a display name for the widget.

Add New Widget X
Select Component ManageEngine Log360 v
Widget Logs Trend v
Widget Type Graph Table
Chart Type L Column Chart v
Chart Color W #214fed v
*Display Name Logs Trend

Cancel
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Figure 7: Configuring a New Widget in the
dashboard

4. Once configured, select Add to save the widget.

Editing, deleting and reordering tabs

To delete tabs from the dashboard,
1. Inthe dashboard, click the ® icon on the top-right corner and select Manage Tabs.

Manage Tab X

Events Overview
i Network Overview
i Security Overview .+

i Microsoft 365

i Incident Overview

i Threat Analytics

i Detection Overview

£ AD Audit &

Cancel

Figure 8: Deleting tabs in the dashboard

2. Inthe Manage Tab dialog box that appears, click the @ icon corresponding to that tab that you want to delete.
3. Inthe pop-up confirmation box, click Yes to confirm the deletion of the tab.

4. Click Save to apply the changes to the dashboard.
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To reorder the tabs in the dashboard,
1. Inthe dashboard, click the ® icon on the top-right corner and select Manage Tabs.

2. Click the iiicon and drag and drop the tabs in the order of your choice.
3. Click Save to apply the changes to the dashboard.

To edit a dashboard tab:
1. Inthe dashboard, click the ® icon on the top-right corner and select Manage Tabs.

2. Hover over the tab you want to edit and click the edit icon.

Manage Tab X
i Events Overview T
£ Network Overview )
¥ Security Overview )
i Microsoft 365 T
Incident Overwewm )
£ Threat Analytics T
i Detection Overview )
¥ AD Audit )

Cancel

Figure 9: Editing a dashboard tab

3. Modify the tab name and click the .~ icon to confirm.

Manage Tab X
i Events Overview o
£ Network Overview )
i security Overview )
Microsoft 365 )
i Incident Overview IX o
£ Threat Analytics )
£ Detection Overview o
i AD Audit )
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Save Cancel

Figure 10: Modifying the tab name

4. Click Save to apply the changes to the dashboard.

Reordering and resizing widgets

To reorder the widgets in a tab,
1. Inthe dashboard, go to the tab containing the widgets you want to reorder.

2. Click the # icon on the top-right corner and select Reorder Widgets.

Figure 11: Reordering widgets in the dashboard

3. Click and drag the widgets to your desired positions.

4. Click Save in the top-right corner to apply the changes to the dashboard.
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Figure 12: Saving changes to the dashboard

To recize the widnets in a tah
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1. Inthe dashboard, navigate to the tab whose widgets you want to resize.
2. Click the # icon on the top-right corner and select Reorder Widgets.

3. Hover over the widget you want to resize, click the # icon, and drag from the bottom-right corner to adjust the

size as needed.

4. Click Save in the top-right corner to apply the changes to the dashboard.

Editing and deleting widgets

To edit a widgetin a tab,
1. Inthe dashboard, click the ? icon and select Edit Widget corresponding to the widget that you want to edit.
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Figure 13: Editing a widget

2. Update the necessary information and click Update.

Edit Widget X

Select Component ManageEngine Log360

Widget Top 5 Devices

Widget Type @ Graph O Table

Chart Type € Pie Chart

*Display Name Top 5 Devices

Update Cancel
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To delete a widget from a tab,

Figure 14: Editing a widget

1. Inthe dashboard, click the ? icon corresponding to the widget that you want to delete.

2. Select Delete Widget.
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Figure 15: Deleting a widget
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3. Click Yes in the pop-up box to complete the deletion.

Confirm Action

@ Are you sure you want to delete this widget?

Yes No

Figure 16: Confirming deletion of a widget

Viewing the dashboard in full screen mode

To view the dashboard in full screen,
1. Inthe dashboard, click the = < icon on the top-right corner.
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Figure 17: Viewing the dashboard in full screen mode

2. To start a slideshow of the tabs, click the play icon at the top of the screen.
3. To switch between tabs, click the drop-down button + at the top of the screen.
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4. To remove a particular tab from the slideshow, click the toggle button &

down list.
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Figure 19: Removing a tab from the slideshow

5. To switch to dark mode, click the toggle button at the top-right corner of the screen.

A

Log360

All Events Windows Events

64136K 64002K

A 64136102 (10725100.67%) A 64001919 (10702662.04%)

Events Overview v = ®

Syslog Events

1024

41024

® Success 62691115 e Information 1239952

© Eror 41024

Logs Trend
10G
H
3 100k
S
o
0o" &c“ N 0\"‘9\“ N ‘94,“' o Q'C‘ PSP
L S S S S S R S S S S
Time
Security Events
Report Name. Count
Logon 298768 A 298768

Top 5 Devices

® logga-w19-6
® logga-dc2

logga-w10-2
® loga:

43

View All Devices

Lzl
o
42 Inactive devices

A

M evies oot
A
T
Y
T

Recent Alerts
Last Updated Time : 2025-09-04 19:48:44

Microsoft-Windows-Eventlog : Audit events have been dropped by the transport. 0

2025-09-03 04:39:05

Microsoft-Windows-Eventlog : Audit events have been dropped by the transport. 0

2025-0-03 04:39:05

® logga-w16-2

Windows Severity Events
T
100M frm—

2025-09-03 04:39:05

Microsoft-Windows-Eventlog : Audit events have been dropped by the transport. 0

2025-0-03 04:39:05

Microsoft-Windows-Eventlog : Audit events have been dropped by the transport. 0

| Micr g : Audit events have been dropped by the transport. 0
| 2025-09-03 04:39:05

Microsoft-Windows-Eventlog

udit events have been dropped by the transport. 0

Visit our website

Try live demo

Contact us

193


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Account Logon 31854 A 31854

Account Management 357 A, 357 10k Microsoft-Windows-Eventlog : Audit events have been dropped by the transport. 0
Object Access 28298038 a 28298038 R
0

System Events 76 A 76 Success  Information Error Failure Warning Microsoft-Windows-Eventlog : Audit events have been dropped by the transport. 0

Policy Changes 132 A 132

[ Fnmtteenes

Coun

Severity 2025-09-03 04:39:04

Figure 20: Switching to dark mode

6. To exit full screen mode, click the = < icon.

Viewing a widget in full screen mode

To view a widget in full screen, in the dashboard, click the = % icon on the top-right corner of the widget you want to

view.
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Figure 21: Viewing a widget in full screen mode

Refreshing the dashboard and widgets

To refresh the entire dashboard,

1. Inthe dashboard, click the < icon on the top-right corner of the screen.
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Figure 22: Refreshing the dashboard

To refresh a particular widget,

1. Inthe dashboard, click the < icon on the top-right corner of the specific widget.
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Figure 23: Refreshing a widget

Changing refresh interval

To change the time interval for the automatic refreshing of the dashboard,

1. Inthe dashboard, click the ® icon on the top-right corner and select Refresh Interval.
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Figure 24: Configuring Refresh Interval in the dashboard
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2. Inthe Dashboard Refresh window, select the refresh interval: Never, 30 seconds, 1 minute, 5 minutes, 10
minutes, or 1 hour.

NOTE If you select Never, the dashboard will not refresh automatically. You will need to refresh it manually.

Dashboard Refresh X

Refresh Interval every | Never v
Never

30 Secs

1 Min

5 Mins

10 Mins

1Hr

Save Cancel

Figure 25: Changing the refresh interval

3. Click Save to apply the changes to the dashboard.

() NOTE

Watch this video for a step-by-step demonstration of customizing the dashboard.

Configuring Embed link for dashboard and widgets

The Embed link enhances data sharing by allowing the creation of external share links for specific tabs or
widgets. This enables precise and targeted access to dashboard data, supporting collaboration and visibility
across platforms.

To embed a dashboard,

1. Inthe dashboard, navigate to the tab you want to embed.

2. Inthe top-right corner, click the # icon and select Embed Dashboard.
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Figure 26: Navigating to Embed Dashboard

3. Provide a unique Link Name.

4. Select the desired Time Range from the drop-down menu.

5. Configure the Refresh Time (60 - 1440 minutes) and Expiry (1 - 365 days) using the drop-down options.

Create Embed Link - Events Overview

B Manage Embed Links | X

* Link Name Events overview|
Select Time Range Today v
Refresh Interval 120 Minutes
Set Expiry Days v o3

Create Link

cancel

Figure 27: Creating an embed link

6. Click Create Link to generate the embed link for the dashboard.

Embed/URL Snippet - Events o

c ippet i page

© Embed link created successfully. X | B Manage Embed Links | X

<iframe frameborder=0 width="100%" height="100%" src="1

URL for accessing this chart independently

Close

£ Regenerate Embed URL.

Figure 28: Creating an embed link
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7. To regenerate the link, click Regenerate Embed URL.

To embed a widget,
1. Inthe dashboard, click the i icon and select Embed Widget corresponding to the widget that you want to
embed.
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Figure 29: Embedding a widget in the dashboard

2. Provide a unique Link Name.
3. Select the desired Time Range from the drop-down menu.

4. Configure the Refresh Time (60 - 1440 minutes) and Expiry (1- 365 days) using the drop-down options.

Create Embed Link - Top 5 Devices B Manage Embed Links | X
* Link Name Widget
Select Time Range Today v
Refresh Interval 120 Minutes
Set Expiry Days v 30

o

Figure 30: Configuring an Embed widget link

5. Click Create Link to generate the embed widget link.
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2 Regenerate Embed URL
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Figure 31: Creating Embed widget links

6. To regenerate the link, click Regenerate Embed URL.

() NOTE
¢ The embedded widget will refresh automatically at the specified interval.

e The generated external share link will remain valid only until the specified expiry date.

Managing embed links

To manage embed dashboard links,
1. Inthe dashboard, click the % icon on the top-right corner and select Manage Embed Links.
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Figure 32: Accessing Manage Embed Links

2. A table will appear displaying all the Active Dashboard Links. Go to Embed Dashboard Links.

Manage Embed Links x

Embed Dashboard Links Embed Widget Links

x 8 1-10f1 10v
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Close

Figure 33: Viewing Active Dashboard Links

3. To edit a specific link, locate the desired entry and click the Edit option next to it.

Manage Embed Links X
Embed Dashboard Links Embed Widget Links
@ 1-10f1 10+
B Acon Lnk Name & Tab Name Time Range  Created on « Expiry on &
@ Events overview Events Qverview Today 2025-09-04 19:55:32 2025-10-04 15:55:32
Close

Figure 34: Editing Embed Widget Links

4. A window will appear allowing you to modify the properties of the chosen link. Make the necessary changes.

Edit Embed Link - Events Overview < Back X
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Save Cancel

Figure 35: Configuring Edit Embed Link

5. Once done, click Save to apply the updates to the Active Dashboard Link.

6. To delete, select the checkbox next to the entry you want to remove and click the @ icon.

Manage Embed Links X

1-10f1 10+

Expiry on ~

Link Name ~ Tab Name Time Range  Created on ~

Close

Figure 36: Deleting an embed link

7. Inthe confirmation pop-up, click Yes to delete the embed link from the list permanently.
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8. To regenerate the link, select the icon. In the window that opens, click Regenerate Embed URL to generate a

new embed URL while retaining the existing configuration.

Manage Embed Links x

Embed Dashboard Links Embed Widget Links

1-1of1 10+

Link Name ~ Tab Name. Time Range  Created on « Expiry on «

Close

Figure 37: Regenerating Embed URL

To manage embed widget links,

1. Inthe dashboard, click the # icon on the top-right corner and select Manage Embed Links.
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Figure 38: Accessing Manage Embed Links

2. A table will appear displaying all the Active Dashboard Links. Go to Embed Widget Links.

() NOTE

Follow the instructions from this step to edit, delete, or regenerate the embed link for a widget.

Manage Embed Links x

Embed Dashboard Links Eml
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Figure 39: Viewing Active Dashboard Links

Read also
This page explained about customizing the Log360 dashboard to tailor tabs and widgets. To learn more about
predefined dashboard views and widget management, refer to the following documents:

e Predefined tabs and widgets
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Chapter 2.3 Re ports

2.3.1. EventLog Analyzer Reports

£ Last updated on: September 12, 2025
In this page

Windows

Unix
Applications
Network Devices

Custom Reports

EventLog Analyzer offers 1000+ out-of-the-box reports and also the capability to create custom reports as per
your requirements. These reports can help review the key security events happening in your network and also
meet compliance requirements.

The reports can be accessed from the Reports tab of the Ul. The event counts shown in the reports can be
drilled down to the raw logs. The logs can be further filtered based on various log fields. EventLog Analyzer also
allows you to schedule reports to be automatically generated and emailed periodically.

Types of reports

EventLog Analyzer offers a wide category of reports. Some of them are listed below.

Windows

The Windows reports allow you to get an overview of the events happening in your Windows environment. A few
examples are given below:

e Windows Logon Reports

Policy Changes

Windows Logoff Reports

Windows Firewall Threats

Application Crashes

Unix

The Unix reports allow you to get an overview of the events happening in your Unix environment. A few examples
are given below:
e Unix Logon Reports

¢ Unix Logoff Reports

e Unix Failed Logon Reports
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e Unix User Account Management

e SU Commands

Applications

The application reports allow you to get an overview of the events happening in the applications installed in your
network. ManageEngine EventLog Analyzer supports a wide range of applications including Terminal Server,
DHCP Windows and Linux Servers, MS IS W3C FTP Server, MS IIS W3C and Apache Web Servers, MS
SQL and Oracle Database Servers, Sysmon, and Print Server. These reports also help you to identify the
performance and security status of the above applications.

A few examples are given below.

Terminal Server Gateway Logons

Terminal Server Gateway Logons

SQLServer DDL Auditing Report

Oracle Security Reports

Printer Auditing

Network Devices

The network devices reports allow you to get an overview of the events happening in your networking devices. A

few examples are given below.

Router Logon Report

Router Configuration Report

Router Accepted Connections

Firewall Account Management

Network Device Risk Reports

Custom Reports

The custom reports that you have created will be listed in this section.
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2.3.2. Manage Predefined Reports

B9 Last updated on: September 12, 2025

EventLog Analyzer allows you to personalize the appearance of the reports page as required. You can

customize the arrangement of reports and report groups.

Customizing the arrangement of reports and report groups

To customize the arrangement of reports and report groups, follow the steps given below.

Open EventLog Analyzer and click on the Reports tab.

Click on Manage Reports at the bottom of the left panel. Then, click on Manage Predefined Reports at the
top right corner.

Select the required log source by clicking on the corresponding tab.

The arrangement of the sub-categories of the log sources, as seen on the top bar of the reports page, will be
displayed. For example, when Devices is chosen as the log source, the top bar will display the first few
devices and the rest is displayed in a drop-down list. You can choose to have your most-used devices
displayed first in the top bar to ensure easy access.

Servers & Workstation ~ Network Devices  Applications ~ Cloud Sources  FileMonitoring ~ Threats  Vulnerabilty ~ VM Management  Mitre ATT&CK  ME Applications # Favorites
= SNMP Trap Manage Predefined Reports
0 Servers & Workstation Network Devices Applications Cloud Sources File Monitoring Threats Vulnerability VM Management Mitre ATT&CK ME Applications.

> SNMP Trap Type Reports

> SNMP Trap Severity Reports Enable/Disable Format

A UnixLinux

5 1BM AS/400

@ Scheduled Reports

£ Manage Reports

To change the order of devices, hover the mouse pointer on the space to the left of the device name. A ::icon
will appear.

Use the i icon to drag and drop the devices in the required order.

You can also enable or disable reports by clicking on the toggle button under the Enable/Disable Format
column corresponding to the required device.

Similarly, you can also rearrange the reports inside each report group by clicking on the report group and
following the steps mentioned above.

If no devices are configured in a category, you can disable it from the reports page using the "Disable

CateaonV" button available in the ton riaht corner.
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Servers & Workstation  Network Devices  Applications  Cloud Sources

= IS W3C Web Server

Search available reports o
~IIS Web Server Events
All Events
Important Events
WebServer Top Reports
WebServer Error Reports

>
>
> WebServer Attack Reports,
> Server Advanced Reports
>

1IS Admin Configuration Reports

@ Scheduled Reports.

£ Manage Reports

File Monitoring ~ Threats  Vulnerability

VM Management  Mitre ATT&CK

Configure IS web servers

ME Applications

# Favorites

B Disable IIS W3C Web Server Category @
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2.3.3. Schedule Reports

B9 Last updated on: September 12, 2025
In this page

Creating a New Report Schedule

Manage Report Schedules

EventLog Analyzer lets you schedule report generation, export, and redistribution over email. This page

elaborates on the procedure to create and manage report schedules.

Creating a New Report Schedule

Servers & Workstation  Network Devices  Applications  Cloud Sources  File Monitoring

= Windows Scheduled Reports

Windows Events

Trend Reports

Device Severity Reports
Windows Startup Events
System Events

Windows Firewall Auditing
Registry Changes

Service Audit

Eventlog Reports

Removable Device Auditing
Windows Backup and Restore
Program Inventory
Application Whitelisting
Threat Detection From Antivirus
Threat Detection

Application Crashes

VvV VYV VNV VY VYV VY VY VYV

Network Policy Server
@ Scheduled Reports.
£ Manage Reports

“# Need New Reports?

Threats  Vulnerability ~ VM Management  Mitre ATT&CK  ME Applications  Custom Reports # Favorites

@ No scheduled report found

1. Click on the Schedule Report link on top right corner of the Reports page. Alternatively, you can click on the

+Create New Schedule button on the top right corner of the Scheduled Reports page. This will open the

Create New Schedule page.

Servers & Workstation ~ Network Devices  Applications  Cloud Sources  File Monitoring ~ Threats  Vulnerability

= Windows Add schedule

L Schedule Name
Windows Events

! v * Select Device
Trend Reports

Select Reports
Device Severity Reports

Windows Startup Events Sehedule Details

Schedule Frequency
System Events

Windows Firewall Auditing Export Time Range

Registry Changes

SESARES Report Format
Service Audit

Email Notification
Eventlog Reports
To

Removable Device Auditing
Windows Backup and Restore Subject
Program Inventory
Application Whitelisting
Threat Detection From Antivirus
Threat Detection

Application Crashes

Network Policy Server

Test Schedule
1921681112

Information Events Success Events

Weekly v | on | Monday
PreviousWeek v Time Range

PDF v

test@manageengine.com

Weekly Report

Cancel

VM Management  Mitre ATT&CK  ME Applications  Custom Reports # Favorites

v a4 v Hs 0 v Mins

Reconfigure
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@ Scheduled Reports

£ Manage Reports

% Need New Reports?

2. Inthe Create New Schedule window,

e Enter the name of the schedule, devices for which the schedule is for, and the reports which are to be
included in the schedule.

e Schedule Frequency: Specify the frequency at which reports need to be exported. The frequency can be
'Only Once', 'Hourly', 'Daily’, 'Weekly', or 'Monthly'.

e Export Time Range: Select the time range for which the report needs to be created and later exported.
* Report Format: Choose the file format in which the report needs to be exported i.e. PDF or CSV.

e Email Address: Configure the email address to which the reports need to be sent.

e Email Subject: Enter the subject of the mail that contains the exported reports.

3. Once you've entered the necessary details for the schedule, click Save to complete creating the report
schedule.

Manage Report Schedules

You can view, edit, delete, or disable report schedules. The procedure is as below.

Servers & Workstation  Network Devices  Applications ~ Cloud Sources  File Monitoring ~ Threats  Vulnerability ~ VM Management  Mitre ATI&CK  ME Applications  Custom Reports # Favorites

Windows Scheduled Reports [+ Greate scheaute |
Search available reports yel x 2 & 1-30f3 10+
Windows Events M Actons Schedule Name + Frequency Next Schedule Email
Trend Reports Test Schedule Weekly 2024-03-25 04:00:00 test@manageengine.com
V] Test Schedule 2 Weeki 2024.03-27 02:00:00 test@manageengine.com
Device Severity Reports /7 . v manageeng
/8 Test Schedule 3 Weekly 2024-03-24.04:00:00 test@manageengine.com

Windows Startup Events
System Events

Windows Firewall Auditing
Registry Changes

Service Audit

Removable Device Auditing
Windows Backup and Restore
Program Inventory

Application Whitelisting

Threat Detection From Antivirus
Threat Detection

>

>

>

>

>

>

>

>

> Eventlog Reports
>

>

>

>

>

>

> Application Crashes
>

Network Policy Server

@ Scheduled Reports I

£ Manage Reports

1. Navigate to the Reports page.
2. Inthe left pane, click Scheduled Reports present at the bottom. You can now see a list of report schedules.

e To edit a report schedule, click the edit icon corresponding to the report schedule and make the necessary

changes.
¢ To delete a report schedule, click the corresponding delete icon. Click Yes in the pop-up box that appears.

e To disable a report schedule, click on the corresponding tick in the Actions column.
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2.3.4. Custom Reports

B9 Last updated on: September 12, 2025
In this page

Create custom reports
Manage custom reports

Type of views

EventLog Analyzer can generate custom reports based on criteria set by you. You can specify the criteria with

field values and logical operators. These reports will be listed under Custom Reports.

Create custom reports

1. Navigate to Reports and select Manage Reports at the bottom-left. In the Manage Reports dashboard, click

+Add new reports button on the top-right.

Servers & Workstation  Network Devices  Applications  Cloud Sources  File Monitoring ~ Threats ~ Vulnerability ~ VM Management ~ Mitre ATI&CK  ME Applications  Custom Reports

= Windows Manage Custom Reports

Search available reports 0

Trend Reports X More ¥
Device Severity Reports
Windows Startup Events
System Events

‘Windows Firewall Auditing
Registry Changes

Service Audit

Eventlog Reports

Removable Device Auditing
Windows Backup and Restore
Program Inventory

Application Whitelisting

Threat Detection From Antivirus
Threat Detection

Application Crashes

Network Policy Server

VUV OV VIV VY VY VY VYV Y Y VY YV v

Domain Events

& Scheduled Reports

| £ Manage Reports

¥ Need New Reports?

M Actons Report Name Group Name View Report

@ 7 85 8 Device Default Group View Report

# Favorites
+ Add New Report

Manage Predefined Reports

1-10f1  10v M
Shared To

0

2. Inthe Create Custom Report dashboard, enter a name for your report.

Servers & Workstation  Network Devices  Applications  Cloud Sources  File Monitoring ~ Threats  Vulnerability VM Management  Mitre ATT&CK  ME Applications  Custom Reports

= Windows Create Custom Report

Search avallable reports L * Report Name Please enter report name. Select Device Nothing Selected

Trend Reports,

Report Group Default Group v Report Type Tabular View
Device Severity Reports
Windows Startup Events Report Criteria
System Events

Severity v Equals v select- v

Windows Firewall Auditing
Registry Changes Criteria Pattern - (( Severity ="")
Service Audit
Eventlog Reports N
Removable Device Auditing
Windows Backup and Restore
Program Inventory
Application Whitelisting
Threat Detection From Antivirus
Threat Detection

Application Crashes

vV VvV VYV VYV VY VY VY VYV VY

Netwark Poliev Server

* Favorites

O]

+ Add group
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> Domain Events

& Scheduled Reports

£ Manage Reports

# Need New Reports?

3. Click Select Device to generate reports for specific devices or applications.

Select Log Source

Select All

UnixGroup (0/38)
WindowsGroup (0/25)
Windows Wor... (0/1)

ks 192.168.111.2

Search Elements
W7 100.100.100.101

g+ 100.100.100.103

192.168.111.1

192.168.111.11

£2:192.168.111.4
O 192.168.111.7
A 192.168.111.9
W7 192.168.2.10

A 100.100.100.102
A 100.100.100.104
sw 192.168.111.10
@ 192.168.111.13
A 1921681113
M 192.168.1115
D 192.168.111.8
A 192.168.2.1

M 192.168.2.11

4. Click Report Group to add the new report to the desired group. The drop down displays all available report
groups under Custom Reports. Select one of these or create your own group and click '+'. If not specified, the

custom report will be added to the Default Group.

Report Group

Report Criteria

Default Group

Default Group
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5. Select the type of view for your report (see types of view).

Report Type Tabular View v

Tabular View
summary View

Pivot View
. —-select--

Multi-report View

6. Set the criteria for the report. You can add multiple criteria and perform AND or OR operations between
them. You can also add criteria to groups and perform AND or OR operators between the groups.

(D) Note

e When the given criteria is separated by commas, it is treated as a separate criteria with OR
condition. (Eg: If the criteria is given as EventlD =4678,4679 , thenitis treated as EventID=
4678 OR 4679).

¢ |fyouintend to give a single criteria with a comma character, please use "&comma;" instead
Of ll’ll i

7. Click Add to save.

Manage Custom Reports

You can edit, delete, or disable the custom reports.
1. Navigate to Reports. Click Manage Reports at the bottom of the left panel.

2. To edit a custom-made report, click on the adjacent editicon and make the necessary changes. Click
Update.

Edit Custom Report

* Report Name Device Select Device 192.168.10.1,192.168.10.11

Report Group Default Group v Report Type Tabular View v

Report Criteria

Severity v | Equals v | Aert v [ x]
AND v Facility v Equals ~ | User v [ x]
OR ~ | Severity ~  Equals v Error v B
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3. To delete a custom-made report, click on the adjacent delete icon. Click Yes in the pop-up box that appears.

Delete Custom Report

Are you sure you want to delete this custom report?

4. To disable a custom-made report, click on the corresponding tick box in the Status column.

Manage Custom Reports @ Custom report disabled successfully. x 4 Add New Report
Manage Predefined Reports
o4 More ¥ 1-10f1 | 10w | MG
M Acions Report Name « ‘Group Name View Report Shared To
® 78R Device Default Group View Report 0

5. To share the reports with technicians, hover over the report and click on the share icon that appears. Select
the technician(s) and click Share.

Select Technician(s) to Share X

Select Technicians -- Select Technidians --

Share with all technicians

(@ All reparts created are shared to Admin users.
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lypes of views

Tabular View

This view displays the data in the form of a simple table. You just need to frame the criteria for selecting logs for

the report. You can generate different views of the same tabular view report. To create a new view, refer the

Manage Report Views section.

oz}

Time DisplayName Username Event ID Severity Source
2020

o4 Microsoft-
081 WINSERVER- s dministrator 4737 Error s

2012 ecurity-Au

2:47. ditin

16 e

2020

0. Microsoft-

081 WINSERVER- s dministrator 4737 Error Vilndopes:
L - 2012 ecurity-Au

e ditin,

46 g

2020

04 Microsoft-

081 WIN-SERVER-  pqministrator 4737 Error WiindawsS
o 2012 ecurity-Au

2 diti

16 g

2020

o4 Microsoft-

081 WIN-SERVER-  p qministrator 4737 Error e
o 2012 ecurity-Au

2 ditin

16 e

Summary View

1-850f85 100w [

Message

A security-enabled global group was changed. Subject: Security ID: 5-1-5-2
1-2477490969-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:

5-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: -
SID History: - Additional Information: Privileges: - 291208299

A security-enabled global group was changed. Subject: Security ID: 5-1-5-2
1-2477490963-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security 1D:

§-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: -
SID History: - Additional Information: Privileges: - 291208299

A security-enabled global group was changed. Subject: Security ID: 5-1-5-2
1-2477490969-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:

S-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou
p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: -
SID History: - Additional Information: Privileges: - 291208299

A security-enabled global group was changed. Subject: Security IC -5-2
1-2477490969-972611893-3386141825-500 Account Name: Administrator

Account Domain: ELANEW2017 Logon ID: 0x38FEFCABS Group: Security ID:

5-1-5-21-2477490969-972611893-3386141825-1161 Group Name: secGrou

p Group Domain: ELANEW2017 Changed Attributes: SAM Account Name: ﬂ

SIN Hickrme  Additinnsl lnfrrmatinn: Driilecac 201902900

This view gives you a more granular representation of the log data. It allows you to select multiple criteria based

on which data wil Ibe displayed. After framing the report criteria, you need to select the fields based on which the

summary view report will be generated.

Devices  Applications  Cloud Sources  FileMonitoring  Threats  Vulnerability VM Management  Mitre ATTRCK  ME Applications  Custom Reports

= Custom Reports.

Create Custom Report

5 Detault Group.
* Report Name Summary view -1
Report Group Default Group v
Report Criteria

Summary Report Fields

W Favorites
Select Device Pick Device
Report Type Summary View v

Summarize Based On Device

Username

Severity

+ Ad new Report

@ Scheduded Reports

 Manage Reports

Devices  Applications  CloudSources  FileMonitoring  Threats  Vulnerabilty VM Management  Mue ATT&CK  ME Applications

= Custom Reports A
Summary view -1

Search

reports P

» Default Group
Select Device event-test.192.168.2.1,192.168.2.5,19%.

Custom Reports

ExportAs~ [ & Schedule Reports [ More

Period 2000-08-22 00:00 To 2020-08-22 14:25
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user] user-1 Error 37882882 E— 50.38 %

Warning [ 0.00%
user-1% Error 2840896 ] 378%
local service Error 14073 002%
anonymaus logon Errar 876 0.00 %
administrator ‘Warning 512 0.00%
el-kBr2s-64-1% ‘Warning 386 0.00%
system Error 360 0.00%
prabhu warning 132 0.00%
user-G§ Error 20 0.00 %
user-6 Error 15 0.00%

user2 user-2 Error 18176786 = 2417 %

() Note

When you apply onlyone criteria, a graph would be generated. When you apply more than one
criteria, a graph would not get generated, but the data would be displayed in a table.

Devices  Applications  CloudSources  FileMonitoring  Threats  Vulnerabilty VM Mansgement  Mire ATT&CK  ME Applications  Custom Reports
— Custom Reports Summary view - 2 Epontas - [y W Schedule Reporms B Mo
sercnsmiatlerpots Pl o [ 2228241 oy | oo omtommaszi e |

> Default Group

Percormage

Pivot View

This view is useful when you have to monitor particular values of the field based on which the report is generated.
After selecting the report criteria, you can select the field and the values in the field that you want to monitor. Each
of those values will be displayed as separate columns with the'count'.

Devices  Applications  Cloud Sources  FileMonitoring  Threats  Vulnerabilty VM Management  Mire ATT&CK  ME Applications  Custom Reports

= B Create Custom Report

Search available reports o
Regort Name Pivot view Select Device evice
> Default Group
Report Group Default Group ~ Report Type Bhvot View ~
Report Criteria ®
Pivot Report Fields (O]
Specify Row Tisld Device v
Specify Calumn Field ~ Username ~ Values  Custom v 15638, user 13, user28, administrat
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(D) Note

A maximum of five values can be chosen for monitoring.

Devices  Applications  Cloud Sources  FileMonitoring  Threats  Vulnerability VM Management  Mitre ATI&CK  MEApplications  Custom Reports

= Custom Reports

Pivot view ExportAs » [ W Schedule Reports [ Mor
Search available reports o
> Default Group
Select Device UnixGroup, ELA-NATIVE-WIN, eveni-tes Period 2000-08-22 0000 To 2020-DB-22 14.25 I
Device user-2§ administrator
useri 0 2849529 ] 514
user3 1999297 0 0 3942
user2 0 0 954747 0
event-test [t} a 0 20582
192.168.12.24 0 0 0 145
userd 0 0 4] 38

Multi Report View

This view is useful to monitor numerous reports at one glance. It will give you a holistic view of the reports that
you have added to the multi report. In this view, each report has a View Report button that navigates to the

original report.

Devices  Applications  Cloud Sources  File Monitoring  Threats  Vulnerability VM Management  Mitre ATTA&CK  ME Applications  Custom Reports
= Custom Reports
Multi report ExportAs~ (o W Schedule Reports [ Mor
carch avalable reports o
> Default Group
Select Device event-test,192.168.2.1,192.168.2.5,19. Period 2000-08-22 00:00 To 2020-08-22 16:20 l
Report Name Count Action
All Events 74675594 View Report
Success Events 74637400 View Report
All Events 1686582 View Report
User Logoffs 0 View Report
5U Logoffs 5251 View Repart
Logons 439 View Report
Falled logons 1202 Wiew Report
S5H lagons 328 View Repart
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2.3.5. Manage Report Views

B9 Last updated on: September 12, 2025

EventLog Analyzer allows you to create multiple views of the same report. This enables you to view the report

based on different parameters such as time, domain, source, etc. The different views will be generated from the

same set of log data.
In this help document, you will learn to perform the following operations.

Creating a new report view

To create a new report view,
e Open EventLog Analyzer and select the Reports tab.

¢ Choose the required report and click on the # (Manage Custom Views) icon present on the right corner.

Servers &Workstation  Network Devices  Applications  Cloud Sources  File Monitoring ~ Threats  Vulnerabilty VM Management  Mitre ATT&CK  ME Applications # Favorites
= Windows All Events Exportas v [y ‘@ Scheduled Reports [ More
Search available reports P SelectDevice | dnanush-15567WiNaK v Period | Today E
All Events
AllE Top S Top D:
mportant Events vents op Source op Devices 2
User Based Activity
& MSSQL Server Events Chart Summary
& IIS Webserver Events 300 v
& Terminal Server Events
& Printer Events 200
& Hyper-V Events 5
S
> Trend Reports
> Device Severity Reports
> Windows Startup Events o
& &
> System Events &
oc" CO5 &
> Windows Firewall Auditing
> Registry Changes - Error =+ Warning Information -4 Success ¥ Failure
> Service Audit
> Eventlog Reports
> Removable Device Auditing — =
m = & Incident 1-100f644 > 10y M
Time ~ Device Severity Source DisplayName Event ID
. 2024-03-20 11:05:36 dhanush-15567 Microsoft-Wind urity-SPP dhanush-15567 16384
@ Scheduled Reports
2024-03-20 11:05:06 dhanush-15567 Microsoft-Wind urity-SPP dhanush-15567 16394
Manage Report
# Manage Reports 2024.03-20 11:01:22 dhanush-15567 Information Service Control Manager dhanush-15567 7040

e |nthe pop-up window that appears, click on +Add View.

Manage Reports View

View fields Enable/Disable Actions

View Name

All Events Source o S 1
Top Source Source v S 1
Top Devices Device v P |
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Close

e Enter a suitable name for the view and choose the required parameters on which the view should be based.

You can choose up to four different parameters.

e Click on Add.

e The new view will be added as a separate tab in the report.

Editing, deleting, or disabling report views

To edit, delete, or disable the views that have been created:

e Open EventLog Analyzer and select the Reports tab.

e Choose the report whose views you want to edit and click on the # (Manage Custom Views) icon present on

the right corner.

Servers & Workstation  Network Devices  Applications  Cloud Sources  File Monitoring ~ Threats  Vulnerability

= Windows All Events

Search available reports el Select Device | dhanush-15567 WIN2K A g

All Events

All Events Top Source Top Devices
Important Events

User Based Activity

& MSSQL Server Events Chart Summary

& IS Webserver Events 300
& Terminal Server Events
& Printer Events 200

& Hyper-V Events

Count

Trend Reports

Device Severity Reports

VM Management  Mitre ATT&CK  ME Applications

Windows Startup Events
System Events

Windows Firewall Auditing

Service Audit

Eventlog Reports.

VvV OV VY VY VY Vv v

Removable Device Auditing = .
B = & Incident

&
& &
&

Registry Changes -e- Error =~ Warning Information -~ Success  -¥- Failure

Bxportas v B

Period

Today

* Favorites

@ Scheduled Reports [ More

El

1-100f644 > | 10~ M

Time ~ Device Severity Source DisplayName Event ID

dhanush-15567

2024-03-20 11:05:36 dhanush-15567

@ Scheduled Reports

2024-03-20 11:05:06 dhanush-15567

Microsoft-Wind urity-SPP

£ Manage Reports

Mics Wind urity-SPP

2024-03-20 11:01:22 dhanush-15567 Information Service Control Manager
2024-03-2010:59:18 dhanush-15567 Information Service Control Manager
# Need New Reports?

¢ |nthe pop-up that appears you can see a list of views for that report.

Close

Manage Reports View
+ Add View
View Name View fields Enable/Disable Actions
i All Events Source ]
3 Top Source Source v K]
i Top Devices Device V] s o

dhanush-15567

dhanush-15567

dhanush-15567

16384
16394
7040
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To edit a report view, click the #* icon corresponding to the view that you want to modify. Make the required
changes and click on Update.

To delete a report view, click the T icon corresponding to the view that you want to delete.

To enable/disable a report view, check/uncheck the checkbox under the Enable/Disable column,
corresponding to the required view.
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2.3.6. Adding reports to the Favorites section

B9 Last updated on: September 12, 2025

In this page

Adding a report to the Favorites Section

Adding a widget to the EventLog Analyzer Dashboard

If you have reports that you frequently refer to, these can either be added to the "Favorites" section or they can

be pinned as a widget in the dashboard for quick access.

Adding a report to the Favorites Section

From the list of available reports, you can select up to 20 reports to be added to the Favorites section.

To add reports to Favorites,

¢ Navigate to the required report.

Servers & Workstation  Network Devices

= Windows
Search available reports F)

> Trend Reports

' Device Severity Reports
Success Events

Information Events

Failure Events

Warning Events

Error Events

Windows Startup Events
System Events

Windows Firewall Auditing
Registry Changes

Service Audit

Eventlog Reports
Removable Device Auditing
Windows Backup and Restore

Program Inventory

vV VYV VY VY VYV VoV

Application Whitelisting

@ Scheduled Reports

# Manage Reports

# Need New Reports?

Applications  Cl

Information Events

loud Sources

Select Device | dnanusn-15567,W
Top Devices Top Source
m = & Incident

File Monitoring

IN2K A g

Threats  Vulnerability VM Management — Mitre ATT&CK  ME Applications  Custom Reports # Favorites

Exportas v [ @ Scheduled Reports | [ More

¥ Pinto Dashboard
Period  Today
B Setas Default

* Add to Favorites

Chart Summary
400
. v
3 200
S
0
o
&
&
e
-~ Device

1-100f368 > 10~ M}

Time Device Source Domain Remote Device Username

2024-03-2112:35:40
2024-03-2112:35:36
2024-03-2112:35:31
2024-03-2112:34:29

dhanush-15567
dhanush-15567
dhanush-15567
dhanush-15567

OneApp_IGCC_WinService
Netwtw10

OneApp_IGCC_WinService

Netwtw10 - - - E

e On the right top corner of the tab, click on More and select Add to Favorites.

e The selected report will be added to the Favorites section.

e This can now be accessed quickly by clicking on "Favorites" in the top right corner.

Servers & Workstation ~ Network Devices

= Windows

Trend Reports

<

Device Severity Reports
Success Events
Information Events
Failure Events

Warning Events

Error Events

Windows Startup Events
System Events

Windows Firewall Auditing

vovov v

Registry Changes

Applications  Cloud Sources

Error Events

Select Device  dnanus

Top Devices

Top Source

File Monitoring

Threats  Vulnerabilty VM Management  Mitre ATI&CK  ME Applications  Custom Reports # Favorites

Chart Summary

Count

Exportas v §b 2= All Events

23 User Based Activity
Period  Today

23 Important Events

23 Hourly Report

23 Windows Firewall Rule De.
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Service Audit

Eventlog Reports

Removable Device Auditing
Windows Backup and Restore

Program Inventory

Application Whitelisting

& Incident

&
&
&

8- Device

1-100f309 > 10 M

Removing a report from the Favorites section,

¢ Navigate to the report which you want to remove from Favorites.

* On the right top corner of the tab, click More and select Remove from Favorites.

(D) Note

While upgrading to the latest build of EventLog Analyzer, favorite reports in Builds 11212 and below

will not be retained.

Adding a widget to the EventLog Analyzer Dashboard

Any report of your choice can be pinned to the EventLog Analyzer dashboard for a quick reference.

To pina report,

¢ Navigate to the report you want to pin to the dashboard.

¢ |n the top-right corner of the report, click More and select Pin to Dashboard.

e This report will now get added as a widget in the dashboard.

Servers & Workstation

= Windows

Search available reports o
All Events

Important Events.

User Based Activity

& MSSQL Server Events

& 1IS Webserver Events

& Terminal Server Events
& Printer Events

& Hyper-V Events

Trend Reports

Device Severity Reports.
Windows Startup Events
System Events

Windows Firewall Auditing
Registry Changes

Service Audit

Eventlog Reports

vV VOV VIV VOV v

Removable Device Auditing

@ Scheduled Reports

£ Manage Reports

% Need New Reports?

Network Devices

Applications  Cloud Sources

All Events

Select Device  dhan|

All Events

B = @ In

Top Source

File Monitoring

ush-15567WIN2K. A

Top Devices

cident

Threats

Count

Custom Reports

Bxportas v Ry

Period  Today

Vulnerability VM Management ~ Mitre ATT&CK  ME Applications
Summary
S S S R & s e O &
& FE ST F I
S & & S o F L LK ¥ P
S S B & T & S
& d S S &P
S o“ R

&

- Error - Warning

Information - Success ¥ Failure

* Favorites

@ Scheduled Reports | [ More

¥ Pin to Dashboard

B Setas Default

% Remove from Favorites

1-100f692 > 10y M

Time ~ Device Severity Source DisplayName Event ID

2024-03-2112:27:28
2024-03-2112:27:28
2024-03-2112:27:26
2024-03-2112:27:26

RS ey

dhanush-15567
dhanush-15567
dhanush-15567

dhanush-15567

Warning hemon
Warning hcmon
Information OneApp_IGCC_WinService
Warning LsaSrv

dhanush-15567
dhanush-15567
dhanush-15567

dhanush-15567
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2.3.7. Report export and customization

B9 Last updated on: September 12, 2025

EventLog Analyzer allows you to export reports, add or remove columns in a report and pin the graph to the
dashboard.
In this help document, you will learn to perform the following operations.

Report exporting:

EventLog Analyzer gives users the ability to export reports as PDF, CSV, XLSX( Exports data with a default

limit of 50,000 records per sheet) and HTML(Exports data into an HTML file for easier viewing in browsers)

To export reports,

Select the report you want to export and click the Export as drop-down button on the top-right corner of the

report.

Select the format(PDF, CSV, XLSX and HTML.) in which you want the report to be exported.

The export history section will open automatically to display the export queue.

For each export, you have the option of downloading the report from the queue by selecting an appropriate

option.

To view export history, click the E@ at the top-right corner of a report. A list of the most recently exported reports

will be displayed.

Servers & Workstation  Network Devices  Applications  Cloud Sources  File Integrity Monitoring ~ Threats  Vulnerability VM Management ~ Mitre ATT&CK  ME Applications  Custom Reports # Favorites
= Windows All Events Export as ~ @ Scheduled Reports [ More
Search Reports [Ctri+Space] o Select Device | siem-win11-1.SIEM-W2 v Period | 2024-05.0100:00:00 - 2024-05-30 23:59:59 H
All Events
————— Top Devices ewc eqw test edee s
User Based Activity
& MSSQL Server Events Chart Summary
& IS Webserver Events 7.5M
v
& Terminal Server Events
& Printer Events 5M
& Hyper-V Events §
> Trend Reports 2.5M
> Device Severity Reports
> Windows Startup Events
> System Events
> Windows Firewall Auditing
> Registry Changes & Device
> Service Audit
> Eventlog Reports
> Removable Device Auditing
B = B Incident 1.100f5980018 > 10w M
Time ~ Device Event ID DisplayName Source Severity
. 2024-05-30 23:59:49 itslog360-2019 10028 itslog360-2019 Microsoft-Windows-DistributedCOM Error
@ Scheduled Reports
2024-05-30 23:59:39 itslog360-2019 1001 itslog360-2019 Windows Error Reporting Information
£ Manage Reports
2024-05-30 23:59:39 itslog360-2019 5379 itslog360-2019 Microsoft-Windows-Security-Auditing Success
2024-05-30 23:59:39 itslog360-2019 5379 itslog360-2019 Microsoft-Windows-Security-Auditing -
% Need New Reports? E#  Incident Workbench X =)
Servers & Workstation  Network Devices ~ Applications ~ Cloud Sources  File Integrity Monitoring ~ Threats  Vulnerability VM Management ~ Mitre ATT&CK  ME Applications  Custom Reports # Favorites
Cisco All Events Exportas v [® | @ Scheduled Reports [; More
2 @ PDF
ch Reports [Ctri+Space
Select Device | 19216821 v Facsy O E
Al Events
[ xtsx
\mportant Events All Events Top Protocols Usage Custom View 1 o
B HTML
> Router Logon Report =
> Router Configuration Report 3k
> Router Accepted Connections
> Router Denied Connections L x
> Router Traffic Report by Protocol g
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System Events
Router Traffic Errors
Firewall IDS/IPS Reports
Firewall Threats

Firewall Allowed Traffic
Firewall Denied Traffic
Logon Reports

Cisco Common Reports.

Firewall Account Management

2025-01-30 15:03:57

vV VYV VOV VY VY VYV

Firewall VPN Users Reports
2025-01-30 15:03:57

2025-01-30 15:03:57
2025-01-30 15:03:57
W Scheduled Reports 2025-01-30 15:03:57
% Manage Reports 2025-01-30 15:03:57
2025-01-30 15:03:57

L Rl iced New Reporis 2025-01-30 15:03:57

(D) Note

@ Emergency @ Alert Critical @ Error @ Warning @ Notice @ Information Debug

1-100f2967 > 10y M

Time + Device Source Severity DisplayName
VPN Logon Reports

192.168.2.1 ASA-4-733100 Information 192.168.2.1
192.168.2.1 ASA-4-400032 Warning 192.168.2.1
192.168.2.1 ASA-6-305012 Information 192.168.2.1
192.168.2.1 ASA-6-302016 Information 192.168.2.1
192.168.2.1 ASA-2-106002 Critical 192.168.2.1
192.168.2.1 ASA-6-113016 Information 192.168.2.1
192.168.2.1 ASA-6-113017 Information 192.168.2.1
192.168.2.1 ASA-4-400007 Warning 192.168.2.1

XLSX and HTML exports will include only tabular data and will not include graphs.

Adding or removing columns:

EventLog Analyzer gives users the ability to add or remove columns to the reports.

To add or remove columns:

e Select the report you want to add or remove columns and click I on the top-right corner of the report.

¢ In the pop-up window, select the fields you want to display in the search results by ticking the corresponding

boxes. To exclude fields, simply leave the boxes unticked.

Select Columns

Q

Select All
» Time
| Device
v Source

Message

Type
v Severity

| DisplayName

Selected - 5/7

Selected Columns:
Time
Device
Source

Severity
DisplayName

m Reset Cancel

® You can also rearrange the selected columns by dragging and dropping the column names accordingly, in the

Selected Columns section.
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e Click Save to apply your preferences.

¢ Now you have the options to Select all and Reset back to default settings.

Note:
e When the reports are exported, the columns that have been selected will be represented.

e Select All will be shown only when the Number of Fields is less than 10.

Pinning the graph to the dashboard:

EventLog Analyzer gives users the ability to pin graphs to the dashboard.
To pin a graph:
e Select the report you want to pin.

e Click the More drop-down button on the top right corner and select Pin to Dashboard.
¢ |nthe pop-up window, you can select the tab, widget, widget type, and display name of the widget that you'd

like to pin.

Pin to Dashboard X

Select Tab Events Overview v
Widget Top Devices v
Widget Type Chart Summary
Chart Type Ll Column Chart v
Chart Color | E#214fed v

Display Name  All Events

Cancel

e Click Add to save your preferences.

Adding Annotation to Report Export

You can add custom annotations for the reports. These annotations will be displayed in PDF, HTML, and XLSX
Report exports.

To add annotation,

¢ Navigate to the report you want to add Annotation.

¢ |n the top-right corner of the report, click More and select Change Annotation.

Servers & Workstation ~ Network Devices  Applications  Cloud Sources ~ File Integrity Monitoring ~ Threats  Vulnerabilty VM Management  Mitre ATT&CK  ME Applications  Custom Reports * Favorites I
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Cisco Al Events Exportas v B @ Scheduled Reports [ More
—yy ¥ Pin to Dashboard
Search Reports [Ctrl+Space] el Select Device | 192.1682.1 v Period  Last Month
B set as Default
All Events
Important Events All Events Top Protocols Usage Custom View 1 * Remove from Favorites
@ Change Annotation
> Router Logon Report
> Router Configuration Report "
> Router Accepted Connections
> Router Denied Connections U
> Router Traffic Report by Protocol 3
> System Events 1
> Router Traffic Errors
> Firewall IDS/IPS Reports
i
> Firewall Threats )
> Firewall Allowed Traffic
> Firewall Denied Traffic ® Emergency @ Alert Critical @ Error @ Warning @ Notice @ Information Debug
> Logon Reports
> Cisco Common Reports
m = & Incident 1-100f2067 > | 10~ M
> Firewall Account Management
Device Source Severity DisplayName
> VPN Logon Reports
2025.01-30 15:03:57 192.168.2.1 ASA-4-733100 Information 192.168.2.1
> Firewall VPN Users Reports
2025.01-30 15:03:57 192.168.2.1 ASA-4-400032 Warning 192.168.2.1
2025.01-30 15:03:57 192.168.2.1 ASA-6-305012 Information 192.168.2.1
2025.01-30 15:03:57 192.168.2.1 ASA-6-302016 Information 192.168.2.1
[WjSchedtied Reports 2025.01-30 15:03:57 192.168.2.1 ASA-2-106002 Citcal 192.168.2.1
£ Manage Reports 2025.01-30 15:03:57 192.168.2.1 ASA6-113016 Information 192.168.2.1
2025.01-30 15:03:57 192.168.2.1 ASA6-113017 Information 192.168.2.1
iiccd ew Repori= 2025-01-30 15:03:57 192.1682.1 ASA-4-400007 Warning 192.168.2.1 =

¢ Update the annotation to the desired requirement. Click "Save".

Change Annotation

Annotation Showing reports for : All Events

¢ All the above-mentioned exports of this report will have Custom Annotation from now on.

Calendar Functionality

The Calendar Functionality feature introduces enhanced options for managing date ranges. This functionality

provides greater flexibility and efficiency when working with date-specific data.

NOTE: The calendar functionality is also accessible through dashboard, search, correlation, alerts,

workflow-history, renindex and compliance tabs.

The date ranges can be managed in two ways as follows:
1. Custom Ranges:

e Create new date ranges by selecting the Custom Range option.

Servers & Workstation  Network Devices  Applications ~ Cloud Sources  File Integrity Monitoring ~ Threats  Vulnerabilty VM Management  Mitre ATT&CK  ME Applications  Custom Reports

W Favorites
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Cisco

Search Reports [Ctri+Space]
AllEvents

Important Events

Router Logon Report

Router Configuration Report

v

Router Accepted Connections

Router Denied Connections

Router Traffic Report by Protocol

System Events

v

Router Traffic Errors

Firewall IDS/IPS Reports

Firewall Threats

v v

Firewall Allowed Traffic

v

Firewall Denied Traffic

v

Logon Reports

Cisco Common Reports

v

Firewall Account Management

VPN Logon Reports

v

Firewall VPN Users Reports

W Scheduled Reports

# Manage Reports

# Need New Reports?

o

All Events
Select Device 192.168.2.1 T
Al Events Top Protocols Usage Custom View 1
3k
2k
H
3
S

& Incident

ime
2025-01-30 15:03:57
2025-01-30 15:03:57
2025-01-30 15:03:57
2025-01-30 15:03:57
2025-01-30 15:03:57
2025-01-30 15:03:57
2025-01-30 15:03:57

2025-01-30 15:03:57

® Emergency @ Alert

Device

192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1

From

@  2025-01-01 00:00:00

Jan 2025 -

SU MO TU WE

Exportas v [®

Period  LastMonth

To

B 2025-01-31 23:59:59

Feb 2025 - <

SU MO TU WE TH FR

[c) 23+ :59 159«

/| Save this time period
Critical

| = e

urce
ASA-4-733100
ASA-4-400032
ASA-6-305012
ASA-6-302016
ASA-2-106002
ASA-6-113016
ASA-6-113017

ASA-4-400007

e Easily delete any custom ranges that are no longer needed.

Servers & Workstation  Network Devices  Applications  Cloud Sources ~ File Integrity Monitoring  Threats
— Cisco All Events
Search Reports [Ctrl+Space] el Select Device | 19216821 v
AllEvents
Important Events Al Events Top Protocols Usage Custom View 1
> Router Logon Report
> Router Configuration Report 2
> Router Accepted Connections
> Router Denied Connections _
> Router Traffic Report by Protocol 3.
> System Events
> Router Traffic Errors
> Firewall IDS/IPS Reports
> Firewall Threats
> Firewall Allowed Traffic
> Firewall Denied Traffic ® Emergency @ Alert
> Logon Reports
> Cisco Common Reports
m & Incident
> Firewall Account Management
Time Device
> VPN Logon Reports
2025-01-24 22:58:54 192.168.2.1
> Firewall VPN Users Reports
2025-01-24 22:68:03 192.168.2.1
20250124 22:56:36 192.168.2.1
2025-01-24 22:65:32 192.168.2.1
W Scheduled Reports 20250124 22:53:33 192.168.2.1
£ Manage Reports 2025-01-24 22:62:12 192.168.2.1
2025-01-24 22:50:31 192.168.2.1
¥ NeedNewReports? 055 01.24 22.49:20 192.1682.1

2. 2. Pinned Calendar Ranges:

¢ Pina specific calendar range to a report.

Vulnerability

VM Management

Critical @ Error @ Warning

ource
ASA-6-106015
ASA-6-106015
ASA-6-106015
ASA-6-106015
ASA-6-106015
ASA-6-106015
ASA-6-106015
ASA-6-106015

Mitre ATT&CK

@ Notice

Exportas v [®

Period ~ Custom Range 1

@ Scheduled Reports [ More

Today
Yesterday
Last 7 days
Last 30 days
This Month

S

Last Month

Custom

<

All Hours
Business Hours

Non-business Hours

Last Days v

1-1002967 > 10y M

erity DisplayName
Information 19216821
Warning 192.1682.1
Information 19216821
Information 192.168.2.1
Critical 19216821
Information 192.1682.1
Information 19216821
Warning 192.168.2.1
ME Applications  Custom Reports # Favorites

® Scheduled Reports [ More

Today
Yesterday
Last 7 days
Last 30 days
This Month
Last Month

+ CustomRangel X ¥

‘Custom

+ All Hours
Business Hours

Non-business Hours

Last | Days v
@ Information Debug
1-100f1967 > 10~ M

Severity DisplayName

Information 19216821

Information 192.168.2.1

Information 19216821

Information 19216821

Information 19216821

Information 19216821

Information 19216821

Information 19216821

e The pinned range will automatically load each time the report is accessed or reloaded, ensuring

consistency and saving time.

Servers & Workstation
= Cisco
Search Reports [Ctrl+Space] 0

All Events.

Important Events

v

Router Logon Report
Router Configuration Report

Router Accepted Connections

v v v

Router Denied Connections

v

Router Traffic Report by Protocol

v

System Events

v

Router Traffic Errors

v

Firewall IDS/IPS Reports

v

Firewall Threats

Network Devices

Applications  Cloud Sources
All Events
Select Device = 192.168.2.1
All Events Top Protocols Usage
2
FR
5]

File Integrity Monitoring  Threats

Custom View 1

Vulnerability

VM Management

Mitre ATT&CK

ME Applications

Custom Reports

Exportas v [&

“ Favorites

@ Scheduled Reports [ More

Period | Custom Range 1

Today
Yesterday
Last 7 days
Last 30 days
This Month
Last Month

<

CustomRange 1f X %

Custom

AN

All Hours
Business Hours

Non-business Hours

Visit our website

Try live demo

Contact us

227


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

X N TS S N N N NS S NG &R

> Firewall Allowed Traffic
Last Days v
> Firewall Denied Traffic ® Emergency @ Alert Critical @ Error @ Warning @ Notice @ Information Debug
> Logon Reports
> Cisco Common Reports
m = & Incident 1-100f 1967 > 10 M
> Firewall Account Management
> VPN Logon Reports
2025-01-24 22:58:54 192.168.2.1 ASA-6-106015 Information 192.168.2.1
> Firewall VPN Users Reports
2025.01-24 226803 192.1682.1 ASA6-106015 Information 192.168.2.1
2025-01-24 22:56:36 192.168.2.1 ASA-6-106015 Information 192.168.2.1
2025-01-24 22:56:32 192.168.2.1 ASA-6-106015 Information 192.168.2.1
@ Scheduled Reports 2025-01-24 225333 192.168.2.4 ASA-6-106015 Information 192.168.2.1
% Manage Reports 2025-01-24 22:52:12 192.168.2.1 ASA-6-106015 Information 192.168.2.1
2025-01-24 22:50:31 192.168.2.1 ASA-6-106015 Information 192.168.2.1
L ¥ NeedNewReports? 5406 01.24 224929 19216821 ASA-6-106015 Information 19216821
Group by  Time (Hour) v
time
Sur W
Time ¥ | Default
Preview Scan Time Hour This month =
- Da
IGEY Down Time Y Count
UpT Date
00:00:00 p fime 2152
Month
01:00:00 ~Processing Time 464
Year
02:00:00 - 248
03:00:00 44
04:00:00 43
05:00:00 44
06:00:00 43
07:00:00 44
08:00:00 44
09:00:00 23876

When creating a Custom Report or Report Views based on summary or pivot view, the following units are
available for the field Time, which will determine the unit of time:

Hour - The time will be represented hour-wise.

Day - The time will be represented day-wise (by days of the week).

Date - The time will be represented date-wise (by dates of the month).

Month - The time will be represented month-wise (by months of the year).

Year - The time will be represented year-wise.

Default - The time unit will adjust dynamically based on the selected time range in the date range picker. For
example, if the time range is more than one hour, the time will be shown hour-wise; if the range exceeds one day,
it will be displayed date-wise, and so on.

(D) Note

If a custom report or report view is based on the time unit "Hour", the time range is restricted to a
maximum of 12 months for viewing data.
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Chapter 2.4 SearCh

2.4.1. Log Search in EventLog Analyzer

£ Last updated on: September 12, 2025
In this page

How to search: Basic and Advanced
Types of basic search queries

Elasticsearch - Unarchive status

EventLog Analyzer provides a robust search engine to help you retrive log data during investigations. You can
search raw logs collected by the server and detect events of interest such as misconfigurations, viruses,
unauthorized access, unusual logons, applications errors, and more.

EventLog Analyzer provides basic and advanced search functionalities. Types of search queries supported are

wild-card, phrase, boolean, grouped searches.

How to search: Basic and Advanced

1. Go to the Search tab.

Search How To Search? 5
P | Type Dev roup Na Pick Log Saurce | AlLog Types - 3 Today = o4
Basic | Advanced 7 More

EVENTID = *529°

@ Search Help Card 5

What can | search?
* Anything. Just enter any term in the search box and EventLog Analyzer will leok it up. By default, the term is searched for in the log message.

How can | search for specific fields?
+ You can search for a specific field by typing the field name followed by = or l= and then the field value.
« For example,to search for login failures by Paul, enter USERNAME = "Paul* AND ( EVENTID = *528" OR EVENTID = *4625° )

Others ?
+ To perform a single character wildcard search, use the *2* symbol. To perform a multiple character wildcard search, use the *** symbol.
« Phrase searches - Enclose the phrase in double quotes.
+ Boolean searches (AND, OR, NOT) - Ex: “service entered" AND stopped
« Grouped searches database AND (started OR stopped)
+ Range searches - search for a range of values using square brackets. Ex; USERNAME = [Alice TO Charlie] will return all the logs with usernames from Alice to Charlie.

2. Click Pick device and select the devices across which you want to search. Click Add. If nothing is specified

in this field, log search will be carried out across all available devices.

Select Device x

Select All

Windows Workstation (1/1) -
=% Kathir-test
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WindowsGroup (2/2)

Cancel

3. Selectlog type from the drop-down box. By default the selection is All Log Types, and the search is carried
out across all log types.

4. Select the period as required.

5. Search Help Card is a built-in guide that lists the types of search queries you can perform in the search box.
You can also watch how to search tutorials.

6. Use Basic search to enter your own search string/search criteria.

e Type the field value into the Search box.

Basic Advanced More «

7023

€ Clear Search

¢ Type the field name and value into the Search box.

Basic Advanced More ~

EVENTID = 7023

@ Clear Search

7. To build complex search expressions with the interactive search builder, click Advanced.

Criteria
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Eventld v Equals v 7023 B
OR =~ Severity v Equals v Information v [ x |
AND -
Type v Equals v System
Cancel

Specify field values for your search criteria.

Click '+ to add a field. Click '!' to remove a field.

Select logical operator 'AND' and 'OR' between the fields.

Click Add group to construct a new set of field values.
e Click Add.

8. Click Search to see the results and result graph.

(D) Note

The result graph is displayed for a period of two weeks only.

Types of basic search queries

Using boolean operators:

You can use the following boolean operators: AND, OR, NOT.
Syntax: <field name>=<field value> <boolean> <field name>=<field value>.
Example: HOSTNAME = 192.168.117.59 AND USERNAME = guest

Comparison operators:

You can use the following comparison operators: =, |=, >, <, >= <=,
Syntax: <field name> <comparison operator> <field value>.
Example: HOSTNAME =192.168.117.59

Wild-card characters:

You can use the following wild-card characters: ? for a single character, * for multiple characters.
Syntax: <field name> = <partial field value> <wild-card character>
Example: HOSTNAME =192.*

Phrases:
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Use double quotes (") to specify a phrase as the field value.
Syntax: <field name> = "<partial field value>"
Example: MESSAGE ="session"

Using grouped fields:

Use round brackets () to enclose groups of search criteria and relate them to other groups or search criteria
using boolean operators.

Syntax: (<search criteria group>) <boolean operator> <search criterion>

Example: (SEVERITY = debug OR FACILITY = user) and HOSTNAME =192.168.117.59

Elasticsearch - Unarchive status

Logs stored in Eventlog Analyzer's Elasticsearch have a retention period that is customizable, and all logs
beyond this period will be deleted. Apart from this, there is also an archive period beyond which, the logs will be
archived and stored as a zip file. This is done to enhance memory utilization.

For example, if the archive period is set to 30 days and the retention period 90 days, logs less than 30 days old
will be available for searching. And, logs older than 30 days but less than 90 days will be archived.

To search for logs beyond the archive period (30 days in this case), these archived logs need to be unarchived
first before they can be made available for searching. This process takes some time depending on the log size.

The log data will be available as and when a zip file gets unarchived.

Confirm Action

Selected

Search | (1) How To Search? 4 Unarchiving for Logs : 25/33 Bportas v B

£ | Type Device / Group Name(s| Pick Device Al Log Types v Last 30 Days. H
Basic | Advanced
EVENTID = "520°
[
© Clear Search.
Loaded:73%
Hide Graph | Graph Type i
10k
I
.
8
10
3
S N N S I N G s D GRS S e &
L e e

® pav
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£ Fetching table data < 1i0or2ess2 > | 10w
tid = 0x15358, pid = 0x1535¢] - NV GPUSs detected

wKs

2022.05-11 16:20:07 santhosn-8457 santhosh-8457

tid = 015358, pid = 0x15354] - NV GPUS detected “

() Note

1. When logs beyond the archive period are being searched, a prompt is displayed with the
following details:
Free space, Expected unarchive size, Number of zip, and whether the user wants to proceed

with unarchiving or cancel the option and return to normal search.

2. This flow for unarchiving logs is the same for all the other tabs of EventLog Analyzer such as
Dashboard, Reports, Compliance, Correlation, and Alerts.
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2.4.2. Custom Log Parser

B9 Last updated on: September 12, 2025
In this page

How to extract additional fields using EventLog Analyzer?
Specifying custom field values

Regex method

Adding prefix and suffix

Validating the pattern

Delimiter method

Network administrators are always in need of more information and insights from their log data. There are times
when an IT administrator would identify some log information which is useful and would like to have it indexed
automatically as a new field. Having more fields being indexed makes your log data more useful while
conducting log forensics analysis and creating network security reports.

EventLog Analyzer allows administrators to create custom (new) fields or extract fields from raw logs by using
the interactive Field Extraction Ul to create regular expression (RegEx) patterns to help EventLog Analyzer to
identify, parse and index these custom fields from new logs it receives from network systems and applications.

How to extract additional fields using EventLog Analyzer?

¢ Navigate to the Search tab and search for the logs from which fields need to be extracted. Click Create
Additional Fields to view and extract fields.

() Note

Alternatively, you can also extract additional fields while importing the log file.

search  © H

R Incident | | @ How to extract fie < 1100160 > | 10~ | AddRem

pam_unix(su:auth: authenticati

20210318 10:16:39 1722117674

192168.25.159

Installed: peri-threaos-1.81-1.fc13.x86_64

20210318 10:16:34 192.168.25.159 formation User Yum
Unix ,

7221.176.74

192168.25.159

[ftp) FTP command: Client *172.18.94198", "LIST’
2021-03-18 10:16:24 192.168.25.159 information P vsftpd fip 1721896198
- - Unix c d - -

Unix Command Executed - - 192.168.25.159

pam_unix(su:auth: authenticati

20210318 10:16:19 1722117674

192168.25.159
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information e vsftpd fip 1721894198
02 FTP Command Executed ) - -
ust Unix Command Executed - - - 192.168.25.159

e You can view the extracted field details in the Event Information window. If the required value is not parsed,
you can extract further fields by clicking the Extract Additional Fields.

Event Information - Unix Extract Additional Fields X

Log

pam_unix{su:auth): authentication failure; legname=john uid=100 euid=0 tty=/dev/pts/0 ruser=john rhest=172.21.176.74 user=root

Existing Fields & Values for this LogType

SL Event Id 0 UserName john
Event Name Unsuccessful SU Logon Target User root
Fagility Mail Time 2021-03-18 10:16:19
Remote Device 172.21.176.74 Device Name 192.168.25.159
Source su Process Id 29189
Severity information

Close

Specifying custom field values

There are two methods by which custom fields can be specified viz.

® Regex method

e Delimiter method

Regex method
e Provide a rule name.
e Select and click the word(s) in the message, to be extracted as a field.

* You can use the Auto Identify option to identify the fields automatically.

Extract Additional Fields - Unix & x
Rule Name: Method: | Regex v
Log Fields
Select & dlick the field value to be extracted Field name Field value
pam_unix{su:auth): authentication failure; logname=john uid=100 euid=0 tty=/dev/pts/0 ruser=john logname @  john x
rhost=172.21.176.74 user=root
uid 100 ®
euid @ 0 x
tty Jdev/pts/0 %
ruser @ | john X
rhost @ 172.21.176.74 x

Cancel

e Provide a name for this field. Optionally, specify the prefix and suffix to the field value.
e Click on Create Pattern to generate a parser rule pattern.

Extract Additional Fields - Unix & x
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Rule Name: Failed Logon Method: | Regex v

Log Fields + Add Open Attribute (3)
Select & click the field value to be extracted A el Vs
pam_unix(su:auth): authentication failure; logname=john uid=100 euid=0 tty=/dew/pts/0 ruser=john logname @  john x
rhost=172.21.176.74 user=root
uid 100 X
euid @ o X
tty /dev/pts/0 x
ruser @ | john x
rhost @ | 172.21.176.74 x
Generated Pattern B Validate this pattern @ Cheose ancther pattern

12)(7=uid=.*7)(?

:["17)legname(?:[]2)=(?:["]7)(?<logname=."? 12NN ]7)uid (7 ([ Wshs=(7:["]?)euid ([ [P (F=euid= ) [ IS (2 TRy (7 [ ]7) =
Zetty=.*2)(2:["]2)\sNs™ (2: [ ] hruser(?: [ 2:["]?)(?<ruser=.*?)( Nishs=(2:["1?0rhost(7:["]?)=(2:["]?){?<rhost=.*?)( Ns*(7:["]?)user(7:[7]?)=(2:["]?)(F<user=.*7)(7:
["12)(7:8]\s\s™) =

Apply this pattern only when

Device ~ Equals v 192.168.25.159 ~

Cancel

Adding prefix and suffix

e You can also include the prefix and/or suffix of a field value to improve precision. To include a prefix and/or
suffix, click on the icon in the right corner of the Fields table and select the required option. Click Apply.

e Forinstance, consider the message : Successful Network Logon: User Name: sylvian Domain:
ADVENTNET Logon ID: (0x0,0x6D51131) Logon Type: 3 Logon Process: NtLmSsp Authentication
Package: NTLM Workstation Name: SYLVIAN Logon GUID: - Caller User Name: - Caller Domain: - Caller
Logon ID: - Caller Process ID: - Transited Services: - Source Network Address: 192.168.113.97 Source
Port: 0 22873

e The prefix Logon Type can be a static value as most of the logs will have the exact word as Logon Type
where as Source Network Address can be dynamic as the logs may have different word(s) like, Source IP
Address, Source Address, but with the same pattern.

e [fthe prefix and suffix are defined with exact match, the field extraction will be precise.

Note: An open attribute will not have a prefix or suffix.

Extract Additional Fields - Unix &

Rule Name: Failed Logon Unique Id Method: | Regex v

Log Fields + Add Open Attribute  (3)
Select & click the field value to be extracted Field name Field Value e,
pam_unix(su:auth): authentication failure; logname=john uid=100 euid=0 tty=/dev/pts/0 ruser=john anique_id e S i
rhost=172.21.176.74 user=root Field Value Suffix

Cancel

Validating the pattern

A narear nila nattarn ie rraatad 11cinn tha fiald Aafinitinn Vni1 ran adit tha nanaratad nattarn mannalls if vnin ara
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S MUIUUT UV UUUT T U VT UURU M U Y UV VU UM T U

familiar with regular expressions.

TUL U DML U IV YU VT AU U AT T AT U Y T YU U

Validate link is used to test the generated pattern against the previous search results. You can manually check
the suitability of the pattern by analyzing the 'Matched Log Messages' and 'Unmatched Log Messages'

displayed.

e Click on Choose another pattern to choose a pattern from the list of patterns generated by the application.

* You can define any existing field matching criteria to apply the pattern for this specific log type.

e Save the pattern to extract the field(s) from the upcoming logs.

Extract Additional Fields - Unix &

Rule Mame: | Failed Logon Unigue Id Method: | Regex v
Log Fields
Select & click the field value to be extracted Fedl mere
pam_unix(su:auth): authentication failure; logname=john uid=100 euid=0 tty=/dev/pts/0 ruser=john unique_id
rhost=172.21.176.74 user=root
Generated Pattern
(?sm)
(2sm)uid=(?<unique_id=\d+)?\s+ :
(?sm)
?sm)
Apply this pattern only when (2sm)
{5}
(?sm)
Device w Equals ~ 1%2.168.25.155 .

Cancel

Delimiter method

e Provide a rule name.

+ Add Open Attribute (D

Field value Field Value Prefix I

100 uid= v *

B Vvalidate this pattern  § Choose another pattern

uid=(?<unique_id=\d+)?\s+

wid=(?:.*?(?<unique_id>[~\s+]+))?

uid=(?:.*?(?<unique_id=[*\s+]+))?\s+\w+(?:=[~=]*)

(2:uid=(7

e You can use the Delimiter to extract fields using delimiters such as Space, Comma, Tab, or Pipe.

Extract Additional Fields - DHCP windows logs 3

Rule Name: Method: | Delimiter ~ Delimiter:

Log Fields

12,03/03/09,22:16:02, Release,192.168.2. 77, useruid6f36942bdbfd7d853fd9bef495e73ee251303711 vitel com.tr, 73
65727569643666333639343262646266643764383533666439626566343935653733656532353133303337313100,

Apply this Pattern only when

Device v Equals v 192.168.2.19

Close

o To save the created rule, click Save rule.

Space
Fiel

dn 1ap

dh |

dh
dhcp_description
dhep_ip

dhep_hostname

< Back X

+ Add Open Attribute (@

Release
192.168.2.77

useruidef36942bdbfd7d853f
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2.4.3. Saving search and exporting search results

B9 Last updated on: September 12, 2025
In this page

How to save search?
How to export search?

Enhancements

EventLog Analyzer drills down to the raw logs when retrieving results for your search query. The results can be

saved, or used to create report and alert profiles.

How to save search?
1. Go to the Search tab and enter the search criteria as required (see how to search).
2. Click Search for the resuilts.

Search » | How To Search?

L | Type Device / Group Name(s Pick Log Source All Log Types v

Basic Advanced More

EVENTID = *g

3. You can save the search criteria as search, reports or alerts.

Search How To Search? Export as ~

O | Type Device / Group Name(s Pick Log Source All Log Types v Last 30 Days |
More -

Basic Advanced

EVENTID = "529"

Bl seens -

© Clear Search 1 Save Search 2

[2 Save as Report
Hide Graph | B+ EditW
(G Save as Alert

4. To save as search, click Save Search. Enter a name without space. Click Save.

All Log Types v

More ~
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kerberoserror

5. To save as report, click Save as Report. Enter Report name and click Add (see create reports).

Devices v Windows Windows Workstation Unix/Linux 1BM AS/400 Cisco SonicWall Fortinet Juniper Meraki Sophos h * Favorites

Create Custom Report

“ Report Name Please enter report name. Select Device Windows Workstation,WindowsGroup
Report Group Default Group v Report Type Tabular View v
Report Criteria G)
Event ID v | Equals v 5 [+]

Cancel

6. To save as an alert, click Save as Alert. In the window that opens, click Save (see Create alert profile).

How to export search?
1. Go to Search and enter the search criteria.

2. Click Search.

Exportas v Y 4
PDF

v Jun-12-2024 00:00:00 - Jun-12-2024 161 Csv g
3

More

m Save As ¥ 2

3. Click Export as on the top-right corner. Select the format.

4. View the report export history by clicking on the icon, which can then be downloaded if required.

Exportas v [
Report export history

Search Report Download | Clear

More «
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Save As =

Show last 50 Clear all

Enhancements

Edit graph:

After clicking on Edit Widget, you can choose Graph Type, Chart Type, and Graph Color, and the changes will

be reflected accordingly.

Edit Widget X
Graph Type Linear Logarithmic
Chart Type Lw Column Chart v
Chart Color W #aa24f1 v
Cancel

Graph drill down:

To drill down to a specific time range, simply click on a point on the graph. When you do this, the calendar will
automatically adjust to display the corresponding time period. Both the table and the graph will also dynamically

update to reflect the selected time range.

Graph selection:

When you choose a specific section of the graph by dragging the cursor, the table will automatically adjust to
show data within that time range, and the graph will be highlighted according to its chart type. You'll also notice an
option to clear the selection becomes available. It's important to note that in this case, the chosen time range wiill

not be updated in the calendar.

Search How To Search?

PokLogSaurce | A1Log pss v Ty

Basic | Advanced More +

EVENTID = "529°

© Clear Search

Hide Graph | [ Edit Widget
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Count

i
m

0

> S

‘Showing result of : 2024-05-23 0B:00:00 - 2024-05-23 10:59:59 | Clear

& Incident | How to Extract Fields? < 1-100f2199 > 10+ Add/Remove Fields.
Message : Successfully scheduled ice for re-start . Reason: RulesEngine.
Lockout Threshold : - LogType : Windows  Hive Name ;- Ticket Option: - Destination Host Port:~  Properties :~ Key Length:~ Source Host Address : - Source Host Port = Security ID History : - Access Mask: =~ Authentication Package Name : - ~ Device Class Name : - Object Server : -
Allowed to Delegate to ;= ~ Device Description : =~ Access List: «  Subject Usemame ;- Destination Host Address ;-  OS Category :WKS  Common Report Name : =~ Gommand Executed ;- Gommand Line: = Task Category:= Mode:= Parent Process Name = Layer RTID: - Soript Executed : =
Priviege : - SID Fitering : - Application Name: - ActionID:~ Categoryld:~ Userld:- FPolicy:~ Object:~ SourceName:- Destination Name:- Source Region: - Destination Region:- Disk:- EventDetails:~ Parent Process ID:- LayerName: - New TaskContent: -
Gertficate ThumbPrint s~ Severity Type:=  Operation Type - Event Correlator: - DisplayName :1og360-cloud2  Device :loga60-cloud2  Tire : 2024-05-23 10:56:44  Event D : 16384 Severlty : information  Type : Application ~ Source : Microsoft-Windows-Security-SPP  Usernarme : - Callor : -
Protocol : - Parent Command Line -~ Application :- Target:= Query:~ Severity Lovel:~ FileName:- GallerLogoniD:~ Server:- TargetDevice:- Path:- Template:- NewTemplate:~ Origin:- Soript BlockText:~ EngineVersion:- FeatureName:- Name:- Result:~

Groupname ;= Group Domain: ~ Members ld: = Member Group S User Display Name : -~ User Principal Name : = Password Last Set ;- Account Expires : -

Restricted Admin Mode : - Resource: - Profile Path :~  Primary Groupid : - Pre Authentication Typs :
Changes:- Previous Value :- TergetDomaind: - TrustType:- TrustDirection:- Trust Attributes :- Distinguished Name:- Object Name
ePath:- ShareName:- Relative Target Name:- Logical Path:- New Filename:- Changetype Detalls:- Workstation Name:- Windows Service Type:- PHY Type:- Authentication:- Profile Name:- Ruleld : -
chine: - Fault Module: - Malware Name: - Mal

Service Account : -

Objecttype:- GUID:- Accesses:- ServiceName:- EncryptionType:- Ermor Code

User Account Control : - Logon Hours

Object Value:- OldType:- NewType:- Processid:- FileType:- Sh

are Type : - Service Start Type : - Vendor Name: -

Profile Value : - Target M:

Rule Name : - Profile Type.

Max Password : - Lockout Window : - ~ Lockout Duration

Reason:- State:- MinPassword:

Packet Discarded : -~ Target Ip
Varsion + = lIndate Name +~  Renort Nama -~ Inctanca Nama = NataRasaName < Tahla:= Golimnc-  Oldvala s~ Newvala:~  Aftibites = NNS Hastame - -

Pmain Rehavinuir version *«  Flevatad Token + - Fxtendar Resilt = Frura | nanfi-~  Graca Time+~  Handia I+~ Hein LRI -

As you drag your cursor over a specific area of the graph, that portion will be highlighted, and the logs within that

time range will be displayed.

How to use Saved Search

After your search parameters have been successfully saved, if you ever need to reuse the same parameters for
a future search, simply follow these steps:
e Click on More to reveal a drop-down menu.

e Select Saved Search.
e Pick the saved search containing the desired parameters.

If you require an exact time range, you can utilize the Select query with date option.

() Note

Under Saved Search, a maximum of 20 searches can be saved.

Exportas v [

Search | () How To Search?
P | Type Device / Group Name(s) Pick Log Source Al Log Types. v Today E
Basic | Advanced More| +
EVENTID = *529" 1 Saved Search Search
EY Search History  searcht
\D Shared Search | © 2024:05:25 00:0000 - 2024-05-2 235659 Select query with date | Share
© Clear Search
Hide Graph | B Edit Widget
10K
1
3 100
M
) I
o .
o o o o
§ § §
§ B & & 3
® Hour
& Incident | | How to Extract Fields? < 11008093 > 10w Add/Remove Fields
Message : ice for re-start at . Reason: RulesEngine.
Lockout Threshold : - LogType : Windows  Hive Name - Ticket Option : - Dastination Host Port -  Properties :- Key Length: - Source Host Address : - Source Host Port - Security ID History : - sMask: - Authentication Package Name: - Device Class Name ;- Object Server : -
Allowed to Delegate to -~ Device Desoription : - Access List: - Subject Username : -~ Destination Host Address: - OS Category : WKS  Common Report Name ;- Command Executed ;- Gommand Line:- Task Category: - Mode ;- Parent Process Name:: - Layer RTID: - Soript Executed : -
Privilege :- SID Filtering: - Application Name :- Action ID: - Gategory ldz- Userld:- Policy:- Object:- SourceName:- Destination Name:- Source Region:- Destination Region:- Disk:- EventDetalls:- Parent ProcessID:- LayerName:- New TaskContent: -

Certificate ThumbPrint s Severity Type: - Operation Type :-  Event Correlator - DisplayName : log360-cloud2  Device : log360-cloud2  Time : 2024-05-23 15:14:14  Event ID: 16384  Severly : information  Type : Application  Source : Microsoft-Windows-Security-SPP  Username :-  Caller: -

User Account Control : - Logon Hours: - Changes:- Previous Value:- Target Domainid:- Trust Type:- Trust Direction:- Trust Attributes: - Distinguished Name: - Object Name :- Objecttype:- GUID:- Accesses Service Name Encryption Type: -  Error Code : -  Service Account : -
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Search History:
Search requests will be saved in your browser's local storage and displayed as a Search History list. This list

can contain up to 50 entries. When the limit is reached, older entries will be deleted to accommodate new ones.

If you perform a search with the same criteria as an existing entry in the search history, the new query will replace

the previous one.

T B

Search ») How To Search?
Today

Group Name(s) Pick Log Source AllLog Types

0 Type Dev

More v

Basic | Advanced
1 Saved Search

EVENTID = "529°
B SearchHistory  secn
10 Shared Search -
© 2024052000000 - 20240523 25959 Select query with e
smsscfemor
© Glar Search © 2020057 000000 - 2024-05-17 235959 Select query with date
((SEVERITY 1= "Error" AND SOURCE I~ “MSSQLSERVER )) 5
ide Grapn | [ Edit Widget
o © 2024-04-24 00:00:00 - 2024-05-23 235959 Select query with date o B o
((SEVERITY = "Ertor* AND SOURCE = “MSSQLSERVER ))
®
© cloar sty
£ 100
8
10
o
N N N >
E .

® Hour

< 1-100f8093 > 10+ @

R Incident | How to Extract Fields?
Device Class Name : - Object Server : -
Layer RTID: - Secript Executed :

New TaskContent : -

Reasan: RulesEngine.
Authentication Package Name : -

service for re-start at
Mode: - Parent Process Name : -

Security ID History : - Access Mask: -
Command Line : - Task Category : -
- Parent Process D : -

Source Host Address : - Source Host Port : -

Message : Successfully
Command Executed : -

Properties :-  Key Length : -
0S Category : WKS  Common Report Name : -

Destination Host Port :

Hive Name: - Ticket Option : -
Layer Name: -

AddRemove Fields

Account: -

URL:-

Lockout Threshold : -~ LogType : Windows
Allowed to Delegate to: - Device Description : - Access List:- Subject Username :-  Destination Host Address : -
Privilege : - SID Filtering: - Application Name :- ActionID:- Categoryld:- Userid:- Policy:~ Object:~ SourceName:- Destination Name:- Source Region:- Destination Region:- Disk:- Event Details :
Certificate ThumbPrint:+  Severity Type:«  Operation Type:-  Event Comelator i+ DisplayName : log380-cloud2  Device : log360-cloud2  Time : 2024-05-23 15:14:14  Event ID: 16384 Severity : information  Type : Application  Source : Miorosoft-Windows-Security-SPP  Username :-  Caller: -
Protocol - Parent Command Line :- ~ Application:- Target:- Query:- Severitylevel:- FileName:- CallerlogoniD:- Server:- TargetDevice:- Path:- Template:- New Templaie:- Origin:- SoriptBlock Text:- EngineVersion:- FeatureName:- Name:- Result:-
Restricted Admin Mode:-  Resource:- Profile Path:-  Primary Groupid:- Pre Authentication Type: -  Groupname: - Group Domain:- Membersld:- Member Group SID:- SAM AccountName:- User Display Name : - User Principal Name : - Password Last Set:-  Account Expires : -
User Account Control: - Logon Hours ;- Changes: - Previous Value : - Target Domain Id : - Trust Type :- Trust Direction : - Trust Attributes ;- Distinguished Name : - Objec i~ Object typ GUID: - Ac - Service Name:- EncryptionType:~ Error Code:= Sen

Object Value:- OldType:~ NewType:- Processid:- FileType:- SharePath:- ShareName:- Relative Target Name: - Logical Path:~ New Filename:- Ghangetype Details:- Workstation Name:~ Windows Service Type:~ PHY Type:- Authentication:- Profile Name:~ Ruleld
Packet Discarded : - Targetlp:- Reason:- State:- MinPassword:- MaxPassword:- LockoutWindow:- Lockout Duration:- RuleName:- ProfieType:- Profile Value:- TargetMachine:- FaultModule:- Malware Name:- MalwareType:- Service StartType:- Vendor Name:-
Version: - Update Name:- ReportName:- Instance Name: - DataBaseName:- Table:- Column:- Oldvalue:- Newvalue:- Atiibutes:- DNS Hostname:- Domain Behaviourversion:- Elevated Token:- Extended Result:- Force Logoff:- GraceTime:- Handleld:- Help
Home Directory :~  Home Drive:-  IEM: - Impersonation Level : - ~ Linked Logonid : - Logging Result:~ Logon Process: - Machine ntQuota:- Min Password Length:~ Mixed Domain Mode : - NAS Identifier: - Network Account Domain : - Network Account Name : -

Share search:

You can share saved searches with other technicians within your organization. When you share a saved search,

all the associated data will be accessible to the shared user.
Exportas v [

Search | () How To Search?
B | Type Device / Group Namefs) PickLog Source | AlLog Types v Today
More| v
1 Saved Search Search
B SearchHistory  searcht
Share

10523 00:00:00 - 2024-05-23 23:59:59 Select query with date

& Shared Search © 2

Hide Graph | [ Edit Widget

© Clear Search

10k
1«
2 100
8
) I
o
$ S & & & S $ $ &
§ § & S §
$ $ B K S 3 K K D P
® Hour
i@ Incident How to Extract Fields? < 1-100f8093 > 10+ ‘Add/Remove Fields
Message : Suc fully tion service for re-start at 2 ’. Reason: RulesEngine.
Lockout Threshold : - LogType : Windows  Hive Name - Ticket Option s~ Destination Host Port: - Properlies -~ Key Length : - Source Host Address : - ~ Source Host Port: - Securiy ID History : - Access Mask: -~ Authentication Package Name : - Device Class Name -~ Object Server : -
Allowed to Delegate to:: -~ Device Description s - Access List ;- Subject Username ;- ~ Destination Host Address : - OS Category :WKS Common Report Name : - Command Executed ;- Command Line:- Task Category:- Mode:- Parent Process Name: - Layer RTID - Script Executed : -
Privilege : - SID Filtering : -  Application Name : -  Action ID: - Category It Userid:- Policy:- Object:- SourceName:- Destination Name:- Source Region:- Destination Region:- Disk:- EventDetails:- ParentProcess|D:- Layer Name:- New TaskContent:-
Certificate ThumbPrint : - Severity Typ: Operation Type 1= Event Corelator: - DisplayName : log360-cloud2  Device : log360-cloud2  Time : 2024-05-23 16:14:14  Event 1D : 16384  Severity : information  Type : Application  Souirce : Microsoft-Windows-Security-SPP  Username i~ Caller : -
Protocol ;- Parent Command Line:-  Application : -  Target:~ Query:- Severity Level:- FileName:- Caller LogoniD:- Server:- Target Device:- Path:- Template:- New Template:- Origin:- ScriptBlockText:- EngineVersion:- FeatureName:- Name:- Result:
Restricted Admin Mods : - Resource: - Profile Path: - Primary Groupid : - Pre Authentication Type :- Groupname s~ Group Domain: - MembersId <~ Member Group SID: - SAM Account Name: - User Display Name ;- User Principal Name : - Password Last Set :-  Account Explres : -
User Account Control ;- Logon Hours ;- Changes ;- Previous Value ;- Target Domaind s TrustType - Trust Direction - Trust Atiioutes ;- Distinguished Name ;- Oblect Name: - Objecttype:-= GUID: - ses:- Service Name:- Encryption Type:- Error Code:- Service Account i~
Object Value: -  Oid Type New Type :- ProcessId:- File Type Share Path: - Share Name: -  Relative Target Name Logical Path: - New Filename : - Changetype Details : - Workstation Name Windows Service Type : - PHY Type:-  Authentication Profile Name Ruleld : -
Packet Discarded : - Targetlp:- Reason:- 1= MinPassword:- Max Password:- Lockout Window :- Lockout Duration:- Rule Name Profile Type: -  Profile Value : - Target Machine : - Fault Module : -  Malware Name : -  Malware Type : -  Service Start Type : - Vendor Name : -
Version:- Update Name ;- Report Name:- Instance Name : -~ DataBase Name :- Teble:- Column:- Oldvalue:- Newvalue:- Afributes:- DNS Hostname: - Domain Behaviour version: - Elevated Token - Extended Result:- Force Logoff:- GraceTime:- Handeld:- Help URL:

To share a search with other technicians, select the Saved Search option from the More dropdown menu and

then click Share.
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() Note

When a search is shared to a role, they won't have the ability to delete the shared search. The same
applies for the guest users too.

Share Search X

Name search1

Technicians user Choose

Notify recipients by mail

Cancel

After clicking the Share option, you can select technicians to notify via email by toggling the Notify recipients via

mail button.

Select Technicians X

Select All

Administrator ... (0/0)
No Technicians Found
Operator (Role) (0/1)
Guest (Role) (0/1)
Custom1 (Role) (0/1)

Custom?2 (Role) (0/1)

Cancel

Alternatively, you can also click on Choose, which will redirect you to the following page where all the technician
names along with their role can be seen.

Search | (») How To Search? Exportas + [

O | Type Device / Group Namefs) Pick Log Source AllLog Types. v Today ]
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Basic | Advanced More| v

B Saved Search ‘Search

B Search History  searcht

) ® Select query with date | Share

© Clear Search

Hide Graph | [B Edit Widget

3 100
S
10
o
> §
5 §
N ¥ D L
& Incident | | How to Extract Fields? < 110018093 > | 10w Add/Remove Fields
Message : Successul on service for re-start at 2 . Reason: RulesEngine.
Lockout Threshold : - ~ LogType : Windows  Hive Name': - Ticket Option :- Destination Host Port :-  Properties :~ Key Length : - Source Host Address : - Source Host Port - ~ Security ID History : -~ Access Mask - Authentication Package Name : - Device Class Name :-  Object Server :
Allowed to Delegate to: -~ Device Description : - Access List: = Subject Usemame : - Destination Host Address : -~ OS Category : WKS ~ Common Report Name': -~ Command Executed :-  Command Line:~ Task Category: - Mode: - Parent Process Name ;- Layer ATID -~ Script Executed : =
Privilege :- SID Filtering: - Applcation Name : - Action ID: - Category Id:- Userld:- Policy:- Object:~ SourceName:- Destination Name:- Source Region: - Destination Region:- Disk:- Event Detalls:- Parent Process ID:- Layer Name:- New TaskGontent : -

Device : Time :2024-05-23 15:14:14  Event ID: 16384 Severty :information  Type : Application  Source : Microsoft-Windows-Security-SPP  Username ;- Galer : -

Certificate ThumbPrint : - Severity Type: - Operation Type:- Event Correlator :
Protocol - Parent Command Line :-  Application:- Target:- Query:- Severltylevel:- FileName:- CallerLogoniD:- Server:- TargetDevice:- Path:- Template:- NewTemplate:- Origin
Member Group SID: - SAM Account Name : - ~ User Display Name : - User Principal Name : - = Password Last Set
Enoryption Type :~  Error Gode :

Script Block Text : -~ Engine Version: - Feature Name:- Name:- Result:
Account Expires

Restricted Admin Mode : - Resource: - Profile Path: - Primary Groupid : -  Pre Authentication Type :~ Groupname : - Group Domain ;- Members Id

Previous Value - Target Domain Id:- TrustType:- Trust Direction:~ Trust Attributes: - Distinguished Name:- Object Name:- Objecttype:- GUID:- Accesses:- Servios Name:

Service Account : -

User Account Control: -~ Logon Hours ;- Ghanges :

Object Value:- OldType:- NewType:- Processid:- FileType:- SharePath:- ShareName:- Relative TargetName:- Logical Path:- New Filename:- Changetype Detalls:- Workstation Name:- Windows Service Type:- PHY Type:- Authentication:- ProfileName:- Ruleld:-
Packet Discarded : - Targetlp:- Reason:- State:- MinPassword:- MaxPassword:- Lockout Window:- Lockout Duration:- RuleName:- ProfleType:- ProfileValue:- TargetMachine:- FaultModule:- MawareName:- MawareType:- Service StartType:- Vendor Name:-
Version: - Update Name :- ReportName :- Instance Name: - DataBase Name:- Table:- Column:- Oldvalue:- Newvalue:- Attributes:- DNS Hostname:- Domain Behaviour version:- Elevated Token:- Extended Result:~ ForceLogoff:- GraceTime:- Handleld:- Help URL:

Home Directory :~ Home Drive: - IEMessage: - Impersonation Level: - ~ Linked Logonid: - Logging Result : - Logon Process: - Machine Account Quota: -  Min Password Length: - Mixed Domain Mode: -  NAS Identifier : = Network Account Domain : -~ Network Account Name :

After sharing a search, you can modify the list of technicians or withdraw the shared search from selected
technicians. To make changes, select the Edit Share button. To remove all technicians, use the Revoke button.
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2.4.4. Tagging tool

B9 Last updated on: September 12, 2025

In this page

How to create a tag?
How to edit a tag
How to perform log search using a tag

How to delete a tag

EventLog Analyzer's tagging tool bookmarks your logs and complex search queries using hashes, helping you

view searches across different sources. You can also add troubleshooting tips or notes along with your tag.

How to create a tag?

To create a tag, go to Search tab and follow the below steps:

1.

Specify all the search criteria which you wish to associate with your new tag and click Search.

Search How To Search?
P | Type Device / Group Name(s) Pick Log Source All Log Types v Last 30 Days
Basic = Advanced More v

( ( SEVERITY = "Error" AND SOURCE = "MSSQLSERVER" ) )

m Save As v

© Clear Search

Click on the tag icon on the right side of any log entry in the displayed search result.

Exportas ~ [®

< 120019355633 3 | | 20 = Add/@js

= | $ [
25:03.0816243 sequence_number:1 action_id:UP succeeded:true is_column_permission:true session_id:70 server_principal_id:259
ipal_id:0 object_id:1783729457 user_defined_event_id:0 transaction_id:42929428 class_type:U duration_milliseconds:0 response_rows:0
J00000000000000000002 sequence_group_id:A0A60069-748D-4EAA-B241-22B85CCB5651 session_server_principal_name:KATHIR-
d:01050000000000051500000032ea%ece013e77cbdaad0259ea030000 database_principal_name:dbo target_server_principal_name:
ice_name:KATHIR-TEST database_name:ELA12150H1MS schema_name:dbo object_name:Task_Input statement:UPDATE "Task_Input" SET
Iditional_information: user_defined_information: application_name:TDS connection_id:2DE2DCC3-77DB-4803-BF37-9DA0382A96AF

RVER Severity : error
“ask_Input"."INSTANCE_ID" IN (18))) Username : admin Instan e : KATHIR-TEST
ClassType : U Remot e:172.21.208.67 chema Name : dbo S nld: 70 Reason : -
= KILLEDPROCESSID : - HOSTPROCESSID : - File : - OFFSET : - FAILURECOUNT : - Error : -
= Column : - ProcessId: - Rule Name : - Application Name : JTDS

25:03.0816243 sequence_number:1 action_id:SL succeeded:true is_column_permission:true session_id:70 server_principal_id:259
ipal_id:0 object_id:1783729457 user_defined_event_id:0 transaction_id:42929428 class_type:U duration_milliseconds:0 response
)00000000000000000001 sequence_group_id:D88E0SBD-9568-42B5-8AB4-45B31ABAS81A session_server_principal_name:KATHIR-
d:01050000000000051500000032ea%ece013e77cbdaad0259ea030000 database_principal_name:dbo target_server_principal_name:

Fill the required details in the Add Tag pop-up:
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Add Tag

* Tag Name a

Criteria

Type v Equals v

AND ~ Source v Equals v

AND = Severity v Equals v

AND ~ Statement v Equals v

AND ~ Username v Equals v
Notes

* User Name  admin d

e Provide the name of the tag.

x
Application n
MSSQLSERVER [ x|
b
Error v n

UPDATE "Task Input” SET"scHE  [E3

admin

e Select the tag criteria from the predefined list. The list is based on the fields available in the search resullt.

If it does not have the field you are looking for, then add those fields to the search results using the column

selector at the top-right corner of the search results.

¢ Provide troubleshooting tips/notes for the tag, if any.

e Specify the user name. By default, the current user name (logged on to the EventLog Analyzer web client),

is displayed.

4. Click Apply to save the tag.

How to edit a tag
1. Navigate to Settings > Admin settings > Tags.

ﬁ Product Settings & DB Retention Settings

Configure settings related to the product and
notifications.

Log Collection Failure Alerts
Manage failure notifications for log collecters and
devices.

Custom Log Parser
Edit, delete, and manage custom log patterns.

Log360 Cloud

Configure and Manage Log360 Cloud

D Clinlk tha AAit inAn nAvt A thA tAan

[~3

Configure DB retention period.

Report Profiles
Manage report profiles and schedules.
Schedule

Privacy Settings
Enable password protection for all the exports.

Dashboard Profiles
Manage dashboard profiles.

B

FR)

@

Log Collection Filters
Manage the filters applied for log collection.

Resource Grouping

Create and manage user and remote device lists and
groups.

User Lists | User Groups

Remote Device Lists | Remote Device Groups

Tags
Create, edit, delete, and manage tags.

=
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Tags
Q
#& configuration x 1-10f1  20v
Actions Tags v Criteria Notes
... Admin Settings &
S8 mssqlerror SOURCE = MSSQLSERVER | SEVERITY = error | USERNA...

Manage Agents

Manage Archives
Technicians and Roles
Logon Settings

Domains and Workgroups
Working Hour Settings
Product Settings

DB Retention Settings

Log Collection Filters

Log Collection Failure Alerts
Report Profiles

Custom Log Parser

Tags

3. Modify the tag criteria.

Edit Criteria for mssqlerror X

SOURCE = v MSSQLSERVER B
SEVERITY = v error B
USERNAME = v admin B
INSTANCENAME = v KATHIR-TEST B

() Note

You can also edit tags on the search results page by clicking the edit icon below the tag name.

How to perform log search using a tag

You can search for tags by their name, prefixed with #, in the search query text box.

Search | How To Search?
0 | Type Device / Group Name(s) Pick Log Source All Log Types v
Basic Advanced More «
#mssqlerror
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© Clear Search

(D) Note

Typing # provides you with a list of all created tags for ease of selection.

How to delete a tag

1. Navigate to Settings > Admin settings > Tags.

¢ Product Settings E.T) DB Retention Settings E‘y Log Collection Filters
Configure settings related to the product and Configure DB retention period. Manage the filters applied for log collection
notifications.
E_\. Log Collection Failure Alerts @ Report Profiles LS Resource Grouping
* Manage failure notifications for log collectors and " Manage report profiles and schedules Create and manage user and remote device lists and
devices. Schedule groups.
User Lists | User Groups
Remote Device Lists | Remote Device Groups
Custom Log Parser 96 Privacy Settings @ Tass
Edit, delete, and manage custom log patterns. Enable password protection for all the exports. Create, edit, delete, and manage tags.
) Log360 Cloud E} Dashboard Profiles
Configure and Manage Log360 Cloud " Manage dashboard profiles
~
=
2. Click onthe delete icon beside the tag name in the tag table. Click Yes in the pop-up.
Tags
. - Q .
#& configuration < 1-10f1 | 20+
Actions Tags v Criteria Notes
-.0 Admin Settings &
S o mssglerror SOURCE = MSSQLSERVER | SEVERITY = error | USERNA...
Manage Agents
Manage Archives
Technicians and Roles
Logon Settings
Domains and Workgroups
Working Hour Settings
Product Settings
DB Retention Settings
Log Collection Filters
Log Collection Failure Alerts
Report Profiles
Custom Log Parser
Tags .
=

e The tag name and the notes added to the tag should contain only alphanumeric characters.

e Tag criteria can be edited only by the user who created the tag and EventLog Analyzer users with

Visit our website Try live demo Contact us 248


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Administrative privilege.

e Any user of EventLog Analyzer can add a note to a tag, irrespective of the creator of the tag.
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crapter31 - Product Settings

3.1.1. Product Settings

£ Last updated on: September 12, 2025

You can change the following settings of Log360 from this tab.
e Connection Type

e Security Hardening

e General

Connection Type
1. Choose your connection type. You can choose to use either http or https.
2. Specify the port number of your choice after choosing they type of connection.
e Default ports - HTTP : 8095, HTTPS : 8458.
3. Toenable LDAP SSL, mark the check-box against the Enable LDAP SSL field.

4. Click Save to store the configured settings.

General

1. Be alerted when the available disk space falls below a pre-defined level (1 GB, 2 GB or 5 GB), by selecting
the appropriate value from the drop-down box.

2. Select the Session Expiry Time, which is the time for which a user session would last, from the drop-down

box.

3. Select the level of logs that is to be collected by the product. The default working mode for Log360 is Normal
with minimal set of debugging information. Select Debug to collect detailed log reports.

4. Enable or disable collection of anonymous usage statistics gathering to be sent to us.

5. Click Save to store the configured settings.
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3.1.2. Security Hardening

B9 Last updated on: September 12, 2025

Security hardening feature helps you manage and configure the security settings of Log360. This tab also
displays a security score which is calculated based upon the weightage given to each configuration.

To manage individual settings, click the Configure or Enable option corresponding to that security setting and
make the required changes. Once configured, the setting will have a green ticked Configured/Enabled & icon
next to it, as shown in the image below.

Administration ) Product Settings

General Settings. -
Personalize

ProductSettings  EnforeHTIPs (Recommended) T

SSL Certification Tool

We recommend you to configure all the settings and ensure your product security score is 100%. The security
settings alert will be displayed in the notification center ("' icon on the top-right corner) until a security score of
100% is reached.

() Note

For licensed customers, the alert will also be displayed after every successful login until all the
mandatory security configurations (marked with * under List of security settings) are done.

List of security settings:

1. Enforce HTTPS*
Configuring HTTPS helps you secure connection between the web browser and the Log360 server. See how
to enable HTTPS.

2. Change Default (Admin & Operator) Password*
Itis recommended to use a strong password to access Log360 dashboard. Use this setting to change both
the admin and operator password.

3. Enforce Two-factor Authentication*

Twin-fartar airthanticatinn adde an additinnal lavar nf cariirihy Sea hnw tn ~anfiniire hanfactar airnthantiratinn
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. Receive Alerts for Security Updates*

Configuring this setting allows you to receive email notifications on the release of important security patches.
This ensures that you are well-informed about important security updates for the product, enabling you to
update it as soon as possible.

. Enable Auto Update
Enable this setting to automatically update your product to the latest build. Click on Configure to navigate to
the auto-update settings tab. See how to enable auto-update.

. Enable Reverse Proxy
Enabling reverse proxy helps protect the identity of Log360 server. Click on Configure to navigate to the
reverse proxy settings tab. See how to enable reverse proxy settings.

. Enable CAPTCHA
This setting adds captcha to the login page to avoid brute-force attacks. See how to add captcha.

. Block Invalid Login Attempts
This setting allows you to block a specific user who fails to login after a specific number of attempts. See how

to block invalid login attempts.

() Note

The first three settings given in the above list are mandatory for Log360.
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Chapter 3.2.1 Listener Ports

3.2.1.1. Listener ports overview

£ Last updated on: September 12, 2025
In this page

Overview

Prerequisites

Need for listener port configuration
Key functionalities

Configuring Syslog listener ports
Accessing Syslog listener ports
Manage Syslog listener ports
Adding a Syslog listener port
Manage default Syslog listener port
Deleting a Syslog listener port
Enable/disable a Syslog listener port
Enable/disable a Syslog listener port for selective collectors/agents
Edit a syslog listener port

Collector/agent selection

Overview

The Listener Port console provides an interface for configuring and managing ports used to receive incoming
logs and messages. Log360 supports both Syslog listener ports (UDP/TCP/TLS) and SNMP Traps listener
ports (UDP) for receiving logs. With these ports, external devices and applications send logs and traps to the
collector/agent.

Prerequisites

e Port availability: Ensure that the configured ports are not used by any other applications or services on the
Log360 server.

e Firewall and antivirus rules:
o Allow all incoming traffic on the specified ports on the agent/machine running the Log360 server's firewall.

o Some antivirus software may block unknown or custom ports by default. Ensure that your antivirus tool is
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also configured to permit traffic on the configured listener ports.

¢ Network devices configuration: Configure the external devices to send Syslog messages/SNMP Traps to the

server's IP address and the designated port.

Need for listener port configuration

Without properly configured listener ports, the server cannot receive, process, or analyze the incoming log data.

Key functionalities

e Seamless log collection: Logs from the network devices can be received only when the appropriate ports are

open and listening.

e Protocol flexibility: You can configure multiple ports for different protocols (UDP, TCP, TLS) based on your

network's security and reliability requirements.

e Security and access control: By selectively enabling or disabling ports per collector/agent, you can restrict log

intake to trusted sources and minimize your attack surface.

Configuring Syslog listener ports

The Listener Ports module lets you manage the ports used to receive incoming logs from external devices. You
can assign protocols (UDP, TCP, TLS), configure default Syslog ports, and control which collectors or agents
listen on specific ports. This section explains how to access the configuration interface for the Syslog listener
ports and perform actions like adding new Syslog listener ports, editing existing ones, and managing port-to-

collector/agent mappings to streamline log intake.

Accessing Syslog listener ports settings

1. Inthe product console, navigate to the Settings tab and click on Listener ports listed under System Settings

as shown in the below image.

Q
Log Source Configuration
ﬂl’ Devices €= Database Audit Applications
- Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, IBM = Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more + databases. Security applications, and more +
VM Management == File Monitoring = Import Logs
! & 5
Add and manage vCenter servers. Manage file integrity monitoring devices. Log data from 1IS and Apache web servers, MSSQL and
Oracle databases, print servers, and more ~
Oy Manage Cloud Sources
complete visibility into AWS and more ~
Admin Settings
#¥ Management & General i Data Storage &Y Integrations B Others

Collectors/Agents Product Settings Archives Custom Log Format
Technicians & Roles Logon Settings Retention Settings Log Forwarding Tags

Domain and Accounts Working Hour Settings Log Collection Filters Log360 Integration API Settings
Device Groups Privacy Settings Log Collection Failure Alerts

Threat Feeds Profiles Database Settings
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System Settings

% General W& Support
Connection Settings System Diagnostics
Notification Settings

Listener Ports

Re-branding

Image 1: Accessing listener ports settings

2. The Listener Ports module for Syslog ports configuration provides you with:

e Port: Displays the port number

e Action: Option to enable/disable, edit, delete or make default the listener port(s).

e Protocol: Displays the operating protocol for that particular port.

e Associated Collectors/Agents: Displays all the collectors/agents associated with the corresponding port

number.

Dashboard Reports Compliance Search Security Alerts Settings

Search Settings [Ctrl+Space] £ Listener Ports

x Log Source Configuration »

LY 8. Admin Settings » x

Port Protocol &
% System Settings
) 514 upP

General

7 [ 514 uop
Connection Settings ; o 513 ubP
Notification Settings PR 514 Tcp
Listener Ports © /s @8 513 TS

Re-branding

Reverse Proxy

Support
Manage SNMP Traps Listener Port
System Diagnostics

Actions Protocol Port

@ # uopP 162

Image 2: Listener ports configuration via the Settings tab

Manage Syslog listener ports

The following are the available actions for the syslog ports under listener port configuration:

e Add a Syslog port

* Manage default Syslog port

e Delete a Syslog port

e Enable/disable a Syslog port

e Enable/disable a Syslog port for selective collectors/agents

e Editan existing Syslog port

Adding a Syslog port

Associative Collectors / Agents

0s
05
05
05

03

Credentials

1 Credential(s)

e e o o

+ Listener Port

1-50f5

Status

Listening for logs
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1. Navigate to the Listener Ports module in the product console and click on the +Listener Port button as
highlighted below.

Dashboard Reports Compliance Search Security Alerts Settings LogMe Support
PO Scarch Settings [Ctri+Space] O Listener Ports
8 Log Source Configuration » 4 Listener Port
Q
LY 8. Admin Settings » 3 1-50f5 10v &
Actions Port a Protocol Associative Collectors / Agents

& System Settings

@ 7 (Y 514 TCP 05 @

3 E

General PR 513 s 03 @

Connection Settings P ) 514 ubP 05 @
ifi

Notification Settings @78 B 514 uDP s @

Listener Ports ©/s 5 @ 513 uop 05 @

Re-branding
Reverse Proxy

Support
Manage SNMP Traps Listener Port
System Diagnostics

Actions Protocol Port Credentials Status

@ uop 162 1 Credential(s) Listening for logs

Image 3: Adding a listener port via the Settings tab

2. The Add Listener Port pop-up slides in.

Add Listener Port X

Protocol ubp v

* Port
Make Port as default @

* Collector/Agent Nothing Selected

[ [

3. Fillinthe required fields:

e Protocol: Select the protocol from the drop-down.

Protocol UDP v

UDP
TCP
TLS :

e Port: Specify the port number for log collection.

A Eillin thAa ~rhAnl hAav nraviAAA ifunniaieh ta mala that cenanifin nar tha AAfan il nark nimbhar that aill kA
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automatically associated to newly added collector/agents in future configurations. Ensure the pre-
requisites are met before filling in the port number.

e Add Collector/Agent: Select the Collector/Agent(s) on which this port can be enabled.

() NOTE

e The Select Collector/Agent option will be visible only if a remote collector/agent has been
added in the server.

® Foreach protocol, you can add only 6 ports.

4. Click on Add.
5. Upon successful completion of the action, the below pop-up appears.

Port(s) added successfully.

Manage default Syslog listener port

. To make a port as a default port for syslog collection, click the @ icon under the Actions tab.

—

2. Upon successful completion of the action, the below pop-up appears.

Syslog listener port marked as default

o

w

. Similarly, to remove a port from being default, click on the remove as default porticon
4. Upon successful completion of the action, the below pop-up appears.

Syslog listener port removed from default

Once you make the port default, all collector/agent(s) will listen through that specific port.

Deleting a Syslog port

() Note

Default ports cannot be deleted. You must remove a port as default port first to delete it.

1. Click onthe Delete icon @ under the Actions column to delete a listener port.

2. A Confirm Action pop-up appears. Click on Yes.

Confirm Action X

@ Are you sure you want to remove the Syslog
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Port?

Yes No

3. Upon successful completion of the action, the below pop-up appears.

& Deleted the selected port(s) successfully.

Enable/disable a Syslog listener port

Enabling a Syslog listener port
1. Click on the currently disabled icon @ under the Actions column to enable the port.

2. As soon as you perform this action, the icon indicates that the port is now enabled © and the below pop-up
message appears briefly.

& Enabled the selected port(s) successfully.

Disabling a Syslog listener port
1. Click on the currently enabled icon & under the Actions column to disable the port.

2. As soon as you perform this action, the icon indicates that the port is now disabled @ and the below pop-up
message appears briefly.

& Disabled the selected port(s) successfully.

Enable/disable a Syslog listener port for selective collectors/agents

1. Click on the corresponding number in the Associated Collectors/Agents column for the port you wish to view
the associated collectors/agents for.

Reports Compliance Search Security Alerts Settings LogMe Support

Search Settings [Ctri+Space] P Listener Ports

5( Log Source Configuration » + Listener Port
Q
DL 2 Admin Settings » x 1-50f5 10v &
- Protocol a Associative Collectors / Agents
& System Settings v
neral F 8 513 TS 03 @
Connection Settings /s § B 514 upP 0s @
Notification Settings , © 514 UDP s @
&

Listener Ports

q
Y
a8
@
<
<]
2

05 @
Re-branding

Reverse Proxy
Support
Manage SNMP Traps Listener Port
System Diagnostics
Actions Protocol Port Credentials Status

@ s ubP 162 1 Credential(s) Listening for logs

Image 4: Associated collectors/agents for the syslog listener ports

2. This will oben the list of Collectors/Aaents and their status alona with a troubleshootina link . in the case of an
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error.

Collector/Agent - 514 (TCP) X
(o] Y @ @ 1-50f5 10w
[l Actions Agent Status

® naga-17235 Builtin Listening

® 0.0.0.2 Not listening
® 0.0.1.188 Not listening
@ dummy Not listening
® W-10 Not listening

Image 4: Associated collectors/agents for the syslog listener ports

(D) Note

By default, all Collectors/Agents are in an enabled state.

To enable:

1. Click on the currently disabled icon @ under the Actions column to enable the port for that specific

collector/agent.

2. As soon as you perform this action, the icon indicates that the port is now enabled @ for that particular

collector/agent, and the below pop-up message appears briefly.

To disable:

1. Click on the currently enabled icon @ under the Actions column to disable the port for that specific
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collector/agent.

2. As soon as you perform this action, the icon indicates that the port is now disabled @ for that particular
collector/agent, and the below pop-up message appears briefly.

To enable/disable a port for multiple collectors at once:

1. Select the desired collectors by clicking on the checkboxes provided and click on the enable/disable icon at
the top.

2. Upon successfully enabling, the below pop-up appears.

Enabled the port for collector(s) successfully.

3. Upon successfully disabling, the below pop-up appears.

Disabled the port for collector(s) successfully.

Edit a Syslog listener port
1. Click on the Editicon # under the Actions column to edit the respective port.
2. The Edit Listener Port box will be displayed. Make the necessary edits and click on Save.

Edit Listener Port X

Protocol ubp v

port 512
Make Port as default @

Collector/Agent W-10

Cancel

3. The changes are updated instantly. Upon successful completion of the action, the below pop-up appears.

Port(s) updated successfully.

Associating a collector/agent for a device

Use this interface to select a collector or agent while configuring the device/application or the listener port(s).
1. Inthe product console, navigate to the Settings tab and click on Devices.

29 | Devices Database Audit = Applications
) iy &

Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, IBM Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
and more v databases. Security applications, and more v
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@ VM Management Eg  FileMonitoring

Add and manage vCenter servers. Manage file integrity monitoring devices.

Import Logs

Log data from IIS and Apache web servers, MSSQL and
Oracle databases, print servers, and more v

Oy Manage Cloud Sources

complete visibility into AWS and more +

Admin Settings
% Management & General i Data Storage ¥ Integrations B Others
Collectors/Agents Product Settings Archives Log Forwarding Custom Log Format
Technicians & Roles Logon Settings Retention Settings Log360 Integration Tags
Domain and Accounts Working Hour Settings Log Collection Filters AP Settings
Device Groups Privacy Settings Log Collection Failure Alerts
Threat Feeds profiles Database Settings

System Settings

% General W& Support
Connection Settings System Diagnostics
Notification Settings
Listener Ports
Re-branding

Reverse Proxy

Image 5: Add devices via the Settings tab

Click on the +Add Device(s) button as highlighted below.

Reports  Compliance Settings

Search Settings [Ctri+Space] £ Device Management

Auto Allocation T Auto Allocation Polcy
a 8 Log Source Configuration - Windows Devices () | Syslog Devices (@ Other Devices
rons [
TS Select Category Al Devices <] Configure domains/workgroups e
Applcations v o o w 1202 00 @ M

VM Management

Next Scan On Monitoring Interval

el B . Win-10 X Queved for Fetch 10 minutes WindowsGroup o
e B/ VMWIN-11 2025-07-17 11:42:02 10 minutes Windows Works...
Manage Cloud Sources

30 AdminSetings ,

I Sytem settngs ,

Image 6: Adding a device to a listener port configuration

The Add device pop-up box appears. In the Collector/Agent field as highlighted below, click the plus + icon to
display the list of available collectors/agents.

Add device X
Select Category  itslogcol.com ~ + Configure Manually
X 1-40fa 10+ ¥ OU Filter

Organizational Unit

W10-VMO1 Windows 10 Pro Computers
W19-VMO02 Windows Server 2019 Stan... Computers
wi1o windows 10 Computers
W19-VMO1 Windows Server 2019 Stan... Computers
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I * Collector/Agent Win-10 I

4. Select the appropriate collector/agent from the list that appears on the screen.

Select Collector/Agent X

[+3 T 1-20f2 10w

Collector/Agent Name Status

(&  Win-10 Bultin @ Running.

Win-11 Installation failed.

5. Click on Add to confirm your choice and proceed.
Read also

This document explained how to configure and manage listener ports (Syslog listener ports) in the product
console, covering prerequisites, key features, and selective control options. For more on enhancing log
collection and device integration, refer to the related pages below:

e SNMP Traps port management
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3.2.1.2. SNMP Traps port management

B9 Last updated on: September 12, 2025
In this page

Overview

Configuring a device to send SNMP traps
Manage SNMP Trap listener ports
Enable/disable SNMP Trap listener port
Edit SNMP Trap listener port

Update credentials for SNMP Trap

Overview

The SNMP Trap listener port management capability allows you to configure and control how SNMP traps are
received from devices that are added for monitoring. This includes setting up trap destination ports, enabling or
disabling the SNMP Trap listener ports, editing port values, and managing SNMP credentials for various
protocol levels (V1, V2c, V3). This helps maintain secure and accurate log ingestion from SNMP-supported
devices.

Configuring a device to send SNMP traps

() NOTE

To configure a network device to send SNMP traps, ensure that SNMP is enabled in the product,

and then enable traps in your network device.

1. Inthe product console, navigate to the Settings tab and click on Listener ports listed under System Settings
as shown in the below image.

Q
Log Source Configuration
9 Devices Database Audit =1 Applications
S &
Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, I8M Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more + databases. Security applications, and more +
@ VM Management = File Monitoring C Import Logs
Add and manage vCenter servers. Manage file integrity monitoring devices. Log data from IIS and Apache web servers, MSSQL and
Oracle databases, print servers, and more ~
Manage Cloud Sources
complete visibility into AWS and more ~
Admin Settings
£ Management & General Wi Data Storage &Y Integrations B Others

Collectors/Agents Product Settings Archives Custom Log Format
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lecnnicians & Koles
Domain and Accounts
Device Groups

Threat Feeds

System Settings

5% General
Connection Settings

Notification Settings

Listener Ports

Re-branding

Logon setungs Ketention setungs Log rorwaraing 1ags

Working Hour Settings Log Collection Filters Log360 Integration API Settings

Privacy Settings Log Collection Failure Alerts

Profiles Database Settings

¥ Support

System Diagnostics

Image 1: SNMP Traps listener ports configuration via the Settings tab

2. You will be taken to the Listener Ports segment. You can find the fields listed under Manage SNMP Traps

Listener Port, as highlighted below.

Dashboard Reports

Bl Search Settings [Ctrl+Space]

x Log Source Configuration
LU 8., Admin Settings

& System Settings
General
Connection Settings
Notification Settings
Listener Ports
Re-branding
Reverse Proxy
Support

System Diagnostics

Compliance

Search Security Alerts Settings LogMe Support

Listener Ports

+ Listener Port.

< 1-40f4 10v O
Actions Port Protocol ~ Associated Collectors/Agents
@ /7 13 B 514 ubP 02 0
@ G 513 uDP 02 @
@ B 514 TCP 02 @
) 513 s 02 0
Manage SNMP Traps Listener Port
Actions Protocol port Credentials Status
@ uoP 162 2 Credential(s) Listening for logs

Image 2: Managing SNMP Traps ports under the listener ports configuration

3. Inyour device settings configuration, set the trap destination host address to the IP address or the hostname

of the corresponding product's server.

4. Setthe trap destination port to 162 or to the SNMP port configured in the product—Log360, EventLog

Analyzer, and Log360 Cloud.

5. Specify the SNMP credentials that are already configured.

6. Save the configuration.

() NOTE

By default, the product's server listens to port 162 (UDP) for SNMP traps.
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Manage SNMP Trap listener ports
Enable/disable SNMP Trap listener port

Enabling an SNMP Trap listener port
1. Click on the currently disabled icon @ under the Actions column to enable the port.
2. As soon as you perform this action, the icon indicates that the port is now enabled © and the below pop-up

message appears briefly.

Successfully enabled the selected port(s).

Disabling an SNMP Trap listener port
1. Click on the currently enabled icon & under the Actions column to disable the port.
2. As soon as you perform this action, the icon indicates that the port is now disabled @ and the below pop-up

message appears briefly.

Successfully disabled the selected port(s).

Edit SNMP Trap listener port

To edit the port using which Log360 listens to SNMP traps:
1. Click on the Editicon under the Actions column to edit the respective SNMP Trap port. The Edit SNMP Trap

listener Port pop-up appears as shown below.

Edit SNMP Trap Port

Close

2. Enter the desired port number and click on Update.
3. Upon successfully enabling, the below pop-up appears. The edits are instantly made, and you can see the

updated configuration in the console.

Port updated successfully.

Updating credentials for SNMP Trap
1. Click on the Credentials button under the Credentials field. The SNMP Trap - Credentials Table pop-up

appears.

SNMP Trap - Credentials Table (2) X

+ Add Credential

1-10f1 10w
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W name Credential Type Description

public SNMP V2c Default SNMP Credential

. Click on the Add Credential button to add a new SNMP credential. The Add SNMP Credentials pop-up

appears as below.

Add SNMP Credentials < Back

* Credential Name SNMP Credential

Credential Level SNMP V3 v
“port | 161 €]

Security Level Authentication and Privacy enabled v

#User Name  private

*Engine ID | 0x800007DB03360102101100 @

Authentication Level SHA-512 v

* Authentication Phrase  Password
Privacy Level  AES-256 v

* Privacy Phrase Password

Cancel

Fillin the required fields

e Enter the Credential Name for SNMP Credential.

e Select the required Credential Level.

e Enter the desired Port number. This port will only be used by the workflow and syslog device discovery

modules.

There are two different cases based on the Credential Level you have chosen.

Credential Level SNMP V3
SNMP V1
SNMP V2c
SNMP V3

Case 1: If the required Credential Level is chosen as either V1 or V2¢

Add SNMP Credentials < Back
* Credential Name  SNMP Credentia Description
Credential Level ~ SNMP V1 v @
port | 161 ®

* Community String
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Cancel

The SNMP V1/V2C will also require you to provide the Community String for SNMP Trap and discovery.

Case 2: If the required Credential Level is chosenas V3

Add SNMP Credentials < Back X
Credential Name
Credential Level =~ SNMP V3 v
port 161 @
Security Level  Authentication and Privacy enabled v
User Name
Engine ID @
Authentication Level = SHA-512 v
Authentication Phrase
Privacy Level = AES-256 v

Privacy Phrase

Cancel

e Choose a Security Level from the drop-down.

Security Level Authentication and Privacy enabled v

MNo Authentication nor Privacy enabled
Only Authentication enabled

Authentication and Privacy enabled

e Enter the User Name.

e Enterthe Engine ID. This will be used for trap collection and sending traps in workflows.

e Select the SNMPV 3 credential's Authentication Level.

Authentication Level SHA-512 v

MD5
SHA
SHA-224
SHA-256
SHA-384
SHA-512

e Enter the Authentication Phrase for SNMPV3 credential.

e Selectthe SNMPV3 credential's Privacy Level.

Privacy Level AES-256 v

DES
AES
AES-192
AES-256

e Enter Privacy Phrase for SNMPV3 credential.

4. Atter filling all the required fields, click on Add.
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5. Upon successful completion of the action, the below pop-up appears.

Credential Added Successfully

() NOTE

When a device not added to the product's server starts sending SNMP traps to the product, it will
automatically be listed under Other Devices in Settings > Configuration > Manage Devices.
Additionally, it will be listed under General Applications as SNMP Trap Application.

The credentials added here can be used when discovering devices via Settings > Configuration >
Manage Devices > Syslog Devices and credentials added while discovering devices can be used
for SNMP trap collection.

Read also

This document covered how to configure SNMP Trap listener ports, enable or disable port access, and update
SNMP credentials in Log360. For more on network device integration and log ingestion methods, refer to the
following page:

e Configure listener ports
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3.2.2. System Diagnostics

B9 Last updated on: September 12, 2025

System Info

System Utilization

Database Access

System Resource Calculator

Log Level Settings
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crapter33 - Gonfigurations

3.3.1. Steps to configure external applications

B9 Last updated on: September 12, 2025

Configuring ManageEngine Password Manager Pro

Here are the steps to configure Password Manager Pro.
1. Login to Password Manager Pro.

2. Navigate to Audit -> Resource Audit -> Audit Actions -> Configure Resource Audit. Enable the Generate
Syslog option for all operations and click Save.

3. Navigate to Audit -> User Audit -> Audit Actions -> Configure User Audit. Enable the Generate Syslog option
for all operations and click Save.

4. Navigate to Admin -> Integration -> SNMP Traps / Syslog Settings and click Syslog Collector.
e Enter the EventLog Server name and a port that the EventLog Analyzer instance is listening to.

e Select the protocol (UDP/TCP) and a facility name. Click Save.

Configuring ManageEngine OpManager

The following are the steps to configure ManageEngine OpManager.

1. Loginto OpManager.
2. Navigate to Settings -> Notifications.

3. Click Add.
Profile Type
Select Syslog Profile and enter the following details.

e Destination Host - EventlLog Analyzer server name or IP address.
e Destination Port - Any port that the EventLog Analyzer instance is listening to.
e Severity and Facility must be the default values i.e. $severity and kernel.

For EventLog Analyzer to parse logs from OpManager, the message variables in the syslog profile of
OpManager should be entered in the following format:
Mandatory message variables

e ALARM_MESSAGE:$message
e ALARM_ID:$alarmid

e ALARM_CODE:$alarmid
Other important message variables

e ALARM SOURCE:$displavName
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—_ . 1 P

e ALARM_CATEGORY:$category

e ALARM_SEVERITY:$stringseverity

e ALARM _TRIGGER TIME:$strModTime
e ALARM_EVENT_TYPE:$eventType

o Entity: $entity

e Last Polled Value: $lastPolledValue

. Click Next.

Criteria
e Click onthe Criteria check-box.

e Enable the notification for all severities and click Next.

Device Selection

e Selectthe By Device option and select all the devices listed under Remaining Devices and click Next.

Schedule

e Youdon't have to configure anything in this section. Click Next.

Preview

e Enter a profile name and click Save.

(D) Note

If the same machine is running two or more ManageEngine products, ensure the following:

e The ports used by the products are unique.

e The EventLog Analyzer port receiving logs from OpManager and Password Manager Pro is not used by

other ManageEngine products.

Weekly login View - Kevinson X
Select Device = Kevinson-9876 v < 20-Oct-2019 - 26-Oct-2019 >
20/0ct/2019 00 Hrs
21/0ct/2019 12 Hrs
22/0ct/2019 02 Hrs
23/0ct/2019 04 Hrs
24/0ct/2019 07 hrs
25/0ct/2019 00 Hrs
26/0ct/2019 00 Hrs

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
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“ Cancel
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Chapter 3.3.2 Device Auto Allocation

3.3.2.1. Device Auto Allocation in Log360 | Overview

£ Last updated on: September 12, 2025
In this page

What is Device Auto Allocation?
Key functionalities
Pre-requisites

Allocation flow

Use cases

What is device auto allocation?

Device auto allocation is the process of automatically assigning the discovered Windows devices from
workgroups and domains, to collectors. In case of an agent-based collection, the allocation happens through
agents where policies with defined rules and collector load will define device mapping to the appropriate agent.
And in the case of agent-less log collection method, direct allocation of device(s) to the native or local collector
takes place. - Device allocation in Log360 is governed by user-defined policies called Auto Allocation Policies
that specify the criteria like domain names, OU (Organizational Unit) filters, workgroups, and device limits.
This auto allocation capability will help you streamline the onboarding of devices into a centralized monitoring

system, reducing manual work and ensuring that every device in your organization's large network is monitored.

Key functionalities

e Device onboarding automation: Replaces manual device allocation by auto-assigning devices or scheduling
runs, based on pre-defined policies. The allocation is performed either on the domain basis or workgroup.

e Granular control:

o With the help of multiple policies, define allocation rules based on workgroups, OUs, set device count
limits, include OU filter for domains and more, per agent or collector.

o You can include or exclude OUs under specific domains depending upon your requirements.
o Each policy maps to an agent/local native collector.

e Load balancing: To ensure even distribution and prevent congestion, devices will be automatically assigned
to collectors with the least load.

¢ Failsafe conditions: Clear status is notified in case the policies are not applicable or if a collector's device

limits are reached.

Visit our website Try live demo Contact us

273


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

() NOTE

If Auto Allocation is-
Disabled during execution: The device allocation stops immediately.
Enabled: The device allocation will start instantly and will be scheduled to run dailyat 12 PM,

thereafter.

1. Auto allocation

Process where the solution automatically assigns discovered Windows devices to collectors or
agents based on predefined rules and configured criterion, eliminating the need for manual
assignment.

2. Auto allocation policies

User-defined rules that decide how and where devices should be assigned based on criteria like
domain, OU, or workgroup.

3. Collector or local native collector

A server or component that receives and processes logs from devices. In agent-less setups, the
local native collector on the same machine handles the respective device's logs.

4. Agent

A specific software installed on a device with the purpose of collection and sending of log data to

Log360. Used in agent-based auto allocation for more granular control.

Pre-requisites
Role-based access control

Only admins of the console can define, access, and modify the auto allocation policies.

Supported devices

Windows devices

Domain or workgroup pre-requisites
e Ensure that the devices must be discovered in the device discovery process before the allocation.

® The devices to be auto-allocated must belong to a recognized domain or workgroup.

e The said domain must also be configured in the product console with the available OUs for policy mapping.

e Fordomain-based policies, it must be ensured that the OU structure or hierarchy is synchronized properly.

Allocation flow
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Device Allocation Management

Discovery
=

Devices are fetched from the respective tables.

= Policy Matching

Devices are matched to eligible policies via category ID.

Agent Selection
)

Agent is chosen based on minimum load and device limit

= OU Validation
@@' Domain devices are checked against allowed OU list

Device Addition

=@ Devices are added in Native Local Collector

Association
&

Collector-device association is registered

Status

= Respective device allocation status is shown under
"Reason" column in Device Management>Add Devices

() NOTE

¢ |nthe case of an agent-less device collection, the "Agent selection" step is omitted in the
workflow of device auto allocation and the "OU validation" step is carried out after which the

device(s) will be automatically allocated to the native/local collector.
® Only one agent/collector can be mapped per policy.

* |ncase anagentis deleted, the agent is also dynamically removed from all the existing internal
mappings during task execution.

Use cases
1. Dynamic scaling of SIEM infrastructure across business units

Use case

Regional divisions of a global company are operated with distributed agents handling logs from the different
locations/business units.

With Device Auto Allocation

Devices can be routed automatically in each location or business unit to their respective local collector or agent
with collector load-balancing and OU-based filters. This will also help divisional teams ensure that every
endpoint is allocated promptly, efficient fault isolation, and region-specific threat visibility.
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2. Zero touch onboarding for compliance-ready log collection

Use case

In large enterprises with thousands of endpoints across their AD domains and workgroups, there is a higher
scope for human error when each and every device from all those endpoints is to be accounted for in the SIEM
(Security Information and Event Management) solution for audit and compliance purposes like HIPAA, PCI-
DSS, GDPR and more.

With Device Auto Allocation

The Auto Allocation feature ensures that as soon as a device is discovered, itis assigned to an agent/collector
and that no device goes unmonitored. With this, human error is eliminated and onboarding is sped up, while

ensuring complete audit trails right from Day 1.

() MITRE ATT&CK framework

Device Auto Allocation can help you eliminate onboarding blind spots that are commonly exploited
by attackers during their initial entry phase. Can mitigate T1133 (External Remote Services)

Exploitation

Read also

This document elaborated the configuration, prerequisites, and functionality of the Device Auto Allocation feature

in Log360. For related features and extended device management capabilities, refer to the articles below:

e Auto Allocation Configuration
¢ Auto Allocation Policy Configuration
e Check Unallocated Device(s) status

e Sync Settings
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3.3.2.2. Configuring auto allocation

B9 Last updated on: September 12, 2025

In this page

Overview

Configuring auto allocation (enable/disable)

Enabling auto allocation

Disabling auto allocation

Overview

The auto allocation capability must be manually enabled to begin assigning discovered Windows devices to the
appropriate collectors. Once enabled, the system automatically evaluates devices against configured policies

and performs scheduled allocations. This section guides you through enabling or disabling the feature and

explains what happens whenit's turned on or off.

Configuring auto allocation (enable/disable)

Enabling auto allocation

() NOTE

By default, the auto allocation feature is in a disabled state. It must be manually enabled in order to

make use of its functionality.

1. Inthe product console, navigate to the Settings tab and click on Devices.

Log Source Configuration

EN o
FTamage Windows, Linux/Unix, Cisco, Juniper, Sonic, T8M

AS400 devices, and more ~

@ VM Management

Add and manage vCenter servers.

Oy Manage Cloud Sources

complete visibility into AWS and more +

Admin Settings

%% Management
Collectors/Agents
Technicians & Roles
Domain and Accounts
Device Groups

Threat Feeds

&=

& General
Product Settings
Logon Settings
Working Hour Settings
Privacy Settings

Profiles

Database Audit

Manage Microsoft SQL Server, MySQL Server and Oracle
databases.

File Monitoring

Manage file integrity monitoring devices.

i Data Storage
Archives
Retention Settings
Log Collection Filters
Log Collection Failure Alerts

Database Settings

Applications

Manage Microsoft IIS servers, Vulnerability Scanners,
Security applications, and more +

Import Logs

Log data from IIS and Apache web servers, MSSQL and
Oradle databases, print servers, and more ~

&Y Integrations B Others
Custom Log Format
Log Forwarding Tags

Log360 Integration API Settings
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System Settings

5% General W Support
Connection Settings System Diagnostics
Notification Settings
Listener Ports

Re-branding

Image 1: Device settings

2. You will be taken to the Device Management module. On the right-hand side, you can find the toggle to
enable/disable Auto Allocation. Click on the toggle to enable this function.

search Settings [Culsspace] O Device Management Auto Allocation Poicy
Log Source Configuration -
x & fie Windows Devices (2) Syslog Devices (2 Other Devices (2
| oevices

Database Audit Select Category Al Devices v | Configure domains/workgroups R GIERY 4 Add Device(s)
Applications Q v/ @ o W@ ¢ 1-30f3 10v & M
VM Management Actions Device a | ShowIP Last Message Time Next Scan On Monitoring Interval «  Log Source Group a  Status
File Monitoring B elad-w11-18 2025-06-25 13:39:32 2025-06-25 13:55:19 10 minutes Windows Works... Success
Import Logs B 7 LOGQA-W10-JP1 - 2025-06-25 13:55:25 10 minutes Windows Works... Access denied [+
FETEIR @M ST B s LOGQA-W10-1P2 - 2025-06-25 13:55:28 10 minutes Windows Works... Access denied [+

2 Admin Settings »

L% System Settings »

Image 2: Auto allocation in the product console

3. After you click on the toggle to enable auto allocation, a Confirm Action pop-up is displayed to enable auto

allocation in Windows. Click on Proceed.
Confirm Action X

Do you want to auto allocate the windows
device(s)?

4. As soon as you select proceed, the toggle turns from Auto Allocation to Auto Allocation and the

below pop-up appears briefly as a confirmation of the successful changes made.

Auto Allocation Enabled Successfully

5. Now, auto allocation is enabled, and the product starts allocating devices immediately and will perform a daily

allocation check at the scheduled time.

What happens after enabling auto allocation?
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e Discovered devices from Workgroups and Domains will be evaluated against all the currently active Auto
Allocation Policies.

e The system:
o Matches devices based on policy rules (OU, domain, workgroup)
o Selects the agent/collector with the lowest load at that moment, within the defined limits.
o Allocates the device(s) and logs its status in the Device Management > Add Devices popup under the
Reason column.
Disabling auto allocation

1. Follow the same steps- Step 1 and Step 2 as Enabling auto allocation to locate the toggle. Click on the
(currently enabled) toggle.

2. As soon as you perform the above action, the toggle turns from Auto Allocation to and the below

pop-up appears.

Auto Allocation Disabled Successfully

Read also

This document explained how to enable or disable the device auto allocation feature and what happens after
activation. For further information on managing device assignments and policies, refer to the articles below:
e Configuring auto allocation policies

e Check unallocated device(s) status

e Sync settings
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3.3.2.3. Configuring auto allocation policies

B9 Last updated on: September 12, 2025
In this page

Overview

Configuring auto allocation policies
Enabling/disabling a policy
Enabling a policy

Disabling a policy

Edita policy

Trigger auto allocation manually

Overview

Auto Allocation Policies define how discovered devices are assigned to collectors in the product, based on
criteria like domains, workgroups, and Organizational Units (OUs). This section explains how to manage these
policies—enabling or disabling them, editing policy rules, and instantly triggering allocation—so that devices are

automatically and efficiently onboarded into the monitoring system.

Configuring auto allocation policies

1. Navigate to the Settings tab and click on Devices.

Q
Log Source Configuration
d Devices Database Audit =1 Applications
En &
Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, 18M Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more + databases. Security applications, and more +
anagemen = ile Monitoring = Import Logs
& VMM t 2 le Monit = Import L
74 and manage vCenter servers. Manage file integrity monitoring devices. ¥ Log data from 115 and Apache web servers, MSSQL and
Oradle databases, print servers, and more ~
Oy Manage Cloud Sources
complete visibility into AWS and more ~
Admin Settings
#¥ Management & General 1 Data Storage &Y Integrations B Others
Collectors/Agents Product Settings Archives Custom Log Format

Technicians & Roles
Domain and Accounts
Device Groups

Threat Feeds

System Settings

% General
Connection Settings
Notification Settings
Listener Ports

Re-branding

Logon Settings
Working Hour Settings
Privacy Settings

Profiles

¥ Support

System Diagnostics

Imana 1 Navira cattinne in tha nradiirt rAnenla

Retention Settings
Log Collection Filters
Log Collection Failure Alerts

Database Settings

Log Forwarding

Log360 Integration

Tags

API Settings

Visit our website

Try live demo

Contact us

280


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

HIUYV 1 U VIUL UV YU T U IV PV M UL UV IOV

2. You will be taken to the Device Management module. On the right-hand side, you will find Auto Allocation
Policy as shown below. Click oniit.

Search Settings [Ctrl+Space] O Device Management Auto Allocation @ Auto Allocation Policy

8 Log Source Configuration -

Windows Devices (2) Syslog Devices (2 Other Devices ()
| Devices

Database Audit Select Category Al Devices v | Configure domains/workgroups Sync Settings v
Applications Q [ v/e|lo | w|ad 1-30f3 10~ & M
VM Management Actions. Device w Last Message Time Next Scan On Monitoring Interval Log Source Group Status a
File Monitoring [ elad-wi1-18 2025-06-25 15:14:14 2025-06-25 15:25:18 10 minutes Windows Works... Success
Import Logs [ LOGQA-W10-JP1 - 2025-06-25 15:25:24 10 minutes Windows Works... Access denied [+
(B EEes B/ LOGQA-W10-3P2 - 2025-06-25 15:25:26 10 minutes Windows Works... Access denied [+

8 Admin Settings »

% System Settings »

Image 2: Auto allocation policy in the product console

3. You will be taken to the list of all policies. Here, you can:
e Check the status of the policies and/or enable/disable the policies.
e Edita policy.

e You can trigger auto allocation for all policies at any time. (Only when the auto allocation feature is in an
enabled state.)

Search Settings [Ctrl+Space] 0 Auto Allocation Policy < Back
5( Log Source Configuration -
x 1-10f1 | 100~
== s Poey e bevee e — oomais evie count
Database Audit @ 7 elad-w11-18 Windows Not Configured jp1.logga.local 3
Applications

VM Management
File Monitoring
Import Logs

Manage Cloud Sources
25 Admin Settings »

% System Settings »
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Image 3: Device auto allocation policy in the product console

() NOTE

By default, the auto allocation policy is configured for the localhost server.

Enabling/disabling a policy

Enabling a policy
1. Click on the disabled icon @ under the Actions column to enable the policy.
2. As soon as you perform this action, the icon indicates that the policy is now enabled & and the below pop-up

message appears briefly.

Auto Allocation Policy Enabled Successfully

Disabling a policy
1. Click on the enabled icon & under the Actions column to disable the policy.
2. As soon as you perform this action, the icon indicates that the policy is now disabled @ and the below pop-up

message appears briefly.

Auto Allocation Policy Disabled Successfully

Enable/Disable multiple policies at once
1. Click on the empty checkbox(es) in the first column in order to select the respective policies.

2. Click on the Enable/Disable icons in the ribbon above the rules list.

Auto Allocation Policy < Back

5( Log Source Configuration » B Run All PR
5 Run Al ppicies

Devices
[« I:l 1-250f100 > » | 25w
Database Audit
o evice s evice Count

Applications

’ Jaga-5268 s Al Al 25
VM Management

s kumar- 5669 s Log Trend EVENTLOGQA.COM 25
File Monitoring

& sri-16437 Windows Not Configured Not Configured 25

Import Logs

Manage Cloud Sources
5 Admin Settings

& System Settings »

Visit our website Try live demo Contact us

282


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Image 4: Enable/Disable multiple policies at once

3. Upon successful completion of the action, the below pop-up appears.

When enabled successfully:

& Selected policies are successfully enabled.

When disabled successfully:

& Selected policies are successfully disabled.

Edit a policy

1. To edit a policy, click on the Edit icon # under the Actions column. A slider appears that includes the fields for
editing the policy.

2. Fill out the fields according to your requirements.

Edit Policy - dae-win2019-1

Add Windows device(s) from

Workgroups  None Selected v

ad360auto.com
Selected OUs: All  Add OUs

Add device(s) only if device count <= 100 @

BT cnel resei ey

Image 5: Editing an auto allocation policy

e Workgroups: You can select the workgroup to add devices from those workgroups only.

Workgroups Log Trend

W
Werkgroup
Log Trend
Workgroup 1
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Workgroup 2

Workgroup 3

e Domains: Add devices only from selected OUs (Organizational Units) in the selected domains. Use the
checkbox to select or deselect the domains to add devices.

Domains
D logqa.local jpl.logqa.local

Selected OUs : All  JAdd OUs Selected OUs : Servers,... | Add OUs

o Click Add OUs to add devices by filter the selected OUs.

Add OUs X

s Jjp1
: i Builtin
8 Computers
8 Domain Controllers

B ForeignSecurityPrincipals

Gl e

. Keys

8 Managed Service Accounts
> i Program Data
» B System

8 Users

Exclude Child OUs

Selected : 2§ View All m Cancel

o Click on the [Ibutton to expand the OUs that include sub-folder(s).
o Use Exclude Child OUs option to select parent OUs only.

o Use View All button to see the selected OUs in Summary View

Summary View X

Name

o Servers

| Workstations

o Click OK button to finalize the selected OUs.
o Add Device(s) only if device count <= :

o Device count must be between 1 & 100
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o Device count also includes Non-Windows Devices

() NOTE

The specified device count limit applies to only the associated devices with a speciifc
collector.

3. Click onthe Save button after you have made all the necessary changes.

4. Upon successful completion of the action, the below pop-up appears.

Auto Allocation Policy successfully updated.

Trigger auto allocation manually

This function allows you to run the device allocation process instantly. This is useful when any changes have been
made to the allocation policies and you don't want to wait for the next scheduled run. This, in turn, ensures that the
policy updates take immediate effect.

Steps to trigger auto allocation manually

1. Inthe Auto Allocation Policy module itself, click on the Run All Policies button to allocate devices as per all
policies immediately.

() NOTE

This option will not be available unless auto allocation is enabled.

2. As soon as you click oniit, the below pop-up appears, indicating the instant start of a new auto allocation run
with the updated policy.

Auto Allocation Task is started

Read also

This document covered how to configure and manage auto allocation policies in the product. For more related
functionalities, refer to the following articles:
e Check unallocated device(s) status

® Sync settings
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3.3.2.4. Check unallocated device(s) status

B9 Last updated on: September 12, 2025
In this page

Overview

Check unallocated device status

Overview

This section guides you through accessing the unallocated device(s) list, understanding the reasons for

unallocation, and taking corrective action to ensure full monitoring coverage.

Check unallocated device status

To view devices that couldn't be assigned through auto allocation, you can check the status of unallocated
devices and gain insights as to why certain devices remain unallocated and take corrective action, if needed.

Steps to check status of unallocated device(s)

1. Navigate to the Settings tab and click on Devices.

Q
Log Source Configuration
i Devices Database Audit Applications
a. & =
Manage Windows, Linux/Unix, Cisco, Juniper, Sonic, IBM Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more v databases. Security applications, and more v
VM Management == File Monitoring =1 Import Logs
Co & &
Add and manage vCenter servers. Manage file integrity monitoring devices. Log data from IIS and Apache web servers, MSSQL and
Oracle databases, print servers, and more v
Oy Manage Cloud Sources
complete visibility into AWS and more v
Admin Settings
% Management & General i Data Storage &7 Integrations B Others
Collectors/Agents Product Settings Archives Custom Log Format
Technicians & Roles Logon Settings Retention Settings Log Forwarding Tags
Domain and Accounts Working Hour Settings Log Collection Filters Log360 Integration API Settings
Device Groups Privacy Settings Log Collection Failure Alerts
Threat Feeds Profiles Database Settings
System Settings
5% General W Support
Connection Settings System Diagnostics

Notification Settings
Listener Ports

Re-branding

Image 1: Device settings in the product console

2. You will be taken to the Device Management module. Click on the Add Device(s) button to check the status of

unallocated devices.

Visit our website Try live demo Contact us

286


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

() NOTE

Status will be shown only when the auto allocation feature is in an enabled state.

Syslog Devices (2

elad-w11-18
LOGQA-W10-JP1

LOGQA-W10-P2

Search Settings [Ctrl+Space] O Device Management
Source Configurati -
K Logsource ration Windows Devices ()
| Devices
T Select Category Al Devices
Applications < vy 0ol o wla
VM Management ™
File Monitoring [ B s
Import Logs o
Manage Cloud Sources B
25 Admin Settings »
[% System Settings »

Image 2: Device allocation settings in the product console

Other Devices (9

~ | Configure domains/workgroups

2025-06-26 11:55:17

2025-06-26 12

2025-06-26 12

2025-06-26 12

10 minutes

10 minutes

10 minutes

Auto Allocation @ Auto Allocation Policy

sync settings v AL L)

1-30f3 10v & M

‘Windows Works... Success
Windows Works... Access denied [+
Windows Works... Access denied [+

3. A pop-up box appears along with a list of the Unallocated Device(s), their Operating System, the

Organizational Unit they belong to, and the Reason for being unallocated.

‘Add Device

Select Categroy | 10g360.cor

«

ooooooogo

1TSL360-2K19-6
1TSL360-W10-5
SIEM-W2016-1
SIEM-W2019-2
SIEM-W2022-1
SIEM-W2022-4.
SIEM-WIN10-1
STEM-WIN7-1

STEM-WINS-1

m

Windows Server 2019 Stan.....

Windows 10 Pro

Windows Server 2016 Stan.
Windows Server 2019 Stan...
Windows Server 2022 Stan...

Windows Server 2022 Stan...

Windows 10 Pro
Windows 7 Professional

Windows 8 Pro

x

# Configure Manually

1-250f100 > 25+ | Y OUFilter

Computers
Computers
Computers
Computers
Computers
Computers
Computers
Computers

Computers

Device limit reached for Agent(s).
No Policy Applicable.
Device limit reached for Agent(s).
No Policy Applicable.

Device limit reached for Agent(s)
No Policy Applicable.

Device limit reached for Agent(s).
Device limit reached for Agent(s).

Yet To Allocate.
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Image 3: Device auto allocation in the product console

Hover the mouse pointer over the reason you would like to read completely, and a tool-tip highlighting the full
version of the reason appears. There are three different types of status that could be listed under the possible
reason(s) for the unallocation as listed below:

¢ No Policy Applicable: The device does not match the criteria of the policy with respect to the selected

domain, OU (Organizational Unit) container or the workgroup in the policy.
e Device limit reached for Agent(s): The Auto Allocation Policy's device count limit has been reached.
e Yetto Allocate: Device is yet to be allocated in the upcoming schedule.

Read also
This document explained how to check the status of devices that were not allocated through auto allocation. For
more details on related features, see the articles below:

e Sync settings
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3.3.2.5. Sync settings

B9 Last updated on: September 12, 2025
In this page

Overview

Device Addition sync settings

Overview

Log360 allows two-way synchronization of device data with its identity threat detection and response component,
ADAudit Plus. This section explains how to enable or disable the addition sync settings, helping you control
whether devices are synced from AD Audit Plus to Log360 and vice versa, based on your configuration needs.

() NOTE

Device Auto Allocation is supported only for Windows instances and not for Linux environments.

Enable/disable sync settings

() NOTE:

This function is available only to the users who have integrated their AD Audit Plus to their Log360

console.

This settings will help you control the regular synchronization of device(s) data between AD Audit Plus and
Log360.

Steps to enable device addition sync settings

1. InLog360 console, navigate to the Settings tab and click on Devices.

Q

Log Source Configuration

e > Database Audit =1 Applications
S &
Mindows, Linux/Unix, Cisco, Juniper, Sonic, IBM Manage Microsoft SQL Server, MySQL Server and Oracle Manage Microsoft IIS servers, Vulnerability Scanners,
AS400 devices, and more + databases. Security applications, and more +
VM Management == File Monitoring = Import Logs
& o [ B

Add and manage vCenter servers. Manage file integrity monitoring devices. Log data from IIS and Apache web servers, MSSQL and

Oracle databases, print servers, and more «

Oy Manage Cloud Sources

complete visibility into AWS and more v

Admin Settings

Visit our website Try live demo Contact us

289


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

£ Management & General i Data Storage ¥ Integrations B Others
Collectors/Agents Product Settings Archives Custom Log Format
Technicians & Roles Logon Settings Retention Settings Log Forwarding Tags
Domain and Accounts Working Hour Settings Log Collection Filters Log360 Integration API Settings
Device Groups Privacy Settings Log Collection Failure Alerts
Threat Feeds Profiles

Database Settings

System Settings
% General W Support
Connection Settings System Diagnostics

Notification Settings
Listener Ports

Re-branding

Image 1: Device auto allocation

2. You will be taken to the Device Management module. Click on the Sync Settings button.

Search Settings [Ctri+Space] £ Device Management Auto Allocation @ Auto Allocation Policy
Log Source Configuration -
x & = Windows Devices (2) Syslog Devices (2 Other Devices ()
| Devices
e AT Select Category Al Devices v | configure domains/workgroups + Add Device(s)
Applications c velo w8l

1-30f3 10v & M
VM Management

Device Last Message Time » Next Scan On Monitoring Interval Status

File Monitoring

B 7 elad-w11-18 2025-06-26 11:55:17 2025-06-26 12:05:21 10 minutes ‘Windows Works... Success
Import Logs | LOGQA-W10-JP1 - 2025-06-26 12:05:23 10 minutes Windows Works... Access denied [+
Manage Cloud Sources B 4 LOGQA-W10-1P2 - 2025-06-26 12:05:27 10 minutes Windows Works... Access denied [+
24 Admin Settings »
% System Settings »

Image 2: Sync settings in device allocation in the product console

3. The Sync Settings popup will appear like the below.

Search Settings [Ctri+Space] £ Device Management Auto Allocation @ Auto Allocation Policy
Log Source Configuration -
K Loe '8! Windows Devices () Syslog Devices () Other Devices ()
|1 pevs
e —— Select Category Al Devices v | configure domains/workgroups
Applications

€ v olo W@

Actions

Sync Settings

VM Management

Device

Show IP

Last Message Time a Next Scan On

Monitoring Inte

Enable Sync From ADAP.

File Monitoring

elad-w11-18

2025-06-26 12:

2025-06-26 12:55:21 10 minutes Enable Sync To ADAP.
ImportLogs B 7 LOGQA-W10-JP1 - 2025-06-26 12:55:24 10 minutes m
el L LOGQA-W10-1P2 - 2025-06-26 12:55:27 10 minutes

2 Admin Settings »
% System Settings »
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Image 3: ADAudit Plus Sync settings in device allocation in the product console

4. Click on:

e Enable Sync From ADAudit Plus checkbox: To sync the devices from AD Audit Plus to Log360. If it's not
selected, then the device will not sync to Log360 which is integrated with AD Audit Plus.

e Enable Sync To ADAudit Plus checkbox: To sync the devices from Log360 to ADAudit Plus. If it's not
selected, then the device will not sync to AD Audit Plus which is integrated with Log360.

In case you wish to enable the sync, ensure that the checkbox is ticked. In case you wish the sync to be
disabled, ensure that the checkbox is empty.

5. Once you have made the necessary settings, click on the Apply button to save your configuration.

6. Upon successful completion of the action, the below pop-up appears.

Sync Settings updated successfully.

() NOTE

Only Device addition will sync inbetween products. enable and disable actions will not sync. On
Deletion, it will ask in deletion popup weather to sync the delete to other product or not. For more

information about deletion sync refer this.

Read also

This document explained how to configure sync settings between the product console and AD Audit Plus. For
related configuration and device management topics, refer to:

¢ Whatis Device auto allocation?

e Configuring auto allocation
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craprer4.1.1 - Security Dashboard

4.1.1.1. Security dashboard

B9 Last updated on: September 12, 2025

In this page

Overview

Security tab in the dashboard

Security Analytics- A breakdown of the dashboard

Data in precise numbers

Overview

The Security Analytics Dashboard offers a unified view of your organization's threat landscape, turning detection

data into actionable insights. Key elements of this dashboard:

e Visual representation of high-level metrics

e MITRE ATT&CK mapping

e Historical trends

With compact widgets for quick decision-making and expanded views for deep investigations, the dashboard

helps monitor evolving threats, uncover patterns, and streamline incident response with precision.

Security tab

in the dashboard

1. Inthe product console, click on the Security tab in the dashboard as highlighted below.

Events Overview  Network Overview  Security Overview  Microsoft 365
All Events Windows Events

4523

4 1089 (31.71%)

Count
3
g

S
S

4523

4 1089 (31.71%)

® Success 2040 e Information 1528

S PSSP PSS S S S

SETFST S FTFT IS ITES S F S §
PP P PO E PG I XD

Security Events
Report Name
Logon
Account Logon
Account Management
Object Access
System Events

Policy Changes

Time
Count

390 A 44(12.72%)
7 v 14 (-66.67%)
0 A 0(0.00%)

0 4 0(0.00%)

0 v 1(-100.00%)
0 4 0(0.00%)

Incident Overview  Threat Analytics v

Syslog Events

0

4 0(0.00%)

® Error 50

Top 5 Devices

® dae-win2019-2

Windows Severity Events

Count
° =

Severity

£ LogSources WRisk Posture Today B <
All Devices
A
1 i<t
TS
WTITY
View All Devices Hitl—d
Luy g
Recent Alerts

Last Updated Time : 2025-07-22 16:59:22

Correlation : demo rule was triggered on the network

2025-07-22 16:49:55

Correlation : demo rule was triggered on the network

2025-07-22 16:49:58

Correlation : demo rule was triggered on the network

20250722 16:49:58
Correlation : deme rule was triggered on the network
2025-07-22 16:47:56
2025-07-22 16:47:55

Correlation : demo rule was triggered on the network

2025-07-22 16:34:50

Correlation : demo rule was triggered on the network

2025-07-22 16:33:56.

Correlation : demo rule was triggered on the network

| Correlation : demo rule was triggered on the network
| 2025-07-22 16:33:55
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Syslog Severity Events Top 5 File Integrity Monitoring E... Application Events

No Data Available (@ No Data Available No Data Available
Please choose a different time range Please choose a different time range Please choose a different time range

Image 1: Security tab in the dashboard

2. You will be taken to the Security Analytics dashboard.

Security Analytics 2024-09-26 00:00:00 - 2025-07-22 23:59:59  [EF] By Manage Rule
All Rules - Detections Critical Rules - Detections Trouble Rules - Detections Attention Rules - Detections
45351 a1354 43996 40(0.00%)
. —— N . Recent Detections
Detection Pipeline Detection by tactics finsarivietatided
Trouble Rule
Trouble Rule has been triggered
Critical Criical SERVERS
@ Critical cerver =
Trouble 2025-07-22 13:50:56
Attention
Troubl Troubl Trouble Rule
Trouble Rule has been triggered
SERVER$
server
. . 2025-07-22 13:50:56
Top 5 User by Detections Top 5 Log Sources by Detections
sk Trouble Rule

Trouble Rule has been triggered

Count
Log Source

SERVERS titre Attck Mapping
server Impact  +1
4 2025-07-22 13:50:56
servers system dwm-1 umfd-0 umfd-1 o Tk 2k 3k * sk 6k
Username Count »
Critical rule
Critical rule has been triggered
® critical Trouble Attention ® critical Trouble Attention
SERVERS
server +1
2025-07-22 13:50:56
Top 10 Detections by Rules Detection Trends
ok - Trouble Rule
Trouble Rule has been triggered
g i« $ SERVERS
g S server +1
2 100
o o 2025-07-22 13:50:56
2025 Jul
Time Trouble Rule
4 5
Criticalrule  TroubleRule  Trouble Rule  Trouble Rule o Crtical Troubl ttenti Tt Rl (s e e
ritical rouble ention
Rule Name e
server
L] >

Image 2: Security analytics dashboard

Read further to understand the role of each widget in this tab and how it contributes to your network's security
analytics.

() NOTE

To make the best use of this dashboard make sure that the rules for the detection are active and
properly configured since this dashboard provides data and insights based on the currently active
rules and their unique configurations.

Security Analytics- A breakdown of the dashboard

Data in precise numbers

The four compact elements in the top-most ribbon of the Security Analytics dashboard offer a high-level
shapshot of detection activities across all three severity levels with accurate numbers, providing quick visibility
into the total number of detections classified based on their distribution in severity levels of the rules as follows:
e All Rules - Detections
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e Critical Rules - Detections
e Trouble Rules - Detections
e Attention Rules - Detections

These shall assist the security teams instantly gauge the overall threat landscape, prioritize the incident response

efforts, and also monitor trends in the detection volumes over time.

A. Compact views

1. All Rules - Detections
This component provides the total count of all the detections made across every configured rule, offering a quick

overview of your organization's threat landscape.

All Rules - Detections

2724 s

A 2724

Details displayed
e Detection count: Total number of triggered detections across all rules.

e Growth/decline indicator: A green arrow highlights the decrease in detection counts, whereas a red one

indicates an increase.

Role in Security Analytics

e Acts as the primary metric for overall threat volume.
e Helps track total security events within a given time frame.
e Serves as a baseline for comparing the distribution of critical and trouble detections.

2. Critical Rules - Detections
This component focuses on detections triggered by high-severity (critical) rules that require immediate attention.

Critical Rules - Detections

1365 v

A 1365

Details displayed
e Detection count: Total number of critical detections.

e Visual indicator: A red icon emphasizes the high-priority nature of these events.

e Growth/decline trend: Green arrow indicates a decrease in detection volume, whereas a red one indicates an

increase.

Role in Security Analytics
e Highlights security events with the highest risk and urgency.
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e Helps prioritize immediate incident response actions.
e Serves as a key metric for assessing serious vulnerabilities or ongoing attacks.

3. Trouble Rules - Detections
This component displays the count of detections flagged by medium-severity (trouble) rules, representing

potential risks or suspicious activities.

Trouble Rules - Detections

1359

A 1359

Details displayed
e Detection count: Total number of trouble-level detections.

e Visual indicator: Orange icon signals events that need closer monitoring.

e Growth/decline trend: Green arrow indicates changes in detection volume, whereas a red one indicates a

decline.

Role in Security Analytics
¢ Helps monitor and investigate potential threats before they escalate.

e Provides visibility into less urgent but still relevant anomalies.
e Assists in tuning detection rules for medium-risk scenarios.

4. Attention Rules - Detections

This component tracks detections triggered by low-severity (attention) rules, indicating minor anomalies or early
warning signs.

Details displayed

¢ Detection count: Total number of attention-level detections.

e Visual indicator: Yellow icon signifies a lower risk level.

e Growth/decline trend: Green arrow indicates changes in detection volume, whereas a red one indicates a

decline.

Role in Security Analytics
e Offers context for early detection of unusual behavior.

¢ Helps identify non-critical patterns that could develop into threats.

e Complements higher-severity detections by providing a broader security overview.

B. Expanded view of all four components

While the compact displays offer quick yet effective insights, clicking on the displayed count of any of these four
components provides an expanded view of the same, which includes added details and context surrounding

these detections.

Attention Rules - Detections

0
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A 0 (0.00%)

Upon clicking on the total count displayed in the compact view of any of the components, the expanded view

appears with data arranged in an array of columns as shown above.

Available actions

e Clicking on the Export as + button allows you to choose a format to export the said data eitherina PDF
formatora CSV file.

¢ Clicking on the Report export history E@ icon allows you to view the complete history of the past data exports

that have taken place for that particular report.

All Rules - Detections (2022-10-29 0

<
Time -

2025-07-24 13:
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2025-07-24 13:

52:03
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Trouble Rule

Critical rule

Trouble Rule
Trouble Rule
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Trouble Rule
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Trouble Rule
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Critical rule

Critical rule

Trouble Rule

Critical rule

Rule Message

Critical rule has been triggered

Trouble Rule has been triggered

Critical rule has been triggered

Trouble Rule has been triggered
Trouble Rule has been triggered

Critical rule has been triggered

Trouble Rule has been triggered

Critical rule has been triggered

Trouble Rule has been triggered

Critical rule has been triggered

Trouble Rule has been triggered

Critical rule has been triggered

Critical rule has been triggered

Trouble Rule has been triggered

Critical rule has been triggered

Close

1 - 1000 of 5792

Severity

Critical

Trouble

Critical

Trouble
Trouble

Critical
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Critical

Trouble

Critical
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Critical
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Image 3: All rules detections in security analytics dashboard

Export as «

> 1000 +

Visit our website

Try live demo

Contact us

X

2]

ip:S

296


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Clicking on the Ed icon on the top-right corner of the data table allows you to select/deselect and Apply what
data you wish to view separated by columns.

Details displayed (list of available columns)

Time: Timestamp for when the rule was triggered.

Rule Name: Detected rules categorized by their severity level- Critical, Trouble, or Attention.
Rule Message: A brief descriptive message about the triggered detection.

Severity: Indicates the severity of the rule detected.

Username: The account responsible for the activity.

Log Source: Source system or device associated with the detected activity.

MITRE ATT&CK Mapping: Tactic and technique classification aligned with the MITRE ATT&CK framework.

Tags: Additional contextual tags, such as industry verticals.

Role in Security Analytics

Enables deep investigation of every triggered rule by showing when and where it occurred.
Assists in prioritizing response based on severity, helping SOC teams act swiftly on critical alerts.

Maps suspicious activities to known threat tactics (via MITRE ATT&CK) for quicker threat attribution and

analysis.

Enhances visibility into user behavior, log source reliability, and attack patterns.

Supports fine-tuning of rules by providing granular, real-time feedback on their effectiveness and noise levels.

Read also

This page explained the security dashboard's purpose, how to access it, and the role of its widgets. You also

learned how compact and expanded views help track detections by severity, uncover patterns, and prioritize

response.

Security dashboard widgets
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4.1.1.2. Security dashboard widgets

B9 Last updated on: September 12, 2025
In this page

Overview

Dashboard widgets
Detection Pipeline
Detection by Tactics
Recent Detections

Top 5 Users by Detections

Top 5 Log Sources by Detections

Overview

The Security Dashboard provides a centralized view of detections across your environment. It helps security
teams monitor threats, analyze patterns, and prioritize incidents using real-time visuals and context-driven
insights.

Dashboard widgets

Widgets provide real-time snapshots of the detections, trends, and key security metrics made by the detection
engine, helping you quickly assess and respond to threats proactively. In the widgets containing graphs, clicking
on a severity type removes data corresponding to it from the said graph(s).

There are a total of 7 widgets available in the Security Analytics dashboard:

1. Detection Pipeline

2. Detection by Tactics

3. Recent Detections

4. Top 5 Users by Detections

5. Top 5 Log Sources by Detections
6. Top 10 Rules by Detections

7. Detection Trend

Every widget in this dashboard includes two icons in its top-right corner:

Expand « 2: This option provides an expanded view of that widget, offering more, and deeper insights related to
it.

Refresh Z: Clicking on the Refresh icon instantly re-assesses the real-time log data and updates the widget with
the same, ensuring you never miss even a second worth of key findings from your network's security analysis.
Severity colors
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Security events (excluding the Top 10 rules by detections widget) are categorized by severity levels as set during

the rules configuration, represented through distinct colors for quick identification as listed below:

¢ Red- Critical: Represent severe, high-priority security detections that require immediate attention and
possible mitigation steps.

e Orange- Trouble: Indicate medium-level events/incidents hinting at potential risks, suspicious activities, or
policy violations that demand prompt investigation.

¢ Yellow- Attention: Denote low-level detections that require monitoring but pose no immediate risk.

Below is a complete breakdown of all the widgets that the Security Analytics dashboard is comprised of:

1. Detection Pipeline

The Detection Pipeline visualizes the flow of the detections and alerts across the three severity levels. It provides
a quick overview of how many events were detected, categorized, and then escalated into actionable alerts.

A. Concise widget view

Detection Pipeline &

2817 581
Detections Alerts
itical Critic
Trouble Trouble
Attention Attention

Details displayed
e Detections: The total count of events flagged by the system.

e Alerts: Number of detections that have been flagged as alerts.
e Severity distribution: Each of the three severity levels is displayed with its corresponding event(s) count.

Role in Security Analytics
The Detection Pipeline widget acts as the starting point for threat monitoring by helping analysts:
¢ Quickly identify the severity distribution of all the current threats.

e Detect spikes or anomalies in alert generation.

e Streamline the investigation process by focusing on high-priority alerts.

B. Expanded widget view

Detection Pipeline X

Trouble Trouble
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Attention Attention

Image 1: Detection pipeline widget in security analytics dashboard

The expanded widget view displayed upon clicking on the expand icon provides a clearer representation of the
rules spread across the severity levels.

2. Detection by Tactics

The Detection by Tactics chart maps all the flagged events to the MITRE ATT&CK framework. It shows which
stages of the cyberattack lifecycle, such as Initial Access, Execution, Privilege Escalation, are being setin

motion via simultaneous events/activities.

A. Concise widget view

Detection by tactics

Resource Cregential
Development... ACCeSS pafanse
Exfiltration Evasion
10k Lateral
Collection
Movement -
@ Critical
Privilege
Discovery 3 Esca\a%lion.‘. Trouble
Initial Attention
Access Execution
Reconnaissance Commatgisistence
Impact and

Control

Details displayed
¢ Tactic categories: Includes the possible common attack stages like Initial Access, Discovery, EXfiltration, and
Lateral Movement.

e Severity overlay: Each tactic is color-coded by the three severity levels.

Role in Security Analytics
This widget provides a tactical view of potential adversary behavior, helping teams:
¢ Analyze and understand attack patterns and prevalent tactics in their environment.

e Prioritize security controls for the most frequently targeted attack phases.

e Align detection rules with industry-recognized attack models for enhanced defense.

B. Expanded widget view
Detection by tactics X

Credential
Access

Defense

Exfiltration Evasion

Lateral

Collection Movement

@ Critical

o Drivilana
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Discovery

Initial
Access

Reconnaissance

Impact

u JT—
Lr‘/ Escalation...

Execution

Persistence

Command

and
Control

Trouble

Attention

Image 2: Detection by tactics widget in security analytics dashboard

e The expanded widget view displayed upon clicking on the expand icon provides a clearer representation of

the rules spread across the severity levels.

e Clicking on any data point representing a detection count slides open the data table for that particular rule

severity level, similar to the expanded view of the four components.

3. Recent Detections

The Recent Detections widget provides a chronological list of the events triggered most recently, enabling real-

time incident visibility.

A. Concise widget view

Security Analytics

All Rules - Detections

12128

A 12041 (13840.23%)

N S . . Recent Detections
Detection Pipeline Detection by tactics Last Updated Time : 2025-08-20 12:12:32
Credential
Exfiltration Access Excessive logon failures
Excessive logon failures : -
10k Lateral
Collection Movement @ i Username Bala-140... Mitre Att&ck Mapping
De me LOG360-.. Defense Evasion : Cloud A...
Privilege
Critical Discover 3 Trouble
e v % Escalation. 2025-08-20 10:58:42
nitial Execution Aention
Access Cisco File Deletion
AR Reconnaissance persistence Cisco File Deletion was triggered in LOG360-ALPHA
Impact Username log360de... Mitre Att&ck Mapping
Device me LOG360-... Impact : Data Destruction ...
Top 5 User by Detections Top 5 Log Sources by Detections 2025-08-20 0:46:50
g o dcl Cisco File Del
H isco File Deletion
8 o | L L S oatesa1s ee—
E e Cisco File Deletion was triggered in LOG360-ALPHA
s & I & 3 _
« N & N & a 10g360-beta Username Iog360de... Mitre Att&ck Mapping
& S & N & 8 -
o & & & & g log360-aipha Device Name LOG360-... Tmpact : Data Destruction ...
& & & * & I0g360-zeta
& & & 2025-08-20 09:46:59
< [ 2k 4k 6k 8k 10k
Username Count
test
@ Critical Trouble Attention @ critical Trouble Attention s Eemn gl
s - Mitre Att&.ck Mapping
Device Name 10g360-2...
Top 10 Detections by Rules Detection Trends LD RO

Critical Rules - Detections

11605

e A 11605

Last 30 days

Trouble Rules - Detections

521

A 434 (498.85%)

[E] & manege ruies

Attention Rules - Detections

2

a2

Image 3: Recent detections widget in security analytics dashboard

Details displayed

¢ Rule name: The name of the rule that is associated with the detection triggered.

¢ Description: Brief summary of the detection. For example, "Interactive Logon — A process deleted a system

backup".

e Username: Identifies the username of the account associated with the event/activity.

e | og Source: Specifies the origin device or system.

Visit our website

Try live demo

Contact us

301


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

e MITRE ATT&CK Mapping: Associates the detection with a specific technique(s) or tactic(s) from the MITRE
ATT&CK framework.

¢ Timestamp: Captures the exact date and time of the event occurrence.

Role in Security Analytics
This widget serves as a real-time threat feed, helping security analysts:
¢ Quickly detect and respond to emerging threats.

e Correlate events with specific users and devices.

e Perform rapid triage using MITRE mappings to understand the nature of attacks.

B. Expanded widget view
Recent Detections (Last Updated Time : 2025-08-20 12:12:32) X

Excessive logon failures

Excessive logon failures : -

Username Bala-14071 Mitre Att&ck Mapping

Device Name LOG360-ALPHA Defense Evasion : Cloud Accounts (T1078.004)

2025-08-20 10:58:42

Cisco File Deletion

Cisco File Deletion was triggered in LOG360-ALPHA

Username log360developer Mitre Att&ck Mapping

Device Name LOG360-ALPHA Impact : Data Destruction (T1485)

2025-08-20 09:46:59

Cisco File Deletion

Cisco File Deletion was triggered in LOG360-ALPHA

Username log360developer Mitre Att&ck Mapping

Device Name LOG360-ALPHA Impact : Data Destruction (T1485)

Image 4: Recent detections widget in security analytics dashboard

¢ The expanded widget view displayed upon clicking on the expand icon provides a clearer representation of
the details of the most recent detections.

e Upon clicking on any rule from this view (or compact view), a complete analysis of that rule slides open as

shown below.

Analysis - Excessive logon failures x

Overview Timeline

Description A series of multiple logon failures by the same account.
Time Wed Aug 20 10:58:42 IST 2025
Severity Critical
Insights
& Who I wWhere & Client 1P
Bala-14071 LOG360-ALPHA -
@ Mitre ATT&CK @ Tags

Defense Evasion (TA0005) : Cloud Accounts (T1... -

Mitigation
M1036 Account Use Use conditional access policies to block logins frem non-compliant devices or from outside defined organization IP ranges. (Citation:
Policies Microsoft Common Conditional Access Palicies)
M1015 Active Directory Disable legacy authentication, which does not support MFA, and require the use of modern authentication protocals instead.
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M1032

M1027

M1026

M1018

M1017

e This analysis

Configuration

Multi-factor
Authentication

Password Policies

may need to be rotated.(Citation: AWS - IAM Console Best Practices)

Privileged Account
Management

(Citation: Microsoft Azure security baseline for Azure Active Directory)

User Account
Management accounts.

User Training

push notifications and to report suspicious push notifications.

Image 5: Recent detections analysis in security analytics dashboard

contains the following-

o QOverview tab:

o Description- Text field summarizing what the rule is about (empty in this case).

o Time- Exact timestamp of when the rule was triggered.

o Severity- Indicates the impact level of the rule triggered - here, itis Critical.

o Insights section-

o Who: Username involved in the triggered rule.

o Where: Device or host where the event occurred.

o Client IP: IP address of the client involved in the incident.

o MITRE ATT&CK: Mapping to known adversarial tactics/techniques.

o Tags: Labels giving contextual information

o Mitigati

on section-

o Mitigation: Recommended or recorded response actions.

o Timeline tab: Inserts the detection in a chain of consecutive events providing a larger picture of all the

occurring activities in a context that fits.

Analysis - Excessive logon failures

Overview

10:58:42
2025-08-20

10:58:42
2025-08-20

10:58:42
2025-08-20

10:58:42
2025-08-20

10:58:42
2025-08-20

Timeline

Failed logon was used for LOG360-ALPHA

An account failed to log on. Subject: Security ID:

Failed logon was used for LOG360-ALPHA

An account failed to log on. Subject: Security ID:

Failed logon was used for LOG360-ALPHA

An account failed to log on. Subject: Security ID:

Failed logon was used for LOG360-ALPHA

An account failed to log on. Subject: Security ID:

Failed logon was used for LOG360-ALPHA

An account failed to log on. Subject: Security ID:

$-1-0-0 Account Name: - Account Dom...

$-1-0-0 Account Name: - Account Dom...

$-1-0-0 Account Name: - Account Dom...

$-1-0-0 Account Name: - Account Dom...

$-1-0-0 Account Name: - Account Dom...

Details

Details

Details

Details

Details

Use multi-factor authentication for cloud accounts, especially privileged accounts. This can be implemented in a variety of forms (e.g.
hardware, virtual, SMS), and can also be audited using administrative reporting features.(Citation: AWS - 1AM Console Best Practices)

Ensure that cloud accounts, particularly privileged accounts, have complex, unique passwords across all systems on the network.
Passwords and access keys should be rotated regularly. This limits the amount of time credentials can be used to access resources if a
credential is compromised without your knowledge. Cloud service providers may track access key age to help audit and identify keys that

Review privileged cloud account permission levels routinely to look for those that could allow an adversary to gain wide access, such as
Global Administrator and Privileged Role Administrator in Azure AD.(Citation: TechNet Credential Theft)(Citation: TechNet Least Privilege)
(Citation: Microsoft Azure security baseline for Azure Active Directory) These reviews should also check if new privileged cloud accounts
have been created that were not authorized. For example, in Azure AD environments configure alerts to notify when accounts have gone
many days without using privileged roles, as these roles may be able to be removed.(Citation: Microsoft Security Alerts for Azure AD Roles)
Consider using temporary, just-in-time (JIT) privileged access to Azure AD resources rather than permanently assigning privileged roles.

Periodically review user accounts and remove those that are inactive or unnecessary. Limit the ability for user accounts to create additional

Applications may send push notifications to verify a login as a form of multi-factor authentication (MFA). Train users to only accept valid
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Image 6: Recent detections analysis in security analytics dashboard

o Clicking on the Details button prompts open a pane containing ALL details of that particular event

associated with that rule detection. Below is the list of details provided:

o

Risk Level
Message

Source

Remote Devicelp
Logon Type
Process Id

OS Category
Host Type
Logonld

Task Category
Member Group SID
Authentication Package Name
Event Name
Device

GUID

Logon Process
Severity

Key Length
Event ID
ACTION_TAG
Type

Caller LogonID
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© username

o

Security Id

o

Source Port Number

o Domain

4. Top 5 Users by Detections

This chart highlights in a statistical view the top five user accounts with the highest detection counts, broken down
by severity.

A. Concise widget view

Top 5 User by Detections b2

Q

4k

Count
]
=

servers system
Username

@ Critical Trouble Attention

Details displayed

e Username: Displays the usernames of the accounts of the top 5 users on the x-axis.
e Count: Total number of detections per user on the y-axis.
e Severity breakdown: Stacked bars visualize the proportion of the three severity levels of the alerts per user.

Role in Security Analytics

¢ |dentifies compromised accounts or potential insider threats.
e Helps prioritize account audits for high-risk users.

* Provides a behavioral snapshot of every suspicious user's activity patterns.

B. Expanded widget view

Top 5 User by Detections

80

Count
F3
=]

VT\SSS[J‘USdEmOSE\VI(Ea.. 3b11704b-8783-4250-9.. Exrpdemciampqd.onm\( manageengine_service... manageengine_service.
Username

@ Critical Trouble Attention
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The expanded widget view displayed upon clicking on the expand icon provides a clearer representation of the
rules spread across the severity levels.

5. Top 5 Log Sources by Detections

This chart shows the devices or systems contributing the highest in order to the total detection counts.

A. Concise widget view

Top 5 Log Sources by Detections

setver _

Log Source

0 500 1000 1500 2000 2500 3000
Count

@ Critical Trouble Attention

Details displayed

e |Log Source: Specifies the origin device or system on the y-axis.
e Count: Number of detections per log source on the x-axis.

e Severity split: Bars of the graph, color coded with the three severity levels indicate which devices are
generating alerts of varied severity.

Role in Security Analytics:

¢ Highlights the most vulnerable or frequently attacked devices.
e Helps you focus on device hardening efforts on potential high-risk systems.

® Provides insights into log source health and configurations.

B. Expanded widget view

Top 5 Log Sources by Detections

ompga.onmicrosoft.co... I

Log Source

0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 170
Count

@ Critical Trouble Attention

Image 8: Top 5 log sources by detections widget in security analytics dashboard
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The expanded widget view displayed upon clicking on the expand icon provides a clearer representation of the

rules spread across the severity levels.

6. Top 10 Detections by Rules

This bar chart displayed here ranks the top 10 detection rules based on the frequency of detected triggers.

A. Concise widget view

Top 10 Detections by Rules

™

Count

Rule Name

Details displayed

e Rule Name: Includes rules such as Excessive file access, Repeated operations, or Brute force on the x-axis

e Count: Displays how many times each rule was triggered on the y-axis.

Role in Security Analytics

e |dentifies recurring threats or common triggers.
e Assists in fine-tuning detection rules to reduce false positives.

* Provides data to optimize threat hunting and response strategies.

B. Expanded widget view

Top 10 Detections by Rules

100k

10k

Acwe DIIECIOIy RDP Session Bypass UAC via Mimikatz DC Suspicious Potential Windows test adv Suspicious Wsmprovhost
Hijackin... CMSTP... Sync encoded P... Forfiles M.. Masquerading... parent sp... LOLBAS E...

Count
=

=]
5]

=)

Rule Name

Image 9: Top 10 detections by rules widget in security analytics dashboard
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the rules spread across the severity levels.

¢ Clicking on any data bar representing detection count slides open the data table for that particular rule
severity level, similar to the expanded view of the four components.

7. Detection Trends

The Detection Trends chart tracks detection activity over time, segmented by severity.

A. Concise widget view

Detection Trends

™

Count
=

— N

Aug 17 Aug 18 Aug 19 Aug 20
Time

-®- Critical Trouble Attention

Details displayed

e Time: Displays yearly or monthly detection counts spread across the x-axis.
e Count: Displays the total count of detections across time periods on the y-axis.

e Severity trend lines: Separate lines of the graph track the detections assorted based on the three severity
levels.

Role in Security Analytics

e Helps spot anomalies or sudden spikes in activity.
¢ Provides historical context for incident analysis.

¢ Aids in capacity and resource planning for security operations.

B. Expanded widget view

Detection Trends

100k

Count

100

Aug17 Aug 18 Aug 19 Aug 20
Time

-@- Critical Trouble Attention

Image 10: Detections trends widget in security analytics dashboard
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The expanded widget view displayed upon clicking on the expand icon provides a clearer representation of the

rules spread across the severity levels.

Actions available in the Security Analytics dashboard

There are two mainly available actions in this tab:

1. Custom time range: For data analysis in the form of widgets.

2. Manage Rules: To view the rule management module. It acts as the backbone of the security analytics

capability of Log360 by creating a highly effective framework that is followed by the analysis-identification-

detection cycle by the SIEM (Security Information and Event Management) solution that assists you in

safeguarding your enterprise network and enforcement of active threat detection and proactive threat

response mechanisms.

Custom time range

1. Navigate to the Security Analytics dashboard via the Security tab and click anywhere in the highlighted area

as shown below.

Security Analytics

All Rules - Detections

46932 43473
Detection Pipeline
Critical Critical
Trouble Trouble
Top 5 User by Detections
£ 6k
3 —
S o
5 o o
& & &
8 & °
&
& S &S
5 &
K &0
Username
® Critical Trouble Attention
Top 10 Detections by Rules
10k

Critical Rules - Detections

Detection by tactics

Exfiltration

Command

and

Control
Initial
Access

impact

Tk

Execution

Persistence

I

Trouble Rules - Detections

Lateral
Movement

Top 5 Log Sources by Detections

Log Source

itslog360dev-dcl

ompga.onmicrosoft.co...

@ Critical

Detection Trends

™

Tr

A 3459
Credential
Access ® critical
Collection Trouble
Attention
Discovery
Defense
Evasion
2.5k 5k 5k
Count
ouble Attention

I 2022-10-29 00:00:00 - 2025-07-24 23:59:59 EI B} Manage Rule

Attention Rules - Detections

0

4 0 (0.00%)

Recent Detections

Last Updated Time : 2025-07-24 15:14:37

Trouble Rule
Trouble Rule has been triggered
ITSLOGS...

Mitre Att&ck Mapping
itslog360... -

2025-07-24 14:52:03

Critical rule

Critical rule has been triggered
ITSLOGS...
itslog360...

Mitre Att&ck Mapping

Reconnaissance : Social M.
+1

2025-07-24 14:52:03

Critical rule
Critical rule has been triggered

Username ITSLOGS...
itslog360...

Mitre Att&ck Mapping
Reconnaissance : Social M.
+1

2025-07-24 14:51:49

Trouble Rule
Trouble Rule has been triggered
€ gl ITSLOGS... Mitre Att&ck Mapping
itslog360....

2025-07-24 14:51:49

Trauble Rule

Image 11: Configuring detections time period in security analytics dashboard

2. The action prompts open the calendar view along with predefined time ranges for you to choose from.

From

] 2022-10-25 00:00:00

Oct 2022 < >
SU MO TU WE TH FR SA

1
2 3 4 5 6 7 8

9 10 11 12 13 14 15

To

July 2025

2022-10-29 00:00:00 - 2025-07-24 23:59:59

2025-07-24 23:59:59

SU MO TU WE TH FR

&

13

7

14

1

8

15

£
2 3 4
9 10 11
16 17 18

SA

12

19

Today
Yesterday
Last 7 Days
Last 30 Days
This menth
Last month

Custom range
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16 17 18 1% 20 21 22
23 24 25 26 27 ZBE 27 28 29 30 31

30 31

3. Youcan:

e Select the start date and end date for your desired time range.

20 21 22 23“25 26

Last 1000 Days v

e Click on any of the predefined time ranges available that suits your requirements.

e Click on Custom range and then proceed to enter a number in the box provided below that will represent

the past number of days worth of data you wish to view.

4. Click on Apply.

5. Upon completion of action, you will see that the Security Analytics dashboard is instantly updated according

to the time range you have selected.

Manage Rules

1. Navigate to the Security Analytics dashboard via the Security tab and click on the Manage Rule option as

highlighted in the below image.

Security Analytics

All Rules - Detections Critical Rules - Detections Trouble Rules - Detections.

6932 @ 3473 x 3459

A 6932 A 3473 A 3459
Detection Pipeline Detection by tactics
. Lateral
mpact Movement
Critical Critical Exfiltration .3 2;2;" el
@ critical
Command
and S Collection Trouble
Control
Initial Attention
Trouble Trouble Access Discovery
. Defense
Execution Fvasion

Persistence

Top 5 User by Detections Top 5 Log Sources by Detections
£ 6k
H — o
8 o g itslog360dev-dcl ]
H
& s ° & ° 3
& & & & & s
& & & & & S ompga.onmicrosoft.co...
& o < & S
S 5 & & ©
N 4 & 0 2.5k sk 7.5k
Username Count
@ Critical Trouble Attention @ Critical Trouble Attention
Top 10 Detections by Rules Detection Trends
10k ™

2022-10-29 00:00:00 - 2025-07-24 23:59:59 E IE%, Manage Ru\el

Attention Rules - Detections

0

4 0(0.00%)

Recent Detections
Last Updated Time : 2025-07-24 15:14:37
Trouble Rule
Trouble Rule has been triggered
Username ITSLOGS... Mitre Att&ck Mapping
Device Name itslog360.... -

2025-07-24 14:52:03

Critical rule

Critical rule has been triggered

Username ITSLOGS... Mitre Att&ck Mapping
Device Name itslog360... Reconnaissance : Social M..
+1

2025-07-24 14:52:03

Critical rule
Critical rule has been triggered
Username ITSLOGS... Mitre Att&ck Mapping

Device Name itslog360... Reconnaissance : Social M..
+1

2025-07-24 14:51:49

Trouble Rule

Trouble Rule has been triggered

Username ITSLOG3... Mitre Att&ck Mapping
Device Name itslog360...

2025-07-24 14:51:49

Trouble Rule

Image 12: Manage rules button in the security tab

2. You will be taken to the Manage Rules module, which is the central hub for managing rules, allowing you to

configure rules efficiently.

Manage Rules

'@ Scheduled Detection Reports < Back

The Manage Rule page s the central hub for creating, editing, enabling, disabling, and monitoring detection rules along with its alerts. It helps streamline rule management with search, flters, and bulk actions.
P e | TN
X |y o |0 @ Manage v 1-100f185 > » 10 m
W Actions Rule Name Severity «  Mitre Att&ck Mapping Tags Execution Mode & Status & Alert Prg
B s DiagTrackEoP Default Login Username Critical Privilege Escalation (TA0004) Continuous + Creatc
New
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Ly SNAKE Malware Kernel Driver File Indicato ~ Critical Execution (TA0002) - Continuous

T New
B s HackTool - Dumpert Process Dumper Defa  Critical Credential Access (TA0006) : LSASS Memory (T. Threat Actor : Agrius ~ +304 Continuous + Creatc
ult File  New

B s HackTool - Inveigh Execution Artefacts Critical Command and Control (TAO011) : Remote Acces... Threat Actor : Akira  +123 Continuous + Creatc
New

B s HackTool - Mimikatz Kirbi File Creation Critical Credential Access (TA0006) : Steal or Forge Ker. - Continuous + Creatc
New

B s HackTool - QuarksPwDump Dump File Critical Credential Access (TA0006) : Security Account ... Threat Actor : Agrius ~ +177 Continuous + Creatc
New

B s Silence.EDA Detection  New Critical Execution (TA0002) : PowerShell (T1059.001) ~ +3 Threat Actor : APT18  +530 Continuous + Create

B s Suspicious PowerShell Mailbox Export to S Critical Exiltration (TA0010) - Continuous + Creatc

hare - PS  New

[ COLDSTEEL RAT Cleanup Command Execut ~ Critical Persistence (TA0003)  +1 - Continuous + Create
ion  New

[ COLDSTEEL RAT Service Persistence Execu  Critical Persistence (TA0003)  +1 - Continuous + Create
tion [New

Image 13: Manage rules module via the security tab

Click here to learn more about rule management and how to configure rules.

Dashboard customization

The Security Analytics tab in itself cannot be customized via the Security tab. Instead, the same sub-tab is
provided in the product as the Detection Overview sub-tab in the Dashboard tab.

The Detection Overview dashboard includes everything that is provided in the Security Analytics tab while also
allowing you to customize the dashboard and the widgets in it.

To learn how to customize your Detection Overview dashboard in the main Dashboard tab, refer to the
Dashboard View help document.

Read also

This page detailed all seven security dashboard widgets, their compact and expanded views, and how they help
you monitor threats, analyze adversary tactics, and identify high-risk users, rules, and devices.

e Security dashboard overview
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4.1.2.1. Rule management overview

£ Last updated on: September 12, 2025
In this page

Overview

Rule Management

Why is Rule Management important for threat detection?
Predefined Rules

Types of Rules

How does rule management logic guide anomaly detection?
How to access rules?

Use Cases

Overview

This page covers why and how rule management plays a crucial role in anomaly detection within your network.
By managing rules you effectively optimize Log360's UEBA engine to monitor specific behaviors you want to
watch for. This helps in narrowing down the scope and saving time and resources by focusing on relevant events
and thus receiving alerts as per the conditions defined. When the defined conditions are met, the ML model
detects and flags the behavior as anomalous.

Rule Management

e Functionality: The Rule Management capability is a centralized platform designed to streamline the
management of all rule types, including ATA (Advanced Threat Analytics), MITRE, Correlation, and UEBA
(User and Entity Behavior Analytics). This unified interface eliminates the need for navigating disparate tools,
providing a seamless and efficient experience for users managing security rules.

¢ Rule management allows you to define the conditions under which a specific user or entity will be flagged as
anomalous. The Machine Learning model first establishes a baseline behavior of all the users and entities in
your network during the training phase in order to be able to differentiate the deviation from the usual behavior.
Rule configuration provides the foundation for the ML model to spot these deviations, thus providing a
framework for the anomaly detection logic.

Why is Rule Management important for threat detection?
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Probing into every event log out of the hundreds that are collected each day is a tedious and near-impossible
task. Rules help narrow down the scope for threat detection by targeting specific or widely known risky and
unusual behaviors in your environment for threats like insider attacks, brute-force attacks, data exfiltration, etc.
Rule configuration will add an advantage of being able to scan such threats from every angle, like monitoring the
usual login times, performing an unusually high number of actions in a time range, or specific files being modified
or accessed, and so on.

In short, rules will allow your security admins to specify what to watch for in logs to automatically raise an alert
when those specific events occur.

Predefined Rules

The product offers a set of built-in rules that will help you get started with threat detection and security analysis of
your enterprise network. These pre-defined rules are tailored to meet all the criteria of some of the most common
threat patterns like privilege escalations, malware indicators, etc.

From a user's point of view, these rules not only save your time but also serve as templates for you to clone and
customize as per your organization's growing needs via custom rule creation. Fine-tune the anomaly detection
scope by optimizing event filter criteria, severity, specific actions to be targeted, etc.

Pre-defined rules are installed in an enabled state by default. For On-Premise (OP) deployments, there are no
restrictions. However, for On-Demand (OD) deployments, if the license count is exceeded, the rules will be
installed in a disabled state.Rule enablement on installation:

e High-severity rules are enabled by default after installation, provided a valid license is available.
e Rules that require high computational resources will also be enabled automatically.

e Standard rules are enabled by default.

Types of Rules

There are three categories of rules provided:

¢ Standard Rules
Standard rules are simple rules which serve the purpose of filtering and identifying specific events based on
the action chosen in the configuration.

e Anomaly Rules
These rules are single-event/action based rules that leverage the anomaly model. They trigger when the
specified event or action exceeds the configured limit or violates the conditions defined in the anomaly model.

¢ Advanced Rules
These are rules whose scope of anomaly detection is broader as they are configured with a set of sequential
events/actions that serve as the criteria. These rules are designed to detect complex, multi-step attack
patterns.

How does rule management logic guide anomaly detection?

The UEBA engine uses rule management logic to scan for anomalies in two ways:

e Real-time. as soon as event loas are collected. For this. Real-time anomalv detection (RT) must be enabled.

Visit our website Try live demo Contact us

313


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

—

v \ ’

e Scheduled logs, by default, are scheduled for intervals of one hour each. Therefore, all the logs in the span of

the past hour will be forwarded for anomaly detection.

¢ |Intelligent mode: When an anomaly action is selected, the rule’s default execution mode is set to Intelligent.

1. Eventingestion: Event logs are collected by the log collector in real-time (or in scheduled batches.)

2. Event queuing: The incoming events are parsed and then queued for analysis.

3. Rule evaluation: Each queued event is analyzed by the ML model against the currently active set of rules.

Anomaly rules test the events the anomaly models configured in the rules, while Advanced rules are inclusive of

multiple actions or criteria or; sequences linked to multiple actions.
4. Anomaly detection and risk scoring: The ML model uses the behavioral baselines it gathered during its

training phase in order to detect anomalies, if any. Any match of events with the active rules contributes to the risk

score attribution to the users and entities associated with those events.

In this way, rule management ensures that relevant anomalies are triggered as soon as such events are logged

and the configured behavioral patterns and thresholds are matched

How to configure rules?

To configure the rules, follow the below steps:
1. Inthe product console, navigate to the Security tab. You will be taken to the Security Analytics Overview sub-

tab.

Events Overview  Network Overview

All Events Windows Events
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A 67020 A 65211
® Success 56745
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™
L 10k
]
S
100
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Image 1: Security tab in dashboard

£ Log Sources Risk Posture

All Devices

a 5

View All Devices

2 Inactive devices

Recent Alerts
Last Updated Time : 2025-09-09 11:46:43

Microsoft-Windows-Security-Auditing :

2025-08-09 11:41:20
Microsoft-Windows-Security-Auditing :
2025-08-09 11:41:20
Microsoft-Windows-Security-Auditing :
2025-08-09 11:41:20
Microsoft-Windows-Security-Auditing :

2025-09-09 11:41:20

2025-09-09 11:39:26

; <
2024-04-28 00: [&@] ©7

Q

il

O

Special privileges assigned to new log.

Special privileges assigned to new log.

An account was successfully logged on.

An account was successfully logged on.

Service Control Manager : The start type of the Background Intelligent Trans...

Service Control Manager : The start type of the Background Intelligent Trans..

2025-09-09 11:39:26

| Microsoft-Windows-Security-Auditing :

2025-09-09 11:37:30

Application Events

2. Click on the Manage Rule button on the extreme right of the sub-tabs ribbon.

Security Analytics

All Rules - Detections

46200

A 46200

Detection Pipeline @

Critical Rules - Detections

46200

A 46200

o

Detection by tactics

Trouble Rules - Detections

0

4.0 (0.00%)

2024-04-28 00:00:00 - 2025-09-09 23:59:59  [@] |Bs Manage Rules

Attention Rules

0

4.0 (0.00%)

Recent Detections
Last Updated Time : 2025-09-00 11:47:17

Special privileges assigned to new log.

- Detections
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Image 2: Manage rules in security dashboard

3. You will then be taken to the Manage Rules module. This is the centralized hub for managing rules, rule

creation, editing, etc.

Manage Rules '@ Scheduled Detection Reports < Back
A ETEA + creote new rule | - |
Y @ @  Manage v 1-200f169 > » 20~ [
Actions Rule Name Severity Detections Mitre Att&ck Mapping Tags
[ External Threat Critical 0 - Domain : Threat Intelligence
B 7 Brute Force {8 Critical 0 Credential Access (TA0006) : Brute Force (T1110)
[ Excessive logon failures &3 Critical 0 Defense Evasion (TA000S) : Cloud Accounts (T1...
B 7 Excessive password change failure (3 Critical 0 Credential Access (TA0006) : Password Guessin...
B s Anomalous user account change &3 Critical 0 Persistence (TA0003) : Account Manipulation (... +1
B 7 Potential Compromise of DSRM Account Critical o -
[ Possible ransomware activities &3 Critical 0 Impact (TA0040) : Data Encrypted for Impact (T...  +1 Data Source : File  +3
B 7 DiagTrackEoP Default Login Username Critical o Privilege Escalation (TA0004)
[ SNAKE Malware Service Persistence Critical 0 Persistence (TA0003)
B 7 SNAKE Malware Kernel Driver File Critical o Execution (TA0002) Data Source : File +2
Indicator
B/ HackTool - Dumpert Process Dumper Critical 0 Credential Access (TAOOO6) : LSASS Memory (T... Data Source : File  +2
Default File
B 7 HackTool - Inveigh Execution Artefacts Critical o Command and Control (TAO011) : Remote Deskt... Data Source : File +2
o s HackTool - Mimikatz Kirbi File Creation Critical 0 Credential Access (TAOO06) : Steal or Forge Ker... Data Source : File  +2
m s HackTool - QuarksPwDump Dump File Critical 0 Credential Access (TAOOO6) : Security Account ... Data Source : File  +2
[ silence.EDA Detection Critical 0 Execution (TA0002) : PowerShell (T1059.001)  +3 Data Source : Script  +1
n s Suspicious PowerShell Mailbox Export to Critical 0 Exfiltration (TA0010) Data Source : Script  +1
Share - PS
B COLDSTEEL RAT Cleanup Command Critical 0 Persistence (TA0003)  +1 Data Source : Process  +1
Execution

Image 3: Manage rules module via the security dashboard

Use Cases

Template-based onboarding of rule coverage for new teams

Use case

A new business unit with similar operational workflows is onboarded into the organization's cloud environment.
With effective rule management

Administrators can clone pre-defined rules like "Unusual login location" or "Failed logons", customize them for
the new users and entities, and activate those rules. Once active, the rules start monitoring activity based on the
configured logic, helping speed up deployment while maintaining consistent monitoring standards across the
organization.
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Detecting account takeover attempts - Privilege Escalation

Use case

A user with read-only access is now suddenly involved in admin-level activities like modifying user permissions
or security settings.

With effective rule management

Pre-defined rule associated with privilege escalation can be activated and tailored (if needed) with filters like
device type, or role-based user group to monitor such spikes in privilege use which could be potential Insider
Threat. The ML model flags such activities against the user's usual behavioral baselines, enabling a speedy
remediation.

Focused Anomaly detection for critical roles or systems

Use case

The finance department is the integral aspect of an organization, demanding attention and scrutiny.

For example: Access to payroll files during non-business hours.

Scenario A- Anomaly rules: A sales user attempts to access the payroll files.

Scenario B- Advanced rules: A sales user attempts to access the payroll files, that too during non-business
hours.

With effective rule management

Security admins can configure rules to be role-specific and monitor abnormal activity specifically focusing on the
finance department.

The ML engine formulates and uses the baseline behavior per role to involve contextual accuracy in anomaly
detection.

Read also

This document explained how rule management helps optimize anomaly detection, from using predefined rules
to configuring advanced rules for complex attack patterns.

e Understanding rules

Creating custom rules
* Query grammar

e Managing rules

Scheduled detection reports
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4.1.2.2. Understanding rules

B9 Last updated on: September 12, 2025
In this page

Overview
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Advanced Rules

Actions - Log Types supported

Other fields

E xecution mode: Differences in operator modes

Rule specific use cases

Overview

This page explains the three types of rules used in security analytics: standard rules for basic event filtering,
anomaly rules for detecting unusual single-event behavior, and advanced rules for identifying complex attack
sequences. Each rule type comes with configuration fields, filters, thresholds, and anomaly models to provide

flexible monitoring and precise threat detection.

Standard Rules

Standard rules are basic rules that will merely identify and filter specific events from the collected logs depending
on the selected action. In this simple configuration, the desired action is chosen with the optional filters or
thresholds. Standard rules do not involve anomaly models or behavioral baselining. They are simply just to view
and monitor log data that matched the exact conditions, so that you can focus on other events of interest.

Understanding the rule configuration fields

Reports Compliance

* Rule Message %RULE_NAME% has been triggered @

Sample Rule Message: A Failed Logon attempt was ma:

+ Rule Insights: Mitre ATT&CK Mapping & more

N o
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Image 1: Creating standard rule

¢ Rule Name: Give a unique name for the rule for identification.

e Description (optional): A brief explanation about the rule and its purpose.

Add Description X

e Severity: Choose a severity level you wish to associate this rule with. For instance, trouble level criteria

indicate a moderate level of severity. The three levels of severity are:
o Critical
o Trouble

o Attention

Critical W

Critical

Trouble

Attention

e Action: Select the log event type you want the rule to monitor. Read further for a detailed list of Log Types
supported by all the three rule types associated with 600+ actions available.
If you wish to Create Custom Action, refer to the Creating Custom rules help document.

e Filter (optional): Add one or more criteria for the log events to be filtered based upon. This will narrow down

log events for rule application.
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() NOTE:

A maximum of only 5 filters can be set for any rule.

e Threshold (optional):

o Define a distinct or count based event occurrence limit for repetition over a period of time. Upon
exceeding the limit, the rule is triggered.

o You can also configure Sum and Average (Avg) thresholds in addition to count-based thresholds.

o Threshold conditions can be applied based on a group-by of specific fields, allowing more granular
detection and control.

¢ Rule Message: Include the text you wish for the alert message to display when the rule is triggered.

Rule message will be used to

display information about the
detection

9% RULE_NAME®% has been triggered @ -

Anomaly Rules

Anomaly rules in the rules category of security analytics are configurations specific to anomaly detection relevant
to only a single action from the rule criteria. Each anomaly rule applies to one selected event type- the action. For
example, "Failed File Accesses", "Account Deleted", "Group Deleted".

Understanding the rule configuration fields

Log Receiver A3 7 +

B o seren

Severity Critical v

Filter

Click here to add anomaly model(s)

* Rule Message %RULE_NAME% has been triggered ®

+ Rule Insights: Mitre ATT&CK Mapping & more
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Image 2: Creating anomaly rule

e Rule Name: Give a unique name for the rule for identification.

e Description (optional): A brief explanation about the rule and its purpose.

Add Description X

e Severity: Choose a severity level you wish to associate this rule with. For instance, trouble level criteria
indicate a moderate level of severity. The three levels of severity are:

o Critical
o Trouble

o Attention

Critical W

Critical
Trouble

Attention

e Action: Select the log event type you want the rule to monitor. Read further for a detailed list of Log Types
supported by all the three rule types associated with 600+ actions available in Log360.

If you wish to Create Custom Action refer to the Creating custom rules help document.

() NOTE:

Only 1 action may be selected per anomaly rule.

e Filter (optional): Add one or more criteria for the log events to be filtered based upon. This will narrow down
log events for rule application.
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e Anomaly Model Based on: Choose the anomaly model(s) to define how deviations from normal behavior will

be detected. An anomaly will be triggered for each of the configured models and two behavioral constructors -

On Host, By User. There are five primary anomaly models:

o

User at an unusual time: To detect user activity that occurs outside of the user's typical login/access hours.

User with an abnormal count: To detect users that perform an action more or less frequently than their usual
behavior.

Log source at an unusual time: To detect log sources that generate events outside of their usual operating
hours or expected activity windows.

Log source with abnormal count: To detect the log sources that generate an unusually high or low volume of

events.

Log source with unusual username: To detect the log sources associated by a certain username, which is
not the one the log source is typically associated with.

T
[4¥]

(4]
.;._,

1y¢]
[F5]

User at an unusual time
User with an abnormal count

Log source with abnormal
count

Log scurce With unusual
Username

=+ Add Custom View

() NOTE:

A maximum of only 5 anomaly models can be set for a rule.

¢ Rule Message: Include the text you wish for the alert message to display when the rule is triggered.

Rule message will be used to

display information about the
detection

%RULE_NAME%: has been triggered @ -

AN Avin~AaAnA DiuillAans
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Unlike Anomaly rules that primarily focus only on a single action for anomaly detection, Advanced rules help in
detection of complex, multi-step incidents by correlating sequences of events corresponding to multiple actions.
Additionally, by linking actions in sequence, you can spot attack patterns that span over several event types, for
instance, several logon failures followed by a successful login.

The action sequences are defined in order, and the rule will be triggered when the full pattern of actions occurs.
Each action can further be fine-tuned by configuring field-based filters to narrow down the events to those
meeting all specified conditions.

Understanding the rule configuration fields

Log Receiver B3 7 -

Dashboard Reports Compliance search Security Settings LogMe Support Q search
Create New Rule - Advanced Rule

Help 2

Preview Rule v
Q *Rule Name t ption

Severity Critical v

Rule Criteria* -
Hore

& Edit using Query Mode

Action 1 v

Action  -select

Filter

L

Link To Action

Threshold / Anomaly model ~ None v e

+ Add Action
Execution Configuration »

* Rule Message %RULE_NAME% has been triggered ® -

4
led Log th

+ Rule Insights: Mitre ATT&CK Mapping & more

Create. Cancel

Image 3: Creating advanced rule

¢ Rule Name: Give a unique name for the rule for identification.
e Description (optional): A brief explanation about the rule and its purpose.
Description

Add Description X

e Severity: Choose a severity level you wish to associate this rule with. For instance, trouble level criteria
indicates a moderate level of severity. The three levels of severity are:

o Critical

o Trrnihla
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o Attention

Critical W

Critical
Trouble

Attention

Rule Criteria

Action: Select the log event type you want the rule to monitor. For Advanced rules, multiple actions can be
selected. Read further for a detailed list of Log Types supported by all the three rule types associated with
600+ actions available in Log360.

If you wish to Create Custom Action refer to the Creating custom rules help document

Filter (optional): Add one or more criteria for the log events to be filtered based upon. This will narrow down

log events for rule application.

Link To Action: In the case where you have chosen multiple actions, you can link those actions to one another

so that events involving those actions can be correlated and monitored for suspicious activity.
Threshold/Anomaly model:

o Threshold (optional): Define a distinct or count based event occurrence limit for repetition over a period of
time. Upon exceeding the limit, the rule is triggered.

o Anomaly Model: Choose the anomaly model(s) to define how deviations from normal behavior will be
detected. An anomaly will be triggered for each of the configured models.

() NOTE:

Either Threshold or Anomaly Model configuration can only be selected, but not both, as they
cannot function together. This limitation applies to the entire rule, with only one option allowed

across all actions.

E xecution configuration: The Execution configuration option can be used in order to schedule a rule as per
the requirement. This option is available only for the advanced rules.

Create New Rule - Advanced Rule High Computation Help 2

* Rule Name Custom- Registry Accessed
Severity Critical v

Rule Criteria*

Execution Configuration
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Execution Mode scneaule every > minutes

@ Choose custom to modify additional lookback time

* Rule Message %RULE_NAMES% has been triggered ®

+ Rule Insights: Mitre ATT&CK Mapping & more

Create Cancel

Image 4: Configuring the execution mode

This setting includes Continuous and predefined scheduled time ranges like 5 minutes, 10 minutes, 30
minutes, 1 hour along with an additional custom option, where Schedule Frequency and Additional Lookback

Time will have to be configured.

() NOTE:
In case an anomaly action is selected for the rule, the execution configuration operates in the
intelligent mode, wherein the execution mode will be automatically assigned based on the rule

and its criteria. You cannot manually configure the execution configuration.

Continuous

Continuous
Schedule every 5 minutes
Schedule every 10 minutes
Schedule every 30 minutes
Schedule every 1 hour

Custom

Execution Mode Custom

Schedule Frequency Minutes v (D)

Additional Lookback Time Minutes v (@

(i) Choose custom to modify additional lookback time
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e Rule Message: Include the text you wish for the alert message to display when the rule is triggered.

Rule message will be used to

display information about the
detection

%RULE_NAME®%: has been triggered @ -

Actions - Log Types supported

Below is the list of all Log Types supported by all three rule types associated with 600+ actions available in
Log360.

Stormshield Device HP Device

Topsec Device FirePower Device
Sangfor Device ForcePoint Device
Dell Device H3C Device
CEF Format pfSense Device
Malwarebytes SNMP Trap
McAfee IBM AS/400
Apache Access ) )

Cisco Device
Logs
DHCP linux logs F5 Device
DHCP windows )

Unix
logs
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MyS QL Logs FIV

MSSQL Server ]
Threat Analytics

Logs

Terminal Darkweb

Printer vCenter

SAP ERP audit , ,
Hypervisor/E S Xi

Logs

Oracle FireEye

Syslog Archive File

Symantec Endpoint Protection

Syslog Symantec DLP
Windows Archive

. Nessus
File
DB2 Logs Qualys
PostgreSQL Logs OpenVAS
Password Manager

Nmap

Pro
ITOM Solution Nexpose
ADAudit Plus Trend Micro
ADManager Plus IS W3C FTP Logs
ADSelf Service
Pl IS W3C Web Server Logs

us

Endpoint Central

IBM Maximo Logs

Visit our website Try live demo

Contact us

326


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Service Desk Plus

Syslog Application

Windows

SQL Server

SonicWall Device

Sysmon

Juniper Device

AWS CloudTrail

PaloAlto Device AWS S3

Fortinet Device AWS ELB
CheckPoint Device AWS ALB
Arista Device AWS NLB

Barracuda Device

Salesforce Event Log

WatchGuard
Device

Salesforce Setup Audit Trail

Sophos Device

Microsoft Entra ID

Huawei Device

Exchange Online

Meraki Device

M365 General

NetScreen Device

Sharepoint Online

If you wish to choose all the Log Types at once, click on the Select All checkbox.

Other fields

1. Add Macros

The Macros field in all the three rule types contains the list of field names. Upon selecting one for a rule, that
particular field name is used for generating the rule message when that rule is triggered. The complete field

Visit our website

Try live demo

Contact us

327


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

options in Macro varies from action to action that has been selected in the rule creation.

Add Macros -

Details

Process GUID
Process Id

Process Name

Object Name

Add More Fields

2. Rule Insights: MITRE AT T&CK Mapping & more

afa]
PORN  Create New Rule - Advanced Rule i sigh computation Help 2

Q * Rule Name E RU scription
Severity Critical v
Rule Criteria*

Query Grammar Help (2 | & Edit using Interactive Rule Builder

® b

Execution Configuration »

* Rule Message %RULE_NAME% has been triggered

Sample R ge: A Failed Logon a s made by the use

+ Rule Insights: Mitre ATT&CK Mapping & more

o

Image 5: Configuring the rule information

This option will help you by providing context for the selected rule by mapping it to any relevant MITRE ATT&CK
techniques and tactics. You can then understand the threat behavior this rule is aligning with, in turn, aiding in
threat investigation and response effectively. By providing tagging, MITRE mappings, and enriched contextual
details for all rule types, the system ensures that you can create robust, organized, and actionable rules tailored

to your security needs.

L A T Y T e T T T 5 T T R P
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CUIICKING ONn ITwiii Siiae open tne 1ieias boxX 1or Kuie insignts.

Rule Insights X

Rule Attributes (2)

Mitre ATT&CK

+ Add Rule Information

Rule Attributes

Rule Attributes enable mapping and tagging rules with specific attributes for better organization and actionable

insights. They are used to help efficiently manage rules and help with data enrichment.

MITRE ATT&CK

e Listof tactics will be given as a dropdown with a search option as well.

When a tactic is selected, its associated technique will be listed in the technique dropdown.

If a technique has a sub-technique, it will be listed under that technique.

e Cancel icon will delete a row from the added list.

For more information, refer MITRE ATT&CK TTP(S) Framework Integration.
When you click on Add Rule Information, the below appears on the screen.

Rule Insights X

Tags

Rule Information (3)

Prerequisites s =

Mitigation s m

If both tactic and technique are selected, an Add option will be given and it will add to the list.
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Rule information

Rule information provides additional contextual information about rule execution and mitigation strategies. It
helps technicians make configuration changes and take preventive actions to enhance detections and keep the
environment secure.

* Prerequisites

o Prerequisites define the conditions or requirements that must be in place for a security rule to work
effectively. They ensure that the rule can function as intended and produce accurate detections.

o This will be shown in the Security Rule's reports page when there is no data found for this particular report,
and also in the Rule summary drilldown.

e Mitigation
o Mitigation outlines the steps to respond to or neutralize threats detected by the security rule. It provides

actionable guidance to minimize the impact of a security event.

2. Preview Rule

LogReceiver &7 72 v O

Dashboard Reports Compliance search Security Alerts Settings LogMe Support Q search

Create New Rule - Standard Rule Help 2

* Rule Name Custom- Registry Accessed

Severity Critical v
* Action Registry accessed
Filter
Threshold

* Rule Message %RULE_NAME% has been triggered @® | AddMacros v

+ Rule Insights: Mitre ATT&CK Mapping & more

Cancel

Image 6: Rule preview option of a rule

The Preview Rule option is visible only after an action is selected in the rule configurations.

You can also have an option to select a date range via the calendar.

If additional criteria is added or removed, the preview can be reloaded using the reload preview option.

Detection reports will only be applicable for the data triggered after the rule is created, but the preview rule will
be based on the already collected logs as well.
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¢ |n Advanced Rule creation, the overall rule preview will be displayed first, and you can then switch to

corresponding action previews, if needed.

Execution mode: Differences in operator modes (Continuous vs. Scheduled)

Create New Rule - Advanced Rule High Computati jon

* Rule Name

Severity

* Rule Message

Custom- Registry Accessed

Critical v

Rule Criteria*

Execution Configuration

Execution Mode Schedule every 5 minutes

(@ Choose custom to modify additional lookback time

%RULE_NAME% has been triggered ® | Add Macros

hts: Mitre ATT&CK Mapping & more

Cancel

Image 7: Configuring the execution mode

Loopback time

Definition:

Log Receiver M7

72 -

Q searcn

Help 2

Previ

iew Rule v

Loopback time is an additional period configured to extend the log search window for scheduled rules. For

example, if the schedule interval is set to 5 minutes and the loopback time is also configured as 5 minutes, the

system analyzes a total of 10 minutes of logs (the current 5 minutes plus the previous 5 minutes).

Purpose:

This ensures that events occurring just before the scheduled interval are also considered during rule evaluation,

minimizing the risk of missing detections that span across schedule boundaries.

Disadvantage:

Enabling loopback can lead to data overlap across consecutive schedules. Since the same set of logs may be

re-evaluated in multiple intervals, this may result in duplicate detections.

Standard rule (Single action rule)

o-

Condition

Continuous Mode

Scheduled Mode
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i e [fthe schedule runs at 11:05, the search query is
Condition ('Jo%t\l/ﬁ%bosgl\'lﬁode Scheduled Mode . . i
analyzed. initiated from 11:00 to 11:05 with that action filter.
e Ifthe log matches the Threshold time is 10 min, but in this case, only 5
action, data is min logs are retrieved as per schedule execution
intai ; time.
Threshold: maintained until the

10 events within 10

threshold is reached.

If the result has 10 or more events, the detection is

min e Maximum time to triggered.
(Schedule 5 min, maintain un-triggered If 100 events are received, all are triggered ina
LoopBack 0) data is 24 hours. single detection report.

* If100 events are If partial logs are received in-between schedules
received within that within the threshold time, those events will not
time, 10 detection trigger because previous schedule data is not
reports are triggered. maintained in memory.

Threshold:

10 events within 10
min

(Schedule 5 min,
LoopBack 5 min)

No change in the above
flow.

If the schedule runs at 11:05, the query is initiated
from 10:55 to 11:05 with the action filter.

Logs from 10:55 to 11:00 are already analyzed in
the previous schedule, so duplicates may occur.

Threshold:
10 events within 10

No change in the above

If the schedule runs at 11:30, queries are split

based on schedule time divided by threshold time:
Q1=11:00-11:10,
Q2=11:10-11:20,

Q3=11:20-11:30.

min flow. If the action and threshold are matched within a

(Schedule 30 min, . L
query, a detection report is triggered.

LoopBack 0 min)
If partial logs are received in-between queries
within threshold time, those events will not trigger
because previous query data is not maintained in
memory.

Threshold: Same as the above case but queries are split as:

10 events within 10 ¢ Q1=11:00-11:10,

. No change in the above

min flow. e Q2=11:10-11:20,

(Schedule 25 min,

LoopBack 0 min) e Q3=11:20-11:25.

Same as the above case but queries are split as:
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CHRSHRIA:

10 events within 10

Continuous Mode

e Q1=10:40-10:50,
Scheduled Mode
e Q2=10:50-11:00

min
(Schedule 30 min,
LoopBack 20 min)

No change in the above
flow.

¢ Q3=11:00-11:10,
e Q4=11:10-11:20,

¢ Q5=11:20-11:30.

Advanced rule (More-than one action rule)

Condition

Continuous Mode

Scheduled Mode

Action 1: 10 events
within 10 min,
Followed By 5
minAction 2: 9
events within 10
min, Followed By
12 minAction 3:

5 events within 5
min

(Schedule 10 min,
LoopBack 0 min)

e Same as the
continuous execution
standard rule flow for
Action 1.

¢ Followed by working
given below:

e Action 2 first event
(E1) must trigger
within “A1.E10 time +
FB1”.

e Remaining events
must meet Action 2
condition, then
success is achieved.

e Action 3 first event
(E1) must trigger
within “A2.E9 time +
FB2".

¢ Remaining events
must meet Action 3
threshold condition,
then success is
achieved.

e Example :-

e A1eventis triggered
between time period
10:50-10:54
(E1=10:51,
E10=10:54).

e IfA1 succeeds, A2.E1

miiet trinnar hahacan

e Same as the scheduled execution standard rule
for Action 1.

¢ Atthreshold time < schedule + loopback time, a

single query is generated.
¢ Followed by working given below:
e A2 threshold must be met within “A1.E1 + FB1".

e [fFB1/threshold time < 1, the followed by time is
taken as max; threshold is not considered.

e A3 threshold must be met within “A2.E1 + FB2".

e |f FB2 /threshold time > 1 (e.g., 2.4), queries are
split as below:

o A3.Q1=first 5 min,
e A3.Q2=second 5 min,
¢ A3.Q3=remaining min.

¢ |flogs fall between 2 queries, events will not
trigger.

¢ |f schedule time exits, events will not trigger.
e Schedule working:

e Queries are framed only between schedule +
loopback.

e Example:A1.Q1=10:50-11:00. A1.E1=10:51,
remaining A1.E2-E10=10:52-10:59.

¢ |f A1 succeeds, A2 events must trigger within
10:51-10:56 (A1.E1+FB1).

¢ |f A2 succeeds, A3 events must trigger within
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Condition Cohfrbtsvisde SCﬁ\e:sdaégm()S 9_1 LRt 0= e
{Example: A3 matches onequery,tdetectionis triggered:
A2.E5=10:58, . . .
¢ |f both queries match, 2 detections are triggered.
A2.E9=10:58).

If A2 succeeds, A3.E1
must trigger between
10:58-11:10.
(Example:
A3.E1=11:09,
A3.E2=11:14).

e Reports generated:
e Report1—-A1,A2,A3Q1 events.

e Report2-A1,A2,A3Q2 events.

Action 1: 10 events
within 10 min,
Followed By 25
minAction 2: 9
events within 10
min, Followed By
12 minAction 3:

5 events within 5
min

(Schedule 30 min,
LoopBack 20 min)

No change in the above
flow.

e Schedule starts at 11:00.

¢ A1 — Number of queries = (schedule + loopback)
/ A1 threshold = (30+20)/10=5.A1.Q1=10:10-
10:20, then: A1.Q2=10:20-10:30, A1.Q3=10:30-
10:40,A1.Q4=10:40-10:50, A1.Q5=10:50—
11:00.

¢ [f events match in multiple queries, each query is
considered a separate detection.

e Example: A1.Q2,A1.Q3,A1.

¢ Q5 has success data (A1.Q2.E1=10:26,
A1.Q3.E1=10:34, A1.Q5.E1=10:56).

e A2 - If FB1 > A2 threshold, queries are split
25/10=2.5:

e A2.Q1A=10:26-10:36,
e A2.Q1B=10:36-10:46,
e A2.Q1C=10:46-10:51.
o A2.Q2A=10:34-10:44,
e A2.Q2B=10:44-10:54,
e A2.Q2C=10:54-10:59.
¢ A2.Q3A=10:56—-11:00 (remaining schedule only).

¢ |f multiple queries match, eachis considered a
separate detection.

e Example: A2.Q1B,A2.Q2B, A2.Q2C have
success (a separate detection.

e Example: Q2B & A1.Q3, S3: A2.Q2C & A1.Q3).

¢ A3 - Queries splitlike FB1 > A2 threshold,
12/5=2 4:
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Condition Continuous Mode scheddiad Masig1_10:46,

e A3.Q1B=10:46-10:51,

¢ A3.Q1C=10:51-10:53.
¢ A3.Q2A=10:53-10:58,
e A3.Q2B=10:58-11:00.
¢ A3.Q3A=10:57-11:00.
¢ |flogs fall between schedules, they will not trigger.

¢ |f all queries match, 6 detections are shown with
A1 and A2 duplicate logs.

Rule specific use cases
Anomaly rules
1. Brute-Force login attempt

Use case

A service account logs 20 failed login events in a very short window of time. This is a strong indicator of an
ongoing attempt for a Brute-F orce or credential-stuffing attack.

With Anomaly rules

An active Anomaly rule of "Logon Failure" action paired with a count-based anomaly model aids in a rapid threat
detection of account compromise attempts. As a threat response, the window for attacker(s) to pivot into the
network may be blocked.

() NOTE:

In addition to the said anomaly rule, an advanced rule can take threat detection to another level by
correlating the failed logins with a subsequent successful login from the same account.

2. Suspicious third-party account activity

Use case

A managed-service vendor account starts configuring changes after the usual business hours.

With Anomaly rules

"Configuration change" action could be paired with a time-based anomaly model for a focused monitoring of
activities taking place during non-business hours. For instance, 9 AM to 6 PM are the usual working hours for
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this user, who is now performing actions at 3 AM. Additionally, location-based anomaly model can help flag
changes made from unexpected geo locations.

These deviations from the established baselines trigger an anomaly, helping the security team to investigate
promptly and prevent possible credential compromise or session hijacking.

Advanced rules
1. Data EXxfiltration via bulk modifications

Use case

An unauthorized user deleted or renamed large batches of files on a critical file server.

With Advanced rules

An advanced rule correlating "file deletion" actions with "bulk file rename" events along with a threshold on total
file access count within a 10-minute window and filters will narrow down the scope to the unauthorized critical

server access.
2. Unauthorized application deployment in QA environment

Use case

A non-DevOps user deploys/runs an unauthorized executable in a staging environment.

With Advanced rules

An advanced rule correlating "executable creation" with "scheduled task creation" on QA-tagged machines and
filters on user roles with a threshold on event sequence within 10 minutes flags such unauthorized deployment
activity early on.

Read also

This document explained how standard, anomaly, and advanced rules work, their configuration options, and
practical use cases such as brute-force attempts, suspicious account activity, and data exfiltration.

® Rule management overview

Creating custom rules
* Query grammar

e Managing rules

Scheduled detection reports
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4.1.2.3. Creating custom rules

B9 Last updated on: September 12, 2025
In this page

Overview

Rule creation

How to create a new rule?
Standard Rule

Anomaly Rule

Advanced Rule

Overview

This page explains the process of building custom rules to detect security events. You can create standard rules
for basic filtering, anomaly rules for unusual single-event behavior, or advanced rules for complex multi-step
patterns. Each rule type supports fields like severity, filters, thresholds, anomaly models, and MITRE ATT&CK

mappings to add context and make detections more actionable.

Rule creation

Functionality:

A simple and robust way of building security rules that are required for their environment.

Use case:

To create security rules of any type (standard, anomaly-based, or advanced) with detailed tagging, MITRE
ATT&CK mappings, and additional context like prerequisites and mitigations for better organization and

actionable insights.

How to create a new rule?

1. Inthe product console, click on the Security tab.

Log Recever £ 7 v @~

Dashboard Reports Compliance search P Security Alerts Settings LogMe. Support

Events Overview  Network Overview  Security Overview | Microsoft 365 Incident Overview  Threat Analytics € Logsources 1 Riskposture  2024-04-2800: [E] 1 o #

Al Events Windows Events Syslog Events Al Devices

& . —

= 67020 65211 12 5 )

Fiii—o]

A 67020 A 65211 A 12 View All Devices AT

® Success 56745 e Information 7558 @ Failure 841 Warning 11 e Information 1
) Recent Alerts
Logs Trend Top 5 Devices ast Updated Time : 2025-09-09 11:46:43
™ Microsoft-Windows-Security-Auditing : Special privileges assigned to new log...
— ‘ ‘ PR
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10k
£
]
8
100
0
2024 year 2025 year
Time
Security Events
Report Name Count
Logon 8668 A 8668
Account Logon 492 a 492
Account Management 492 A 492
Object Access 2616 A 2616
System Events 0 4 0(0.00%)
Policy Changes 0 A 0(0.00%)
Syslog Severity Events
100

Image 1: Security tab in dashboard

® 192.168.2.1
test

® 192.168.24.15

® 192.168.2.131

Windows Severity Events

™
3 K
) I

, H =

o o 3 5 >
¢ K & N
<« &
Severity

Top 5 File Integrity Monitoring E...

2. Click on the Manage Rule option in the right end.

Dashboard Reports Compliance Search

Security Analytics

All Rules - Detections

46200 46200

A 46200 A 46200

Detection Pipeline &

46200 18678
Detections Alerts
itical Attention
Top 5 User by Detections
= 20k
3 10k
s, H
& S
& K
e &
o
b&\
Username
® Critical @ Trouble Attention
Top 10 Detections by Rules

Critical Rules - Detections

Settings LogMe Support

Trouble Rules - Detections

Q°
40(0.00%)

Detection by tactics
Execution
Resource
Development...
2connaissance Collection
® Critical
a Lateral
Exfiltration Movemen: @ Trouble
Attention
Discovery
Initial Credential
Access Access

Persistence

Top 5 Log Sources by Detections

ela-dev-wio-1 - [

y

2 192.168.2.1

2

g

= 1921682131

o 10k 20k 30k 40k 50k
Count
® Critical @ Trouble Attention
Detection Trends
100M
Z 0k °
5]

Microsoft-Windows-Security-Auditing : Special privileges assigned to new log..

2025-09-09 11:41:20

Microsoft-Windows-Security-Auditing : An account was successfully logged on.

2025-09-09 11:41:20

Microsoft-Windows-Security-Auditing : An account was successfully logged on.

2025-09-09 11:41:20

Service Control Manager : The start type of the Background Intelligent Trans...

2025-09-09 11:39:25

Service Control Manager : The start type of the Background Intelligent Trans...

2025-09-09 11:39:29

2025-09-09 11:37:30

Application Events

Log Receiver B9 7 v @~

FiAddll Q search

2024-04-28 00:00:00 - 2025-09-09 23:59:59 ﬂ

Attention Rules - Detections

0

4 0(0.00%)

Recent Detections
Last Updated Time : 2025-09-00 11:47:17

aaall

2a all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Username SYSTEM Mitre Att&ck Mapping

Device Name ela-dev-... Execution : Cloud Administ..

2025-09-09 11:41:20

aaall
aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Username SYSTEM Mitre Att&ck Mapping

Device Name ela-dev-... Execution : Cloud Administ...

2025-09-09 11:41:20

aaall
aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Username SYSTEM Mitre Att&ck Mapping

Device Name ela-dev-.. Execution : Cloud Administ...

2025-09-09 11:37:30

aaall
aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Username SYSTEM Mitre Att&ck Mapping

Device Name ela-dev-... Execution : Cloud Administ...

2025-09-09 11:37:30

aaall
aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Username - Mitre Att&ck Mapping
Execution : Cloud Administ...

Device Name ela-dev-..

Image 2: Manage rules in security dashboard

3. You will be taken to the page with the complete list of rules. In the right side, you will find "Create New Rule".

Click on the drop-down button available for this option.

() NOTE:

If you click directly on Create New Rule, you will be directly taken to the Standard Rule creation

page.

Dashboard Reports Compliance Search

(ISP  Manage Rules

The Manage Rule page is the central hub for creating, editing, enabling, disabling, and monitoring detection rules along with its alerts. It helps streamline rule management with search, filter

Q
2D Audt

X |Y @ © @ Manage~v

Settings LogMe Support

Log Receiver  M#

‘@ Scheduled Detection Reports < Back

B e s

1-200f169 > » 20v WG

and bulk action

Microsoft-Windows-Security-Auditing : Special privileges assigned to new log...
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@ B s External Threat Critical [ Domain : Threat Intelligence

@ B s Brute Force 8 Critical [] Credential Access (TAO006) : Brute Force (T1110)

@ b s Excessive logon failures £ Critical 0 Defense Evasion (TA000S) : Cloud Accounts (T1..

@ B s Excessive password change failure {53 Critical ] Credential Access (TA0006) : Password Guessin...

@ B s Anomalous user account change &3 Critical 0 Persistence (TA0003) : Account Manipulation (T...  +1

@ B Potential Compromise of DSRM Account Critical o

@ b s Possible ransomware activities 3 Critical 0 Impact (TA0040) : Data Encrypted for Impact (T... ~ +1 Data Source : File ~ +3

@ b s DiagTrackEoP Default Login Username Critical 0 Privilege Escalation (TA0004)

@ b s SNAKE Malware Service Persistence Critical 0 Persistence (TA0003)

© B s SNAKE Malware Kernel Driver File Critical 0 Execution (TA0002) Data Source : File  +2
Indicator

@ B s HackTool - Dumpert Process Dumper Critical 0 Credential Access (TADO06) : LSASS Memory (... Data Source : File  +2
Default File

@ B s HackTool - Inveigh Execution Artefacts Critical [] Command and Control (TAO011) : Remote Deskt... Data Source : File  +2

@ B s HackTool - Mimikatz Kirbi File Creation Critical 0 Credential Access (TAO0OS) : Steal or Forge Ker... Data Source : File ~ +2

@ B s HackTool - QuarksPwDump Dump File Critical [] Credential Access (TAO006) : Security Account ... Data Source : File ~ +2

@ b Silence.EDA Detection Critical o Execution (TA0002) : PowerShell (T1059.001)  +3 Data Source : Script  +1

© B Suspicious PowerShell Mailbox Export to Critical 0 Exfiltration (TA0010) Data Source : Script  +1
Share - PS

@ B/ COLDSTEEL RAT Cleanup Command Critical o Persistence (TA0003)  +1 Data Source : Process  +1
Execution

Image 3: Manage rules module via the security dashboard

4. The drop-down expands into the Standard Rule, Anomaly Rule, and Advanced Rule options of rule creations.

Click on your preferred rule type based on your requirements.

£ Create New Rule

Standard Rule

Ancmaly Rule

Advanced Rule

Read further on how to create a rule in each of the three rule types.
Standard Rule

Steps to create a Standard rule

1. Navigate to the Standard Rule type. You will be taken to the page consisting of fields that define the rule
criteria, like in the below image. To understand more about the fields refer to the Understanding rules help

document.

Log Receiver A3

Dashboard Reports Compliance Search Alerts Settings LogMe Support
Create New Rule - Standard Rule Lelp 2
Preview Rule +
Q * Rule Name Enter Rule Name Description
AD Aude
Severity Critical v
* Action ~select- )
= L+
Filter
Threshold
* Rule Message 9%RULE_NAMES% has been triggered @ | -
4
Sample Rule Message: A Failed Logon attempt was made by the user %ACCOUNT_NAME%

+ Rule Insights: Mitre ATT&CK Mapping & more

[ oo [
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Image 4: Create a standard rule

. Rule Name should be given, and a description for a rule is optional. Click on Description, and a popup will
open for the same in case you want to add description.

. Choose a Severity level from Critical, Trouble, and Attention. This field will be Critical by default.

. Choose the Action based on which you wish to create the rule. Read further to know how to Create Custom
Action.

e Filter can be applied but only if a rule needs to run for just a specific case.

e List of fields will be displayed with respect to the selected action and its log format.

e |fthe list of fields exceeds 5, a search option will be shown to find and navigate to that field.
¢ Threshold can be applied if a rule needs to run after a certain threshold value.

. Rule Message can also be given to provide a formatted message across the detection reports for the
triggered rule.

e Fields in the message will be defined from Macros.
. Rule Insights: MITRE ATT&CK Mapping & more is optional and can also be configured for a rule.
. After entering the required fields, click on Create.

. Upon successful completion of the action, the below pop-up appears.

The Custom- Registry Accessed rule has been created successfully

Anomaly Rule

Steps to create an Anomaly rule

. Navigate to the Anomaly Rule type. You will be taken to the page consisting of fields that define the rule
criteria, like in the below image. To understand more about the fields refer to the Understanding rules help
document.

Dashboard Reports Compliance

ao
5 Create New Rule - Anomaly Rule 3 wg putation

aQ * Rule Name

Severity Critical v

* Rule Message %RULE_NAME% has been triggered

4 Rule Insights: Mitre ATT&CK Mapping & more
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Image 5: Create an anomaly rule

2. Rule Name should be given, and Description for a rule is optional. Click on description, and a popup will

open for the same in case you want to add description.

3. Choose a Severity level from Critical, Trouble, and Attention. This field will be Critical by default.

4. Choose the Action based on which you wish to create the rule. Read further to know how to Create Custom

Action.

e Filter can be applied but only if a rule needs to run for just a specific case.

e Listof fields will be displayed with respect to the selected action and its log format.

e |f the list of fields exceeds 5, a search option will be shown to find and navigate to that field.

e Threshold can be applied if a rule needs to run after a certain threshold value.

5. Choose the Anomaly Model Based on to define how deviations from normal behavior will be detected. A

maximum of 5 models can be selected.

6. Rule Message can also be given to provide a formatted message across the detection reports for the

triggered rule. Fields in the message will be defined from Macros.

7. Rule Insights: MITRE ATT&CK Mapping & more is optional and can also be configured for a rule.

8. After entering the required fields, click on Create.

9. Upon successful completion of the action, the below pop-up appears.

The Custom- Registry Accessed rule has been created successfully

Advanced Rule

Steps to create an Advanced rule

1. Navigate to the Advanced Rule type. You will be taken to the page consisting of fields that define the rule

criteria, like in the below image. To understand more about the fields refer Understanding rules page.

Rule Criteria®

Filter
Link To Action

Threshold / Anomaly model  None v e

Execution Configuration

& Edit using Query Mode

+ Add Action
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* Rule Message %RULE_NAMES% has been triggered

4 Rule Insights: Mitre ATT&CK Mapping & more

Cancel

Image 6: Create an advanced rule

. Rule Name should be given, and Description for a rule is optional. Click on description, and a popup will

open for the same in case you want to add description.

. Choose a Severity level from Critical, Trouble, and Attention. This field will be Critical by default.

. Rule Criteria

Edit using Interactive Rule Builder

e Action selection will be the same as Standard Rule creation, but multiple actions can be selected as per
existing correlation rules. Read further to know how to Create Custom Action.

e Filter and Threshold will also be the same as Standard Rule creation.

e Link To Action: In the case where you have chosen multiple actions, you can link those actions to one
another so that events involving those actions can be correlated and monitored for suspicious activity.

Edit using Query Mode

e Exclusive to advanced rule building, in this mode, you can configure the criteria and parameters by
querying with the help of Query Syntax and Query Grammar for the same. Refer to Query Grammar to

know more.

. Define the Execution Configuration if you wish to schedule the rule.

. Rule Message can also be given to provide a formatted message across the detection reports for the

triggered rule.

e Fields in the message will be defined from Macros.

. Rule Insights: MITRE ATT&CK Mapping & more is optional and can also be configured for a rule.
. After entering the required fields, click on Create.

. Upon successful completion of the action, the below pop-up appears.

The Custom- Registry Accessed rule has been created successfully

() Whatis a High Computation Rule?

If a threshold is applied to any rule, it will be calculated for licensing since it is highly intensive, and it
will be marked as a High Computation Rule. The indicator will be visible in the rules list and also
during the creation of the said rule.

High Computation

High computational rules involve
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towards your subscription. Know more

How to create Custom Action in advanced rules?

1. While choosing an Action during rule configuration, you can find an option to create a custom action as per
your requirements. Click on Create Custom Action as highlighted in the below image.

Select Action

4 Create Custom Action || X

LogType  Multi-logtype
3

1-20f2 10~ M
Actions. Action Name & itsf.detection.action_table.desc Used In
O Bed itsf.detection.action.name.ex  itsf.detection.action.description.external_threats 0 Rules
ternal_threats

O Beswd Database created A database is created on the network. 0 Rules

El o
Image 7: Create custom action
2. The necessary fields to be defined will be shown as below.
Create Custom Action € Back %
* Action Name Enter Action Name Description
Log Type Multi-logtype v
* Action Message User %ACCOUNT_NAME% was created by @ | AddMacros
%CALLER_USER_NAME%
4
* Action Criteria
1. Severity v Equals v Emergency v
Criteria Pattern : (1) #°
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Cancel

3. Configure by setting the field values:

Action Name and Log Type are mandatory fields.

Description is an optional field. Click oniit to view the description box.

Action Message is used for displaying a formatted message for the action used.

Macros can be added to the Action Message format.

Action Criteria will define the conditions which must be met for that specific action to be triggered.

Fields like Macros will be displayed with slight variations in the drop-down options depending upon the
selected Log Type.

4. Once you have entered the required field values, click on Create.

5. Upon successful completion of the action, the below pop-up appears.

"Registry” action created successfully.

Read also

This document explained how to create new rules, configure standard, anomaly, and advanced rules, and set up

custom actions for more flexible monitoring.

Rule management overview

Understanding rules

e Query grammar

Managing rules

Scheduled detection reports
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4.1.2.4. Manage rules

B9 Last updated on: September 12, 2025
In this page

Overview

Accessing the Manage Rules page
Fields in the manage rules table
Actions column

Enable/Disable rules

Clone arule

Edita rule

Delete rule(s)

Filter rule(s)

Other configurations to manage rules
Rule Name column

Rule Details

Prerequisites

Mitigation

Execution Details

Rule tuning

Severity

MITRE Att&ck Mapping

Tags

Execution Mode & Status

Alert Profiles

Created By

Rule Type

Installed Time

Last Modified Time

Detections

Overview
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I his page explains how to use the Manage Rules module to oversee all detection rules in a centralized view. It

covers actions such as enabling, disabling, cloning, editing, deleting, filtering, and importing/exporting rules.

Each rule entry provides detailed information, including severity, MITRE ATT&CK mapping, tags, execution

mode, alert profiles, and detection history. Additional features such as rule tuning, prerequisites, and mitigation

steps help administrators refine detections, improve performance, and align rules with security frameworks.

Accessing the Manage Rules page

1. Navigate to the Security tab via the dashboard and click on Manage Rule as highlighted below.

AD Audt

More

Log Receiver M3

Compliance Search g Settings LogMe Support [RAddy Q search

2024-04-28 00:00:00 - 2025-09-09 23:59:59 E B Manage Rules|

Attention Rules - Detections

Dashboard Reports

Security Analytics

Trouble Rules - Detections

X 0
A 0(0.00%) A 0 (0.00%)

All Rules - Detections Critical Rules - Detections

46200 46200

A 46200 A 46200

" — N . Recent Detections
Detection Pipeline @ Detection by tactics Last Updated Time : 202 1147217
Execution
Resource 222
46200 18678 Development... aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Detections Alerts S s
sconnaissance Collection ez S N epping
® Critical Device Name ela-dev-... Execution : Cloud Administ...
Lateral o
Exfiltration Movement Trouble 2025-09-09 11:41:20
itical Attention Attention
Discovery aaall
Initial Credential aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
Access Access Username SYSTEM Mitre Att&ck Mapping
Persistence
Device Name ela-dev-... Exec Cloud Administ...
. . 2025-09-09 11:41:20
Top 5 User by Detections Top 5 Log Sources by Detections
o 20k aaall
H g cla-dev-wio-1 |
8 10k [ g cladew aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
4
o o - . . 3 9216821 Username SYSTEM Mitre k Mapping
& & S & 1 g Device Name ela-dev-. Execution : Cloud Administ...
B & o o s
& & 192.168.2.131
& 2025-09-09 11:37:30
0 20k 30k 40k 50k
Username Count aaall
aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
@ Critical @ Trouble Attention ® cCritical @ Trouble Attention RS SEEY Mitre Attaick Mapping
Device Name ela-dev-... Exec Cloud Administ...
3 3 2025-09-09 11:37:30
Top 10 Detections by Rules Detection Trends
™ 100M aaall
aa all has been triggered ela-dev-w10-1 Microsoft-Windows-Security-Auditi...
z . — .
10k E Username
£ S Device Name ela-dev-...

Image 1: Manage rules in security dashboard

2. You will be taken to the Manage Rules page with the complete list of rules as shown in the below image. Itis

the central hub for creating, editing, enabling, disabling, and monitoring detection rules along with its alerts. It

helps streamline rule management with search, filters, and bulk actions.

Dashboard Reports

| |
>
S
a

s
s
e

[F N - - - -
£

o
S

© © ®
[~ - - T
N, ~

o}

Compliance Search

&  Manage v

Rule Name
External Threat
Brute Force &3
Excessive logon failures &3

Excessive password change failure 53

Anomalous user account change 3
Potential Compromise of DSRM Account
Possible ransomware activities £23
DiagTrackEoP Default Login Username
SNAKE Malware Service Persistence

SNAKE Malware Kernel Driver File
Indicator

HackTool - Dumpert Process Dumper
Default File

HackTool - Inveigh Execution Artefacts
HackTool - Mimikatz Kirbi File Creation
HackTool - QuarksPwDump Dump File
Silence.EDA Detection

Suspicious PowerShell Mailbox Export to

Security

Severity

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical

Critical

Critical
Critical
Critical
Critical

Critical

Settings LogMe

5, and bulk action:

Mitre Att&ck Mapping

Credential Access (TAO006) : Brute Force (T1110)
Defense Evasion (TA000S) : Cloud Accounts (T1...
Credential Access (TAO006) : Password Guessin...

Persistence (TA0003) : Account Manipulation (T..

Impact (TA0040) : Data Encrypted for Impact (T...

privilege Escalation (TA0004)
Persistence (TA0003)

Execution (TA0002)

Credential Access (TAO0O6) : LSASS Memory (T...

Command and Control (TA0011) : Remote Deskt...

Credential Access (TAOOO6) : Steal or Forge Ker..
Credential Access (TAO06) : Security Account ...
Execution (TA0002) : PowerShell (T1059.001)

Exfiltration (TA0010)

+3

+1

+1

Log Receiver

@ Scheduled Detection Reports ¢ Back

TR+ ot e e |

1-200f169 > »  20v MG
Tags

Domain : Threat Intelligence

Data Source : File  +3

Data Source : File  +2
Data Source : File  +2

Data Source : File  +2
Data Source : File  +2
Data Source : File  +2
Data Source : Script  +1

Data Source : Script  +1
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Share - PS

2 B s COLDSTEEL RAT Cleanup Command

Fields in the manage rules table

Execution

Critical

Persistence (TAD003)  +1

Image 2: Manage rules module via the security dashboard

A. Actions column

Data Source : Process  +1

The actions column acts as a medium for you to take required actions on the rule(s) as per your needs. Below

are the available rule actions in the Manage Rules module.

e Enable/disable rules

e Clone rule
e Editrule

e Delete rule(s)

Dashboard Reports

W Manage Rules
he Manage Ry

4
AR SRR TR AR N R Y

)
[
N

®
[
AR N Y

Compliance Search

& Manage v
Rule Name

External Threat

Brute Force §

Excessive logon failures &

Excessive password change failure (%
Anomalous user account change £33
Potential Compromise of DSRM Account
Possible ransomware activities &3
DiagTrackEoP Default Login Username
SNAKE Malware Service Persistence

SNAKE Malware Kernel Driver File
Indicator

HackTool - Dumpert Process Dumper
Default File

HackTool - Inveigh Execution Artefacts
HackTool - Mimikatz Kirbi File Creation
HackTool - QuarksPwDump Dump File
Silence. EDA Detection

Suspicious Powershell Mailbox Export to
Share - PS

COLDSTEEL RAT Cleanup Command
Execution

Severity
Critical
critical
Critical
Critical
Critical
critical
Critical
Critical
Critical

Critical

Critical

Critical
Critical
Critical
Critical

Critical

Critical

Settings

LogMe

Detections @

© o o o o o o o o o

o o o o o

Mitre Att&ck Mapping

Credential Access (TA000S) : Brute Force (T1110)
Defense Evasion (TA000S) : Cloud Accounts (TL.
Credential Access (TAO00S) : Password Guessin.

Persistence (TA0003) : Account Manipulation (T...  +1

Impact (TA0040) : Data Encrypted for Impact (T..  +1
Privilege Escalation (TA0004)
Persistence (TA0003)

Execution (TA0002)

Credential Access (TAO00S) : LSASS Memory (T...

Command and Control (TA0011) : Remote Deskt...
Credential Access (TA0006) : Steal or Forge Ker...
Credential Access (TAO00) : Security Account ...
Execution (TAO002) : Powershell (T1059.001)  +3

Exfiltration (TA0010)

Persistence (TAO003)  +1

Image 3: Available actions in the manage rules module

Enable/Disable rules

Enabling a rule

1. Click on the disabled icon @ under the Actions column to enable the rule.

B Rule Library + Create New Rule | ~ |

LogReceiver &% 7 v @

[pAgdl Q search

'@ Scheduled Detection Reports ¢ Back

1-200f169 > » 20w MM

Domain : Threat Intelligence

Data Source : File  +3

Data Source : File  +2

Data Source : File  +2

Data Source : File  +2
Data Source : File  +2
Data Source : File  +2
Data Source : Seript  +1

Data Source : Seript  +1

Data Source : Process  +1

2. As soon as you perform this action, the icon indicates that the rule is now enabled & and the below pop-up

message appears briefly.

Disabling a rule

& Selected rule(s) have been activated successfully
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1. Click onthe enabled icon & under the Actions column to disable the rule.

2. A confirm action pop-up will appear if an alert profile is associated with the said rule. Click on Yes to proceed.

Confirm Action X

® Disabling this rule will also disable the associated alert profiles. Are you
sure you want to proceed?

External Threat{1) b

Yes No

3. As soon as you perform this action, the icon indicates that the rule is now disabled @ and the below pop-up
message appears briefly.

& Selected rule(s) have been deactivated successfully

Enable/Disable multiple rules at once
1. Click on the empty checkbox(es) in the first column in order to select the respective rules.

2. Click on the Enable/Disable icons in the ribbon above the rules list.

LogReceiver A3 7 v @~

[vew —
Dashboard Reports Compliance EE security Alerts Settings LogMe Support BAGdl O search

@ Scheduled Detection Reports - ¢ Back

e B e o | T

@ | Manage v 1-200f169 > » 20~ [
Rule Name Severity a Detections @ Mitre Att&ck Mapping
e External Threat Critical 0 Domain : Threat Intelligence
Brute Force {4 Critical 0 Credential Access (TA0006) : Brute Force (T1110)
Excessive logon failures &3 Critical 4 Defense Evasion (TA0005) : Cloud Accounts (T1...
Excessive password change failure 3 Critical 0 Credential Access (TAOO06) : Password Guessin..
Anomalous user account change 3 Critical 0 Persistence (TA0003) : Account Manipulation (... +1
Potential Compromise of DSRM Account Critical 4
Possible ransomware activities &3 Critical o Impact (TA0040) : Data Encrypted for Impact (T...  +1 Data Source : File  +3
DiagTrackEoP Default Login Username Critical 0 Privilege Escalation (TA0004)
SNAKE Malware Service Persistence Critical 0 Persistence (TA0003)
SNAKE Malware Kernel Driver File Critical 0 Execution (TA0002) Data Source : File  +2
Indicator
@ B s HackTool - Dumpert Process Dumper Critical 0 Credential Access (TA0006) : LSASS Memory (T... Data Source : File ~ +2
Default File
2 B s HackTool - Inveigh Execution Artefacts Critical 0 Command and Control (TA0011) : Remote Deskt... Data Source : File  +2
B s HackTool - Mimikatz Kirbi File Creation Critical 0 Credential Access (TAO06) : Steal or Forge Ker... Data Source : File  +2
@ B HackTool - QuarksPwDump Dump File Critical o Credential Access (TAOO06) : Security Account ... Data Source : File  +2
9 B s silence.EDA Detection Critical 4 Execution (TA0002) : PowerShell (T1059.001)  +3 Data Source : Seript  +1
@ B s Suspicious PowerShell Mailbox Export to Critical 0 Exfiltration (TA0010) Data Source : Seript  +1
Share - PS
@ B COLDSTEEL RAT Cleanup Command Critical 0 Persistence (TA0003)  +1 Data Source : Process  +1
— Execution

Image 4: Bulk actions in the manage rules module

3. Upon successful completion of the action, the below pop-up appears.

When enabled:

& Selected rule(s) have been activated successfully

When disabled:
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& Selected rule(s) have been deactivated successfully

Clone a rule

1. Click onthe Clone icon |.T3 under the Actions column to clone the respective rule.

2. Depending upon the rule type—Standard, Anomaly, or Advanced—you will be taken to the specific

configuration page of that particular rule.
3. Make the necessary changes in the field values in order to customize the cloned rule and click on Create.
4. Upon successful completion of the action, the below pop-up appears.

& The Copy of Anomalous user account change rule has been created
successfully

Edit a rule
1. Click on the Editicon # under the Actions column to edit the respective rule.

2. Depending upon the rule type—Standard, Anomaly, or Advanced—you will be taken to the specific

configuration page of that particular rule.
3. Make the necessary edits in the field values and click on Update.

4. The rule will be updated instantly in the rules list.

Delete rule(s)
1. Click on the empty checkbox(es) in the first column in order to select the respective rules.
2. Then click on the Delete icon in the ribbon above the rules list.

3. A Confirm Action pop-up appears. Click on Delete.

Confirm Deletion )4

® Deleting this rule will also remove the associated alert profiles. Are you
sure you want to proceed?

View and Delete Mo

Delete Rules X

Rules with Alert Profiles Associated Alert Profiles

External Threat « External Threat

AAAAAAA
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4. Upon successful completion of the action, the below pop-up appears.

Filter rule(s)

External Inreat

Brute Force (£

Excessive logon failures

AR N

Anomalous user account change

N

Possible ransomware activities

~

A

Indicator

~

Default File

Silence.EDA Detection

AR N S

Share - PS

Excessive password change failure 3

Potential Compromise of DSRM Account
DiagTrackEoP Default Login Username
SNAKE Malware Service Persistence

SNAKE Malware Kernel Driver File

HackTool - Dumpert Process Dumper

HackTool - Inveigh Execution Artefacts
HackTool - Mimikatz Kirbi File Creation

HackTool - QuarksPwDump Dump File

Suspicious PowerShell Mailbox Export to

s COLDSTEEL RAT Cleanup Command

Execution

& Selected rule(s) have been deleted Successfully

Image 5: Deleting rule in the manage rules module

Criucal
Critical
Attention
Critical
Critical
Critical
Critical
Critical
Critical

Critical

Critical

Critical
Critical
Critical
Critical

Critical

Critical

Credential Acct
Defense Evasia
Credential Acct

persistence (T

Impact (TA004
privilege Escalé
Persistence (T4

Execution (TAQ

Credential Acck

Command and
Credential Acck
Credential Acct
Execution (TAQ

Exiiltration (TA

Persistence (T4

1. Click on the Filter icon in the ribbon above the rules list.

Security

Severity «
Critical

Critical

Dashboard Reports Compliance
Manage Rules
he Manage Rule entral hub for creating, editing, enabling, disabling, and mo
3 4 BCHN~ZN | Manage v
@ B s Test 2
@ B s Test
vV @ b s Test 3

<

®

-
NN

Anomaly Advanced Test

Custom- Registry Accessed  New

Custom- Registry Accessed  New

Critical

Critical

Critical

Critical

Image 6: Filtering rules in the manage rules module

2. The following filter options appear.

Y

State

Settings

Mitre Att&ck Mapping

LogMe

t helps stre

Support

[ oo S

Log Receiver A7

@ Scheduled Detection Reports

E Rule Library

Execution Mode & Status

Continuous

Continuous

Continuous

Continuous

Continuous

Continuous

1-60f6 10w

+ Create New

+ Create New

+ Create New

+ Create New

+ Create New

+ Create New
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W All
Enabled Rules
Disabled Rules
Label
" All

MNew Rules

High Computation

Deprecated

Clear Filter

3. You can choose multiple filters at once. Click on a filter to select it. Click on it again if you want to deselect it.
The rules get filtered instantly as you click on any filter option.

4. Click onthe Clear Filter option to undo all/any filtering that has been done to the rules.

Other configurations to manage rules

1. Click on the empty checkbox(es) in the first columnin order to select the respective rules you wish to
configure.

2. Inthe ribbon above the list of rules, an option to further Manage rules is available.

LogReceiver &7 7 v O

Dashboard Reports Compliance Search Security Alerts Settings LogMe Support

[vlanage Rules ‘@ Scheduled Detection Reports < Back

Manage Rule page is the central hub for creating, editing, enabling, disabling, and monitoring detection rules along with its alerts. It helps streamline rule management with search, filters, and bulk actions
|y @ @ @ 1-50f5 10w M
Severity a  Mitre Att&ck Mapping Execution Mode & Status »  Alert Profiles » @)
O b s Test 2 Critical - - Continuous + Create New
@ B s Test Critical - - Continuous + Create New
@ b s Critical - - Continuous + Create New
@ B s ly Advanced Test (3 Critical - - Continuous + Creat
@ B s Custom- Registry Accessed  New Critical - - Continuous + Create New

Imana 7 Mananinn riilac in tha manana nilae mnadiila
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3. Click onit for the Manage tab to expand the configurations.

Manage «
[¥ Import
[# Export
I Enable Alert Profile(s)
I, Disable Alert Profile(s)

/A Update Severity g

4. Configurations:

Import: Import the desired rules by uploading a file containing the rules.

Export: Instantly download the selected rules along with the configuration details. This option is applicable

only for custom created rules.

Enable Alert Profile(s): Click on it to Enable Alert Profile(s) for the selected rule(s) and the configuration is

instantly updated displaying the below pop-up.

Success

Disable Alert Profile(s): Click onitto Disable Alert Profile(s) for the selected rule(s) and the configuration

is instantly updated displaying the below pop-up.

Success

Update Severity: Click/Hover on it to view the three severity levels and choose the one you wish to apply.

Manage «
[¥ Import
[A Export
P, Enable Alert Profile(s)
I, Disable Alert Profile(s)

Update Severity b Critical

Trouble

Attention

The configuration is instantly updated displaying the below pop-up.

Success
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B. Rule Name column

The Rule Name column lists the names of all the configured rules till date.

Log Receiver

Dashboard Reports Compliance F Security Settings Support
Manage Rules @ Scheduled Detection Reports
Th \age Rule pag ntral hub for crea s. mline rule management with search, filters, and bulk actions.

< Back

a e oo | TN

D Aude
X 'Y © © @&  Manage~v 1-200f169 > » 20w
Actions Rule Name Severity Detections @ Mitre Att&ck Mapping Tags
B . xternal Threa ritical - Domain : Threat Intelligence
[l External Threat critical 0 in : Th ell
B 4 Brute Force 8 Critical 0 Credential Access (TA0006) : Brute Force (T1110) -
&, @ 1 dential
@ b s Excessive logon failures &3 Critical 0 Defense Evasion (TA0005) : Cloud Accounts (T1... -
@ B s Excessive password change failure %3 Critical 0 Credential Access (TA0006) : Password Guessin...
B nomalous user account change £33 ritical Persistence (TA0003) : Account Manipulation (T...  +1 -
[l Anomal t ch 2] critical 0 i ipulati
b otential Compromise o ccount ritical - -
[ Potential Compr f DSRM Account Critical o
@ b s Possible ransomware activities & Critical 0 Impact (TA0040) : Data Encrypted for Impact (... +1 Data Source : File  +3
@ B s DiagTrackEoP Default Login Username Critical 0 Privilege Escalation (TA0004)
@ b s SNAKE Malware Service Persistence Critical 0 Persistence (TA0003)
@ B s SNAKE Malware Kernel Driver File Critical 0 Execution (TA0002) Data Source : File  +2
Indicator
@ B s HackTool - Dumpert Process Dumper Critical 0 Credential Access (TA0006) : LSASS Memory (T... Data Source : File  +2
Default File
[ HackTool - Inveigh Execution Artefacts Critical 0 Command and Control (TA0011) : Remote Deskt... Data Source : File ~ +2
B . iackTool - Mimikatz Kirbi File Creation ritical Credential Access (TA0006) : Steal or Forge Ker... Data Source : 2
[l HackTool - Mimikatz Kirbi File Creati Critical 0 dential ]
@ B s HackTool - QuarksPwDump Dump File Critical [] Credential Access (TA0006) : Security Account ... Data Source : File ~ +2
@ b s Silence.EDA Detection Critical 0 Execution (TA0002) : PowerShell (T1059.001)  +3 Data Source : Script  +1
@ B Suspicious PowerShell Mailbox Export to Critical 0 Exfiltration (TA0010) Data Source : Script  +1
Share - PS
@ B s COLDSTEEL RAT Cleanup Command Critical [] Persistence (TA0003) ~ +1 Data Source : Process  +1
Execution

Image 8: Rule names in the manage rules module

Clicking on any rule name prompts the Rule Summary box to slide open. It includes 4 sub-tabs:

¢ Rule Details

* Prerequisites

e Mitigation

e Execution Details

Rule Details

3

Provides a summary of the rule along with the respective details and options to add exceptions for that particular

rule.

Rule Details  Prerequisites () Mitigation () Execution Details

Rule Name Excessive password change failure | (%] High Computation
Rule Type Standard

Rule A series of multiple failed attempts to change the password for the same account.
Description

Rule Status * Active

Created By @ Log3eo

Severity Critical #"

Log Format Windows, Unix

Execution Type Continuous "

Tags -

T RER Credential Access (TA0006) : Password Guessin...

Criteria Action1: actionname = "Failed user account password change" select Action1.MESSAGE, Action1.HOSTNAME, Action1.HOSTTYPE,
Action1.USERNAME

Exception

+ Add Exception
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10.

11.

Image 9: Rule details in the manage rules module

. Rule Name: Displays the unique rule name assigned by you for this rule.

. Rule Type: Displays which category of rules this rule comes under - Standard, Anomaly, or Advanced.

Rule Description: Displays whatever description you have added for this rule, if any.
Rule Status: Displays whether the rule is currently in an Active state or Inactive.

Created By: Displays the user (identified by their role in this network) who has created this rule.

. Severity: Displays the Severity level set during the rule configuration - Critical, Trouble, or Attention.

Log Format: Shows the log type associated with the rule.

Execution Type: Displays the Execution Configuration mode set for this rule - Continuous; Schedule every 5
minutes, 10 minutes, 30 minutes, 1 hour; and Custom.

. Tags: Categorizes the rule based onindustry or type.

MITRE ATT&CK: Maps the rule to relevant MITRE tactics and techniques.
Criteria: Displays the rule conditions in query format.

e Exception: The Exception defines the criteria for the detection engine to rule out cases from the detections

and reports. A detection will not be created if the set conditions from the rule exception match.

o When you click on the Add Exception button, the Add Rule Exception box slides open.

Add Rule Exception - Process created X

1. Event ID v Equals v its.criteria_builder. placeholder ﬂ

Criteria Pattern : (1) &
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m Cancel Clear Exception

o You can configure the exceptions you wish to rule out from detections and reports.
o Click on the Save button to save the rule exception.

o Upon successful completion of the action, the below pop-up appears.

£ Rule Exception updated Successfully

o If youwish to reset and reconfigure that exception you can click on Clear Exception, and the

configurations are reset.

o Click on Cancel if you wish to abort the process.

Prerequisites

X

This sub-tab provides an interface for you to check and ensure that the required dependencies of the rule are

met for proper detection.

Rule Summary - COLDSTEEL RAT Cleanup Command Execution

Rule Details Prerequisites (7 Mitigation (3 References

Process Creation Auditing
Using Windows Event Viewer

1. Log in to a domain controller with domain admin credentials.
2. Open Group Policy Management Console (GPMC) by typing gpnc.=<c in the Run dialog.
3. Create a new GPO or edit an existing one linked to the appropriate OU.

Detailed Tracking.
5. Right-click on Audit Process Creation and select Properties.
6. Select Configure the following audit events and check the Success box, then dlick OK.
7. Right-click on Audit Process Termination and select Properties.
8. Select Configure the following audit events and check the Success box, then dlick OK.
9. For enhanced process tracking with command Ivne information:
a. Navigate to Computer C > System > Audit Process Creation.
b. Double-click on Include command llne in process creation events.
c. Select Enabled and click OK.
10. Create a new registry key "Mi i ity-Auditing, ional” in the directory
“Computer\HKEY_LOCAL_MACI ur \! i og\".

Using Sysmon
1. Download and install Sysmon from Microsoft Sysinternals.
2. Open a Command Prompt with administrator privileges.
3. Create or download a Sysmon confguralmn file that includes process creation monitoring.
4. Install Sysmon with the -i [configFile.xm1]
5. Add process creation events to mommr in your cunﬁguranon file:

6. Create a new registry key "Mi i y i in the directory
"Computer\HKEY_LOCAL_MAC \Servi 0g\" if not already created.

Image 10: Rule prerequisites in the manage rules module

Mitigation

R Rule Update History X

4. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Advanced Audit Policy Configuration > Audit Policies >

This sub-tab provides an interface for you to take recommended actions to minimize risks and prevent future

threats. Mitigations are pre-added for predefined rules, whereas for custom rules they must be manually added

by the user.
Case 1: Mitigation steps existing in the rule configuration.

e Mitigation IDs: Lists the MITRE ATT&CK mitigation techniques associated with the detected rule or threat.

L S N T L T 1 Y S PR 2T MY I
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® pescripuon: Froviaes acuonanie guiaance on now 10 miugate or reauce e 1mpact o1 ine mreat, sucn as

configuration changes, security policies, or best practices.

e False positives: Indicates the likelihood of false positives for the specific detection.

Rule Summary - Excessive password change failure F® Rule Update History X

Rule Details  Prerequisites ) Mitigation () Execution Details

M1036 Account Use Set account lockout policies after a certain number of failed login attempts to prevent passwords from being guessed. Too strict a
Policies policy may create a denial of service condition and render environments un-usable, with all accounts used in the brute force being
locked-out. Use conditional access policies to block logins from non-compliant devices or from outside defined organization IP
ranges. (Citation: Microsoft Common Conditional Access Policies) Consider blocking risky authentication requests, such as those

originating from (Citation: Okta Block Services)
M1032 Multi-factor Use multi-factor authentication. Where possible, also enable multi-factor authentication on externally facing services.
Authentication
M1027 Password Policies  Refer to NIST guidelines when creating password policies. (Citation: NIST 800-63-3)
M1051 Update Software  Upgrade management services to the latest supported and compatible version. Specifically, any version providing increased

password complexity or policy enforcement preventing default or weak passwords.

Image 11: Rule mitigation in the manage rules module

Case 2: No existing mitigation steps.
In such cases, it is implied that no mitigation is necessary for that particular rule.

Execution Details

Used to identify high-computation continuous rules in terms of memory usage. It also shows which of the currently
collected logs fall under this rule’s actions.

Rule Summary - Excessive logon failures [ Rule Update History x

Rule Details ~ Prerequisites () Mitigation () Execution Details

Execution Mode : Continuous " 0 Configured Tunings
Diagnostics - Total Memory Utilized 0 Bytes Preview Rule
Action Name Memory Utilization (%) Hits 3
Failed logon 0 Bytes(0.00%) 0

@ The memory usage and event count displayed here represent data currently held in SIEM's active memory

Image 12: Rule execution details in the manage rules module

Fxeciition Made:
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1. Execution Mode: Displays the Execution Configuration mode set for this rule—Continuous; Schedule every 5
minutes, 10 minutes, 30 minutes, 1 hour; and Custom.

2. Diagnostics: Provides insights into the resource usage and activity generated by the rule. This helps you
verify how the rule performs during execution.

e Action Name: Displays the event/action associated with this particular detection. For example, Successful
logon.

e Memory Utilization: Track total memory used during action execution in near real time.
e Hits: Track the total number of hits for the action in near real time.

3. Execution History: Displays a timeline of the rule’s past executions, including event counts and memory
consumption recorded during each run. This helps you review the rule’s performance over time and
troubleshoot any anomalies.

4. Refer to the understanding rules page to learn more about the differences in the execution mode for
continuous and scheduled modes.
Rule tuning

The Rule Tuning option in helps administrators refine detection rules by optimizing query execution. It analyzes
the way rules are processed and provides actionable insights to improve performance. By applying these
recommendations, you can reduce execution load, improve query speed, and eliminate unnecessary noise.
Below are the enhancements rule tuning can help administrators with:

e Enhances rule performance by reducing unnecessary execution overhead.
e Prevents timeouts and delays during query runs.
e Minimizes false positives by excluding known or repetitive patterns.

¢ Helps scale detection efficiency as log volume grows.

() NOTE

Tuning insights are generated from query response analysis. Applying them may affect result
consistency. Review before applying.

1. Click the icon in the top-right corner of the Rule Summary box to view the rule tuning configurations box.
2. The Rule Tuning panel opens, displaying:

¢ Rule conditions and actions.

e Tuning insights and recommendations.

e A preview of rule execution with graphical output.

Available actions:
1. Tuning insights

e Provides action-based suggestions, such as:
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o Adding grouping fields to reduce the number of query executions.
o Using the Limit operator to control cardinality.
o Excluding specific usernames, devices, or fields to minimize load.
® You can:
o Apply individual tunings.
o Use Apply All Tunings for bulk optimization.
2. Rule preview
e Generates a sample output graph showing query execution trends.
e Displays execution time and data results (e.g., usernames, devices).
¢ Helps validate whether tuning improves efficiency without losing accuracy.
3. Handling query timeouts
¢ |f a scheduled task fails due to query timeout, you can:
o Adjust the query timeout value.
o Apply recommended tunings.
o Configure exceptions manually to filter out known patterns.

Example use case: Brute Force detection

Consider the Brute Force rule, which detects failed and successful Windows logins within a specific timeframe.

e Without tuning, this rule may return large datasets causing execution delays.
e With tuning, you can:

o Add grouping by username/device.

o Limit the number of results analyzed.

o Exclude repeated usernames or devices to reduce execution load.

Result: Faster query response, reduced noise, and more efficient detection of brute-force attempts.
Rule tuning best practices
e Always preview the rule before applying tunings.

¢ Avoid over-filtering, as it may suppress genuine alerts.
¢ Use manual exceptions for repetitive patterns instead of disabling rules.

e Periodically revisit tuning recommendations as log volume and attack patterns evolve.

C. Severity

Displays the severity level set for the rules- Critical, Trouble or Attention.

D. Mitre Att&ck Mapping

Tactic and technique classification aligned with the MITRE ATT&CK framework that are associated with the
rules.

E. Taas
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e

Additional contextual tags, such as threat actor, software, industry verticals that are associated with the rules.

F. Execution Mode & Status

Displays the Execution Configuration mode set for each rule.

G. Alert Profiles
¢ Provides the option to create an alert profile for all the rules listed here.

¢ When you click on the Create Alert Profile option, an alert profile for the corresponding rule is created

instantly and the below pop-up appears.

& The DiagTrackEoP Default Login Username Alert Profile has been created successfully. Click Here to modify.

¢ When you click on the Click Here option provided in the pop-up as shown above, you will be taken to the Edit

Alert Profile module. Read the Alert Profile help page to learn more about editing and assigning alert profiles.

H. Created By

Displays the user (identified by their role in this network) who has created this rule.

I. Rule Type

Displays the rule category- Standard, Anomaly, or Advanced.

J. Installed Time

Displays the time of rule installation from the Rule Library.

K. Last Modified Time

Displays the time of the most recent modification done to the rule.

L. Detections

Click on the View Detections link to view all the detections that were triggered by that particular rule. A periodic
graph of the detections will be shown to you for that particular rule as given below.

Log Receiver A%

FAdd| Q search

Dashboard Reports Compliance Search Security Alerts Settings LogMe Support

G Brute Force (g Exportas v [ = @ Scheduled Reports < Back
Q Period | 2024-04-09 00:00:00 - 2025-08-21 23:59:59 H
A0 Aude
All Detections £y
" =

Count

e Time

M| = @ Incident 1-100f189 > 10v | M
End Time Message Host Type Device Remote Device Username Logon Type Message Host Type Device Remote Device Username
@ @  202508-2012:27:58 - Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 - Windows 192.168.2.2 - administrator
® @  202508-2012:27:57 - Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 Windows 192.168.2.2 - administrator
@ @  202508-2012:27:57 - Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 - Windows 192.168.2.2 - administrator
3

@ @ 2025-08-20 12:27:57 - Windows 192.168.2.2  ELA-WIN2012-1 administrator Windows 192.168.22 - administrator
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B @ 2025-08-20 12:27:57 Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 Windows 192.168.2.2 administrator
# @ 2025-08-20 12:27:56 Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 Windows 192.168.2.2 administrator
B @ 2025-08-20 12:27:56 Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 Windows 192.168.2.2 administrator
% @  2025-08-20 12:27:56 windows 192.168.2.2  ELA-WIN2012-1 administrator 3 Windows 192.168.2.2 administrator
B @ 2025-08-20 12:27:56 Windows 192.168.2.2  ELA-WIN2012-1 administrator 3 Windows 192.168.2.2 administrator

The details displayed in the detection are as follows:

e Detection graph:

Image 13: Rule detection details in the manage rules module

o A visual depiction showing the event count over time that triggered the respective rule for quick anomaly

spotting. Upon clicking the drop-down arrow available beside the graph, you will be shown the different

types of graphs to choose from.

e EventLog Table: Displays details of each detected event that triggered the rule such as End Time, Event
IDs, Log Source, Time, User Name, Domain, Message, etc. Clicking on the icon on the top-right corner of
the data table allows you to select/deselect and Add what fields you wish to view separated by columns. You
can choose fields from the many options provided.

/Add More Fields X

Q Selected Fields:

~ Action 1: Failed logon Action 1

| Message i Message

/| Host Type it Host Type

| Device i Device

/| Remote Device it Remote Device

| Username it Username

/| Logon Type i Logon Type

| Message it Message

| Host Type i Host Type

V| Device i Device

+/ Remote Device i Remote Device

/| Username i Username

Additional Fields Action 2

DisplayName i Message
Time i Host Type
Source Port Number it Device
Event ID % Remote Device
Severity i Username
Audit Type % Logon Type
Type i Message
Source i Host Type
Domain # Device
Security Id i Remote Device
Logontd i Username

Note - Fields added here will be mapped to the action and will appear in all rules that
use this action.

Selected - 22

o

Image 14: Rule detection details columns in the manage rules module

Available actions in the detections module:
e Clicking on the button allows you to choose a format to export the said data eitherina PDF formatora CSV
file.

e Clicking on the Report export history icon E& allows you to view the complete history of the past data exports
that have taken place for that particular report.
Export As v [®
Report Export History X

[F1 Ton lisers hv Detertinns
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i

Export request is being queued

4 Technician Details Report

Export request is being queued

Technician Details Report

Export request is being queued

Top 5 Users by Detections
e ——t

Completed entries 302 / 506 02.13 Mins Remaining

Show last 50 Clear All

e You can also customize the time range for the detection by clicking on
| ]
Last 30 days

You can:

e Select the start date and end date for your desired time range.
e Click on any of the predefined time ranges available that suits your requirements.

e Click on Custom range and then proceed to enter a number in the box provided below that will represent the
past number of days worth of data you wish to view.

e Click on Apply.

Scheduled Reports

() NOTE

You can access the detection reports from the Manage Rules module directly. Read Scheduled
Detection Reports to learn more.

1. Click on the Scheduled Reports option as highlighted below.

Home Reports Compliance Search Security Alerts Cloud Protection Settings LogMe Support
aarule E ExportAs v [ @ Scheduled Reports < Back
Period  Last 30 days E
All Detection

Chart  summary

40k

v
30k
3 20k
S
10k
0
o & & & T TR T S
SRS IR IR RSN BRI I AR
&S N PR N I INIRN
§ D R U S L R T R R R e
-e- history_end_time
::: & Incident 1-100f48342 > 10 M
End Time Event IDs Log Source Time User Name Domain Message
2025-07-28 10:17:00 4726 dev-agent 2025-07-28 10:17:00 administrator elanew2014 aa rule has been triggered
2025-07-28 10:17:00 4720 dev-agent 2025-07-28 10:17:00 administrator elanew2014 aa rule has been triggered
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2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2. The available schedules for those rule reports (if any) will be shown on the screen.

4726

4720

4726

4720

4726

4720

4726

4720

dev-agent
dev-agent
dev-agent
dev-agent
dev-agent
dev-agent
dev-agent

dev-agent

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

2025-07-28 10:17:00

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

elanew2014

elanew2014

elanew2014

elanew2014

elanew2014

elanew2014

elanew2014

elanew2014

aa rule has been triggered
aa rule has been triggered
aa rule has been triggered
aa rule has been triggered
aa rule has been triggered
aa rule has been triggered
aa rule has been triggered

aa rule has been triggered

Image 15: Rule scheduled reports in the manage rules module

3. You can create a schedule for a particular rule by following the steps below:

e Click on Create Schedule as highlighted below.

e Upon clicking, the pop-up will display the fields to Create Schedule.

Available Schedule

@ No Schedule Configured.

Image 16: Create scheduled reports in the manage rules module

Create Schedule

Schedule Details

* Schedule Name

Schedule Frequency

Export Time Range

Report Format

Notification

Select template

Once v

at 2025-07-28 18:18:27

Maximum of recent 5 export histories will be maintained

Previous Hour

PDF

W

Scheduled Reports - Default Notific... v

KT o

< Back
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e Fill the necessary fields:
o Schedule Details
o Schedule Name: Assign a unique name to the schedule.
o Schedule Frequency: Define how often the schedule should run (hourly, daily, weekly, or monthly).

o Export Time Range: Specify the time range of data to include (e.g., last 24 hours, last 7 days, or
custom).

o Report Format: Choose the preferred format for the exported report (PDF, CSV, XLS).
o Notification
o Select Template: Pick a predefined report template or customize one.
e After configuring the schedule, click on Save. Upon successful completion, the schedule is updated in the

pop-up box, along with a confirmation message.

Schedule added successfully

® You can also edit the schedule by clicking on the edit # icon in the pop-up box. The same fields appear for
editing.

e Editand click on Update. Upon successful completion, the schedule is updated in the pop-up box, along

with a confirmation message.

Schedule updated successfully

Read also
This document explained how to navigate the Manage Rules page, perform key actions on rules, view detailed
rule summaries, tune performance, and generate detection reports for deeper analysis.

® Rule management overview

Understanding rules

Creating custom rules

e Query grammar

Scheduled detection reports
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4.1.2.5. Query grammar

B9 Last updated on: September 12, 2025
In this page

Overview

Basic Criteria

Datatypes

Numerical relational operators
String relational operators
Logical Operators
Example

Query Syntax

Advanced operator
isMalicious function
isVulnerable function
misConfiguredF or function
Query components
Aggregation Function
Sort Operator
Timewindow Operator
Groupby Operator
Distinct Operator

Having Operator
First/Last Operator

With Operator

Order of Statements
Lookup criteria
Correlation criteria
Arithmetic operator
Correlation multi-action
Link statement

Sequence statement

Def and Filter statement
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Select statement
Use case specific examples

Detection rule limitation

Overview

Query Grammar is the language you can use while building the Query Syntax that the ML (Machine Learning) model

understands and helps you build rule criteria and rule parameters during advanced rule creation.

This page contains the complete query grammar reference, including basic criteria, supported datatypes, relational

and logical operators, advanced functions, aggregation constructs, correlation statements, and practical detection

examples.

Basic Criteria

1. Datatypes

2. Numerical relational operators
3. String relational operators

4. Logical Operators

5. Example

1. Data types

Type name Description Examples
"surname"
. , "198.51.100.255"
String A string value
"Number of
bytes"
) 23-32
Int Aninteger value
4000000244553
Float A floating-point number. 3.14 -1.2e5
A time interval represented by one or two digits followed by's'
. 2s,45m, 4h, 2d,
Timespan for seconds, m'for minute. 'h' for hour, 'd' for days, 'w' for week,
3w, 2M, 4q, 1y
'M'for month, 'qg'for quarter, 'y'for year.
A data size represented in 'B' for bytes, "KB' for kilobytes, 'MB'
. 2B, 3KB, 3 MB,
Memaorv far manahvtae 'GR' far ninahwvtac 'TR!' far tarahvtace 'PR! far
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i N A T 34GB, 9TB, 9PB
Type name Paisbilston Examples
. "2000-08-30"
. A date-time format represented by "YYYY-MM-DD", "YYYY-
Date-time "2000-08-30
MM-DD HH-MM-SS"
15:45:06"
"10.13.29.70"
P An IP value
"127.0.0.1/16"
2. Numerical relational operators
Operators Description Supported data types Examples
source_|IP >
> Greater than Int, Float, Memory, IP -
10.53.12.0
source_ip <
>= Greater than or Equal to Int, Float, Memory, IP
10.53.12.0
source_|IP <
< Less than Int, Float, Memory, IP -
10.53.12.0
source_|IP <=
<= Less than or Equal to Int, Float, Memory, IP -
10.53.12.0
String, Int, Float,
= Equal to EventlD=4624
Memory, IP
String, Int, Float,
1= Not Equal to EventID!=4624
Memory, IP
. i EventID in
in/IN Equals to one of the elements String, Int, Float, IP
(4624,4625)
. Not equals to any of the . EventID notin
notin/NOTIN String, Int, Float, IP
elements (4624,4625)
Field isn't an empty string, and it
isExist ) Pty 9 For all fields For all fields
isn't null.
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Operators Biesdiptiorempty string, and itis Supported data types Examples )
isNotExist " For all fields isNotExist(source_ip)
1T .
3. String relational operators
Operators Description Examples
= Equal to username = "name"
1= Not Equal to username !="name"

contains/CONTAINS

Returns true if the field has a set of data

eventname contains
"success"

notcontains/NOTCONTAINS

Returns true if the field hasn't set of data

eventname notcontains
"success"

startswith/ STARTSWITH

Returns true if the field value starts with
data

username startswith "Ja"

endswith/ ENDSWITH

Returns true if the field value ends with
data

username endswith
"kKumar"

notstartswith/ NOTSTARTSWITH

Returns true if the field value does not start
with data

username notstartswith
IlJaIl

notendswith/ NOTENDSWITH

Returns true if the field value does not end
with data

username notendswith
"kumar"

matches/MATCHES

Returns true if the field value matches the
regex

username matches

*1

"pree

notmatches/NOTMATCHES

Returns true if the field value does not
match the regex

username notmatches
Ilpree*ll

Equal to

username = "name"

4. Logical Operators
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Operators Description Examples
Operators Description Examples
) - username = "preethi" and
AND/and Returns true only if both condition are true )
eventid=4624
OR/or Returns true if either of the condition is true, eventid = "4688" or eventid
regardless of the other condition. ="592"
Example

Basic Criteria for Repeated failed SUDO commands:logtype="unix" and iename = "sudo command execution

failed"

Basic Criteria for Excessive password change failure:common_report_name = "user account password changes"
and severity = "failure" or iename = "password update failure"

Basic Criteria for Ryuk Wake on LAN Command:logtype in ("Windows", "Fortinet", "Sonic wall") and (eventid =
"4688" or eventid = "592" ) and ( commandline contains "8 lan" or commandline contains "9 rep" )

Basic criteria for window failed logon:logtype = "Windows" and actionname = "Failed logon"

Basic criteria for success logon:actionname = "Success logon"

() NOTE:
¢ |ogtype will contain values such as *(include all logtype), Windows, Unix, Cisco, etc.

e Using actionname operator, we can use predefined actions in the query.

Query Syntax

The query language supports different operators and clauses. Below is the complete syntax reference.

1

. Base syntax:

action_name:

logtype = (* | windows | syslog | ...) [ logical_operator basic_criteria ... ] with [ aggregate_func(fieldname), ... ]

Example: eventid = 4624

2. Sorting:

| sort fieldname (asc | desc)

3. Histogram:

| histo fieldname range(initial, initial to end) sort [ aggregateField | count ] (asc | desc)

4. Time window:
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| timewindow value unit sort [ aggregateField | count ] (asc | desc) limit value having count operator value

5. Grouping:

| groupby fieldname with [ aggregate_func(fieldname), ... ] sort [ aggregateExpr | count ] (asc | desc) limit nums having
[ aggregateExpr | count ] comparison_operator nums

() NOTE:
e Operators inside the brackets (groupby, histo, etc.) may appear in any order.
® The timeslice operator can occur only once.

e The groupby and histo operators can occur up to three times in any order.

6. Distinct:

| distinct fieldname sort (asc | desc) limit [1-200] having count operator value

7. Post-processing:

| having aggregateE xpr operator value [ logical_operator (aggregateExpr operator value) ]
| isanomalous(field, model, field)

8. First and last:

| first [1-10] fieldname [, fieldname ...]

| last [1-10] fieldname [, fieldname ...]

9. Lookup:

| lookup <event-field> in <lookup-table.lookup-field> set <event-destfield> AS <lookup-table.lookup-destfield>

10. Definitions:

def: variable_name = <expression>

Supported types: int, string, float, time, boolean

11. Filtering:

filter: <condition>

This removes results that do not match the condition.

12. Event sequence:

follow: actionname1 followedby | notfollowedby actionname2 within [1-60] (millisecond | second | minute | hour | day)
Example: correlation-based detection of one event followed by another within 10 minutes.

13. Selection:

select action_name.field, action_name fields, def name
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Advanced operator
1. isMalicious function
2. isVulnerable function

3. misConfiguredFor function

1. Is Malicious

e The 'isMalicious' condition is available only for IP address fields. It checks if the detected IP address is presentin
the predefined list of malicious IP addresses stored in the internal database.

e This function returns true or false.

Syntax: isMalicious(fieldname)
Example: External Remote Services
Failed Logon From Public IP:

logtype = "*" and eventid = 4625 and isExists(remoteip) and isMalicious(remoteip)

2. Is Vulnerable

¢ Available only after integration with Endpoint Central and can be used with device fields. Checks if a device is
tagged as wulnerable in Endpoint Central and identifies devices vulnerable to specific attacks (e.g., CVE-2023-
38831).

e This function returns true or false.

() NOTE:

This operator is available only for EventLog Analyzer's continuous execution mode.

Syntax:

isVulnerable(fieldname)

isVulnerable(fieldname , matchvalue)

Examples:

A. Microsoft Outlook Vulnerability E xploitation

Outlook connecting to webDAV or SMB Share:

logtype = "windows" and eventid = 4656 and objectname contains "REGISTRY\MACHINE\SYSTEM" or
objectname contains "Services" or objectname contains
"WebClient\NetworkProvider,LanmanWorkstation\NetworkProvider" and accesslist contains "ReadData (or
ListDirectory)" and isVulnerable(Device Name, "CVE-2023-23397")

| groupby processname

Suspicious webD AV client execution via Rundll.exe:

logtype = "sysmon" and iename = "Sysmon Process Creation" and parentprocessname contains "svchost.exe" and
parentprocesscommandline contains "-s WebClient" and processname contains "rundll.exe" and processname =
Outlook connecting to webDAV or SMB Share.processname
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B.AWS Failed logon
Error events:

logtype = "aws cloudtrail" and isVulnerable(errorcode)

3. MisconfiguredFor

Available only after integration with Endpoint Central and can be used with device fields. Detects devices with
misconfigurations identified by Endpoint Central (e.g., Windows Credential Guard disabled).

() NOTE:

This operator is available only for EventLog Analyzer's continuous execution mode.

Syntax;

misConfiguredF or(fieldname , match_value)

Examples:

A. Built-in guest account privilege escalation

Successful Network Guest Logon:

logtype = "windows" and eventid = 4624 and username contains "Guest" and logontype = 3 and
MisconfiguredFor(Devicename, "Built-in guest account is not disabled or properly restricted")

| groupby logonid

B. Privileged Operation Attempt:

logtype = "windows" and eventid = 4672 and logonid = Successful Network Guest Logon.logonid and
MisconfiguredF or(Devicename, "Built-in guest account is not disabled or properly restricted")

C. User Account Local Group Membership change Attempt:

logtype = "windows" and eventid = 4732 and groupname contains "Administrators" and logonid = Successful
Network Guest Logon.logonid and MisconfiguredF or(Devicename, "Built-in guest account is not disabled or properly
restricted")

Query components

Aggregation Function
e Sort Operator

e Timewindow Operator
e Groupby Operator

e Distinct Operator

e Having Operator

e First/Last Operator

e With Operator

e QOrder of Statements
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1. Aggregation Function

Function

Description

Syntax

Example

Output

SUM

¢ Returns the sum of
the selected values
in the field.

e Returns a single

numerical value.

sum(field) or
SUM(field)

sum(bytes_in)

3.27mb
(3,432,605)

AVG

e Returns the
average of the
values in the field.

e Returns a single

numerical value.

avg(field) or
AV G(field)

avg(_zl timestamp)

1.36kb
(1,393.156)

MAX

e Returns the
maximum value in
the field.

e Returns a single

numerical value.

max(field) or
MAX(field)

max(received_bytes i)

107.61kb
(110,196)

MIN

e Returns the
minimum value in
the field.

¢ Returns a single

numerical value.

min(field) or
MIN(field)

min(received_bytes_i)

107.61kb
(110,196)

STDEV

e Returns the
standard deviation
of the given field.

¢ Returns a single

numerical value.

stdev(field) or
STDEV (field)

stdev(_2_timestamp)

2.46kb
(2,521.297)

¢ Returns the
number of log
messages that
match the query.

a ALtk Gaidla?

Visit our website

Try live demo

Contact us

372


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

Edeien

hd VVITUT VWIluT

Despéirdion — returns

SR

Ra@RPK Nt > 100

fAidrdise

anumber:

¢ With “having”
operator — returns
a boolean
(trueffalse).

DCOUNT

Returns the count of
distinct values. With
“with” operator —
returns a number.
With “having”
operator — returns a
boolean (true/false).

dcount(field) or
DCOUNT(field)

having
dcount(_zl_host) > 2

true/false

. Sort Operator

Sorts all results by specified fields.

By default results are sorted by count descending.

After "sort", only non-aggregate fields are allowed.

Syntax: sort fieldname1 (asc/desc) [, fieldname2 (asc/desc) ...]

Example:

o logtype="windows" and eventid = 4625 | sort username asc, hosttype desc

. Timewindow Operator

Groups logs into specified slices of time.

After "sort", only aggregate fields are allowed.

Max limit value for group by keyword is 1000.

Possible timewindow units: y (year), M (month), w (week), d (day), h (hour), m (minute), s (second).

Syntax: timewindow value unit sort [aggregateField, count] (asc/desc) limit value having count operator value

Examples:

o logtype="windows" | timewindow 5m

o logtype="windows" | timewindow 5m sort count desc

o logtype="windows" | timewindow 1h sort sum(bytes_in) as totalBytes asc

o logtype="windows" | timewindow 1h sort timewindow desc

o logtype="windows" | timewindow 5m limit 5

o logtype="unix" and eventid = 4625 | timewindow 10m limit 10 having count > 100

[P

L L T
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© 10glype="winaows" | imewinaow 1um | groupby username

. Groupby Operator

Used to get unique values of a field.

When multiple groupby fields are given, the first is primary and second is secondary.
After "sort", only aggregate fields are allowed.

Maximum limit for groupby is 1000.

Syntax: groupby fieldname1 with aggregateField sort [aggregateField, count] [asc/desc] limit [1-1000] having
aggregateExpr operator value

Examples:
o logtype="unix" | groupby username sort sum(sent_bytes_i) as total desc
o logtype="unix" | groupby username sort sum(sent_bytes_i) as total desc limit 10 | groupby hostname

o logtype="unix" | groupby username sort sum(sent_bytes_i) as total desc limit 10 | groupby hostname with
sum(sent_bytes i) as total

o logtype="windows" and eventid = 4625 | groupby username having count > 100

o logtype="windows" and eventid = 4625 | groupby username having avg(sent_bytes) as average > 10 MB

o logtype="windows" | groupby username limit 20 | groupby hosttype having avg(sent_bytes_i) as average >
10MB | groupby hostname having sum(received_bytes i) as total < 500 MB

. Distinct Operator

Fetches a table with only distinct values.

Only one distinct field is allowed.

Distinct field can only be sorted by count.

Max limit for distinct = 200.

Syntax: distinct fieldname sort (asc | desc) limit [1-200] having count operator value

Examples:

o logtype="windows" | distinct zuid

o logtype="windows" | distinct zuid sort asc

o logtype="windows" | distinct zuid limit 150

o logtype="windows" | distinct location having count > 5

. Having Operator

Post-result operator. Used for outer aggregation conditions.

Syntax: having aggregateE xpr operator value [ logical operator (aggregateExpr operator value) ]
Examples:

o logtype="unix" and eventname contains "logon" | having count > 120
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o |oglype="windows" and eventid = 4625 | having avg(sent_bytes) as average > 1U MB

7. First/Last Operator
e First operator returns the earliest logs, last operator returns the most recent logs.
e Either first or last can be used.
e Limit can be used with first/last.
e Maximum limit = 10.
e Syntax: first/last [1-10] fieldname1 (, fieldname2, ...)
e Examples:
o logtype="windows" | groupby status | first 2 request_uri,remote_ip

o logtype="windows" | groupby status | last 2 request_uri,remote_ip

8. With Operator
e Aggregate expression can be used in basic criteria and group operators.
e Syntax: with aggregateExpr (, aggregateExpr ...)

e Examples:

o logtype="windows" and with sum(sent_bytes) as bytesSum, avg(received_bytes) as average | groupby srcip

o logtype="windows" and | groupby srcip with sum(sent_bytes) as bytesSum, avg(received_bytes) as average

9. Order of Statements

| basic_criteria with field.aggregate_func [, field.aggregate_func, ...]

| sort field (asc/desc)

[ | histo fieldname range(initial, initial to end) sort [aggregateField, count] [asc/desc]
| timewindow value limit value

| groupby field sort aggregate(field) (asc/desc) limit number ]

| distinct field

| first/last [1-10] fieldname

| having (groupby _field.field / timewindow.count operator /

groupby _field.distinct field.aggregate/aggregate func.field) operator value
NOTE:

e Operators inside brackets may occur in any order.

¢ Timewindow can occur only once.

e Groupby and histo can occur up to three times in any order.

Lookup criteria

Lookup query

The lookup operator lets you fetch extra information from a lookup table.
It matches event field names and values with lookup table field names.
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e [f"set" is not used — it works like lookupcontains (checks if a key exists). It returns True/False.

e |f"set"is used — it fetches values from the lookup table and stores them in fields you choose.

Syntax:

lookup event-field in lookup-table.lookup-field [ and/or more conditions ] (set lookup-table.lookup-destfield as
newfield)

Examples:

¢ |ogtype = windows and eventid = 4625 — lookup username in user_details.user

¢ |ogtype = windows and eventid = 4625 — lookup username in user_details.user set user_details.ip_address as ip,

user_details.port as port

¢ logtype = windows and eventid = 4625 — lookup username in user_details.user and device in

user_details.hostname set user_details.ip_address as ip, user_details.port as port

Correlation criteria

1. Arithmetic operator

2. Correlation multi-action
3. Link statement

4. Sequence statement

5. Defand Filter statement

6. Select statement

1. Arithmetic operator

Operator Description Example

+ Add timestamp + 3600000ms > 4800000

- Subtract timestamp - 3600000ms > 2400000

* Multiply ratio = (failure_event.count / access.count)

/ Divide ratio = (failure_event.count / access.count) * 100

2. Correlation (Multi-Action)
e You can define multiple actions (e1, e2, etc.) with conditions.

e Eachaction must have basic criteria. Aggregate functions and lookups are optional.
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Syntax: actionname : basic_criteria | aggregate criteria | lookup_criteria | correlation_criteria
Examples:

o e1:logtype = cisco and common_report_name in (unix user added, firewall user added, user account created,
computer account created)

o e2:logtype = cisco and common_report_name in (computer account deleted, user account deleted, unix user
deleted, firewall user deleted) and hosttype = e1.hosttype and targetuser = e1.targetuser and _zl_timestamp
between e1._z_timestamp and (e1._z timestamp + 3600000ms)

. Link statement

The link statement compares whether one action’s field matches or does not match another action’s field.

You can combine it with other conditions using AND / OR/NOT.

Syntax: fieldname (operator) actionname.fieldname [ and/or more comparisons ]

Examples:

o Brute force login
o e1:logtype = windows and event_name = failed windows login | groupby username | groupby devicename

o e2:logtype = windows and event_name = successful windows login and username = e1.username and
devicename = e1.devicename

o Sequence: e1 followedby e2 within 10m
o Select e1.username, e2.devicename
o Anomalous user account change

o e1:logtype = windows and common_report_name in (unix user added, firewall user added, user account
created, computer account created)

o e2:logtype = windows and common_report_name in (computer account deleted, user account deleted, unix
user deleted, firewall user deleted) and hosttype = e1.hosttype and targetuser = e1.targetuser and time >=
el.time

o Select e1.hosttype, e1.targetuser

. Sequence statement
Defines whether one action follows or does not follow another within a specific time.
You must always specify the time frame.

Syntax: sequence : action1 (followedby / notfollowedby) action2 within time [ and action2 followedby/notfollowedby
action3 ... ]

Examples:

o File Access Without Authorization
o e1:logtype = windows and eventid = 4663 (object access attempt)
o e2:logtype = windows and eventid = 4656 (handle requested)

o Sequence: e1 notfollowedby e2 within 5m
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o

Select e1.username, e1.devicename

o Brute Force Login

o

o

e1: logtype = windows and event_name = failed windows login | groupby username | groupby devicename

e2: logtype = windows and event_name = successful windows login and username = e1.username and

devicename = e1.devicename
Sequence: e1 followedby e2 within 10m

Select e1.username, e2.devicename

o Ragnar Locker ransomware detection

o

o

e1: logtype = windows and processid = 4688 and processname = msiexec.exe

e2: logtype = windows and eventid = 4654 and objectname contains Program Files(X86) and endswith
VirtualAppliances\va.exe and devicename = e1.devicename

e3: logtype = windows and processid = 4688 and processname = e2.objectname and devicename =

e1.devicename

Sequence: e1 followedby e2 within 30m followedby e3 within 2m

o Suspicious SQL Backup Activity

o

e1: logtype = windows and eventid = 4625 | distinct devicename

e2: logtype = windows and eventid = 4624 and devicename = e1.devicename and username = e1.username
e3: logtype = mssql and actionid = Igis

e4: logtype = * and action = ba

Sequence: e1 followedby e2 within 10m and e3 followedby e4 within 5m

5. Def and Filter statement

Def statement

e The def statement calculates an expression and puts the resulting value into a search resullts field.

e ltis used to create a new field in your search results, and the values in that new field are the result of an expression.

¢ |n a def statement, you can only get the overall count, average, or sum, such as action count or action-based field

aggregation like 'e1.count or 'e1.sent_bytes.sum'.

e Syntax: def: variable_name = actionname. (count/ field.aggregate_function) operator actionname. (count |

field.aggregate_function / value)

Filter statement

¢ The filter operator keeps only the records that match the filter criteria.

e The def statement field constraints will apply to the filter statement.

e Syntax: filter: (def_variable_name / actionname. (count/ field.aggregate_function)) operator value

Example: Ratio of two events:
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e access: logtype="windows" and

e failure_event: logtype="windows" and and

e def: ratio = count(failure_event) / count(access)
e def: percent =ratio * 100

e filter: percent > 50

e Select ratio, count(failure_event), count(access)

6. Select statement
e Selectis used to display fields or aggregates you want to see in results.
e Syntax: select fields, aggregates
e Examples:
o Excessive logon failures

o e1:logtype = windows and common_report_name in (router logon failed, unix logon failed, firewall logon
failed, logon failed, vpn logout, firewall logoff, failed cloud logon) | groupby username

o Selectel. zl timestamp, e1.hostname
o Anomalous user account change

o e1:logtype = windows and common_report_name in (unix user added, firewall user added, user account

created, computer account created)

o e2:logtype =* and common_report_name in (computer account deleted, user account deleted, unix user
deleted, firewall user deleted) and hosttype = e1.hosttype and targetuser = e1.targetuser and _zl_timestamp

between e1._z timestamp and (e1._z timestamp + 3600000ms)
o Selectel1._Z timestamp, e1.log_uuid, e2._z timestamp, e2.log_uuid
o Excessive VPN logon failure
o failed_logon: logtype = * and eventtype = vpn_logon_failure | distinct username having count > 5
o Select failed_logon.username, count(failed_logon)
o Suspicious file access

o file_access: logtype = windows and eventid = 4663 | groupby username | groupby objectname having count >
3

o

file_modified: logtype = windows and eventid = 4663 and type = modify and username =

file_access.username and objectname = file_access.objectname

o Sequence: file_access followedby file_modified within 5m

o

Select file_access.username, file_modified.objectname, count(file_access.objectname)

Use case specific examples

Below are practical examples of how query grammar can be applied to detect common security scenarios. Each
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example shows the query logic, supported operators, and output fields.

1. Successful Logon

Description: Detects successful logon events in Windows.
Query:

logtype = "Windows"

and eventid = 4624

and message contains "successful logon"

2. Excessive Failed Login attempts

Description: Flags usernames or devices with excessive failed login attempts.
Query:

logtype in ("windows", "unix")

and eventid = 4625

| groupby username

| groupby devicename having count > 10

3. Brute Force Login detection

Description: Detects brute-force attempts where multiple failed logins are followed by a successful login for the same

user on the same device within a short time window.
Query:

Step 1 — Failed Logins (e1):

el:

logtype = "windows"

and event_name = "Failed Windows Login"

| groupby username

| groupby devicename

Step 2 — Successful Login (e2):

ez:

logtype = "windows"

and event_name = "Successful Windows Login"
and username = e1.username

and devicename = e1.devicename

Sequence Logic:

e1 followedby e2 within 10m

Final output;

select e1.username, e2.devicename

4. Port Scanning attack

Description: Identifies devices or IPs scanning multiple ports within a short period.

Query:

el:

logtype in ("unix", "windows", "sysmon")
and event_name = "allowed connection"

| groupby remoteip
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| groupby host
| groupby port having count > 100
select e1.host, count(e1.host)

5. Data EXxfiltration detection

Description: Detects unusually high outbound data transfer volumes.

Query:

netlog:

logtype = "unix"

and event_name = "allowed connection"

| groupby srcip

| groupby destip having sum(sentbytes) > 100MB
select netlog.srcip, netlog.destip, sum(netlog.sentbytes)

6. Ratio of Failed vs. Successful events

Description: Calculates the percentage of failed access events compared to total access events.

Query:

Step 1 — Total Access events:
access:

logtype ="*"

and type = "access"

Step 2 — Failed Access events:
failure_event:

logtype =
and type = "access"

nkn

and status = "failure"

Define ratio:

def: ratio = (failure_event.count / access.count) * 100
Filter high failure rate:

filter: ratio > 50

Final output:

select ratio, access.count, failure_event.count

Detection rule limitation

Detection rule limitations specify the functional constraints and operator support across ELA and L3C correlation

modes.

The below table details differences in supported operators, thresholds, aggregations, and query constructs between

scheduled and continuous detection rules.

EventLog EventLog Log360 Log360
o Analyzer Analyzer Cloud Cloud
Feature Description _ .
scheduled continuous scheduled continuous
correlation correlation correlation correlation
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\ ol Basic comparisons (>, <, =, EventLog E;I/entLog Log360 Log360
umerica range range
I=, >=, <= in, not in, exists, RAig0es: Analyzer Eigaae KiRdslerators
Fegaioisal Description not gperators not .
not exists, between, not scheduled continuous scheduled sappovREs
t
operator between) ggpn%?aq%dn ggpn%?aqﬁ)dn gg?n%?a@%dn correlation
. Matches Matches
. Text-based comparisons
String ) . and Not All and Not
) (contains, not contains, starts All operators
relational ) i matches operators matches
with, ends with, matches, not supported
operator not supported not
matches)
supported supported
Logical . B All All All All
Logical conditions (and, or)
operator supported supported supported supported
Security checks (isMalicious, Onl Onl
Advanced . y ( . y. } All None ) y. )
isVulnerable, isMalicious isMalicious
operator . supported supported
misconfiguredFor) supported supported
. ) ) Upto3
Multiple + Multiple Multiple + L
. ) . ) o criteria
Link to Links actions in the criteria nested supported; nested
. o o supported;
statement builder criteria nested not criteria
nested not
supported supported supported
supported
o Default limit
Threshold o L Max limit L
o Threshold count limit No limit No limit 10 (can be
limits 999 .
increased)
IN operator Max number of terms inside
o 25 25 25 25
value limit IN
A tes ( Only count on i
i regates (sum, avg, max, nly coun
Aggregation 99 g ) d All and All y o
) min, stdev, percentile, count, o and distinct
functions o supported distinct supported
distinct) supported
supported
WITH Use of aggregate functions in Upto 10 Not Upto 10 Not
operator basic criteria terms supported terms supported
Supported Supported
Sort PP Not PP Not
i Sort results by fields (max5 L (max5 L
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operator |d SUppOrtea |d SUpportea
E%eﬁl)Log EventLog '%93250 Log360
. Analyzer Analyzer Cloud Cloud
Feature Description . .
scheduled ’cilon;t_mq?us scheduled Ofthious
olim
correlation corrlelaltion correlation houelation
- - Upto7 (time Upto1
Fime-window - - (extendable);
Sets time-based threshold days; max window day; max ) ]
operator time window
200 not 200
rted) not
suppo
PP supported
Histo . ] . Not Not Not Not
Histogram functionality
operator supported supported supported supported
Max 3
GroupBy o Max 3 o .
Group fields in criteria No limit fields (with Max 3 fields
operator fields o
restrictions)
Only 1 Only 1 Only 1
- - . - - - Only 1
Distinct Distinct countin distinct distinct distinct o
distinct field
operator threshold/query field (no field (no field (no o
o o o (no sort/limit)
sort/limit) sort/limit) sort/limit)
Either (max
2 groupb
Max Max 3 Multiple 9 . p. y Max 3
o ) + 1 distinct)
GroupBy + Limit on combined use groupby + groupby + ( 3 groupby + 1
or (max
Distinct 1 distinct 1 distinct distinct
groupby +
0 distinct)
First/Last
Max 10 Not Max 10 Not
operator Returns first or last record
fields supported fields supported
fields
isAnomalous .
UEBA anomaly detection - - - -
operator
Arithmetic Not Not
Arithmetic in queries Supported Supported
operator supported supported
Maximum
o Number of actions allowed Upto 10 Up to 10 Upto3 Upto 3
action limit
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Sequence Ordered event checks %

) Hoditlog | ERRy | Lood6Puay | LpHSPhour
statement (followed by / not followed by) ﬂ?ﬁﬁyzer ﬂ?ﬁyzer Cloud Cloud
Feature Description . .

sehedtied contntous seheduied contntous
Def correlation %{elation correlation Rﬂﬂelation
Create new calculated fields Max 10 Max 10
statement supported supported
Filter Keep records matching Not Not
o Max 10 Max 10
statement condition supported supported
Select Choose fields (alias in
Max 20 Max 20 Max 20 Max 20
statement scheduled rules only)
Maximum characters per
Query length 10000 10000 10000 10000
query
Anomaly Cannot combine anomaly
actionin with
advanced threshold/groupby/distinct/link
rule criteria
Read also

This document explained how query grammar supports advanced rule creation, from defining criteria with operators

and functions to applying correlation logic and building practical detection use cases.

e Rule management overview

Understanding rules

Creating custom rules

Managing rules

Scheduled detection reports
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4.1.2.6. Scheduled detection reports

B9 Last updated on: September 12, 2025
In this page

Overview

Scheduled detection reports

Overview

The Scheduled Detection Reports feature in the Manage Rules module provides a way to generate and export
periodic reports for rule-based detections. Administrators can create new schedules, define frequency, select
rules, configure export formats, and set notifications. These reports provide detailed visibility into detections over
a specified time range, helping with trend analysis, compliance requirements, and continuous monitoring.

Scheduled detection reports (via the Manage Rules module)

Provides logs detected for a particular rule over a specified period of time.
1. You can access these reports by clicking on the Scheduled Detection Reports option in the Manage Rules
module as highlighted below.

Manage Rules @ scheduled Detection Reports < Back
T I i Jb for creating, editing g, disal nd monitoring d thiits alerts. 1t i : ment with seai ¢

X v @ @ Manage v 1-1000f188 > » 100~ %
W Actions Rule Name + Severity a Mitre Att&ck Mapping Execution Mode & Status a  Alert Profiles + )
[ rule3 New & Critical - - Continuous + Create New
D 4 Critical - - Continuous +
B s rulel New Critical - - Continuous 1
[ Suspicious parent spawning wsmprovhost  Critical Execution (TA0002) : Windows Management Ins... Threat Actor : APT29  +329 Continuous + Create New
New
[ Wsmprovhost LOLBAS Execution Process S Critical Defense Evasion (TAG00S) : Masquerading (T10..  +4 Threat Actor : admin@338  +459 Continuous + Create New
pawn New
[l Suspicious parent spawning wmiprvse Critical Execution (TAO002) : Windows Management Ins... Threat Actor : APT29  +329 Continuous + Create New
New
) D s WLAN Credential Leak  New Critical Credential Access (TA0006) : Credentials from .. Threat Actor : APT33  +124 Continuous + Create New
[y Windows Masquerading Explorer As Child P~ Critical Defense Evasion (TAG00S) : Masquerading (T10..  +1 Threat Actor : admin@338  +459 Continuous + Create New
rocess  New
D/ Critical - Threat Actor : Chimera ~ +58 Continuous +
[ WinPeas Detection  New Critical Privilege Escalation (TA0004) : Exploitation for P...  +3 Threat Actor : Agrius  +416 Continuous + Create New
[ Suspicious parent spawning winlogon Critical Privilege Escalation (TA0004) : Access Token Ma...  +4 Threat Actor : Agrius  +188 Continuous + Create New
New
[l Suspicious parent spawning wininit New  Critical Persistence (TA003) : Create or Modify System...  +1 - Continuous + Create New
[y Windows backup repeated failures New Critical Impact (TA0040) : Inhibit System Recovery (T1... Threat Actor : Sandworm Team  +47 Continuous + Create New
D 4 Critical Defense Evasion (TA000S) : System Binary Prox...  +1 Threat Actor : APT19  +251 Continuous +
[l VulnRecon Detection  New Critical Defense Evasion (TA000S) : Masquerading (T10..  +3 Threat Actor : admin@338  +415 Continuous + Create New
[ Volume Shadow Copy deleted using VSSA  Critical Impact (TA0040) : Inhibit System Recovery (TL... Threat Actor : Sandworm Team  +47 Continuous + Create New
DMIN or wmic  New
[ Suspicious parent spawning userinit New  Critical Defense Evasion (TA00DS) : Process Injection (T.. Threat Actor : APT32  +153 Continuous + Create New
[l Unexpected shutdowns  New Critical Impact (TA0040) : System Shutdown/Reboot (T. Threat Actor : APT37  +57 Continuous + Create New
B 7 Unauthorized Stream Exploit  New. Critical Defense Evasion (TA000S) : Masquerading (T10... Threat Actor : Agrius ~ +177 Continuous + Create New
[l Unauthorized Stream Data Transfer New  Critical Exfiltration (TA0010) : Exiltration Over Alternati.. Threat Actor : Play  +19 Continuous + Create New
[Lawe Use of Bitsadmin for Download  New Critical - Threat Actor : APT39  +83 Continuous + Create New
[l Suspicious parent spawning tiworker New  Critical Privilege Escalation (TAG004) : Access Token Ma...  +4 Threat Actor : Agrius  +188 Continuous + Create New

Image 1: Scheduled reports in the manage rules module

2. You will be taken to the Scheduled Reports module.

To create a new schedule for the report(s)
1. Click onthe Create New Schedule button as highlighted below.
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Scheduled Reports < Back

@ No Schedule Configured.

Image 2: Create scheduled reports in the manage rules module

2. You will be taken to the Create Schedule module.

Create Schedule < Back

Schedule Details
* Schedule Name

Schedule Frequency once v at 2025-07-28 18:09:51

Maximum of recent S export histories w

be maintained
Export Time Range Previous Hour v

Report Format PDF v

Notification

Select template Scheduled Reports - Default Notific... v

Rule Details
* Select Rule

Cancel

Image 3: Create scheduled reports in the manage rules module

¢ Schedule Details
o Schedule Name: Assign a unique name to the schedule.
o Schedule Frequency: Define how often the schedule should run (hourly, daily, weekly, or monthly).

o Export Time Range: Specify the time range of data to include (e.g., last 24 hours, last 7 days, or
custom).

o Report Format: Choose the preferred format for the exported report (PDF, CSV, XLS).
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¢ Notification
o Select Template: Pick a predefined report template or customize one.
® Rule Details

o Select Rule: Choose the anomaly rule(s) you want to associate with the schedule. Reports and alerts
generated will be based on the selected rules.

Select Rule X
[o3 « < 11-200f190 > » 10w
Rule Name » Rule Description Created By Severity
autochk Spawning Suspicious Child Detects instances where the parent & Extension Critical

process "autochk.exe” is running, and
the child process is not "chkdsk.exe,"
"doskey.exe," or "WerFault.exe"

BadPotato Detection Detects BadPotato, a tool used for & Extension Critical
privilege escalation to execute system
level commands

BloodHound Detection Detects Bloodhound, a tool used for & Extension Critical
reconaissance activities to find attack
paths in active directory

Bypassing Security controls Detects the exploitation of Windows & Extension Critical
Command Shell to bypass security
controls.

Bypass UAC via CMSTP Detects the exploitation of cmstp.exe to & Extension Critical
escalate privileges by bypassing UAC.

Suspicious Certreq command to Detects the exploitation of certreq.exe to & Extension Trouble

Download or Upload upload and download files using

commands like HTTP POST.

Suspicious Certutil Command Detects the execution of certutil.exe, a & Extension Critical
command line tool used to access
certificate authority configurations.

conhost Spawning Suspicious Child Detects instances where the parent & Extension Critical
process "conhost.exe” is running, and
the child process is not "mscorsvw.exe”,
"wermgr.exe”, "WerFault.exe", or
"WerFaultSecure.exe"

Suspicious parent spawning Consent Detects instances where "consent.exe" is & Extension Critical

runnina and nat cnowmad b tha

Image 4: Create scheduled reports in the manage rules module

3. Click on Save after making all the required configurations. Upon successful completion of action, the below
pop-up appears.

@ Schedule added successfully

TA AnAhlaldiaAkla A AAlhAALdlA fAav vAanm A/ AN
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1V ClHdPIC/UIDAVIC d SUIICUUIC Ul TepUILD)
Enabling a schedule

1. Click on the currently disabled icon @ under the Actions column to enable the schedule.
2. As soon as you perform this action, the icon indicates that the schedule is now enabled © and the below pop-

up message appears briefly.

Schedule(s) Enabled Successfully

Disabling a schedule
1. Click on the currently enabled icon & under the Actions column to disable the schedule.

2. As soon as you perform this action, the icon indicates that the schedule is now disabled @ and the below pop-

up message appears briefly.

Schedule(s) Disabled Successfully

To edit a schedule for report(s)
1. Inthe Scheduled Reports module, click on the edit # icon under the Actions column.

2. The Edit Scheduled Reports module appears on the screen.
3. Make the necessary edits and click on the Update button. Upon successful completion of action, the below

pop-up appears.

Schedule updated successfully

To delete a schedule for report(s)

1. Inthe Scheduled Reports module, click on the delete @ icon under the Actions column.

2. A Delete Schedule pop-up appears to confirm the action. Click on Yes.

Delete Schedule X

@ Are you sure to delete the selected schedule?

3. Upon successful completion of action, the below pop-up appears.

Schedule deleted successfully

Read also
This document explained how to schedule detection reports, configure report details and notifications, and
manage actions like enabling, disabling, editing, or deleting schedules.

e Rule management overview
e Understanding rules
e Creating custom rules

e Query grammar
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® Managing rules
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Chapter 4.1.3 AD ObjeCt Filter

4.1.3.1. Object filtering for Active Directory for rule fine tuning

£ Last updated on: September 12, 2025
In this page

Overview

Feature Scope

Object Selection and Filtering

Active Directory object filter behaviors
Prerequisites

Workflow architecture

Use cases

Limitations

Overview

The object-filter based rule fine-tuning for Active Directory enables you to optimize the detection rules by
applying it specifically to certain AD objects to reduce false positives, alert fatigue and improve the rule

accuracy. Using this intuitive object-filtering interface, the solution lets you to you can define users, groups or

OUs (Organizational Units), interactive through GUI (Graphical User Interface). This ensures monitoring adapts

automatically to directory changes, simplifies rule deployment, and improves alert relevance.
With re-engineered detection, object filters reduce alert fatigue for SOC teams by helping them fine-tune
detections to specific users, groups, or OUs, reducing false positives and ensuring alerts stay actionable.

() NOTE

Currently, the object filter capability is available only for pre-defined Windows and Active Directory

rules.

Feature scope

The Obiject Fliter feature is accessible from the below modules:
* Rule library

e Rule management

o Alerts
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Object selection and filtering

Object selection methods

1.

Direct object selection

You can select objects directly using Active DirectorySync data.

The selection remains static for the chosen objects unless modified again.

. Group or OU (Organizational Unit) based object selection

Instead of selecting objects directly, you can assign specific OUs or groups.

Membership objects within the OU or group are dynamically assigned based on the Active Directory sync
data.

. Manual values

You can define manual values apart from value selection in the domain.

The entered object name in manual values will be matched against criteria across all domains

Field specific object filters

Field Available object filter options

User User, Group based user, OU based user

e Computers, or

Computer

e DCs (Domain Controllers), Member servers, Workstation
Group Group, OU based group
ou ou

Active Directory object filter behaviors

1.

Domain object sync in the filter

Obiject syncing behavior varies based on the selected tabs in the object filter:

Direct object selection

o Sync is performed only for the selected object type.

OU-based object selection

o Syncincludes both the OU and the associated object types within it.

o Forexamnle ifitic Oll-haced 1icer selectinn hnth tha Ol and the 11cer nhiects are sunered acenrdinalv
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e Group-based object selection
o Membership sync is required to resolve group memberships accurately.

o As per the framework design, this involves syncing User, Computer, OUs and Group objects as

mandatory components to complete the membership resolution process.

2. Domain selection in the Filter
Domain behavior in the object filter depends on the feature usage context:
¢ InAlert Profiles

o Domains listed in the object filter are based on the selected domains in the alert profile.
* InRules
o All available domains are listed in the object filter.

Selection behaviors
e Empty checkbox

o If no objects are selected for a domain, No objects selected will be displayed with an empty checkbox.
e Partial selection
o [f some objects are selected, the domain checkbox appears partially selected.
o The object count is displayed, and only those selected objects are used for object matching.
e Full selection
o |f the checkbox s fully selected, it indicates that all objects from the domain are included for matching.
o All Users (or the applicable object type) is displayed.
¢ No domain configured

o If no domains are configured, Add Domain Manually will be displayed.

Prerequisites

License coverage details
¢ Direct object selection & manual values are accessible to those with Free and Basic plans.

e Group-based object selection and OU-based selection is accessible to those with a Standard plan
subscription or higher tiers.

Workflow architecture

The following diagram illustrates the workflow of how the Object Filter operates. For clarity, the instance
highlights its implementation within the Rule Management module.

RULE CONFIGURATION

. o Adding object filter

Visit our website Try live demo Contact us 392


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

‘——) nue ——)  inRuleException or

construction Prerequisites

ACTOR

SERVER

Store the object
filter data in separate
table and provide a
filter ID

Replace the
object filter criteria e
with filter

Criteria

_) will be given to

Engine

DATABASE

Use cases

1. Automated alert customization with group & OU-based filters

Use case

Security teams and other key operational divisions often struggle with high alert noise because rules apply
broadly across all users and devices, generating unnecessary signals from non-critical accounts.

With object filtering

Analysts can assign rules to specific OUs or security groups, ensuring only critical accounts and systems are
monitored. Membership updates are synced dynamically via Active Directory, eliminating the need for manual
rule edits. This allows the various operational teams to maintain focus on sensitive entities while cutting down

false positives from routine operations.

2. Streamlined rule deployment across business units

Use case

Global organizations with distributed Active Directory environments face challenges when deploying uniform
rules since objects vary across regions and business units.

With object filtering

Rules can be installed with OU-based user grouping, automatically pulling the correct set of objects per region.
This enables region-specific monitoring without separate configurations, reduces administrative overhead, and
ensures each division has accurate, localized detection coverage.

3. Exception handling for authorized administrative actions

Use case

Routine IT maintenance tasks (e.g., patching, group policy updates) frequently overlap with suspicious behavior
patterns and trigger unnecessary alerts.

With object filtering

The Exceptions section lets teams exclude trusted accounts, devices, or OUs from rule conditions. By
suppressing benign activity, SOCs can prioritize high-fidelity alerts without compromising visibility into sensitive

changes elsewhere.
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Limitations

e General
o Obiject filter is available only for the Equals and NotEquals operators.

o Object filter works on the latest synced domain data. If changes occur in Active Directory but are not yet

synced, the filter processes data based on the last synced state.
e Alerts and rules

o Object Selection: Maximum of 25 objects per domain for a field

Read also

This document explained how the Active Directory-based object filtering works, including selection methods,
behaviors, prerequisites, and common use cases. You also learned how it helps cut alert noise, streamline
deployments, and handle exceptions effectively.

e Accessing and applying object filtering in Log360

Visit our website Try live demo Contact us

394


www.eventloganalyzer.com
demo.eventloganalyzer.com
mailto:support@eventloganalyzer.com

4.1.3.2. Accessing and applying object filtering

B9 Last updated on: September 12, 2025
In this page

Overview

Implementing object-filtering via
Rule library

Rule management

Alerts

Overview

Obiject filtering capability lets you refine rules using intuitive GUI (Graphical User Interface), for optimized
functionality by allowing you to apply the rules for specific users, groups, or OUs (Organizational Units) of Active
Directory for improved results. This helps ensure that monitoring and exceptions target the right entities without

unnecessary noise.

() NOTE

The object filter capability is available only for pre-defined Windows and Active Directory rules.

Implementing object-filtering

Obiject filtering can be applied at different points in the product to refine rule and alert configurations. You can set
filters during rule installation via the Rule Library, adjust them in Rule Management by configuring Objects and

E xceptions, apply them while enabling rules, and configure them within Alerts for precise monitoring.

Rule library

The solution lets you configure object filters for the rules even at the time of installation from the Rule Library. To

do this,
1. Access the solution's web console, navigate to the Security tab to access the Security Analytics Dashboard

and click on Manage Rules in the top-right corner.

Dashboard Reports Compliance search ecuri Alerts Settings LogMe Support

Security Analytics 2022-11-26 00:00:00 - 2025-08-21 23:59:59 ||

All Rules - Detections Critical Rules - Detections Trouble Rules - Detections Attention Rules - Detections

Q
o &7 O 7 (> J ..

. s N . R i
Detection Pipeline Detection by tactics Recent Detections o 1ssee

|||||||

| | Evasion I Excessive logon failures
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Image 1: Security dashboard widgets

2. Inthe Manage Rules module, click on Rule Library.

Dashboard

Manage Rules

Actions.
@ b s
@ b s
@ B s
@ B s
@ B s
@ b s
@ b s
@ b s
@ b s
@ B s
@ B s
@ b s
@ b s
@ B s

Reports

Compliance

reating, editing, enal

Manage +

Rule Name

External Threat

Brute Force &3

Excessive logon failures

Excessive password change failure

Anomalous user account change

g, dis

Potential Compromise of DSRM Account

Suspicious service installed &3

Coronavirus ransomware detections

Mailto ransomware detections &3

Ragnar Locker ransomware detections

Possible ransomware activities £

DiagTrackEoP Default Login Username

SNAKE Malware Service Persistence

SNAKE Malware Kernel Driver File
Indicator

Alerts Settings

monitoring detec

Severity

Critical -

Critical Credential Access (TA0006) : Brute Force (T1110) -

Critical Defense Evasion (TA000S) : Cloud Accounts (TL.. -

Critical Credential Access (TAO00) : Password Guessin. -

Critical Privilege Escalation (TAO004) : Account Manipul...  +1 -

Critical - -

Critical Privilege Escalation (TA0004) : Windows Service..  +1 -

Critical Impact (TA0040) : Service Stop (T1489)  +1 Data Source :
Critical Impact (TA0040) : Service Stop (T1489)  +1 Data Source
Critical Impact (TAQ040) : Service Stop (T1489)  +1 Data Source
Critical Impact (TAQ040) : Service Stop (T1489)  +1 Data Source
Critical privilege Escalation (TA0004) -

Critical persistence (TA0003) -

Critical Execution (TA0002) Data Source

LogMe

Mitre Att&ck Mapping

Support

It helps st

bulk

Domain : Threat Intelligence

2

le

+ Process

+ Process

+ Process

< File

+2

+4

+3

+3

Excessive logon failures :

Username administ...

Device Name 192.168...

2025-08-20 13:33:14

Excessive logon failures
Excessive logon failures :

Username administ...

Device Name 192.168...

2025-08-20 13:33:14

Excessive logon failures

Excessive logon failures :

Username administ...

192.168..

Device Name

2025-08-20 13:33:14

Excessive logon failures

Excessive logon failure:
Username administ...

Device Name 192.168...

2025-08-20 13:33:14

I Excessive logon failures

Mitre Att&ck Mapping

Defense Evasion : Cloud A.

Mitre Att&ck Mapping

Defense Evasion : Cloud A...

Mitre Att&ck Mapping

Defense Evasion : Cloud A...

Mitre Att&ck Mapping

Defense Evasion : Cloud A...

Log Receiver

@ Scheduled Detection Reports

Alert Profiles a

Continuous
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New
Continuous + Create New

Image 2: Rule library in manage rules module

3. The object filter is available for both Windows and Active Directory rules. Click on the Active Directory

category available in the left pane if you wish to apply the filter for these rules in specific.

Dashboard

Rule Library

:

Q search

Reports

Compliance

Windows 164/1825
Rules Configured

. 5/115

Active Directc

A | Active Directory Rules Configured
=] aws o/es
Rules Configured

G Microsoft 365 e
Rules Configured

*  sQLServer @i

cs

Network

Advanced Threat Analyti

Rules Configured

1/5

Rules Configured

2/62

Rules Configured

Available Rules 14

Settings

3

A
Rule Name
Certificate Private Key Acquired

USB Device Plugged

Installed Rules

LogMe

Azure AD Health Service Agents Registry Keys

Access

1SO or Image Mount Indicator in Recent Files

PUA - Chisel Tunneling Tool Execution

PUA - CleanWipe Execution
PUA - Crassus Execution
PUA - CsExec Execution

PUA - DefenderCheck Execution

PUA - Fast Reverse Proxy (FRP) Execution

PUA- 10X Tunneling Tool Execution

PUA - Mouse Lock Execution

Support

Credential Access

re Attack Mapping

Steal or Forge Authenticati

Initial Access : Hardware Additions (T1200)

Discovery : Query Registry (T1012)

Initial Access : Spearphishing Attachment (T156...

Command and Control

Internal Proxy (T1090.0.

Defense Evasion : Disable or Modify Tools (T156...

Reconnaissance : Domain Properties (T1590.001)

Execution : Service Execution (T1569.002)  +1

Defense Evasion : Indicator Removal from Tools

Command and Control : Proxy (T1090)

Command and Control

Credential Access

+1

Proxy (T1090)

GUL Input Capture (T1056.0...

Last Synced on: 26 Aug 2025, 06:26:18

Tags
Data Source : Windows Registry ~ +4
Data Source : File  +2
Data Source : Process  +1
Data Source : Process  +1
Data Source : Process  +1
Data Source : Process  +1
Data Source : Process  +1
Data Source : Process  +1
Data Source : Process  +1
Data Source : Process  +1

Log Receiver A%

+ Add

& sync Now &

£ settings

1-200f1661 > » | 20+
Severity
Trouble
Attention

Trouble

Trouble
Trouble
Trouble
Trouble
Trouble
Trouble
Trouble
Trouble

Trouble
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m Cisco 1/18
Rules Configured

0/23

Rules Configured

4% Palo Alto

PUA - Netcat Suspicious Execution
PUA - SoftPerfect Netscan Execution

GatherNetworkInfo.VBS Reconnaissance Script
output

PUA - Ngrok Execution

DIIA - Nimnrah Evarstinn

Command and Control : Non-Application Layer P...
Discovery : Network Service Discovery (T1046)

Discovery

Command and Control : Protocol Tunneling (T15...

Data Source : Process

Data Source : Process.
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Image 3: Rule library in manage rules module

+2

+1

+1

+1

Trouble
Trouble

Trouble
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Trnnihla

4. Click on the required rule name. You can use the search feature available to find the rule quickly.

Dashboard Reports Compliance

Rule Library
B

ise, manage, and deploy detection rules.

Q search

Available Rules o

Settings

Installed Rules

164/1825

Rules Configured

Windows

5/115

Active Directol
A v Rules Configured

0/68

Rules Configured

s AWS

0/51

Rules Configured

G Microsoft 365

0/12

»

SOLSSRY Rules Configured

7 Advanced Threat Analyti 1/5
= s Rules Configured

2/62

Rules Configured

Network

&
B o 1/18

Rules Configured

0/23

% Qs litc Rules Configured
E Fortinet &7 ’

Rules Confiqured

Rule Name
Failed DNS Zone Transfer

DNS Server Error Failed Loading the
ServerLevelPluginDLL

Potential AD User Enumeration From Non-Machine
Account

AADInternals PowerShell Cmdlets Execution -
ProccessCreation

Potential Active Directory Enumeration Using AD
Module - ProcCreation

Computer Discovery And Export Via Get-
ADComputer Cmdlet

DSInternals Suspicious PowerShell Cmdlets

User Discovery And Export Via Get-ADUser
Cmdlet

PUA - Suspicious ActiveDirectory Enumeration Via
AdFind.EXE

Enabled User Right in AD to Control User Objects

PUA - AdFind Suspicious Execution

PUA - DIT Snapshot Viewer

PUA - PingCastle Execution From Potentially

Mitre Att&ck Mapping

Reconnaissance : DNS (T1590.002)

Persistence : DLL (T1574.001)  +2

Discovery : Domain Account (T1087.002)

Execution  +4

Discovery ~ +2

Discovery : System Owner/User Discovery (T10.

Execution : PowerShell (T1059.001)

Discovery : System Owner/User Discovery (T10...

Discovery : Domain Account (T1087.002)

persistence : Account Manipulation (T1098) ~ +1

Discovery : Remote System Discovery (T1018)
+3

Credential Access : NTDS (T1003.003)

Reconnaissance : Active Scanning (T1595)

Last Synced on: 26 Aug 2025, 06:26:18

Data Source : Active Directory

Data Source : Process

Data Source : Process

Data Source : Process

Data Source : Process.

Data Source : Process

Data Source : Process.

Data Source : Process

Data Source : Process

Data Source : Process

Image 4: Rule library in manage rules module

+1

+1

+1

+1

+1

+1

+1

+1

+1

+1

Log Receiver  M*

+ Add

Severity a
Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

Trouble

5. Clicking on the rule prompts open the Rule Summary box and the install button. Click on Install.

Rule Details

Prerequisites @

Exception

Mitigation ()

Rule Summary - A Member Was Removed From a Security-Enabled Global Group

Cancel

Rule Name A Member Was Removed From a Security-Enabled Global Group

Rule Type Standard

Rule Detects activity when a member is removed from a security-enabled global group
Description

Created By ) Log360

Severity Attention

Log Format Windows

o= Data Source : Group  Data Component : Group Modification

Jo— Persistence : Account Manipulation (T1098)  Privilege Escalation : Account Manipulation (T10...
ATTRCK

Criteria Action 1: actionname

itsf.detection.action.windows_members_removed_from_security_group” select Action 1.USERNAME, Action 1.DOMAIN,
Action 1.HOSTNAME, Action 1.TARGETUSER, Action 1.MESSAGE, Action 1.GROUPNAME, Action 1.MEMBERSID, Action 1.SECURITYID, Action
1.MEMBERGROUPSID
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Image 5: Rule details in rule library

6. After clicking on Install, the Install Rules box slides open. Click on the add icon as highlighted below.

oy
Dashboard Reports Compliance # security Settings LogMe

Rule Library
B

Available Rules o Installed Rules

X v
B8 Windows = 164(}825 N
ules Configured Rule Name

A Member Was Removed From a Security-Enabled

7/115 Global Group

A Active Directory !
Rules Configured

A New Trust Was Created To A Domain

0/68

Rules Configured

s AWS A Security-Enabled Global Group Was Deleted

AADInternals Powershell Cmdlets Execution -
ProccessCreation
0/51

Rules Configured

O Microsoft 365

AADInternals PowerShell Cmdlets Execution -
PsScript

Access To ADMIN$ Network Share

0/12

Rules Configured

»  SQLServer
Active Directory Computers Enumeration With
Get-AdComputer

Advanced Threat Analyti 1/5
cs

. Active Directory Database Snapshot Via
Rules Configured

ADExplorer

Active Directory Group Enumeration With Get-

22 AdGroup

Rules Configured

Network

Active Directory Kerberos DLL Loaded Via Office

1/18 Application

m Cisco
Rules Configured

Active Directory Parsing DLL Loaded Via Office
Application
0/23

Rules Configured

42 PaloAlto Active Directory Structure Export Via Ldifde.EXE

Active Directory User Backdoors

3/37

Rules Confiqured

Bl Fortinet

Install Rules

Requires Configuration Objects
A Member Was Removed From
a Security-Enabled Global
Group

* GROUPNAME

Ccancel

Image 6: Object filter in rule details in rule library

() NOTE

Skip and Install

You can choose to skip the below process by clicking on the Skip and Install option available in

the Install Rules panel.

7. You will be taken to the Groups sub-tab displayed along with the object filter feature in order to be able to filter

and choose what groups of users you wish to group under this rule before installation itself.

e
Dashboard Compliance 7 security Settings LogMe

Rule Library
B

Available Rules o Installed Rules

164/1825 x| v

A Member Was Removed From a Security-Enab
Global Group

B8 Windows
L Rules Configured

7/115

A Active Directory K
Rules Configured

A New Trust Was Created To A Domain

0/68

Rules Configured

- I
s AWS A Security-Enabled Global Group Was Deleted

AADInternals PowerShell Cmdlets Execution -
ProccessCreation

. 0/51
Microsoft 365 al 3
(<] R AADInternals Powershell Cmdlets Execution
psscript
Access To ADMINS$ Network Share
» sQLServer 222
Rules Configured Active Directory Computers Enumeration With
Get-AdComputer
Py Advanced Threat Analyti /5 Active Directory Database Snapshot Via
cs Rules Configured

ADExplorer

Active Directory Group Enumeration With Get-

0. Network 2/62 AdGroup

= Rules Configured
Active Directory Kerberos DLL Loaded Via Offict

1/18 Application

Rules Configured Active Directory Parsing DLL Loaded Via Office
Application
0/23

Rules Configured

4% PaloAlto Active Directory Structure Export Via Ldifde.EX|

Active Directory User Backdoors

Select Groups

Select domain
Groups
EVENTLOGQA.COM
No objects selected

Specify groups manually Name

No objects selected
2 Cert Publishers

Remote
Manage...

Read-only Dom...

Allowed RODC ...

Group Policy ...

Performance M...

OU based Groups

SAM Account Name

Cert Publishers

Remote Manage....

Read-only Dom...
Allowed RODC ...
Group Policy ...

Performance M...

Last Sync Time: 2025-08-25 12:39:07 <
1-100f57 > » 10w

istinguished Name

CN=Cert Publishers,CN=Users,DC:

CN=Remote Management Users,CN=Bui...

CN=Read-only Domain Controllers,C...
CN=Allowed RODC Password Replicat...
CN=Group Policy Creator Owners,CN...

CN=Performance Monitor Users,CN=B...

_AD... _AD... a _ADGroup,0
Certificate S... Certificate S... CN=Certificate Service DCOM Acces...
dows 2... dows 2. CN= dows 2000 Compatible Ac...

Cloneable Dom...

Selected: 0/25

Cloneable Dom...

CN=Cloneable Domain Controllers,C...
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B Fortinet et

Rules Confiqured

s JE

Image 7: Applying object filter in rule details in rule library

8. Similarly, the OU based Groups sub-tab also includes the filter for user selection.

Dashboard Reports Compliance Search

Rule Library

Browse,

T 164/1825
Rules Configured

A Active Directory 7/115
Rules Configured

=] Aws 0/68
Rules Configured

G Microsoft 365 QEE
Rules Configured

»  sqLServer 0/12

Rules Configured

= Advanced Threat Analyti 5
L S Rules Configured
Network oz

Rules Configured

B cisco A
Rules Configured

2 PaloAlto 0/23
Rules Configured

E] Fortinet ez

Rules Confiqured

Available Rules o

Settings LogMe

Installed Rules

Name ~
A Member Was Removed From a Security-Enabj
Global Group

A New Trust Was Created To A Domain

A Security-Enabled Global Group Was Deleted

AADInternals PowerShell Cmdlets Execution -
ProccessCreation

AADInternals PowerShell Cmdlets Execution -
PsScript

Access To ADMINS$ Network Share

Active Directory Computers Enumeration With
Get-AdComputer

Active Directory Database Snapshot Via
ADExplorer

Active Directory Group Enumeration With Get-
AdGroup

Active Directory Kerberos DLL Loaded Via Offict
Application

Active Directory Parsing DLL Loaded Via Office
Application

Active Directory Structure Export Via Ldifde.EX|

Active Directory User Backdoors

Select Groups

Select domain
EVENTLOGQA.COM

No objects selected

Specify groups manually.
No objects selected

Groups  OU based Groups

Last Sync Time: 2025-08-25 22:00:03 <

e 1-100f13 > » 10+
veluou1 OU=VeluOU1,DC=EVENTLOGQA,DC=COM
innerou OU=inner0U,0U=zAutomationTesting, ..
out 0OU=0U1,0U=testoU,DC=EVENTLOGQA,DC...
testou12 OU=testoU12,0U=ADSyNC,DC=EVENTLOG...
newou OU=newOU,0U=VeluOU, DC=EVENTLOGQA,...
veluou OU=VeluOU, DC=EVENTLOGQA,DC=COM
automation OU=automation,DC=EVENTLOGQA,DC=COM
Prasannaoy OU=Prasanna0U,DC=EVENTLOGQA,DC=COM

zAutomationTesting OU=zAutomationTesting,DC=EVENTLOG...

testou OU=testOU,DC=EVENTLOGQA,DC=COM

Note . oU-based group filtering uses the latest synced domain group and OU data. If OU
Scoped group change in AD but are not yet synced,alerts will be processed based
on the last synced data.

Selected: 0/25

e

Image 8: Applying object filter in rule details in rule library

9. After selecting the preferred groups, you can view your selection by clicking on the View option below.

Compliance

Settings LogMe

aws

»

%

T 164/1825
Rules Configured
Active Directory 6/115
Rules Configured
. 0/68
Rules Configured
Microsoft 365 QEL
Rules Configured
SQL Server 0/12
Rules Configured
Advanced Threat Analyti 5
cs Rules Configured
Network iz
Rules Configured
Cisco s
Rules Configured
Palo Alto Loy
Rules Configured
Fortinet S

Rules Confiqured

Available Rules o

Installed Rules

Name ~
A Member Was Removed From a Security-Enabj
Global Group

A New Trust Was Created To A Domain

A Security-Enabled Global Group Was Deleted

AADInternals PowerShell Cmdlets Execution -
ProccessCreation

AADInternals PowerShell Cmdlets Execution -
PsScript

Access To ADMINS$ Network Share

Active Directory Computers Enumeration With
Get-AdComputer

Active Directory Database Snapshot Via
ADExplorer

Active Directory Group Enumeration With Get-
AdGroup

Active Directory Kerberos DLL Loaded Via Offict
Application

Active Directory Parsing DLL Loaded Via Office
Application

Active Directory Structure Export Via Ldifde.EX|

Active Directory User Backdoors

Select Groups

Select domain

EVENTLOGQA.COM
7 group(s) selecetd

Specify groups manually.
No objects selected

Groups  OU based Groups

Last Sync Time: 2025-08-25 12:39:07 <

x -100f57 > » 10+
Name SAM Account Name  Distinguished Name
| Certpublishers  Cert Publishers CN=Cert Publishers,CN=Users,DC=EV.

V| Remote Remote Manage... CN=Remote Management Users,CN=Bui...

Manage...
| Read-only Dom...  Read-only Dom... CN=Read-only Domain Controllers,C...
| Allowed RODC ... Allowed RODC ... CN=Allowed RODC Password Replicat...
v| Group Policy ... Group Policy ... CN=Group Policy Creator Owners,CN...
v M... M... c Monitor Users,CN=B...
v _AD... _AD... c _ADGroup,Ol

Certificate S... Certificate S... CN=Certificate Service DCOM Acces.

dows 2... dows 2... CN=| dows 2000 Compatible Ac...
Cloneable Dom...  Cloneable Dom.. CN=Cloneable Domain Controllers,C...

st 725
s I

Image 9: Viewing the object filtering list

10. The list of selected user groups will be displayed.

Dashboard Reports Compliance Search

Rule Library

Settings [

Select Groups

Select domain

(@ FVENTIOGOA COM

Selected groups

~  Name SAM Account Name Distinguished Name

_AD... c _ADGroup,0
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7 group(s) selecetd | performance M...  Performance M... CN=Performance Monitor Users,CN=B...
Available Rules o Installed Rules v Group Policy ... Group Policy ... CN=Group Policy Creator Owners,CN...
Specify groups manually
ot ] | Allowed RODC ... Allowed RODC ... CN=Allowed RODC Password Replicat...
21 Windows 164/1825 x v v|  Read-only Dom...  Read-only Dom.. CN=Read-only Domain Controllers,C...
L Rules =i y
S @ i RuleName - /|  Remote Manage...  Remote Manage... CN=Remote Management Users,CN=Bui...
A Member Was Removed From a Security-Enab | Cert publishers Cert Publishers CN=Cert Publishers,CN=Users,DC=EV...

6/115

Global Group
Rules Configured

A Active Directory

A New Trust Was Created To A Domain

s AWS 0/68 A Security-Enabled Global Group Was Deleted
Rules Configured
AADInternals PowerShell Cmdlets Execution -
ProccessCreation
A 0/51
@ Microsoft 365 Rules Configured AADInternals PowerShell Cmdlets Execution -
PsScript
Access To ADMINS Network Share
> sQLServer I 12
Nl T Active Directory Computers Enumeration With
Get-AdComputer
Advanced Threst Analver /5 Active Directory Database Snapshot Via
cs Rules Configured

ADExplorer

Active Directory Group Enumeration With Get-
2/62 v crowe

©:  Network AdGroup
Rules Configured

Active Directory Kerberos DLL Loaded Via Offict

Application
B cisco e
Rules Configured Active Directory Parsing DLL Loaded Via Office
Application
4% PaloAlto 0/23 Active Directory Structure Export Via Ldifde.EX|

Rules Configured
Active Directory User Backdoors

E] Fortinet Q& 1
Rules Confiqured

selected: 725 o |

Image 10: Viewing list of configured object filter users/groups

11. Once the selection is done, click on OK in the selection list and then click on Add in the Select Groups pane.
The Install Rules pane will display the Requires Configuration section with a green check mark.

Install Rules X
Dashboard Reports Compliance ST Security
. Requires Configuration .
Rule Library Obijects
- - - © A Member Was Removed From
a Securtty-Enabled Global GROUPNAME EVENTLOGQA.COM - 3 ou(s)
Group
Q sea Available Rules o Installed Rules
1642825 X T
22 Windows «
Rules Configure W RueName - mj
A Member Was Removed From a Security-Enabled &
A Active Directory _ 6/115 Global Group
Rules Configured
A New Trust Was Created To A Domain F
s AWS 0/68 A Security-Enabled Global Group Was Deleted £
Rules Configure
AADInternals PowerShell Cmdlets Execution - £
ProccessCreation
Mi ft 365 0/51
@ Microsof fules Coniauned AADInternals PowerShell Cmdlets Execution - £
Psscript
- 0/12 Access To ADMINS Network Share L
» sQLServer ) 4
Rules Configure Active Directory Computers Enumeration With 4
Get-AdComputer H
Advanced Threat Analyti vs Actve Diectory Dtabase Snapshot i ‘
cs Rules Configured
ADExplorer
Active Directory Group Enumeration With Get 4
2/62
& Network % AdGroup
== Rules Configure
Active Directory Kerberos DLL Loaded Via Office £
Application
B cisco Y
Rules Configured Active Directory Parsing DLL Loaded Via Office ¢
Application
0/23 . .
4 PaloAlto Active Directory Structure Export Via Ldifde.EXE 3
Rules Configured
Active Directory User Backdoors §
- -
E Fortinet SAT
Rule

s Confiqured IEEES el Skipand Install

Image 11: Configuring object filter users/groups

12. Click on the Activate button. Upon successful completion of the action, the below pop-up appears.

& 1 rule(s) have been installed successfully

To learn more about the Rule Library, refer to the help document.

Rule management

The solution allows you to configure or update object filters for existing rules through the Rule Management
module. The filters can be applied in both the Objects and Exception sections of a rule's summary. To do this,
follow the steps below:

1. Inyour account, navigate to the Security tab to access the Security Analytics Dashboard and click on Manage

[ S [ Y TR N
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Log Receiver

Dashboard Reports Compliance Search Alerts Settings LogMe Support

Security Analytics

e All Rules - Detections Critical Rules - Detections Trouble Rules - Detections Attention Rules - Detections
o 8579 8579 0 0
48579 48579 4.0 (0.00%) 4.0(0.00%)
P . - Recent Detections
Detection Pipeline Detection by tactics e 1 1255
Evasion Excessive logon failures
Excessive logon failures :
Credential
Exiltration K Aeces Username administ... Mitre Att&ck Mapping
Command Lateral ® Critical Device Name 192.168.... Defense Evasion : Cloud A...
an
Critical Critical Control % Movement @ Trouble 2025-08-20 13:33:14
nitial .
P Collection Attention
Excessive logon failures
Execution Impact Excessive logon failures :
persistence Discovery Username administ... Mitre Att&ck Mapping
Device Name 192.168. Defense Evasion : Cloud A...
. . 2025-08-20 13:33:14
Top 5 User by Detections Top 5 Log Sources by Detections
3200 i i
- 02168511 Excessive logon failures
3 . § ro216824 nE— PxcessivellogoniiailaesE
R -— — — 2 192168212 mm Username administ... Mitre Att&ck Mapping
> 8 19216822 m Device Name 192.168... Defense Evasion : Cloud A..
2 s
& 192.168.23 | 2025-08-20 13:33:14
& 0 o2k k4K sk 6k
Username Count Excessive logon failures
Excessive logon failures :
® Critical @ Trouble Attention ® Critical @ Trouble Attention Username. e Mitre Att&ck Mapping
Device Name 192.168... Defense Evasion : Cloud A...
. . 2025-08-20 13:33:14
Top 10 Detections by Rules Detection Trends
10k ™ I Excessive logon failures

Image 12: Manage rules in the security dashboard

2. You will be taken to the Manage Rules module.

Log Receiver  A*

Dashboard Reports Compliance EETE T security Alerts Settings LogMe Support AddY| Q search

Manage Rules ‘@ scheduled Detection Reports < Back

ptral hub for creati disabling, and moni @ rule management with search, filters, and bulk
E Rule Library #+ Create New Rule -

X 'Y © @ & Manage~v 1-200f190 > » 20w MM

Rule Name & Severity Mitre Attgck Map Alert Profiles
@ b s External Threat Critical - Threat Intelligence Continuous Vie
De
@ b s Brute Force & Critical Credential Access (TA0006) : Brute Force (T1110) - Continuous + Create New Vie
De
@ mn s Excessive logon failures Critical Defense Evasion (TA000S) : Cloud Accounts (TL.. - Continuous + Create New Vie
De
B . xcessive password change failure £ ritical Credential Access (TADOOG) : Password Guessin.. - ontinuous reate New Vie
[l E d change failure 33 Critical dential d Guessi Conti +C

De
@ b s Anomalous user account change &3 Critical lege Escalation (TA0004) : Account Manipul..  +1 - Continuous + Create New Vie
De
B otential Compromise of ccount ritical - - ontinuous reate New e

[ Potential C f DSRM Account Critical Conti + Create N Vi
De
@ s Suspicious service installed & Critical Privilege Escalation (TA004) : Windows Service..  +1 - Continuous + Create New Vie
De
@ b s Coronavirus ransomware detections 3 Critical Impact (TA0040) : Service Stop (T1489)  +1 Data Source : File ~ +4 Continuous + Create New Vie
De
W4 Mailto ransomware detections £ Critical Impact (TAQ040) : Service Stop (T1489)  +1 Data Source : Process  +4 Continuous + Create New Vie
De
@ b s Ragnar Locker ransomware detections & Critical Impact (TA0040) : Service Stop (T1489)  +1 Data Source : Process  +3 Continuous + Create New Vie
De
@ B s Possible ransomware activities 3 Critical Impact (TA0040) : Service Stop (T1489)  +1 Data Source : Process  +3 Continuous + Create New Vie
De
@ b s DiagTrackEoP Default Login Username Critical Privilege Escalation (TA0004) - Continuous + Create New Vie
De
@ b s SNAKE Malware Service Persistence Critical persistence (TA0003) - Continuous + Create New Vie
De
@ b s SNAKE Malware Kernel Driver File Critical Execution (TA0002) Data Source : File ~ +2 Continuous + Create New Vie
Indicator De

Image 13: Manage rules module

3. Click on the required rule name. You can use the search feature available to find the rule quickly.

Dashboard Reports Compliance Search Settings LogMe Support

Manage Rules ‘@ Scheduled Detection Reports < Back

The Manage Rule page is the central hub for creating, editing, enabling, disabling, and monit pith its alerts. It helps streamline rule management with sea and bulk actior
E Rule Library 4+ Create New Rule | ~ |
|| ¥ © @ & | Manage~ « < 181-1920f192 20~ [
M Actions Severity a  Mitre Att&ck Mapping Execution Interval «  Alert Profiles
[ Unusually High Number of Privileged Critical Execution (TA0002) : Command and Scripting In... - 1 Hour + Create New View
Commands Execution Failed in Fortinet Detec

Pevice 52
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@ B s Fortinet Successive different Location Critical Defense Evasion (TAQ00S) : Cloud Accounts (T1.. - Continuous + Create New View

Logons [New B Detec

@ b s Fortinet Appliance Auth bypass New Critical Persistence (TA0003) : Extemnal Remote Service..  +2 Data Source : Logon Session  +7 1 Hour + Create New View
3] Detec

@ b s Huawei Successive different Location Critical Defense Evasion (TA000S) : Cloud Accounts (T1... - Continuous + Create New View
Logons [New B Detec

@ b s Unauthorized Sophos Firewall Rule Critical Lateral Movement (TAO008) : SSH (T1021.004)  +3 - 1 Hour + Create New View
Deletion Detected {53 Detec

@ b s Sonicwall Successive different Location Critical Defense Evasion (TA000S) : Cloud Accounts (T1... - Continuous + Create New View
Logons (New B3 Detec

@ b s Repeated failed SUDO commands {3 Critical Privilege Escalation (TA0004) : Sudo and Sudo C.. - Continuous + Create New View
Detec

@B s Syslog service restarts Gritical Defense Evasion (TA000S) : Disable Windows Ev... - Continuous + Create New View
Detec

@ b s Anomalous Unix Password Change Activity  Critical Credential Access (TAO006) : Brute Force (T1110) 08 : Linux 1 Hour + Create New View
New Detec

@ b s Copy of Volume Shadow Copy deleted Critical Impact (TA0040) : Inhibit System Recovery (T1... Data Source : Process  +1 Continuous + Create New View
using VSSADMIN or wmic £33 Detec

@ b s A Member Was Added to a Security- Attention Privilege Escalation (TAO004) : Account Manipul...  +1 Data Source : Group ~ +1 Continuous + Create New View
Enabled Global Group Detec

@ B s A Member Was Removed From a Security- Attention Privilege Escalation (TA0004) : Account Manipul... +1 Data Source : Group ~ +1 Continuous + Create New View
Enabled Global Group Detec

Image 14: Search option in manage rules module

4. Upon clicking on the rule name, the Rule Summary box slides open. The object filter feature is available for
the below sections in the Rule Details sub-tab of Rule Summary.

e Objects
e Exception

e Enabling rule

A. Objects section
1. Navigate to the Criteria section as highlighted below and click on the editicon # in Objects.

Rule Summary - A Member Was Added to a Security-Enabled Global Group £ X

Rule Details  Prerequisites () Mitigation () Execution Details

Rule Name A Member Was Added to a Security-Enabled Global Group

Rule Type Standard

Rule Detects activity when a member is added to a security-enabled global group

Description

Rule Status - Active

Created By Log360

Severity Attention .+

Log Format Windows

Execution Continuous #*

Type

N Data Source : Group  Data Component : Group Modification

e Persistence (TA0003) : Account Manipulation (T..  Privilege Escalation (TAO04) : Account Manipul...
ATTRCK

Criteria Action 1: actionname = "Member(s) added to security group” select Action 1.USERNAME, Action 1.DOMAIN, Action 1.HOSTNAME, Action

1.TARGETUSER, Action 1.MESSAGE, Action 1.GROUPNAME, Action 1.MEMBERSID, Action 1.SECURITYID

Objects
(GROUPNAME =EVENTLOGQA.COM - 1 group(s)) '

+ Add Exception

Image 15: Object filtering in rule summary in manage rules module

() NOTE

¢ The editicon will be available only if you have previously selected user groups during rule
installation from the Rule Library.

o Intha raca whara vnii had rhnean tn Qkin and Inctall nila in tha ahnua mantinnad Nhiacrte
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field in the Criteria section, the option Add Objects will be visible. Click on it to access the
object filter and follow the steps mentioned below to select user groups.

Rule Name
Rule Type

Rule
Description

Rule Status
Created By
Severity

Log Format

Execution
Type

Tags

MITRE
ATTRCK

Criteria

Rule Details

Rule Summary - A Member Was Added to a Security-Enabled Global Group

Prerequisites ) Mitigation @ References

A Member Was Added to a Security-Enabled Global Group

Standard

Detects activity when a member is added to  security-enabled global group

+ Inactive
B Logas0
Attention
Windows

Continuous
Data Source : Group  Data Component : Group Modification

Persistence (TAOOO3) : Account Manipulation (T.

Action1: actionname = "Member(s) added to security group” select Action.USERNAME, Action1.DOMAIN, Action1. HOSTNAME,
Action1. TARGETUSER, Action1.MESSAGE, Action1.GROUPNAME, Action1.MEMBERSID, Action1.SECURITYID

+ Add Exception

Image 16: Adding objects in rule summary

2. The Add Object pane slides open. Click on the add icon as highlighted below.

Add Objects

 GROUPNAME EVENTLOGQA.COM - 1 group(s)

Image 17: Obiject filtering in rule summary

3. The Select Groups pane slides open. You will be taken to the Groups sub-tab displayed along with the object

filter feature in order to be able to filter and choose what groups of users you wish to group under this rule.

Select Groups

Select domain

Groups  OU based Groups

[H| EVENTLOGQA.COM
1 group(s) selecetd
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Specify groups manually.
No objects selected

X 1-100f57 > » 10w

Name. SAM Account Name: Distinguished Name

Cert Publishers Cert Publishers CN=Cert Publishers, CN=Users,DC=EV...

Remote Remote Manage... CN=Remote Management Users,CN=Bui...

Manage...

Read-only Dom...  Read-only Dom... CN=Read-only Domain Controllers,C...

Allowed RODC ... Allowed RODC ... CN=Allowed RODC Password Replicat...
v|  Group Policy ... Group Policy ... CN=Group Policy Creator Owners,CN...

P M... M. c Monitor Users,CN=B...

1_AD... _AD... ADGroup,0
Certificate S... Certificate S... CN=Certificate Service DCOM Acces...
2. 2... c 2000 Compatible Ac...
Cloneable Dom...  Cloneable Dom... CN=Cloneable Domain Controllers,C...

Selected: 1/25 View

N conce

Image 18: Obiject filtering in rule management

4. Similarly, the OU based Groups sub-tab also includes the filter for user selection.

Select Groups

Select domain
|| EVENTLOGQA.COM

3 ou(s) selected

Specify groups manually
No objects selected

Groups  OU based Groups

Last Sync Time: 2025-08-25 22:00:03 &

[+3 1-100f13 > » 10+
Nam Name

v veluoul 0OU=veluOU1,DC=EVENTLOGQA,DC=COM

v innerou OU=innerou,0U=zAutomationTesting,...

v ou OU=0U1,0U=testOU,DC=EVENTLOGQA, DC...
testou12 OU=testOU12,0U=ADsync,DC=EVENTLOG...
newou OU=newOU,0U=VeluOU,DC=EVENTLOGQA,.
veluou OU=VeluOU,DC=EVENTLOGQA,DC=COM
automation OU=automation,DC=EVENTLOGQA,DC=COM
Prasannaoy OU=PrasannaOU,DC=EVENTLOGQA,DC=COM
2AutomationTesting OU=zAutomationTesting,DC=EVENTLOG...
testou OU=testOU,DC=EVENTLOGQA,DC=COM

Note . OU-based group filtering uses the latest synced domain group and OU data. If OU
Scoped group change in AD but are not yet synced,alerts will be processed based
on the last synced data.

Selected: 3/25 View

Tl conce

Image 19: Group selection in object filtering

5. After selecting the preferred groups, you can view your selection by clicking on the View option highlighted

below.

Select Groups

Select domain
[H| EVENTLOGQA.COM

3 ous) selected

Specify groups manually.
No objects selected

Groups  OU based Groups

Last Sync Time: 2025-08-25 22:00:03 <

X 1-100f13 > » 10+

7 veluout OU=veluOU1,DC=EVENTLOGQA,DC=COM

7| innerou OU=inner0U,0U=zAutomationTesting,...

v out OU=0U1,0U=testOU,DC=EVENTLOGQA,DC...
testou12 OU=testoU12,0U=ADsync,DC=EVENTLOG...
newou OU=newOU,0U=VeluOU, DC=EVENTLOGQA,...
veluou OU=veluOU,DC=EVENTLOGQA,DC=COM
automation OU=automation,DC=EVENTLOGQA,DC=COM
Prasannaoy OU=Prasanna0U,DC=EVENTLOGQA,DC=COM
ZAutomationTesting OU=zAutomationTesting,DC=EVENTLOG...
testou OU=testOU,DC=EVENTLOGQA,DC=COM
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Note . 0U-based group filtering uses the latest synced domain group and OU data. If OU
Scoped group change in AD but are not yet synced,alerts will be processed based
on the last synced data.

Selected: 3/25

e

Image 20: Viewing list of configured object filter users/groups

6. The list of selected user groups will be displayed.

Selected OU X
v Name Distinguished Name
v veluoul OU=veluOU1,DC=EVENTLOGQA,DC=COM
v innerou OU=innerOU,0U=zAutomationTesting, ...
v our OU=0U1,0U=testOU,DC=EVENTLOGQA,DC...
Selcted: 3725 =2

Image 21: Configuring object filter users/groups

7. Once the selection is done, click on OK in the selection list and then click on Add in the Select Groups pane.
Click on the Save button in the Add Objects pane.

Add Objects X

* GROUPNAME EVENTLOGQA.COM - 1 group(s)
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Image 22: Configuring object filter users/groups in rule management

8. Upon successful completion of action, a Success pop-up appears briefly, and the selection changes are
instantly updated and are visible in the Objects section.

Rule Summary - A Member Was Removed From a Securl © Sticcess x | X

Rule Details  Prerequisites () Mitigation () Execution Details

Rule Name A Member Was Removed From a Security-Enabled Global Group

Rule Type Standard

Rule Detects activity when a member is removed from a security-enabled global group

Description

Rule Status « Active

Created By Log360

Severity Attention ¢

Log Format Windows

Execution Continuous ¢

Type

Tags Data Source : Group  Data Component : Group Modification

T Persistence (TA0003) : Account Manipulation (T...  Privilege Escalation (TA0004) : Account Manipul...
ATT&CK

Criteria Action 1: actionname = "Member(s) removed from security group” select Action 1.USERNAME, Action 1.DOMAIN, Action 1.HOSTNAME, Action

1.TARGETUSER, Action 1.MESSAGE, Action 1.GROUPNAME, Action 1.MEMBERSID, Action 1.SECURITYID

Objects.
(GROUPNAME =EVENTLOGQA.COM - 3 0u(s)) "

Exception

+ Add Exception

Image 23: Configuring object filter users/groups in rule management

B. Exception section

1. Navigate to the Criteria section as highlighted below and click on the Add Exception option as highlighted
below.

Rule Summary - A Member Was Removed From a Security-Enabled Global Group X

Rule Details  Prerequisites ) Mitigation () Execution Details

Rule Name A Member Was Removed From a Security-Enabled Global Group

Rule Type standard

Rule Detects activity when a member is removed from a security-enabled global group

Description

Rule Status « Active

Created By (® Log360

Severity Attention #*

Log Format Windows

Execution Continuous ¢

Type

oo Data Source : Group  Data Component : Group Modification

e Persistence (TA0003) : Account Manipulation (T... Privilege Escalation (TA0004) : Account Manipul...
ATTRCK

Criteria Action 1: actionname = "Member(s) removed from security group” select Action 1.USERNAME, Action 1.DOMAIN, Action 1.HOSTNAME, Action

1.TARGETUSER, Action 1.MESSAGE, Action 1.GROUPNAME, Action 1.MEMBERSID, Action 1.SECURITYID

Objects
(GROUPNAME =EVENTLOGQA.COM - 3 0u(s))
Exception (.

Image 24: Adding exceptions in rule summary
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() NOTE
* Rule exception can be configured only post installation.

¢ |n case these configurations are made, you will be able to view the edit option to configure the
exception instead of creating a new one.

Rule Summary - HackTool - Inveigh Execution Artefacts

x

Rule Details  Prerequisites ) Mitigation () Execution Detals

Rule Name  HackTool - Inveigh Execution Artefacts

Rule Type standard

Rule Detects the presence and execution of Inveigh via dropped artefacts

Description

Rule Status  + Active

Created By (G Log360

Severity crtical

Log Format  Windows,Sysmon

Execution Continuous

Type

o Data Source : File  Data Component : File Creation  Data Component : File Modification

- Command and Control (TA011) : Remote Acces.

ATTRCK

Griteria Action 1: actionname = "File Created Or Modified” AND FILENAME endswith "\Inveigh-Log.txt, \Inveigh-Cleartext.txt, \Inveigh-
NTL

, \inveigl .t \Inveigh-NTLMv2.txt, \Inveigh-Forminput.txt, \Inveigh.dll, \Inveigh.exe,
\Inveigh.pst, \Inveigh-Relay.ps1” select Action 1.HOSTNAME, Action 1.USERNAME, Action 1.DOMAIN, Action 1.0BJECTNAME, Action
LFILETYPE, Action 1.PROCESSNAME, Action 1.MESSAGE

Exception (2

(HOSTNAME =EVENTLOGQA.COM - 4 mmpuler(s))m

Image 25: Editing exceptions in rule summary

e Click on the editicon as highlighted above and follow the steps given below.

2. The Add Rule Exception pane slides open. Make the necessary configurations with the preferred variables
from the available drop-downs and then click on the add icon as highlighted below.

This will allow you to filter through the devices and make selections as to which devices are to be configured
for exceptions.

/Add Rule Exception - HackTool - Inveigh Execution Artefacts

1. Device v Equals v | | select computer [x]

Criteria Pattern : (1) o

m Cancel  Clear Exception

Image 26: Editing exceptions in rule summary with object filter
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3. The Select Computer pane slides open. The device names will be displayed along with the object filter
feature in order to be able to filter and choose what devices you wish to group under this rule.

Select Computer
Select domain computers
EVENTLOGQA.COM
No objects selected Last Sync Time: 2025-08-25 22:00:03 &
X 1-100f52 > » | 10w
e
(DCe ko ITSL360-W10-5 CN=ITSL360-W10-5,CN=Computers,DC=EVENTLOGQA, DC=COM \i
LOGQA-W10-1 CN=LOGQA-W10-1,CN=Computers, DC=EVENTLOGQA, DC=COM
ELA-AUTO11 CN=ELA-AUTO11,CN=Computers, DC=EVENTLOGQA,DC=COM
ADSC: CN=ADSC: CN=Computers,DC=EVENTLOGQA,DC=...
o CN=Computers, DC=EVENTLOGQA, DC=COM
ADSC CN=ADSC: CN=Computers, DC=EVENTLOGQA,DC=
g CN=g:  CN=Computers,DC=EVENTLOGQA,DC=COM
testttt CN=testttt,CN=Computers,DC=EVENTLOGQA, DC=COM

Selected: 0/25

TN cencel

Image 27: Configuring object filter users/groups in exception

4. After selecting the preferred devices, you can view your selection by clicking on the View option as

highlighted below.

Select Computer

Select domain

Computers
|| EVENTLOGQA.COM .
4 computer(e) solectsd Last Sync Time: 2025-08-25 22:00:03 &
<X 1-100f52 > » 10+
e
(Do b= V| ITSL360-W10-5 CN=ITSL360-W10-5,CN=Computers, DC=EVENTLOGQA,DC=COM H
V| L0GQAW10-1 CN=LOGQA-W10-1,CN=Computers,DC=EVENTLOGQA,DC=COM |
V| ELAAUTOLL CN=ELA-AUTO11,CN=Computers,DC=EVENTLOGQA,DC=COM |
| ADSC CN=ADSC: CN=Computers,DC=EVENTLOGQADC=... |
SIEM-W2022-1 CN=SIEM-W2022-1,CN=Computers,DC=EVENTLOGQA, DC=COM E
Asc e CN=Computers, DC-EVENTLOGQADC=... |
g CN=g:  CN=Computers,DC=EVENTLOGQA,DC=COM |
testtt CN=testttt,CN=Computers, DC=EVENTLOGQA, DC=COM

Selected: 4/25

[ T

Image 28: Viewing list of configured object filter users/groups

5. The list of Selected computers will be displayed.

Selected computer
V Name Distinguished Name:
v ITSL360-W10-5 CN=ITSL360-W10-5,CN=Computers,DC=EVENTLOGQA,DC=COM
v LOGQA-W10-1 CN=LOGQA-W10-1,CN=Computers,DC=EVENTLOGQA,DC=COM
v ELA-AUTO11 CN=ELA-AUTO11,CN=Computers,DC=EVENTLOGQA,DC=COM
 ADSC: CN=ADSC: CN=Computers, DC=EVENTLOGQA,DC=.
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selectd 4725 =

Image 29: Configuring object filter users/groups

6. Once the selectionis done, click on OK in the selection list and then click on Add in the Select Computer

pane. Click on the Save button in the Add Rule Exception pane as highlighted below. In case you wish to

reset the exception configurations and redo them, click on Clear Exception.

/Add Rule Exception - HackTool - Inveigh Execution Artefacts

1. | Device v | Equals v | EVENTLOGQA.COM- 4c... []

Criteria Pattern : (1) &

Image 30: Configuring object filter users/groups in rule management

7. Upon successful completion of action, a Rule Exception saved Successfully pop-up appears briefly, and the

selection changes are instantly updated and are visible in the Exception section.

Rule Name
Rule Type

Rule
Description

Rule Status
Created By
Severity

Log Format

Execution
Type

Tags

MITRE
ATT&CK

Criteria

Rule Summary - HackTool - Inveigh Execution Arteiact{ T Rule Exception updated Successtuly - |

Rule Details

Prerequisites () Mitigation () Execution Details

HackTool - Inveigh Execution Artefacts
Standard

Detects the presence and execution of Inveigh via dropped artefacts

« Active

8 Log3so
Critical .+
Windows, Sysmon

Continuous #*

Data Source : File  Data Component : File Creation  Data Component : File Modification

Command and Control (TAGD11) : Remote Acces...

Action 1: actionname = “File Created Or Modified” AND FILENAME endswith "\Inveigh-Log.txt, \Inveigh-Cleartext.txt, \Inveigh-

NTLMv1Users.txt, \Inveigh-NTLMv2Users.txt, \Inveigh-NTLMv1.txt, \Inveigh-NTLMv2.txt, \Inveigh-FormInput.txt, \Inveigh.dll, \Inveigh.exe,

\Inveigh.ps1, \Inveigh-Relay.ps1” select Action 1.HOSTNAME, Action 1.USERNAME, Action 1.DOMAIN, Action 1.0BJECTNAME, Action
1.FILETYPE, Action 1.PROCESSNAME, Action 1.MESSAGE

| Exception @ |
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(HOSTNAME =EVENTLOGQA.COM - 4 computer(s)) "

Image 31: Configuring object filter users/groups in rule exceptions

C. Enabling rule

When activating a rule, the object filter automatically slides open for that particular rule.
1. Click on the currently disabled icon @ under the Actions column to enable the rule.

Log Receiver

+ Add

Dashboard Reports Compliance Search Settings LogMe Support

Manage Rules @ Scheduled Detection Reports < Back

The Manage Rule page is the central hub for creating, editing, enabling, disabling, and monitoring detection rules along with its alerts. It helps streamline rule management with search, filters, and bulk actions.
¥ rute uibrary + Create New Rule | ~ |

QX 'Y @ © @ Manage~v 1-100f184 > » 10v m
Actions lame Severity Mitre Att&ck Mapping Execution Inter
’ A e A +1
@ b s Abnormal amount of data transmitted from  Critical Exfiltration (TA0010) : Exfiltration Over Alternati... Data Source : Network Traffic ~ +11 1 Hour
DNS ports New (33
@ b s Active Directory Replication from Non Critical Credential Access (TA0006) : DCSync (T1003.00... Data Source : Active Directory ~ +1 Continuous
Machine Account
@ b s AD Object WriteDAC Access Critical Defense Evasion (TA000S) : Windows File and Di... Data Source : Active Directory ~ +1 Continuous
@ b s Add or Set Windows Defender Exclusion Critical Privilege Escalation (TAQ004) : Boot or Logon Au...  +3 Data Source : Process  +1 Continuous
@ b s ‘Anomalous Failed Password Change Critical Privilege Escalation (TA0004) : Account Manipul...  +1 0S : Windows. 1 Hour
New B
@ b s Anomalous Successful Password Change Critical Privilege Escalation (TA0004) : Account Manipul... +1 0S : Windows. 1 Hour
New @B
@ b s Anomalous Unix Password Change Activity  Critical Credential Access (TA0006) : Brute Force (T1110) 08 : Linux 1 Hour
New 3
@ b s Anomalous user account change 23 Critical Privilege Escalation (TA004) : Account Manipul..  +1 - Continuous
@ b s ‘Anomalous Windows GPO Modification Critical Privilege Escalation (TA0004) : Domain or Tenan...  +1 0S : Windows. 1 Hour

Outside Usual Working Hours {23

Image 32: Enabling a rule

2. The object filter pane slides open upon clicking on the disabled icon.

Requires Configuration Obects
A Member Was Added to a N LTS
Security-Enabled Global Group GROUPNAME £ Group:

cancel

Image 33: Object filtering while enabling a rule

o S o N T N Y Y (Y N WPE PR TP R
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S. Oelecl prererrea users/groups ana CiiCck on tne Activate buton.

Activate Rules X

Requires Configuration Objects

© A Member Was Added to a

Security-Enabled Global Group ~~ OROUPNAME manual - 1 group(s)

-

Image 34: Obiject filtering while enabling a rule

4. Upon successful completion of action, the below pop-up appears.

@ Selected rule(s) have been activated successfully x

Alerts

The solution also supports object filters when creating or editing alert profiles, enabling you to refine Active
Directory-based criteria with user, group, or OU selections. To do this, follow the steps below:

() NOTE

The Active Directory object filter is accessible only for the rules and criteria under the Active
Directory log type.

1. Inthe product console, navigate to the Alerts tab and click on Add Alert Profile.

Log Recever 4% 7 v @~

Dashboard Reports. Compliance Search Security Settings LogMe Support + Add

Alerts Incident Exportas~v [ (& Manage Alert Profiles | #§
View :  Active alerts ~ 2025-02-09 00:00:00 - 2025-08-27 23:59:59  [&]
Critical Alerts Trouble Alerts Attention Alerts Al Alerts
° 132 Q 0 0 (‘1 132
Hore v 1-100f132 > » | 10~v Add/Remove Columns

Severity Alert Profile Name Time Generated v Alert Message Format Alert Status Remediation
© Critical thdgfh 2025-08-27 12:02:36 Service Control Manager : The Site24x7 Windows Agent service en...  Open
© Critcal  thdgfh 2025-08-27 12:00:40  Service Control Manager : The Background Intelligent Transfer Ser...  Open
© critical thdgfh 2025-08-27 12:00:40 Service Control Manager : The start type of the Background Intelli..  Open
© Critical  thdgfh 2025-08-27 12:00:00 EventLog : The system uptime is 444157 seconds. Open
© critical thdgh 2025-08-27 11:58:40 Microsoft-Windows-Security-Auditing : Special privileges assigned .. Open
© critical thdgfh 2025-08-27 11:58:40 Microsoft-Windows-Security-Auditing : An account was successfull..  Open
© Critical thdgfh 11:58:40 ft-Wind urity-Auditing : A security-enabled local gro...  Open
© critical thdgfh 2025-08-27 11:58:40 d y-Auditing : A bled local gro..  Open
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© critical thdgfh 2025-08-27 11:58:40 Service Control Manager : The WMI Performance Adapter service .. Open # Run playbook

© Critical thdgfh 11:58:39 Micr y \g : Special privileges assigned ...  Open

Image 35: Adding an alert profile

2. The Add Alert Profile module is displayed.

Log Receiver &%

Dashboard Reports. Compliance Search Security Settings LogMe Support + Add

e Add Alert Profile

Q Name * Enter a unique name.
Criteria * Select an alert type
Severity Critical v
Alert Message Format * %SOURCE% : %MESSAGE% +

Sample Alert message: User %ACCOUNT.

Advanced Configuration »

Alert Notification Notification Settings Playbook
Send Notification  All Alerts v
Email Notification

SMS Notification

Save Profile Cancel

Image 36: Add alert profile module

3. Provide the Name for the alert. Add Active Directory specific Criteria by choosing Active Directory as the
Log Type in the Rules sub-tab of the Alert Criteria Builder. Click on the Select button.

Alert Criteria Builder X

Predefined Alert Criteria (2) Compliance Alert Criteria (2) ~ Custom Alert Criteria (2)

Log Type ~ Active Directory v |
xQ 1-50f5 10+ M
Rule Name » Rule Description Created By Mitre Att&ck M
O Add or Remove Computer from DC Detects the creation or removal of a com Defense Evasic
puter. Can be used to detect attacks suc
h as DCShadow via the creation of a new
SPN.
(®  Anomalous Windows GPO Modification Detects Group Policy changes occurring o ( Log360 Defense Evasic
Outside Usual Working Hours utside regular working hours.
() Potential Credential Dumping Via LSASS ~ Detects a suspicious LSASS process proc Log360 Credential Acci
Process Clone ess clone that could be a sign of credenti
al dumping activity
O Active Directory Replication from Non Detects potential abuse of Active Directo Log360 Credential Acc
Machine Account ry Replication Service (ADRS) from a non
machine account to request credentials.
(O  AD Object WriteDAC Access Detects WRITE_DAC access to a domain [ Log360 Defense Evasic

object

ESE o

Imaae 37: Obiect filterina in the alerts modulle
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4. Choose the domain under the Select Domain drop-down. Tick the Filter checkbox and then configure the filter
based on your requirements. Click on the add button of the object filter to select users to be grouped under
this.

Log Receiver A2 7 + .

new
Dashboard Reports Compliance Search Security Settings LogMe Support
Add Alert Profile
Q Name * Anomalous Windows GPO Modification
wdit
Criteria Anomalous Windows GPO Modificatic
Select Domain Al v
vore
1. Usemame v Equals v | | select user
Criteria Pattern : (1) ’
Severity Critical v
Alert Message Format * %SOURCE% : %MESSAGE% + Add
NT_NAMEY% was created by %CALLER_USER_NAME
Alert Notification Notification Settings Playbook
Send Notification | All Alerts v

Email Notification

SMS Notification

Save Profile Cancel

Image 38: Object filtering while adding an alerts profile

5. The Select user pane slides open. The user names will be displayed along with the object filter feature in
order to be able to filter and choose which users you wish to group under this alert configuration.

Select user «

Select domain User  Group based user  OU based user

eventlogga.com
No objects selected Last Sync Time: 2025-08-25 12:39:10 &

< 1-100f20052 > » 10w
SRy Name SAM Account Name  Distinguished Name
[t ke adTestusers27 CN=adTestUser527,0U=veluOU, DC=EVE...
= N=Users,DC=EVE
elauser100 elauser100 CN=elauser100,CN=Users,DC=EVENTLO...
ad Cl ,OU=veluOU,DC=EVE...
Temporary Tes... c Jser,CN=Users,DC=E...
elagauser elaqauser CN=elagauser,CN=Users, DC=EVENTLOG...
karthi karthi CN=karthi,CN=Users,DC=EVENTLOGQA, ...
adTestUser887 CN=adTestUser887,0U=veluOU,DC=EVE...
C N=Users,DC=EVE...
TestUser CN=Test User,0U=testOU,DC=EVENTLO...

Selected: 0/25

Tl conce

Image 39: Object filtering in the alerts module

6. Similarly, the Group based user sub-tab also includes the filter for user selection based on user groups.

Select user X

TR User  Group based user  OU based user
eventlogga.com

. o8- 30:07 O
No objects selected Last Sync Time: 2025-08-25 12:39:07 <

o R N R
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Specify users manually
No objects selected

Na

Cert Publishers

Remote
Manage...

Read-only Dom...

SAM Account Name

Cert Publishers

Remote Manage....

Read-only Dom...

istinguished Nam

CN=Cert Publishers,CN=Users,|

CN=Remote Management Users,C

CN=Read-only Domain Controllers,C...

Allowed RODC ... Allowed RODC ... CN=Allowed RODC Password Replicat...
Group Policy ... Group Policy ... CN=Group Policy Creator Owners,CN...
... M... CN=l Monitor Users,CN=B...
_AD... fon_AD... e _ADGroup,0
Certificate S... Certificate S... CN=Certificate Service DCOM Acces...
2... 2. e 2000 Compatible Ac...

Cloneable Dom...

Cloneable Dom...

CN=Cloneable Domain Controllers,C...

Note . Group-based user filtering uses the latest synced domain group data. If group
memberships change in AD but havent been synced, alerts will be processed based
on the last synced data.

Selected: 0/25

o

Image 40: Configuring object filter users/groups

7. The OU based user sub-tab also includes the filter for user selection where the users are listed categorized

by their OUs.

Select user

Select domain
eventlogga.com

No objects selected

Specify users manually
No objects selected

User  Group based user

Name
veluou1

innerou

our

testou12

newou

veluou

automation
Prasannaou
zAutomationTesting

testou

0U based user

Last Sync Time: 2025-08-26 22:00:03 &
1-100f13 > » 10w

Di

guished Name
OU=veluOU1,DC=EVENTLOGQA,DC=COM
OU=innerou,0U=zAutomationTesting,...
OU=0U1,0U=testOU,DC=EVENTLOGQA,DC...
OU=testOU12,0U=ADsync, DC=EVENTLOG...
0OU=newOU,0U=veluOU,DC=EVENTLOGQA, ..
OU=veluOU,DC=EVENTLOGQA,DC=COM
OU=automation,DC=EVENTLOGQA,DC=COM
OU=PrasannaOU,DC=EVENTLOGQA,DC=COM
OU=zAutomationTesting,DC=EVENTLOG...

OU=testOU,DC=EVENTLOGQA,DC=COM

Note . OU-based user filtering uses the latest synced domain user and OU data. If OU

Scoped Users change in AD but are not yet synced,alerts will be processed based
on the last synced data.

Selected: 0/25

Kl o

Image 41: Configuring object filter users/groups

8. After selecting the preferred users, you can view your selection by clicking on the View option as highlighted

below.

Select user

Select domain
[H] eventlogga.com

4 group(s) selecetd

Specify users manually
No objects selected

User  Group based user  OU based user

x
Name
/| Cert Publishers

v Remote
Manage...

| Read-only Dom...

SAM Account Name
Cert Publishers

Remote Manage...

Read-only Dom...

Last Sync Time: 2025-08-25 12:39:07 <
1-100f57 > » 10w

Distinguished

e

CN=Cert Publishers,CN=Users,DC

CN=Remote Management Users,CN=l

CN=Read-only Domain ControllersC...

Allowed RODC ... Allowed RODC ... CN=Allowed RODC Password Replicat...
| Group Policy ... Group Policy .. CN=Group Policy Creator Owners,CN...
P ... M... e Monitor Users,CN=B...
_AD... _AD... e ADGroup,0
Certificate S... Certificate S... CN=Certificate Service DCOM Acces...
dows 2... 2. e dows 2000 Compatible Ac...

Cloneable Dom...

Cloneable Dom...

CN=Cloneable Domain Controllers,C...
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Note . Group-based user filtering uses the latest synced domain group data. If group
memberships change in AD but havent been synced, alerts will be processed based
on the last synced data.

Sotctes 4725

T conce

Image 42: Viewing list of configured object filter users/groups

9. The list of Selected users/groups will be displayed.

KK KK

Selected groups

Name SAM Account Name Distinguished Name
Cert Publishers Cert Publishers CN=Cert Publishers,CN=Users,DC=EV...
Remote Manage...  Remote Manage... CN=Remote Management Users,CN=Bui...
Read-only Dom...  Read-only Dom... CN=Read-only Domain Controllers,C...
Group Policy .. Group Policy ... CN=Group Policy Creator Owners,CN...

seectd: 4725 =

Image 43: Configuring object filter users/groups

10. Once the selectionis done, click on OK in the selection list and then click on Add in the Select user pane.

Select user

Select domain
[H] eventlogga.com

4 group(s) selecetd

Specify users manually
No objects selected

User  Group based user  OU based user

Last Sync Time: 2025-08-25 12:39:07 <&

=3 1-100f57 > » 10+
Name SAM Account Name  Distinguished Name
/| Certpublishers  Cert Publishers CN=Cert Publishers,CN=Users,DC=EV...
W Remote Remote Manage... 'CN=Remote Management Users,CN=Bui...
Manage...
/| Read-only Dom... ~ Read-only Dom... CN=Read-only Domain Controllers,C...
Allowed RODC ... Allowed RODC ... CN=Allowed RODC Password Replicat...
| Group Policy ... Group Policy .. CN=Group Policy Creator Owners,CN...
M... M... CN= Monitor Users,CN=B...
1_AD... ion_AD.... c _ADGroup,0!
Certificate S... Certificate S... CN=Certificate Service DCOM Acces...
2. 2. a 2000 Compatible Ac...
Cloneable Dom...  Cloneable Dom... CN=Cloneable Domain Controllers,C...

Note . Group-based user filtering uses the latest synced domain group data. If group
memberships change in AD but havent been synced, alerts will be processed based
on the last synced data.

Selected: 4/25 View

Image 44: Configuring object filter users/groups

11. Upon successful completion of action, the selection changes are instantly updated.
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Dashboard Reports

Add Alert Profile

Name *

Criteria *

Select Domain *

Severity

Alert Message Format *

Alert Notification

() NOTE

Compliance Search Security

Anomalous Windows GPO Modification
Anomalous Windows GPO Modificatic

eventlogaa.com v

/| Filter

1. Username v
1) &
Critical M

%SOURCE% : %MESSAGE%

Notification Settings Playbook
Send Notification Al Alerts
Email Notification

SMS Notification

Save Profile Cancel

Equals

Settings LogMe

v | eventiogga.com - 4 ...

+Add

Image 45: Configuring object filter users/groups in alerts module

The object filter can also be used in a existing alert profile by clicking on the edit icon # of an alert

profile and following the above mentioned steps. To learn more about creating and managing alert

profiles, refer to the Alerts help document.

Read also

This document explained how to use the object filter during rule installation, rule management, and alert

configuration. You also learned how it can be applied in the objects and exception sections, as well as in alert

profiles, to improve accuracy in monitoring.

e Active Directory Object Filter Overview
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Chapter 4.1.4 Rule I|brary

4.1.4.1. About Rule Library

£ Last updated on: September 12, 2025
In this page

Highlights of Rule Library

Workflow

Log360's Rule Library is a centralized, cloud-delivered repository of security threat detection rules. It is designed

to enhance Log360's ability to identify potential security threats. The rules within Log360's Rule Library are

primarily based on two standards:

e MITRE ATT&CK® framework: The rules are directly mapped to tactics and techniques used by adversaries,
allowing security teams to understand the context of an attack and anticipate the attacker's next move.

e Sigma rules: These are generic, open-source yet credible rules written in standardized format converted to
Log360's query structure.

By leveraging a cloud-delivered rule library, security teams can receive up-to-date detection logic automatically
without having to write or manually update every rule, thus staying ahead of emerging threats.

() NOTE

Explore in depth the functionalities of Log360's rule library and its Security Intelligence Pack.

Highlights of Log360's Rule Library:

Over 2,000 predefined threat detection rules to spot insider threat, external threats, malware, AP Ts and more.

¢ Rules are categorized based on the log sources they are associated with for easier implementation.

Rules are also mapped to relevant MITRE ATT&CK® threat modelling framework.

Option to automatically install new threat detection rules based on your security policies. This ensures your
systems are immediately protected against the latest threats and attacks as soon as a new rule is released.

Workflow

Auto-installation
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Rules are installed

i o automatically based on
8= t—= severity.
Content Delivery —) Log360 Server —
System (CDN) Fetches rules
Rules are validated, from CDN

verified, and updated.

Manual installation

—

Rules are installed when
the user initiates
Installation.

The cloud delivered system of Log360, hosts the detection rules uploaded by ManageEngine. The rules are then
delivered to the Log360 server.

Please note that the Log360 server should have an active internet connection for uninterrupted update of the
detection rules. For offline or air-gapped environments, rule updates can be applied by downloading the latest
Rule Library package and configuring the system to use it locally.

Once the rules are updated, the Available Rules tab in the solution's console lets you install and configure them.
Our solution also provides auto-installation option which updates the rules in your environment as the rule gets
pushed to the Rule Library by ManageEngine team.

This guide explores how you can selectively install rules or configure auto-updates of rules.

Understanding Rule Library

In the central view of the Rule Library, rule attributes are displayed in a table. Columns represent different fields,
and additional columns can be added or removed to customize the view. The Rule Library is divided into two
tabs: Available Rules and Installed Rules.

Key aspects of the Rule Library include:

e MITRE ATT&CK® Mapping: Each rule is aligned with tactics and techniques from the MITRE ATT&CK®
framework, offering better visibility into adversarial behaviors.

e Severity classification: Rules are assigned severity levels to help users prioritize detections and response
actions effectively.

Common components:

These components are present in both the Available Rules and Installed Rules tabs.

Component Details
Rule Name The name of the rule for identification.
Severity Shows the rule's criticality level, such as Attention, Critical, or Trouble.
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MbHoAhi 8 CK®

Bf:stﬁl'éils the associated MITRE ATT&CK® tactic and techniques.

Mapping

Taus Lists related tags such as data source and data component associated with the
g rule.

Rule Type Specifies whether the rule is Standard, Anomaly, or Advanced.

Created Time

The date and time when the rule was first added.

Last Modified Time

The date and time when the rule was last modified.

Description

Provides a detailed summary of what the rule detects, including its purpose and
author information.

Components specific to

the Installed Rules table

Field

Details

Execution Interval

Defines how criteria matching occurs.

e Continuous: Matches incoming logs and raises detection directly if they match.

¢ |Intelligent: Runs the criteria on indexed logs and raises detection if matched

from indexed logs.

Created By

Indicates the source of the rule. In this case, all rules are created by Log360.

Read also

This page introduced the Rule Library, its role in enhancing threat detection and architecture. To learn how to

manage and configure these rules in your environment, refer to:

e Installing Rules

e Configuring Auto-Install Settings
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4.1.4.2. Installing Rules

B9 Last updated on: September 12, 2025
In this page

Overview

Steps to install Rules from the Rule Library

Overview

This page details how rules can be installed from the Rule Library. The rules can be installed automatically as

ManageEngine develops and adds them to the cloud repository or can be browsed and installed manually. The

below segment outlines the steps to install rules.

Steps to install Rules from the Rule Library

2. Click Manage Rule in the top-right corner.

Security Analytics

All Rules - Detections Critical Rules - Detections

Trouble Rules - Detections

129 o 129 x 0

¥ 20105 (-99.36%) ¥ 20105 (-99.36%)

4 0(0.00%)

Detection Pipeline Detection by tactics
Detense
Evasion
(@ Mo Data Available Exfiltration Initial
: . Access .
Please choose a different time range ® Critical
Command
9 Execution Trouble
Control
Lateral Attention
Discovery Movement
Collection Persistence
Impact
Top 5 User by Detections Top 5 Log Sources by Detections
200

g

- H]

& )
5

o -—
murali-8922 murali-8922$ o 25 50 75 100 125 150
Username Count
® Critical Trouble Attention @ critical Trouble Attention

In your account, navigate to the Security tab to access the Security Analytics dashboard.

Today m IE; Manage Rule

Attention Rules - Detections

0

4 0(0.00%)

Recent Detections

Last Updated Time : 2025-07-20 11:50:42
Potential Forfiles Misuse

Potential Forfiles Misuse : -
Username murali-s... Mitre Att&ck Mapping
Device Name murali-s... Execution : Windows Com...

2025-07-29 11:48:06

Bypass UAC via CMSTP
Bypass UAC via CMSTP : -
Username murali-8... Mitre Att&ck Mapping

Device Name murali-8... privilege Escalation : Abus..  +3

2025-07-29 11:48:06

Suspicious Double Extension File Execution

Suspicious Double Extension File Execution was triggered by murali-8922 in
murali-8922

Username murali-8...
Device Name murali-8...

Mitre Att&ck Mapping
Initial Access : Spearphish...

2025-07-29 11:48:06

RDP Session Hijacking Using tscon

RDP Session Hijacking Using tscon : -

Username MURALI-... Mitre Att&ck Mapping

Figure 1: Navigating to the Rule Library

3. Inthe Manage Rules page, click Rule Library.

Manage Rules

@ scheduled Detection Reports < Back

D
B Rule Library + Create New Rule -

x v @ @  Manage~ 1-100f182 > » 10 B
M Actions Rule Name + Severity Detections Mitre Att&ck Mapping Tags

L External Threat Critical 0 Domain : Threat Intelligence

B s Brute Force Critical 0 Credential Access (TAD00S) : Brute Force (T1110)

B Excessive logon failures Critical 0 Defense Evasion (TA00OS) : Cloud Accounts (T1...

B Excessive password change failure Critical 0 Credential Access (TAO006) : Password Guessin..

L Anomalous user account change Critical 0 Privilege Escalation (TA0004) : Account Manipul... +1

B s Potential Compromise of DSRM Account Critical 0
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B s Possible ransomware activities Critical o Impact (TA0040) : Service Stop (T1489)  +1 Data Source : Process  +3

B DiagTrackEoP Default Login Username Critical 0 Privilege Escalation (TA0004)

L SNAKE Malware Service Persistence Critical 0 Persistence (TA0003)

[ SNAKE Malware Kernel Driver File Critical 0 Execution (TA0002) Data Source : File ~ +2
Indicator

Figure 2: Navigating to the Rule Library

4. Select a category from the left panel to view its rules.
¢ Available Rules tab: Displays rules that are available in the central repository but not yet installed.

¢ |nstalled Rules tab: Displays already installed rules in your environment.

!‘“'e Library Last Synced on: 2025-09-04 09:02:30 & syncnow @ < Back
3 I Available Rules Installed Rules I £ settings
156/1797 x| v 1-100f1641 > » | 10+ M
22 Windows /
Rules Configured Rule Name & Mitre Att&ck Mapping Tags Severity
5/114 File Decryption Using Gpg4win - Data Source : Process  +1 Trouble
& Active Directory
Rules Configured File With Suspicious Extension Downloaded Via Defense Evasion : BITS Jobs (T1197)  +2 Data Source : Process  +1 Trouble
Bitsadmin
s AWS 0/66 CredULDLL Loaded By Uncommon Process Credential Access : GUI Input Capture (T1056.0... Data Source : Module ~ +1 Trouble
Rules Configured =
Windows Recall Feature Enabled - Collection : Screen Capture (T1113) Data Source : Windows Registry ~ +1 Trouble
G Microsoft 365 8/51 DisableAIDataAnalysis Value Deleted
Rules Configured
Potential Persistence Via Scrobj.dil COM Hijacking Persistence : Component Object Model Hijacking... Data Source : Windows Registry ~ +1 Trouble
> sQLServer 2/13 Bypass UAC via WSReset.exe Privilege Escalation : Bypass User Account Contr... Data Source : Process ~ +1 Trouble
Rules Configured 1
Potential PowerShell Obfuscation Using Character Defense Evasion : Obfuscated Files or Informati... Data Source : Script +1 Attention
= Advanced Threat 1/5 Join +1
&) Analytics Rules Configured
Suspicious Outbound SMTP Connections Exfiltration : Exfiltration Over Unencrypted Non-... Data Source : Network Traffic ~ +1 Trouble
n rk 0/44 Suspicious ShellExec_RunDLL Call Via Ordinal Defense Evasion : Rundli32 (T1218.011) Data Source : Process  +1 Trouble
9 letwor
Rules Configured File Deleted Via Sysinternals SDelete Defense Evasion : File Deletion (T1070.004) Data Source : File  +1 Trouble
. 0/18
[ cisco o
Rules Configured
0/23
2 PaloAlto /

Rules Configured

- .. . 0/37 -

Figure 3: Selecting Rule Library categories

5. Inthe Available Rules tab, click the T icon to apply filters for rules. The filter works based on different criteria

as outlined:

e All Rules: Displays all rules.

e New Rules: Recently added rules.

¢ High Computational: Resource-intensive rules, such as:
o Threshold Logic: Triggers alerts only when an event crosses a defined limit.
o Anomaly Models: Detects deviations from normal behavior patterns.

o Multi-action Logic: Correlates two or more events

Last Synced on: 2025-09-04 09:02:30 & sync Now & < Back
Q search ¥ settings
1-100f1641 > » | 1lov (M
EE Windows 156/1797

Rules Configured

Mitre Att&ck Mapping Severity

In - Data Source : Process  +1 Trouble

5/114

Rules Configured

& Active Directory New Rules
Downloaded Via Defense Evasion : BITS Jobs (T1197)  +2 Data Source : Process  +1 Trouble
High Computation

0/66 mon Process Credential Access : GUI Input Capture (T1056.0... Data Source : Module  +1 Trouble

aws  AWS
Rules Configured +1
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%

Microsoft 365

SQL Server

Advanced Threat
Analytics

Network

Cisco

Palo Alto

8/51

Rules Configured

2/13

Rules Configured

1/5

Rules Configured

0/44
Rules Configured

0/18

Rules Configured

0/23

Rules Configured

0/37

Windows Recall Feature Enabled -
DisableAIDataAnalysis Value Deleted

Potential Persistence Via Scrobj.dll COM Hijacking

Bypass UAC via WSReset.exe

Potential PowerShell Obfuscation Using Character

Join
Suspicious Outbound SMTP Connections
Suspicious ShellExec_RunDLL Call Via Ordinal

File Deleted Via Sysinternals SDelete

Collection : Screen Capture (T1113)

Persistence : Component Object Model Hijacking...

Privilege Escalation : Bypass User Account Contr...

+1

Defense Evasion : Obfuscated Files or Informati...
+1

Exfiltration : Exfiltration Over Unencrypted Non-...
Defense Evasion : Rundll32 (T1218.011)

Defense Evasion : File Del

ion (T1070.004)

Data Source : Windows Reg +1 Trouble
Data Source : Windows Registry ~ +1 Trouble
Data Source : Process  +1 Trouble
Data Source : Script  +1 Attention
Data Source : Network Traffic ~ +1 Trouble
Data Source : Process  +1 Trouble
Data Source : File  +1 Trouble

Figure 4: Applying filters in the Available Rules tab

6. Click Clear Filters to remove all applied filters.

Rule Library
E g

%

Windows

Active Directory

AWS

Microsoft 365

SQL Server

Advanced Threat
Analytics

Network

Cisco

Palo Alto

156/1797

Rules Configured

5/114
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8/51

Rules Configured

2/13

Rules Configured

1/5

Rules Configured

0/44

Rules Configured

0/18

Rules Configured

0/23

Rules Configured
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Avail

ble Rules > Installed Rules

Label

Al
yin
New Rules

High Computation on Downloaded Via

:‘ﬂmﬂﬂ Frocess

Windows Recall Feature Enabled -
DisableAIDataAnalysis Value Deleted

Potential Persistence Via Scrobj.dll COM Hijacking

Bypass UAC via WSReset.exe

Potential PowerShell Obfuscation Using Character
Join

Suspicious Outbound SMTP Connections
Suspicious ShellExec_RunDLL Call Via Ordinal

File Deleted Via Sysinternals SDelete

Mitre Att&ck Mappin,

Defense Evasion : BITS Jobs (T1197)  +2

Credential Access : GUI Input Capture (T1056.0...
+1

Collection : Screen Capture (T1113)

Persistence : Component Object Model Hijacking...

Privilege Escalation : Bypass User Account Contr...
+1

Defense Evasion : Obfuscated Files or Informat..
+1

Exfiltratior

Exfiltration Over Unencrypted Non-...
Defense Evasion : Rundll32 (T1218.011)

Defense Evasion : File Deletion (T1070.004)

Figure 5: Removing applied filters

Tag:

Data Source :

Data Source :

Data Source :

Data Source

Data Source :

Data Source :

Data Source :

Data Source :

Data Source :

Last Synced on: 2025-09-04 09:02:30 & sync Now & < Back
£ settings
1-100f1641 > » | 10+
Severity

Process  +1 Trouble

Process  +1 Trouble

Module  +1 Trouble
: Windows Registry  +1 Trouble

Windows Reg +1 Trouble

Process  +1 Trouble

Saript +1 Attention

Network Traffic ~ +1 Trouble

Process  +1 Trouble

Fle  +1 Trouble

Data Source :

7. Click the % iconin the top-right corner to customize the rule table view. Select the checkbox next to the fields
to add or remove them, and then click Apply.
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ble Rules > Installed Rules

Rule Name

File Decryption Using Gpg4win

File With Suspicious Extension Downloaded Via
Bitsadmin

CredULDLL Loaded By Uncommon Process

Windows Recall Feature Enabled -
DisableAIDataAnalysis Value Deleted

Potential Persistence Via Scrobj.dil COM Hijacking

Bypass UAC via WSReset.exe

Potential PowerShell Obfuscation Using Character
Join

Suspicious Outbound SMTP Connections
Suspicious ShellExec_RunDLL Call Via Ordinal

File Deleted Via Sysinternals SDelete

Mitre Att&ck Mapping

Defense Evasion : BITS Jobs (T1197)  +2
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Defense Evasion : Obfuscated Files or Informati...
+1

Exfiltration : Exfiltration Over Unencrypted Non-...
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Last Synced on: 2025-09-04 09:02:30

Data Source :
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Data Source :
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Figure 6: Customizing columns in the Available Rules tab
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8. Click the & icon to access Advanced Search and locate rules by severity, rule type, MITRE tags, tags, or rule

name.

9. To close the search, click the & icon again.
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o

B

%
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Last Synced on: 2025-09-04 09:02:30 & sync Now & < Back
Available Rules > Installed Rules ¥ settings
v 1-100f1641 > » | 10~ [
M RuleName o Mitre Att&ck Mapping Tags Severity
Al (]
File Decryption Using Gpgawin Data Source : Process  +1 Trouble
File With Suspicious Extension Downloaded Via Defense Evasion : BITS Jobs (T1197)  +2 Data Source : Process  +1 Trouble
Bitsadmin
CredULDLL Loaded By Uncommon Process Credential Access : GUI Input Capture (T1056.0... Data Source : Module  +1 Trouble
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Windows Recall Feature Enabled - Collection : Screen Capture (T1113) Data Source : Windows Registry ~ +1 Trouble
DisableAIDataAnalysis Value Deleted
Potential Persistence Via Scrobj.dll COM Hijacking ~ Persistence : Component Object Model Hijacking... Data Source : Windows Registry  +1 Trouble
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+1
Potential Powershell Obfuscation Using Character Defense Evasion : Obfuscated Files or Informati.. Data Source : Script  +1 Attention
Join +1
Suspicious Outbound SMTP Connections Exfiltration : Exfiltration Over Unencrypted Non-... Data Source : Network Traffic ~ +1 Trouble
Suspicious ShellExec_RunDLL Call Via Ordinal Defense Evasion : Rundi32 (T1218.011) Data Source : Process  +1 Trouble
File Deleted Via Sysinternals SDelete Defense Evasion : File Deletion (T1070.004) Data Source : File  +1 Trouble

Figure 7: Using Advanced Search

10. Select the checkbox next to the rules you want to install from the Available Rules tab, then click Install.
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Available Rules

Installed Rules

Rule Name

Mitre Att&ck Mapping

Last Synced on: 2025-09-04 09:02:30 & sync Now & < Back
£ settings
1-10 of 1641 10~

Severity

File Decryption Using Gpgawin Data Source : Process  +1 Trouble
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Bitsadmin
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DisableATDataAnalysis Value Deleted
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+1
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Join +1
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Figure 8: Installing rules from the Available Rules tab

You can install multiple rules at once. Some rules require additional configuration during

installation.

- If you install such a rule individually, a popup will prompt you to either complete the additional

configuration and install the rule, or skip it and have the rule installed in a disabled state.

- If the same rule is installed as part of a bulk installation, it will be assumed that you chose to skip
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the configuration, and the rule will be installed in a disabled state.

You can enable these rules later from the Manage Rule page after completing the necessary

configurations.

11. Inthe Installed Rules tab, select the T icon to apply the filters for rules, such as New Rules, High

Computational, and Deprecated rules.

() NOTE

Deprecated rules are rules that we no longer recommend for installation as they have been

replaced, improved, or consolidated. If you have installed these rules, then they appear only in the

Installed Rules tab.
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Figure 9: Applying filters in the Installed Rules tab
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12. Click the & icon to customize the table view. Select the checkboxes next to the fields you want to display,

such as Created By, Installed Time, Last Updated Time, and then click Apply.
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Figure 10: Customizing columns in the Installed Rules tab

13. Select the checkboxes next to the rules you want to delete and click the @ icon.

Rule Library

Browse, manage, and deploy detection rules.

Q search
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aws
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Microsoft 365
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Network

Cisco
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Rules Configured
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0/66

Rules Configured

8/51

Rules Configured

2/13

Rules Configured
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Rules Configured
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Rules Configured
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Installed Rules

Rule Name a

Last Synced on: 2025-09-04 09:02:30

& sync Now &

< Back

£ settings

1-100f156 > » | 10~ M

Severity

Mitre Att&ck Mapping

Suspicious Greedy Compression Using Trouble Execution (TA0002) : Command and Scripting In... Data Source : Process  +1
Rar.EXE

/| suspicious successful password change Critical privilege Escalation (TA0004) : Account Manipul...  +1 0S : Windows
activity on a workstation. (%}
suspicious Bulk File Modifications or Critical Credential Access (TAO006) : Security Account ... +5 05 : Windows  +2
Deletions on Windows %3
suspicious Scheduled Tasks created during  Critical Execution (TA0002) : Scheduled Task (T1053.00..  +1 0S : Windows
non-working hours on Windows. £33
Excessive Windows File Modification (3 Critical Impact (TA0040) : Data Destruction (T1485) 05 : Windows  +3
suspicious Failed Password Change Activity ~ Critical privilege Escalation (TA0004) : Account Manipul...  +1 05 : Windows
in Windows
Unexpected shutdowns Critical Impact (TAQ040) : System Shutdown/Reboot (T...
Notable account lockouts £ Critical Credential Access (TA0006) : Password Spraying...
Eventlogs cleared Critical Defense Evasion (TA000S) : Clear Windows Eve...
Windows backup repeated failures {23 Critical Impact (TA0040) : Inhibit System Recovery (T1...

Figure 11: Deleting rules from the Installed Rules tab

14. Inthe pop-up that appears, click Yes to confirm the deletion.

Read also

Confirm Deletion

(2) Are you sure you want to delete this rule?

Yes

No

Figure 12: Deleting rules from the Installed Rules tab

This page detailed the steps to install rules from the Rule Library. To configure auto-install and rule update

settings, refer to the following articles:

e Configuring auto-install settings

e Configuring Rule Update Settings
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4.1.4.3. Configuring auto-install settings

B9 Last updated on: September 12, 2025

In this page

Overview

Steps to configure auto-install settings

Overview

This page explains how to configure auto-install settings for rules in the Rule Library. This capability enables the

automatic installation of rules based on their severity level.

Steps to configure auto-install settings

1. Inthe Rule Library page, navigate to Settings.

Rule Library

Windows

Active Directory

AWS

Microsoft 365

SQL Server

Advanced Threat
Analytics

Network

Cisco

Palo Alto
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Rules Configured
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Installed Rules
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Rule Name &

Suspicious Greedy Compression Using
Rar.EXE

Suspicious successful password change
activity on a workstation.

suspicious Bulk File Modifications or
Deletions on Windows
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Excessive Windows File Modification

Suspicious Failed Password Change Activity
in Windows

Unexpected shutdowns
Notable account lockouts
Eventlogs cleared

Windows backup repeated failures

Severity
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Critical

Critical
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Critical

Last Synced on: 2025-09-04 09:02:30

& sync Now &

1-100f156 >

Mitre Att&ck Mapping

Execution (TA0002) : Command and Scripting In...

Figure 1: Configuring auto-install settings

Tags

Data Source : Process

» 10w

2. From the Auto-Install Rules dropdown, select the severity levels for which rules should be automatically

installed, such as Critical, Trouble, or Attention.

Rule Library

‘Windows

Active Directory

AWS

Microsoft 365

SQL Server

156/1797

Rules Configured

5/114

Rules Configured

0/66

Rules Configured
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Rar.EXE
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Excessive Windows File Modification

Suspicious Failed Password Change Activity

Severity
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Critical

Critical
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s

+1
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Credential Access (TAO006) : Security Account ... +5 S : Windows  +2

Execution (TA0002) : Scheduled Task (T1053.00..  +1 05 : Windows

Impact (TA0040) : Data Destruction (T1485) S : Windows  +3
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Impact (TA0040) : System Shutdown/Reboot (T... -

Credential Access (TAO06) : Password Spraying... -

Defense Evasion (TAO005) : Clear Windows Eve... -

Impact (TA0040) : Inhibit System Recovery (TL... -

Last Synced on: 2025-09-04 09:02:30 & syncNow @ < Back
¥ settings
Auto-Install Rules | Critical v
Mitre Att&ck Mapping Do not auto-install
@ Log360 will i
Execution (TA0002) : Comm - Attention
This setting Trouble

Privilege Escalation (TA0004 type. V| critical

Credential Access (TA0006) Cancel

Execution (TAD002) : Scheduled Task (T1053.00..  +1 0s : Windows

Impact (TA0040) : Data Destruction (T1485) 0S : Windows ~ +3
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Figure 2: Configuring Auto-Install Rules

3. To disable auto-install, select Do not auto-install.

4. Click Update to save your changes.

B)

Windows

Active Directory
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Microsoft 365

SQL Server

Advanced Threat
Analytics

Network
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() NOTE

5. Auto-install settings are applied per Rule Library category, so configure them individually for each category as
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Available Rules > Installed Rules
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M RuleName «

Suspicious Greedy Compression Using
Rar.EXE

Suspicious successful password change
activity on a workstation.

Suspicious Bulk File Modifications or
Deletions on Windows
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Excessive Windows File Modification

Suspicious Failed Password Change Activity
in Windows

Unexpected shutdowns
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Severity
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Critical
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Critical

Critical
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Critical

Last Synced on: 2025-09-04 09:02:30 & sync Now & < Back

¥ settings

Auto-Install Rules  Trouble, Critical v

Mitre Att&ck Mapping
(@ Log360 will install the rule(s) based on the

Execution (TA0002) : Comm severity selected.
This setting will be applied only to this log

Privilege Escalation (TA0004 type.

Credential Access (TA0006) - Cancel

Execution (TA0002) : Scheduled Task (T1053.00..  +1 08 : Windows

Impact (TA0040) : Data Destruction (T1485) 0S : Windows ~ +3
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Figure 3: Configuring Auto-Install Rules

Rules that are highly computational will be installed in a disabled state by default.

needed.

6. Rules installed through auto-install are activated automatically, but you must manually enable any associated

alert profiles if required.

() NOTE

Severity of the pre-defined rules is provided by ManageEngine Log360 team at the time of

creation.

Read also
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This page explained how to enable automatic installation of rules based on severity levels. To learn how to
manage and configure these rules in your environment, refer to:
e Configuring Rule Update Settings

¢ [nstalling Rules
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4.1.4.4. Configuring Rule Update Settings

B9 Last updated on: September 12, 2025
In this page

Overview

Pre-requisites

Steps to configure Rule Update Settings for:
Environments connected to the internet

Offline or air-gapped environments

Overview

Rule Update Settings ensure that your system consistently receives the latest rule updates from Security
Intelligence Pack, our cloud repository, enabling accurate and reliable threat detection. For environments with
internet connectivity, you can configure automatic synchronization or perform manual updates from the cloud
server. For offline or air-gapped environments, rule updates can be applied by downloading the latest Rule
Library package and configuring the system to use it locally.

Pre-requisites

Before configuring Rule Update Settings, ensure the following:
e Whitelist the domain static.zohocdn.com in your firewall or network security settings to avoid any connection
blocks.

® The user creating scheduled tasks must have the necessary permissions to:
o Access the script file.
o Access the directory specified by the -targetDir parameter.
e The user creating the cron job must have:
o Read and execute permissions for the script file.
o Write access to any directories the script interacts with, such as log or download folders.

e Ensure curl is installed and accessible for the user running the cron job, as it is required to download the ZIP
files.

Steps to configure Rule Update Settings for:

Environments connected to the internet

1. Navigate to the Rule Library page.
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2. Inthe top-right corner, click the @E icon and select static.zohocdn.com from the drop-down.

3. Click Save to apply the changes.

4. Click Sync Now to fetch the latest rules immediately.

%
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Rules Configured Suspicious Failed Password Change Activity ~ Critical Privilege Escalation (TA0004) : Account Manipul...
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Figure 1: Syncing the Rule Library

5. A scheduled synchronization job also runs every 6 hours to update rules automatically.

Offline or air-gapped environments

1. Go to the Rule Library page.

2. Inthe top-right corner, select the @E icon and select Localhost from the drop-down.

3. Click Save to apply the changes.

1-100f156 > »

+1

+5

+1

+1

Tags

10+

ey

Data Source : Process  +1

: Windows

: Windows

: Windows

: Windows

: Windows

Server

localhost

Rule Update Settings

Download by script

» For using a localhost feed server, download the content

from the CDN server using a script { step by step guide )
and place it in the <ELA=‘\data\cdn“offline directory.
= This process configures the lookup to point to the localhost

server instead of the default external content delivery

Server.

Save Cancel
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Figure 2: Configuring Rule Update Settings

4. Download the latest Rule Library ZIP file.

5. Place the downloaded log360library.lpm file in the following folder on the server:
{server.home}\data\cdn\offline

6. The system extracts and applies the updated rules automatically.

7. If auto-install is enabled, rules matching the configured severity levels will be installed after syncing.

Downloading Rule Library ZIP files

1. Download the latest Rule Library file using the provided script:

() NOTE

The following scripts are located in the path <Installed Dir>\Log360\tools\

e Windows: download-log360library.bat

e Linux: download-log360library.sh
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2. Run script file to download the latest log360Library ZIP file.

3. To automate the download process, you can schedule the script to run at regular intervals using:

e Task Scheduler on Windows

e CrondJob onLinux

Steps to schedule a PowerShell script every 6 hours in Task Scheduler

1. Press Win + R to open the Run dialog box.

2. Type taskschd.msc, and click OK.

=l Run

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

oK

Cancel Browse...

Figure 3: Opening the Task Scheduler

3. Click Create Task.

@ Task Scheduler

File Action View Help

«s = 8=

() Task Scheduler (Local)
> [ Task Scheduler Library

Task Scheduler Summary (Last refreshed: 29-07-2025 11:4

| Overview of Task Scheduler

N

specify. To begin, click 2

{ I_ | You can use Task Scheduler to

.../ create and manage common tasks

~ that your computer will carry out I
automatically at the times you

command in the Action menu.

Task Status

N

Status of tasks th... |ast 24 hours

j2)

Actions
Task Scheduler (Local)

Connect to Another Computer..

Create Basic Task...

Create Task...

Quicklv creates a simple task.

N

Summary: 0 total - 0 running, 0 succeeded, 0 ...
Task Name Run Resy
Last refreshed at 29-07-2025 11:43:23 Refresh

Import Task..

Display All Running Tasks

Enable All Tasks History

AT Service Account Configuration
View

Refresh

Help

Figure 4: Creating a new task in Task Scheduler
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4. Inthe General tab:
e Enter a name.

e (Optional) Add a description.

e Select Run whether user is logged on or not.

@ Task Scheduler

File Action View Help
e 5w os)
(®) Task Scheduler (Local)

Task Scheduler Summary (Last refreshed: 08-07-2025 19:29:14)
> [ Task Scheduler Library

o

Actions

| Overview of Task Scheduler

(I, You can use Task Scheduler to create and manage common
7" in the Action menu. .
= @® Create Task

Tasks are stored in folders in the Task S

tasks that your computer will carry out automatically at the times you specify. To begin, click a command

click on

a command in the Action menu. General Triggers

Task Status || vlocation: \
Author:
Status of tasks that have started in the followit
Description:
Summary: O total - 0 running, 0 succeeded, 0 ¢
Task Name Security options

Name: Log360 Library Downloader - 6 Hourly

When running the task, use the following user account:
SATHISH-10303\sathish-10303

© Run only when user is logged on

© Run whether user is logged on or not

() Do not store password. The task will only have access to local computer resources.

Actions  Conditions ~ Settings

S—

Change User or Group...

Active Tasks - (O Run with highest privileges :\

(O Hidden Configure for:  Windows Vista™, Windows Server™ 2008 v
Active tasks are tasks that enably
Summary: 149 total Cancel
Task Name Next Run Time Triggers Location
Library Download Task 08-07-2025 1929:30 At 1149 on 08-07-2025 - .. \ I
UlaalIndater 08-07-2075 102952 At 1348 every dav - After \

Last refreshed at 08-07-2025 19:2%:14

Refresh

Figure 5: Configuring General settings

5. Go to the Triggers tab and click New.

@ Create Task

General Triggers Actions Conditions Settings

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details

Status

Figure 6: Creating a new Trigger

6. Inthe New Trigger window:

e From the Begin the task dropdown, select On a schedule.

e Under Settings, choose Daily and set the Start date and time.

e Under Advanced settings, check Repeat task every and set it to 6 hours.
¢ Inthe For a duration of field, select 1 day.

.

Enable Stop task if it runs longer than and set it to 30 minutes.

(Local)

Connect to Another Computer...
B Create Basic Task...

% Create Task.

Import Task..

Display All Running Tasks

@ &

Enable All Tasks History
AT Service Account Configuration
View

Refresh

[~ )P)

Help
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e Ensure the Enabled checkbox is selected.
e Click OK to save the changes.

| New Trigger X |

Beginthetask: On a schedule

| Settings

@) @ Start: |08-07-2025 [1)¥| 12:00:00 + [ Synchronize across time zones
O Daily
O Weekly Recurevery: 1 days
© Monthly

Advanced settings

(0 Delay task for up to (random delay): 1 hour

Repeat task every: 6 hour v for a duration of:  1day

[CJ Stop all running tasks at end of repetition duration

Stop task if it runs longer than: 30 minutes
O Expire: 08-07-2026 19:36:53
() Enabled

[ ok || cance

Figure 7: Configuring task triggers

7. Navigate to the Actions tab and click New.

8. Inthe Actions window:
¢ [nthe Action dropdown, select Start a program.
¢ |nthe Program/script field, enter cmd.

¢ |nthe Add arguments (optional) field, enter: /c "<download_path>\download-log360library.bat -targetDir
<folder where files need to be downloaded>"

() NOTE

:If the -targetDir parameter is not provided, the files will be downloaded to the script file's
parent directory by default.

e Click OK.

@ Create Task X

General Triggers Actions Conditions Settings

When you create a task, you must specify the action that will occur when your task starts.

Action Details
Start a program amd /c *CAUsers\sathish- 10303\Desktop\download-log360library.bat -targe
[ New.. Edit.. Delete

Figure 8: Configuring task actions
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9. Navigate to the Conditions tab.
10. Go to the Settings tab.
11. Inthe Settings tab:
e Select the checkbox next to Allow task to be run on demand.
e Select the checkbox next to Stop the task if it runs longer than, and set the duration to 1 hour.
e Select the checkbox next to If the running task does not end when requested, force it to stop.

¢ |nthe If the task is already running, then the following rule is applied dropdown, choose Do not start a new
instance.

e Click OK to save the task.

T Create Task x

General Triggers Actions Conditions Settings

Specify additional settings that affect the behavior of the task.

Allow task to be run on demand

O Run task as soon as possible after a scheduled start is missed

1 minute

O If the task fails, restart every:

Stop the task if it runs longer than:
If the running task does not end when requested, force it to stop

() If the task is not scheduled to run again, delete it after:

If the task is already running, then the following rule applies:

| | Do not start a newinstance

Figure 9: Configuring additional settings

e When prompted, enter your Windows username and password.

e To verify the configuration, right-click the task in Task Scheduler and select Run.

Steps to schedule a shell script for every 6 hours in Cron Job

1. Setthe script as executable before running it by using the following command: chmod +x
<script_file_path>/download-log360library.sh

2. Run the crontab -e command to open the crontab editor.

3. Insert the following cron entry to run the script every 6 hours: 0 */6 * * * <script_file_path>/download-
log360library.sh --target-dir "<download_path>

[%]2. elaut8-test.csez zohocorpin.com

GNU nano 6.2 /tmp/crontab.wX68g8/crontab *

ingle line
will be run
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#
# m h dom mon dow command

* /6 * * * /bin/bash /home/test/sathish/download-rulelibrary-zip.sh --target-dir ”/home/test/sath15h/off1ine“l

Figure 10: Adding the cron command

4. You can modify the path or time as required.
5. Save and exit the crontab editor:

e Press Ctrl + O to save.

e Press Ctrl + X to exit.

6. Verify the cron job installation by running the command: crontab -

A 32 elauls ez zohocorpin.com

test@laul8-test:~$ chmod +x /home/test/sathish/download-rulelibrary-zip.sh
test@laul8-test:~$% crontab -e

crontab: installing new crontab

test@elaul8-test crontab -1

# Edit this file

#
#
# 1
#
#
#
#
# a
#
#
#
#
#
#
#
#
#
#
#
#
#
#

/bin/bash /home/test/sathish/download-rulelibrary-zip.sh --t Lr "/home/test/sathish/offline"
test@laul8-test

Figure 11: Saving and verifying the cron job

7. Check logs to confirm execution:
e Review the script's log file: <download_path>/logs/download.log
¢ Alternatively, review system logs such as var/log/cron.log depending on your operating system.

Read also

This page explained how to keep your Rule Library updated in online and offline environments. To learn more
about the Rule Library and managing its capabilities, refer to:

e About Rule Library

e |nstalling Rules
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capter .15 Advanced threat analytics

4.1.5.1. Advanced Threat Analytics

£ Last updated on: September 12, 2025
In this page

Add users
Manage Users
Import users from Active Directory

Creating custom user roles

The Advanced Threat Analytics feature gives valuable insights into the severity of threats using the reputation
score for potentially malicious URLs, domains, and IP addresses. To utilize the Advanced Threat Analytics

feature in EventLog Analyzer, an add-on has to be purchased.

Advanced Threat Analytics add-on purchase:
¢ To purchase the Advanced Threat Analytics add-on, please click here.

e After purchasing and applying the add-on license, go to Settings — Admin Settings — Management—

Threat Feeds. The Advanced Threat Analytics tab will be present next to the STIX/TAXII Threat Feeds tab.

Configure the respective feeds to access the threat analytics data.

Search Settings pel Threat Management B Threat Analytics Reports
Log Source Configuration
K o E 4 STIX/TAXII Threat Feeds Advanced Threat Analytics
& Admin Settings -
Security Providers
B
LOG
Technicians & Roles
Domain and Accounts Log360 Cloud Threat Analytics VirusTotal
Device Groups ‘ h
Threat Feeds
Product Settings
Logon Settings
Working Hour Settings
Privacy Settings
Dashboard Profiles
Archives
Retention Settings
Log Collection Filters
Log Collection Failure Alerts
L& System Settings »
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1. Vendor support:

2.

EventLog Analyzer supports the following vendors for the Advanced Threat Analytics data:

e L 0g360 Cloud Threat Analytics
Default integration from Log360 Cloud suite. This can be accessed once the add-on is purchased.

e VirusTotal
Third-party threat feed integration. This follows the Bring Your Own Key(B YOK) model. If you have bought
VirusTotal access separately, you can use your AP I key and get the threat analytics information in
EventLog Analyzer.

Access
Here's how users can access the Adavanced Threat Analytics information for different usecases:

e Forinvestigation: To investigate the external threat sources, the threat analytics information can be
accessed through the External Threat report and the Incident Workbench.

e Detection: The Default Threat alert criteria detects interaction with external threat sources. Once the
Advanced Threat Analytics add-on is applied, the alerts will be accurately fine tuned to reduce false

positives.

External Threat report

Navigation: EventLog Analyzer home > Reports > Select Threats from the drop-down in the top left corner >
Threat Analytics > External Threat

The External Threat report contains the information on the source of the threat, severity, reputation score, and

more.

View reports of Top Attacked Hosts and Threats by Category for the selected period.

FUS v | symantecendpointProtection | FireEye | Malwarebytes | McAfee | SymantecDLP | CEFFormat | ThreatAnalytics | Trend Micro # Favorites
Search available reports £ External Threat Bxportas v Ry W Scheduled Reports [ More
Threat Analytics -
Py Select Device | (tsi360-2k19-6,192.168 v Period | Today
Top Attacked Hosts | Threats by Category ™
Chart Summary
20
v
3 2
S
0
& <
- Device
M= & incdent 1-100f38 > | 10w | M
Time ~ Threat Source Device Threat Category Reputation Score Threat Server
202402.09 10:31:41 722181200 192168.111.8  Windows Exploits Phishing 18 Advanced Threat Analytics
20240209 10:31:38 tepi/eu-u.openx.nevw/1.0/pdzpIm=5&pn= 10fc-4aec-b81 1921681118 Society 54 Advanced Threat Analytics
20240209 10:30:55 722181200 192168.111.8  Windows Exploits Phishing 18 Advanced Threat Analytics
20240209 10:3053 722181200 1921681118 Windows Exploits Phishing 18 Advanced Threat Analytics
20240209 10:30:52 204.79.197.200 1921681118 Phishing 9 Advanced Threat Analytics
W Scheduled Reports 20240209 10:30:46 gslbeacon ljtcom 1921681118 Web Advertisements 54 Advanced Threat Analytics
20240209 10:29:58 204.79.197.200 1921681118 Phishing 9 Advanced Threat Analytics
£ Manage Reports
20240209 10:28:49 tep/fbcdn-profile-a.akamaind.net/ 1921681118 Content Delivery Networks 79 Advanced Threat Analytics
# NeedNewReports? 20240209 102849 tepi/focdn-profile-a.akamaind.net 1921681118 Content Delivery Networks 79 Advanced Threat Analytics ]

Click on URLs and IPs in the Threat Source column and select Go To Incident Workbench to get contextual

risk data from the integrated threat feeds
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@ Scheduled Reports 2024-01-25 15:42:32 — 107-174-63-142-host  Proxy 15 Advanced Threat Analytics
2024-01-24 1455539 19216835 Scanners 15 Advanced Threat Analytics
£ Manage Reports
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Log360 Cloud Threat Analytics  VirusTotal
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Reputation Score =9

Indicator Type [
Threat Source 722181.200
Threat Source Age

First Release Date 20171111
Last Release Date 20230927
Current Release Date 20240131
status InThreat IP List

Threat Category

Occurrences on Threat
List

Windows Exploits, Phishing

18
Bo Whitelist this source

Reputation Trends

100

50

Reputation Score

Alerts

View the generated alerts on the Alerts summary page, and click on the Threat Analysis icon to open the Incident

Workbench and analyze further.
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