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Welcome to Antar, a city where even the streetlights have APT endpoints.







Zylker Corp.
Midnight shift.

" Hi I'm Eva Harson,
Chief IT and Cyber
Response Admin at

Zylker Corp.
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The system detects an anomaly
in the network traffic.




Eva boots Zia, Zylker Corp's AIL-powered network monitor. [Smasis
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Harson, our adaptive
thresholds 'baseline
deviation exceeds
tolerance.
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' There's an east-west traffic
I spike in Legacy Subnet 12.
Unauthorized lateral
traversal. Probability of
malware: 0.91. )
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Zia, prep Deep Packet
I Inspection mode. It's {
time to enter the .
network fabric. #
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= Harson, malformed %
. & packet cluster '
T 2} S
4 detected. Behavior is
<" 2| irregular.
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" | polymorphic
| signature |
confirmed.
Threat:

aggressive.,

this before it's
too late. Zia, g &

Credential theft §o
suspected. Initiating § =
~ Trace.
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"\ Zia, launch the Deep §
~f Packet Inspection 1}
. % engine —we can't let £

\ it escapel A%
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Analyzing...
Warning!!!
This
sighature
doesn't exist
in any known




Zial Maybe warn

me BEFORE
homicidal packets
spawn behind me? 4

| B A basic traffic |
] 9 ' > |
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Initiating packet
behavior analysis.
Harson! It forked its




One commit ®
reverted!

Have fun playing
whack-a-packet!

I't's heading for
the Core Vault!

# It's routing through
it The legacy subnet. |
L Tag and track, Zial 4




They follow

| Shade into
the legacy

| subnet—

| forgotten but
| still active.

It'susinga
stolen identity &
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Entities R IAMN ., 1his
communicating Y/ AEREE
with outdated / '%§

place. I
warned
them
about
decommiss
loning.

Shade extracted stale LDAP
credentials. The system's

previous password rotation
alerts: IGNORED!

8 Movement pattern
§ accelerating. East-west |
§traversal is at high risk. |




Launching
behavior analysis. ¥
Zia, predict next 4
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Predicting next |
- hop: 78% chance |
8 toward the core. |
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Shade enters into the
honeypot with stolen
credentials.
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. § Arghhh...It's |
% adarn trap!
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| But that's no §
i match for mel
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Microsegment
compromised.

~f Power up, Zia. }
\ Let's end this! /

Path analysis
initiated for
the core
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Harson, Shade has
entered through the
backdoor caused by a
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Threat battle

' mode
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Eva and Zia are not far behindl
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{ Initiating %
\ packet rewrite. }
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§ Enabling traffic §
{  rerouting. |
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Ahhhhh noo!
i T will be back! |




The network
lives another

§ And people think §
i ITis bormg ‘

” WhaT say you,
* Zia, should we tell
\, Them our secret? #
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Yes, Eva!!! Le’r S
help our fellow IT
admms
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1.Detect threats the moment they slip
intfo your flow fabric

OpManager Plus' advanced security modules
such as ASAM and Firewall log analyzer analyze
security data (NetFlow, sFlow, IPFIX, etc.) to flag
abnormal traffic patterns, spikes, scans, DDoS
attacks, and other anomalies in real time.

2. Hunt stealthy attackers across north-
south and even east-west traffic

By monitoring records from routers, switches,
firewalls, and interfaces, OpManager Plus provides
deep visibility into internal traffic, helping detect
lateral movement, credential misuse, and sudden
communication changes often missed by
traditional tools.

3. Predict intent with behavior-based, MITRE ATT&CK

MITRE-ATTA&CK®-aligned classification

The ASAM maps suspicious behaviors, such as ! =
scanning, probing, and data exfiltration, to known ' '
attacker tactics, giving teams clear context and

enabling faster decision-making using a familiar

ATT&CK-style framework.

4. Reveal evasive activity with DPI and
" advanced behavior analysis
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Our NetFlow module supports deep packet inspection
to break down traffic by application, protocol, and
service signatures. This adds deeper visibility when

1 analyzing suspicious flows.
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5. Strengthen security response with remote configuration
deployments and seamless integrations

Our Configuration Manager lets you track and deploy network
configuration changes from a single console. Built-in integrations
enable OpManager Plus to seamlessly integrate with existing security
workflows by forwarding alerts to security solutions and IT desk tools.




OUR NETWORK HEROES

{
' From gaining visibility into your complete network stack
to finding vulnerabilities at the firmware level, make sure
your network is up and running with ManageEngine's suite
of full-stack observability products. Check network
availability, application performance, traffic,
configurations, DDI metrics, and even firewall logs with a

unified solution. Get started today!
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Check-out our AI-powered solutions at www.manageengine.com/fso
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NETWORK
HAS FALLEN... /

At Zylker Corp's NOC + SOC command hub,
Chief IT edmin Eva and her Rl-powered observabilify
sidekick Zia spot a critical anomaly. A digital cryptid,
. Infamously known as 'Shade’ is traversing laterally
. deep into their Forgotten legacy subnet. Evaand Zia ' .-

~ must stop its malformed packets and zero-day
= | threats before it breaches the core network.
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