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Ransomware in

As if healthcare facilities didn't have enough to deal with already, they now 

face an onslaught of complex cyberattacks that exploit the urgency with 

which the sector’s services have to be delivered. And of all cyberattacks, it 

is ransomware that they have to be most concerned about. In a 2021 

survey by the Ponemon Institute, 42% of 597 hospitals reported they faced 

ransomware attacks in the past couple of years.1 The same study showed 

that one-fifth of hospitals reported that cyberattacks had increased the 

mortality rates of patients.2 Time is of the essence for healthcare facilities, 

and they rely on electronic health records (EHRs) to provide the best 

treatment possible. Disrupting a healthcare organization’s access to 

health records can cause irreparable damage to patients’ health and to 

the facility’s reputation.

This e-book was created to help you understand the intricacies of 

healthcare-related ransomware, the different stages of infection, and the 

steps to detect and combat it. 

Healthcare
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Ransomware is malware that hijacks and encrypts an organization's data so it is no longer accessible to its 

original owner. Nowadays, the most common type of ransomware is a targeted variant that preys upon 

specific organizations. This type of ransomware is spread with a precise focus on a particular victim that the 

attacker has done their homework on. Attackers then extort a ransom from the organization in order to 

decrypt their files. If the victim is a healthcare organization, this data hijacking causes huge interruptions 

not only to normal business operations but also to the services provided to patients. Ransomware spells 

disaster since healthcare professionals cannot access patient health information and EHRs, leading to a 

delay in treatment. In fact, around 70% of hospitals that participated in the Ponemon study cited above said 

that ransomware causes a delay in treatments.3 In addition to the delay in treatment, a ransomware attack 

can have three more adverse effects on healthcare facilities:

Damaged brand and reputation:
A ransomware attack will have negative consequences on the brand of a hospital. Goodwill 

that may have been built over a long time can be suddenly lost after an attack. A study by 

PricewaterhouseCoopers found that 87% of consumers may walk away from a business if it 

faces a data breach.4 

Financial loss:
Legal penalties can create high expenses. Hospitals can also be legally charged by patients 

for not being aware of the loss of patient files or for not informing them on time about the 

organization being under attack. The average cost of rectifying a ransomware 

attack—considering downtime, work hours, device cost, network cost, lost opportunities, 

ransom paid, etc.—was $1.27 million.5

Increased mortality rate:
Hospitals not being able to access health records can prove fatal for patients. This again ties 

into legal and financial complications. The Ponemon study mentioned earlier revealed that 

36% of healthcare facilities said they saw more complications from medical procedures, 

and 22% saw increased death rates,6 since cyberattacks prevented them from accessing 

health records. 

The effects of ransomware on
healthcare organizations

Thus, a healthcare organization that protects itself from ransomware can avoid catastrophic situations and

focus on delivering top-notch healthcare services to its clients. 
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Initial exploitation Installation Backup destruction

Encryption Extortion or blackmail

stages of
ransomware
in healthcare

The

To understand how ransomware works, we need to carefully chart

out the course of infection. An attack typically follows the pattern below:
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Initial exploitation:
An attacker attempts to gain initial access to a healthcare organization's 

network in any of the following ways:

Spearphishing emails with malicious attachments: For example, an 

email containing a malicious attachment is sent to a healthcare 

employee. This email purports to contain information about a patient’s 

insurance. The subject line "Patient insurance information" might dupe 

the employee into opening the email and downloading the attachment, 

which begins the process of infecting the network. 

Spearphishing emails with malicious links: Sometimes attackers use 

vulnerabilities in browsers to trick users. A user might get redirected to a 

malicious URL through a spearphishing email, and this might 

automatically lead to a download that the user does not consent to. The 

drive-by download contains malware that would then corrupt the system. 

Adware-based pop-ups: Adversaries post malicious ads about things like 

a miracle weight-loss or skincare program in a ploy to encourage a 

healthcare user to click on them. When the ad is clicked, the user is 

transported to an infected website.  

Brute-force attacks: Adversaries use trial-and-error methods with or 

without the use of software to guess passwords and gain access to the 

network. Brute-forcing through weak Remote Desktop Protocol 

configurations and VPNs is commonly seen. 

Installation:
Through the first stage of initial exploitation, ransomware finds its way into the 

network. In this stage, the malicious code executes and is installed on the very 

first endpoint it gets a foothold on. Typically, this endpoint belongs to a user 

with low levels of privilege in the network. 

Here, the ransomware also gains persistence in the network so that every time 

the machine boots up, the ransomware code is executed. This can be 

accomplished many ways, including by making changes to the Windows 

registry. From here, the ransomware attempts to escalate privileges and move 

laterally to reach user accounts with higher privileges. To do this, other code 

and scripts may also be executed.
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During installation, a lot of sophisticated ransomware variants also check if 

the machine is worth infecting. If it is, the attack goes forward. If it determines 

that it is not a machine worth infecting (e.g., it is a sandbox or a virtual 

machine), the ransomware will quietly exit. 

Backup destruction:
For a healthcare facility, health records are of utmost importance. So before 

the attacker encrypts the records, they may want to ensure that backups are 

deleted so the facility will not have any copies they can access. 

Encryption:
The crux of a ransomware attack is the encryption of the healthcare facility’s 

sensitive files. To accomplish this, the installed ransomware establishes a 

connection with an attacker's command-and-control (C&C or C2) server, 

which gives instructions for the encryption. Here, it may also take instructions 

about what file formats to target for encryption.  

Extortion or blackmail:
This is the final step of the attack, wherein a message is displayed informing 

the facility that it’s under a ransomware attack and it needs to pay the ransom 

(usually in bitcoin). Ransomware groups have also increasingly used the tactic 

called double extortion, where they not only steal a company's data but 

threaten to release it publicly to increase the pressure on the organization.
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The previous section of the e-book uncovered the five stages of a typical ransomware attack. 

In this section, we will map those five stages to the tactics identified in the MITRE ATT&CK 

framework in order to further break down adversary behavior and arrive at effective defense 

techniques.7 This will also clearly inform healthcare organizations about the possible 

techniques and sub-techniques that attackers could use. They can then adopt a structured 

approach and implement the most effective processes and solutions to fight ransomware.  

Here are the 14 tactics identified in the ATT&CK matrix that we will map to the five stages of 

ransomware: 

Mapping the anatomy of
ransomware to tactics of ATT&CK® 
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The tactic of Initial Access in ATT&CK can be mapped to the initial exploitation stage of a ransomware attack. 

It consists of techniques that use various entry vectors to gain an initial foothold within a network. 

Techniques used to gain initial access include spearphishing, exploiting weaknesses on public-facing web 

servers, and other ways of entry as discussed in the section above on the initial exploitation stage. 

An example of the way initial access is gained in a hospital network is as follows:

A healthcare employee in administration receives an email with an attachment of a Microsoft Word 

document. The file is named "Patient insurance info", and the email says it contains information about 

the insurance of patients currently admitted at the hospital. The sender's email address is 

administration@xyzhospiatl.org. (Note the spelling error!) The receiver is duped into believing this is 

legitimate insurance info from the hospital's administration and will download the file (actually 

containing malware) on to the hospital's network. 

In ATT&CK, the series of tactics from Execution to Command and Control, shown in the list below, represent 

the installation phase of the ransomware attack.

Execution consists of techniques that help attackers run their code on a local or remote system to achieve 

goals such as discovering the devices that can be compromised.   

An adversary might use techniques like deploying a remote access tool (ATT&CK tactic: Command and 

Control). This is a technique in which an attacker uses legitimate software to establish an interactive C&C 

channel to target systems on the network. This channel is then used to run a PowerShell script that does 

remote system discovery (ATT&CK tactic: Discovery). The attackers enumerate the systems on the network 

by IP address or hostname to check for files that are important for business operations. 

A hacker would normally target health records or any files containing personal information of the patient. 

The goal would be to first discover data and then delete, exfiltrate, or encrypt it. 
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Credential Access

Discovery

Lateral Movement 

Command and Control



This tactic is also mapped to the installation phase of a ransomware attack. After gaining access to the 

network, attackers work at establishing a persistent presence in it. This way, even if the victim reboots the 

system or logs out, the malware can respawn within the network without going back to the initial access 

stage of the process.

In the “persistent foothold” stage, the respawning of the malware could be automated through the Task 

Scheduler or by making changes to the Windows registry keys. This happens through the many autorun 

mechanisms available on an operating system. Autoruns can be used as a trigger to run malicious code 

every time the system reboots, allowing the malware to persist in the network. 
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Persistence

This tactic is also mapped to the installation phase of ransomware. After establishing a firm presence in the 

network, threat actors look for ways to gain higher privileges. While attackers can snoop around the network 

with minimum privileges, they need more elevated permissions to execute their code, stay in the network, 

and gain access to sensitive network resources. One popular technique used by attackers to escalate 

privileges is process injection. 

Process injection is a technique in which malicious code is run in the address space of another process. The 

most common type of process injection is a DLL injection. Here, the malware writes the path to its malicious 

dynamic-link library in the address space of a target process. The hacker chooses a target process by calling 

three APIs: CreateToolhelp32Snapshot, Process32First, and Process32Next. This enumerates a list of 

processes that the attacker can choose to target. VirtualAllocEx is a command to create space in the 

targeted process so the attacker can include a link to a malicious DLL. With the WriteProcessMemory 

command, the path to the DLL is published in the memory of the targeted process. Calling APIs such as 

NTCreateThreadEx and CreateRemoteThread is used to execute the code in the process. 

A tool called a process injector is commonly used for this purpose as it can identify all the currently active 

processes and the account running each process. The attacker then selects an account with a high level of 

permissions and chooses a process under that account to obtain the desired permissions.

Privilege Escalation



This tactic is also mapped to the installation phase of ransomware. In simple terms, Defense Evasion 

includes a set of techniques an attacker might employ to bypass security controls that have been set up in 

the healthcare organization's network. 

A popular technique that attackers use to go around security controls is to abuse the elevation control 

mechanism. This is a tried-and-tested technique to help attackers bypass user account controls. 

A program's privileges can be escalated to allow a user to perform administrator-level tasks. This 

privilege escalation is handled by the Windows User Account Control (UAC) mechanism. With 

interfaces such as CMSTPLUA COM and COM Elevation Moniker, the UAC mechanism can be 

circumvented. CMSTP is a Windows utility that can be found in Windows directories and used to 

execute malicious code. Since the default rules of the directories allow for execution of arbitrary code 

in the directory folders, it becomes easy for attackers to run their own code that can bypass the UAC 

mechanism. 
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Defense Evasion

This tactic is also mapped to the installation phase of ransomware. According to ATT&CK, Credential Access 

consists of techniques for stealing credentials like account usernames and passwords. Techniques used to 

obtain credentials include keylogging or credential dumping. Account compromise can give adversaries 

access to systems, make their attacks harder to detect, and provide the opportunity to create more accounts 

to help achieve their goals.

Here's an example of how an attacker could access credentials through LSSAS dumping:

After escalating their privileges, the attacker focuses on harvesting user account credentials from the 

operating system. These credentials can be accessed from the Local System Authority Subsystem 

Service (LSASS), which stores the credentials of previously logged-in users so they can access network 

resources without having to log in several times. The credentials stored in the LSASS can be called 

using: procdump -ma lsass.exe lsass_dump

Other types of credential access include using alternate authentication material, such as password 

hashes, old Kerberos tickets, or access tokens, to navigate within an environment without being 

detected by system security controls. Since all forms of authentication material are cached, an attacker 

can verify their identity successfully without being asked to reenter authentication factors. 

Credential Access



This tactic is also mapped to the installation phase of ransomware. However, it also paves the way for backup 

destruction and encryption. After gaining access to the system, attackers scout the network to understand 

the environment, its processes, the network resources, and the important files and folders that can be 

involved in the launch of their malware. Discovery techniques allow attackers to pinpoint different entry 

points into the internal network that can help them deploy their payload. This particular tactic is represented 

by both the installation and backup destruction phases of the ransomware attack since the attacker looks for 

important files (patient records, in the case of a healthcare facility) to encrypt and backup files to destroy. 

When it comes to ransomware that affects healthcare facilities, the most common discovery technique a 

hacker will resort to is file and directory discovery. This enumerates the files and folders on the network that 

the attacker can target and encrypt. The hacker can resort to the native API technique to accomplish this. A 

native API enables developers to create web apps that can let them read or save changes directly to files and 

folders on a user's device. This API also allows them to open a directory and enumerate its contents.

As we discussed earlier, the techniques in this tactic can also be implemented in the execution phase of the 

attack, where the attacker might snoop around with discovery techniques to look for systems that can be 

compromised and files that can be encrypted. 
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Discovery

This tactic is also mapped to the installation phase of ransomware. It is a tactic in which attackers pivot 

through multiple systems and accounts to get deeper into the network and access sensitive information. 

This tactic could be used earlier in the kill chain to escalate privileges. An attacker carrying out lateral 

movement may have multiple goals, like stealing a developer’s source code or just avoiding detection by the 

SOC team once it identifies the system that was initially infected.

To move through the network laterally, adversaries may use legitimate tools with valid accounts as well as 

remote access tools. Attackers can utilize valid accounts to communicate with a remote network share via 

the Server Message Block (SMB) protocol. The attacker may then pretend to be the logged-on user. SMB is a 

protocol for sharing files, printers, and serial ports between Windows machines on the same network or 

domain. So, attackers leverage SMB to communicate with file shares, allowing them to move through a 

network laterally.

Lateral Movement 



Doctors and other privileged network users may access sensitive data from remote locations if they’re 

traveling to treat patients or attending medical conferences. The prevalence of remote access by legitimate 

users makes it difficult to distinguish fraudulent logs from legitimate ones. This can serve as cover for 

attackers as they attempt to go deeper. Attackers may also ensure they move towards the critical data 

servers in multiple parallel paths so they can remain in the network even if their cover is blown in one of the 

planned routes. Successful attackers pivot back and forth between different compromised nodes and 

continually burrow deeper into the network.

Through lateral movement, attackers penetrate deep into the hospital's network and gain access to critical 

databases containing information like EHRs and PHI. These databases are a rich repository of personally 

identifiable information, containing names, addresses, phone numbers, Social Security numbers, medical 

histories, and patient laboratory results. Each can be used to perform identity theft or synthetic identity 

fraud, or to derive inferences to target the victims based on factors like ethnicity or health conditions. 
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This tactic is also mapped to the installation phase of ransomware. The Command and Control tactic uses 

techniques that enable communication between a command server, helmed by an attacker, and infected 

systems. To avoid being detected, the attacker may imitate the flow of legitimate traffic by utilizing different 

channels, ports, and protocols for communication. Attackers may also utilize symmetric encryption to hide 

the C&C traffic flowing between the malicious remote system and the infected devices. 

Exfiltration
This tactic is mapped to the backup destruction and encryption phases of ransomware. This tactic defines 

the penultimate stage of the ransomware attack. The attacker attempts to steal data from the healthcare 

organization's network. They encrypt or compress the data to be exfiltrated, and use different 

channels—most popularly, the C2 channel—along with communication protocols to avoid detection.

Impact 
This tactic is mapped to the encryption and extortion phases of ransomware. The result of a ransomware 

attack is the encryption of data on target systems or on several systems connected to a network to disrupt 

the overall business operation. Attackers can make critical files inaccessible by encrypting data on local or 

remote drives. 

Command and Control
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In November 2021, the Log4j vulnerability felt like an early Christmas gift for attackers. This zero-day 

vulnerability caused panic because of the extent to which Apache servers are used. Log4j is a logging utility 

in Apache servers that’s used to record all the activities happening under the hood of numerous computer 

systems. Since logging is an important feature of any software, the vulnerability in Log4j was widespread. 

Adversaries scout the internet to locate vulnerable servers on which malicious payloads can be deployed. To 

carry out an attack, they query a web server and try to trigger a log message. This looks legitimate, but the 

query carries malicious text that is crafted to look like instructions to Log4j. The malicious instructions might 

actually be code that allows the attacker's server to remotely control the victim's server as part of the 

attacker's botnet.

The healthcare industry hasn't been spared from the effects of the Log4j vulnerability, although it is yet to be 

determined just how much exposure it has faced. The Health Sector Cybersecurity Coordination Center 

alerted the healthcare sector about severe vulnerabilities associated with Log4j.6

In January 2022, a novel ransomware virus by the name of Khonsari was discovered, and it was found to 

exploit the Log4j vulnerability. Khonsari was developed in .NET and is known to have a fudged date stamp 

that shows it is compiled 45 years in the future. The functions and strings within the payload are concealed 

using obfuscation and the XOR algorithm. As soon as the Khonsari file is downloaded through a successful 

phishing attempt, a network request, such as a login request, is sent to the victim's server. This request 

contains a variable that is not recognized by Log4j.7 In order to resolve the variable, Log4j inadvertently 

queries this variable through a pathway that points to a malicious LDAP server operated by the attacker. This 

leads to Log4j executing malicious code that enumerates all the files on the network and lets the attacker 

encrypt them. Victims are given a notice stating that their files are inaccessible due to being encrypted and 

that a ransom should be paid in the form of bitcoin to decrypt them.  

Khonsari ransomware:
A new threat for healthcare



A malware attack like Khonsari can be damaging to healthcare facilities since their services are 

time-sensitive. What's even more worrying is that attackers are faster at deploying ransomware payloads in 

healthcare networks than in other sectors, knowing that time-sensitive industries will be keen to pay the 

ransom.  

The vulnerabilities related to Log4j are a portal for malware like Khonsari to be delivered to organizations 

everywhere. Since the Log4j vulnerability is classified as a zero-day, the best way to circumvent it is to patch 

all systems using Log4j. Furthermore, Khonsari-related URLs should be blocked as this will lead to Khonsari 

being nipped in the bud when the network request fails.
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Figure 1: How Khonsari ransomware enters a system

</>
Host

2

6

3

4

5

1

Ransomware deployment script downloaded
Attacker deploys code that can trigger logging

in Log4j. This log info contains unrecognizable

variable. 

Log4j tries to expand the unknown variable. 

Log4j queries the unknown variable that points

to the attacker's LDAP server. It then retreives a

directory object.

The retrieved Dirctory object points to a

Java object.

Log4j loads the object instance and executes

the ransomware payload.

2

1

3

4

5

http://hacker.com

Attacker’s
LDAP server



15www.manageengine.com/log360

Ransomware protection with
ManageEngine Log360
With a comprehensive SIEM solution like Log360, you can:

Be alerted for system events associated with ransomware installation:
Monitor abnormal process or service creations.

Track suspicious activities on your file servers:
Keep track of several file modifications occurring within a short period of time, and detect the 

creation of a ransomware-encrypted file in your network. 

Correlate multiple events across the network:
Connect seemingly unrelated events to identify patterns that could indicate an attack. 

1.

2.

3.

4.

Figure 2: Log360 showing the event history of a possible ransomware attack

Look for file changes, such as renaming events:
Log360 provides a comprehensive report on all file changes, including file renaming, deletion,

modification, and creation. 
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5.

Figure 3: Log360 reports on file monitoring

Figure 4: Log360 report on network share auditing

Monitor network shares:
Ransomware payloads also scout for network shares apart from local files and folders.

Log360 allows you to audit the network shares in your organization. 

Renamed files are a major indicator of ransomware. Once a file is encrypted, it can also be renamed to

reflect the name of the ransomware, which is often added to the file extension. For example, in the case of

Khonsari ransomware, encrypted files have the file extension .Khonsari. You can configure an alert for

detecting such occurrences in real time.
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6.

Figure 5: Audit report that shows which PowerShell scripts were run

Check PowerShell executions:
It is useful to audit PowerShell commands so you know what scripts are being executed

in your network.

The above list does not cover all possible indicators of ransomware, but it does show you the common

signs of it in your network. Log360's extensive reporting capabilities give you more than 1,000 predefined

reports, along with the ability to build custom reports. You can also set up alerts and execute automated

incident response scripts. With Log360, your healthcare organization can stay safe from several

cyberattacks, ransomware being just one of them. 
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