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The Digital Operational Resilience Act (DORA) is a regulation introduced by the European Union to 
strengthen the IT security and digital operational resilience of financial institutions. Officially adopted in 
December 2022 and enforced from January 17, 2025, DORA aims to ensure that all participants in the EU 
financial system can withstand, respond to, and recover from ICT-related disruptions and threats.

DORA creates a unified and comprehensive framework for digital risk management by focusing on five 
key pillars:

DORA applies directly across the EU and supersedes national regulations related to digital operational 
resilience in finance, promoting a harmonized approach to risk management.

What is DORA?

DORA has a broad scope, covering almost all financial entities operating within the EU, as well as critical 
third-party service providers. Entities that need to comply include:

Even small and medium-sized enterprises in the financial sector are expected to comply, although 
proportionality principles may be applied to reduce the burden based on size, complexity, and risk 
profile

Who needs to comply with DORA?

THE 5 PILLARS OF DORA COMPLIANCE

ICT risk management Incident reporting Information sharing

Third-party risk
management

Digital operational
resilience testing

Banks
Insurance and reinsurance companies
Investment firms
Credit institutions
Crypto-asset service providers

Payment and e-money institutions
Pension funds
Central securities depositories and central
counterparties
ICT third-party service providers to financial
entities deemed critical
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While DORA, NIS2, GDPR and NIST CSF all relate to cybersecurity and data protection, each regulation 
has distinct goals and target audiences:

Organizations in Bulgaria—especially those in the financial sector or critical infrastructure—should 
comply with DORA, NIS2, and GDPR, and may voluntarily align with NIST CSF. 

DORA and GDPR are EU regulations - they have become the law across the EU and apply to relevant 
organizations uniformly. No separate legislation is required to be enacted in Bulgaria or other countries 
in the EU. 

On the other hand, NIS2 is a EU directive - it set objectives for member states including Bulgaria to 
achieve within a specific deadline (October 2024). NIS2 allows member states of the EU including 
Bulgaria to enact their own laws to meet the objectives.

NIST CSF is not legally-binding to organizations of any industry. It is a best practice, voluntary, and 
risk-based framework developed by the National Institute of Standards and Technology (NIST), an 
agency of the US Department of Commerce.

DORA focuses exclusively on the digital 
operational resilience of financial 
institutions. It covers all aspects of ICT 
risk management, including third-party 
risks and resilience testing.

DORA

GDPR (General Data Protection 
Regulation) focuses on the privacy and 
protection of personal data for all 
individuals in the EU. It is not limited to 
cybersecurity incidents or operational 
resilience but plays a complementary 
role when data breaches occur.

GDPR

NIS2 (Network and Information Security 
Directive) applies to a broad range of 
essential and important entities across 
sectors like energy, transport, health, and 
digital infrastructure. It aims to enhance 
cybersecurity risk management and 
reporting across the EU but does not 
specifically target the financial sector.

NIS2

NIST CSF is a structured, repeatable 
framework to manage cybersecurity risk. 
It can be adopted by any organization in 
Bulgaria or elsewhere in the world as a set 
of best practices. Adhering to the NIST 
CSF can go a long way in helping 
organizations comply with mandatory 
regulations.

NIST CSF

How is DORA different from NIS2,
GDPR and NIST CSF?
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The table below shows the applicability of different regulatory mandates and frameworks for Bulgarian 
organizations.

Depending upon the nature of the business and the industry, an organization may need to adhere to 
several regulatory mandates. The table below shows different control areas and the applicability of that 
control area to DORA, NIS2, GDPR and NIST CSF.

Should Bulgarian organizations comply
with these frameworks?

Overlaps between DORA, NIS2, GDPR,
and NIST CSF

Regulation
/Framework

Mandatory
in Bulgaria?

Target
audience

Nature

DORA Yes (EU Regulation) Financial entities + ICT third-party
providers

Legally binding
regulation

Topic/Control area DORA NIS2 NIST CSF

ICT risk management Yes Yes No Yes

GDPR

NIS2 Yes (EU Directive,
national transposition
by Oct 2024)

Operators of essential/important
services (incl. finance, energy,
health)

Binding once
adopted into
national law

GDPR Yes (EU Regulation) All organizations processing
personal data of EU citizens

Legally binding
regulation

NIST CSF No (Voluntary) Any organization, globally Best-practice
framework

Incident detection & response Yes Yes Yes
(breach response)

Yes

Third-party risk Yes Yes No Yes

Operational resilience testing Yes Indirect No Yes

Cyber hygiene & governanc Yes Yes No
(in context of data
protection)

Yes

Data privacy & consent No No Yes Partial

Information sharing & reporting Yes Yes Yes
(to data subjects
and DPA)

Partial

Regulatory reporting Yes Yes Yes No
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Must comply with DORA, GDPR, and very likely NIS2 (depending 
on classification as “essential” or “important entity”).

Should use NIST CSF as a maturity model or internal 
benchmark—it’s useful for implementing DORA and NIS2 
controls in a structured way.

Start with mandatory requirements

Determine if your organization is directly regulated by DORA, NIS2, or GDPR.

Implement governance, reporting, and incident response frameworks as legally required.

Map controls across frameworks

Use NIST CSF to create a control baseline.

Map NIST controls to DORA/NIS2/GDPR obligations (many overlap).

Implement once, report many

Unified governance and risk programs can fulfill multiple compliance mandates.

Example: Incident logging, reporting, and recovery planning under NIST CSF helps meet 
DORA, NIS2, and GDPR.

Stay agile for updates

These frameworks evolve. Keep up with ESAs for DORA updates, local government for NIS2 
transposition, and the EU for GDPR enforcement trends.

When and how to prioritize compliance

Practical strategy for Bulgarian organizations

Financial sector
organizations in Bulgaria

Must prioritize NIS2 and GDPR.

Should adopt DORA only if they fall into the financial ecosystem 
or serve financial clients as ICT third parties.

Public and private entities
in critical sectors (Energy,
Health, Transport,
Digital Infrastructure)

Must comply with GDPR.

Should adopt NIST CSF to build a robust privacy and security 
posture that supports GDPR.

In summary, DORA is a financial sector-specific regulation, while NIS2 and GDPR are broader in scope. 
However, compliance with DORA may contribute to the fulfillment of NIS2 and GDPR requirements.

All organizations
processing EU personal
data

1.

2.

3.

4.
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Conduct a gap analysis

Evaluate existing ICT risk management practices.

Identify compliance gaps in areas such as incident reporting, third-party risk, and testing.

Implement ICT risk management frameworks

Develop and document ICT governance policies.

Establish risk assessment, detection, response, and recovery procedures.

Enhance incident detection and reporting capabilities

Set up mechanisms to detect, classify, and report major ICT incidents within strict timelines 
(typically 4 to 72 hours).

Perform regular digital resilience testing

Adopt threat-led penetration testing (TLPT) and vulnerability assessments.

Ensure testing is commensurate with the entity’s size and risk profile.

Manage ICT third-party risks

Identify critical service providers.

Enforce contractual and security requirements.

Monitor and audit outsourced functions.

Promote information sharing

Engage in voluntary threat intelligence sharing initiatives to strengthen collective resilience.

How can an organization start
complying with DORA?

Organizations should also designate compliance owners, engage with legal and IT security advisors, 
and leverage solutions such as Security Information and Event Management (SIEM) platforms to 
centralize incident detection and response.

To comply with DORA, organizations must take a structured approach to digital operational resilience. 
Key steps include:

1.

2.

3.

4.

5.

6.

5



National competent authorities (NCAs) can impose administrative fines and 
sanctions. The amounts will vary depending on the nature and gravity of the 
breach. Unlike the GDPR, DORA does not prescribe any penalty amount for 
violations. However, if a single incident violates DORA, GDPR and NIS2, the 
organization can face penalties under all three regimes separately.

Financial institutions rely heavily on trust. A failure to comply with DORA may 
damage customer confidence and lead to client attrition.

Poor cyber resilience may result in service outages, financial loss, or legal 
liabilities due to ICT failures or attacks.

Repeated or severe non-compliance may lead to intensified regulatory 
oversight, audits, and intervention.

What are the repercussions of not
complying with DORA?

What Does DORA compliance mean for
organizations in Bulgaria?

To comply with DORA, organizations must take a structured approach to digital operational resilience. 
Key steps include:

For organizations in Bulgaria, DORA compliance is both a regulatory requirement and an opportunity to 

elevate cybersecurity standards. As an EU member state, Bulgaria will implement and enforce DORA 

through its national competent authority—likely the Financial Supervision Commission (FSC) and the 

Bulgarian National Bank (BNB).

Bulgarian financial entities should:

Begin assessments and internal audits in 2024 to prepare for the 2025 deadline.

Align current practices with DORA’s five pillars.

Engage with local industry groups and forums for guidance.

Train staff on ICT risk management and incident response.

The Bulgarian fintech sector, which has seen rapid growth in recent years, must pay special attention to 

third-party risk and ICT governance to ensure secure scalability.

DORA presents an opportunity for Bulgarian financial organizations to gain competitive advantage by 

showcasing robust operational resilience to both regulators and clients.

Early investment in DORA compliance helps mitigate these risks and ensures operational continuity.

Regulatory
fines

Reputational
damage

Operational
disruption

Increased
scrutiny

6



As a full member of the European Union, 
Bulgaria is legally required to enforce all EU 
regulations, including DORA. Unlike directives 
(which require national transposition) such as 
NIS2, DORA is a regulation—meaning it is 
directly applicable and binding in all member 
states without the need for local legislation.

Why organizations in Bulgaria must
comply with DORA

1 EU membership and legal obligation
Implication:

Financial entities in Bulgaria 
that fail to comply will face 
the same regulatory scrutiny 
and penalties as those in 
larger financial hubs like 
Frankfurt or Paris.

Bulgaria has emerged as a regional fintech hub, 
with a growing number of startups and digital 
financial services firms. These entities are 
particularly reliant on cloud infrastructure, 
APIs, and outsourced IT services—components 
that DORA directly regulates through its 
third-party risk management and digital 
resilience testing mandates.

2 Rapid growth of Bulgaria’s fintech

and digital finance sector Implication:

The more digital and 
API-driven a financial 
institution is, the more 
exposed it is to ICT risks. 
DORA compliance provides a 
structured way to assess and 
mitigate these risks, ensuring 
sustainable growth and 
investor confidence.

Many banks and financial institutions in 
Bulgaria are currently undergoing digital 
transformation. Implementing DORA’s 
practices now aligns with this modernization 
effort, preventing the need for costly 
retrofitting or regulatory remediation later.

3 Modernization of Bulgaria’s financial

infrastructure Implication:

DORA compliance becomes 
part of the modernization 
journey rather than a 
regulatory burden. 
Organizations can integrate 
resilience into their digital 
transformation strategy from 
the ground up.
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Bulgaria’s financial institutions are 
increasingly engaging with clients, partners, 
and service providers across the EU and 
beyond. Non-compliance with DORA may limit 
cross-border operations or create friction with 
partners that demand proof of digital 
resilience.

4 Increasing cross-border activity
Implication:

 Compliance helps Bulgarian 
institutions maintain and 
expand cross-border 
operations, especially with 
regulated partners in 
Western Europe who expect 
a uniform standard of 
cybersecurity and ICT risk 
governance.

The Bulgarian government has been aligning its 
policies with EU cybersecurity goals, including 
NIS2 and the EU Cybersecurity Act. DORA is a 
natural extension of these efforts, and local 
regulators like the Financial Supervision 
Commission (FSC) and Bulgarian National Bank 
(BNB) are expected to enforce it rigorously.

5 National focus on cybersecurity
and digital governance Implication:

 Organizations that comply 
early are likely to face fewer 
regulatory disruptions and 
may benefit from 
public-private partnership 
programs and incentives in 
the future.

Compliant organizations will stand out in the 
regional market, attracting international 
clients, investors, and partners who value 
digital resilience.

Unique advantages for Bulgarian organizations
that Comply with DORA

1 Stronger competitive position
in Southeast Europe Advantage:

Bulgaria can position itself 
as a cybersecurity-forward 
financial hub in Southeast 
Europe, gaining credibility 
against regional 
competitors.
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DORA forces organizations to rethink how 
they engage and monitor outsourced ICT 
providers, especially critical cloud or 
software vendors.

4 Improved third-party vendor
oversight Advantage:

Better vendor risk 
management can prevent 
service disruption and help 
enforce accountability 
during incidents.

Organizations in Bulgaria that act ahead can 
market their DORA compliance as a mark of 
excellence and commitment to resilience 
and security.

5 Early mover reputation advantage
Advantage:

Being a compliance leader in 
Bulgaria and Southeast 
Europe can attract business 
from clients seeking secure, 
regulation-ready financial 
partners.

DORA compliance signals maturity and 
stability—traits that investors and regulators 
both seek. This can lead to easier access to 
funding, higher valuations for fintechs, and 
reduced regulatory oversight.

2 Investor and regulator
confidence Advantage:

Organizations will benefit 
from enhanced due diligence 
outcomes, smoother audits, 
and potentially faster 
time-to-market for new 
services.

Organizations that follow DORA’s rigorous ICT 
risk management and testing protocols will 
face fewer outages, data breaches, and 
recovery costs when cyber incidents occur.

3 Reduced operational risk and
lower cost of incidents Advantage:

Lower business interruption 
risk and incident 
remediation costs will 
directly impact the bottom 
line and improve service 
reliability.
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Using ManageEngine Log360 to help
with DORA compliance
ManageEngine Log360 is a unified SIEM solution that automatically discovers more than 750 types of 
devices, and ingests their security and activity logs. With this context, it enables Bulgarian organizations 
in the financial sector to gain visibility, accountability, and resilience across their digital infrastructure. 
This goes a long way in helping them comply with compliance mandates, including DORA. In addition to 
this, Log360 provides integrated log management, threat detection and incident response.

You can see a breakdown of how Log360 helps with some of the critical elements of DORA compliance 
in the table below. Please note that the table is not meant to be an exhaustive list of capabilities of 
Log360.

DORA
requirement

DORA
article

Log360
capability

How it helps with
DORA compliance

Real-Time
Monitoring and
risk reduction

Article 9(1),
Article 16(1)(b)

Log collection,
correlation, and
alerting

Detects ICT threats and anomalies in
real-time, supporting DORA’s requirement
for continuous monitoring and risk
reduction.

Effective Incident
recording and
reporting

Article 17(2) Incident detection,
correlation, analysis,
and reports

Provides both out-of-the-box and custom
reports that highlight incidents.

Audit trails &
forensic readiness

Article 13(2)(b),
Article 38(2)(a)

Long-term log
archival and elastic
search

Maintains logs to support regulatory
audits and post-incident investigations.

ICT Third-Party
Risk Monitoring

Article 28(1) Ingests and analyzes
logs from unique
and third-party
applications

Tracks security of third-party ICT
providers, fulfilling DORA’s supply chain
oversight obligations.

Management
Oversight

Article 5(1) Dashboards and
compliance KPIs

Provides compliance, risk, and executive
teams with visibility into operational
resilience metrics.
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The Infomera difference for
Bulgarian organizations
Infomera is an exclusive distributor and value added reseller of ManageEngine Log360 in Bulgaria. 

Combining the experience of senior experts in IT management, the company aspires to fulfill the 

growing needs of clients in Bulgaria for reliable compliance and IT management. Infomera will consult 

and support its clients in every stage of their DORA compliance journey offering system analysis, 

solution design, implementation, education, testing, and post implementation support. 

Infomera's strengths are:

Experienced team:
Team with outstanding knowledge and experience.

Expertise:
There is focused and in-depth expertise with implementing Log360 for compliance requirements.

Exclusive ManageEngine partner in Bulgaria:
Infomera can help its clients get the best outcomes from their Log360 implementation.

Full lifecycle:
From assessment through design to continuous service improvement.

Your next steps
DORA has become a cornerstone of digital resilience in the EU financial sector. By understanding its 

requirements, evaluating current practices, and investing in robust cybersecurity frameworks, 

organizations can ensure compliance and thrive in an increasingly digital financial ecosystem. For 

organizations in Bulgaria, now is the time to act.

ManageEngine Log360 is a unified SIEM solution that can help you adhere to the different requirements 

of DORA compliance. At zero cost and no risk, you can try ManageEngine Log360 for 30 days to ensure 

it serves your unique needs. 

To learn more, please contact Infomera, which is ManageEngine's exclusive value-added partner in 

Bulgaria. You can schedule a personalized demo or get a free trial.

Phone: +359 878441131                    Email: office@infomera.bg
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