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Introduction

1

Cyberattacks are fast becoming a normal and unwelcome part of our lives. This has been especially true 

since 2020. When the world is still grappling with the effects of the COVID-19 pandemic, attackers are 

wreaking even more havoc by unleashing ruthless cryptojacking attacks. Attackers are zealously 

draining the resources of unsuspecting users to mine cryptocurrency. 

According to the 2022 SonicWall Cyber Threat Report, 2021 set a new record with cryptojacking attacks 

reaching 97.1 million, of which 13.6 million attacks were in December alone.1 The report also reveals that:

The year-over-year increase in cryptojacking was 709% for government customers and 218% for 

healthcare customers in 2021.

Attackers are developing nefarious apps which, when installed, ask users for certain privileges for 

purported proper functioning, and end up automatically transferring the contents of the victim's 

cryptowallet to the jacker's wallet.

Attackers are scaling up their attacks, as evidenced by 20 attacks on cryptocurrency exchanges in 

2021. In 25% of these attacks, the amount stolen exceeded $100 million.

So, staying vigilant against cryptojacking is essential because this trend is expected to continue.

By the end of this e-book, you'll also understand how a SIEM solution like ManageEngine Log360 helps

organizations combat cryptojacking.
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Relevant concepts associated
with cryptojacking

Cryptocurrency

To gain a better grasp of cryptojacking, you first need to understand some basic concepts and 

terminologies. We'll begin by discussing cryptocurrency and the reasons for its phenomenal growth, 

and then demystify blockchain technology and its role in mining currencies. We'll then cover 

cryptomining, and the different algorithms used for mining different cryptocurrencies.

A cryptocurrency is a digital currency created for use over the internet. It's built based on blockchain 

technology and encrypted using cryptography. The first cryptocurrency, Bitcoin, was created in 2009.2 

However, as of June 8, 2022, over 19,770 cryptocurrencies, such as Monero, Ethereum, and Tether exist.3 

In Figure 1, you'll see some of the top cryptocurrencies with a huge market capitalization.

It is decentralized:
No middlemen are involved in transactions with cryptocurrency. As there is no central 

authority or third-party involvement, anyone can join or participate in the public blockchain 

network and perform transactions without the gateway of a bank. This adds to impartiality, 

ease of transfer, transparency, and security of the system.

Figure 1: Some of the top cryptocurrencies in terms of market capitalization.

In a span of 13 years, the various cryptocurrencies available for mining have shot up phenomenally.

This raises the question: What are the reasons for this upward trend? 
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It is secure:
Cryptocurrencies are highly secure because they are encrypted using cryptography. 

Hashing algorithms are used for encrypting cryptocurrency transactions to ensure its 

security and integrity. A hash is like a digital fingerprint that uniquely identifies a block; any 

change made to the block will change the hash. Different hashing algorithms are used for 

different cryptocurrencies. 

Low probability of tampering:
The chances of a transaction being tampered with are essentially nil, as all the transactions 

are stored in a public ledger and a copy is distributed to all the nodes in the network. This 

ensures the integrity of the transactions, as any discrepancy or mismatch in the record of 

users can be immediately identified and returned to the original state.

No transaction cost:
The payees don't bear any transaction cost, as the miners get their compensation (block 

reward) in the form of cryptocurrency whenever they add a block to the blockchain. Users 

don't need to pay for saving their cryptocurrencies in their wallets.

Anonymous transactions:
The transactions can be carried out anonymously; so tracing them becomes harder, which 

adds to its allure for some individuals.4

High access and reach:
With cryptocurrency exchanges going public and new, affordable cryptocurrencies being 

launched every other day, their access and reach have increased exponentially. Merchants 

are starting to accept payments in the form of cryptocurrency.5 Several countries, such as 

the United States, Canada, Australia, and the United Kingdom recognize Bitcoin as a 

crypto-asset and allow its use.6

It should also be noted that with the value of cryptocurrencies, such as Bitcoin (see Figure 2), lucrative 

investment opportunities are possible. This is one of the reasons why attackers often demand ransom in 

Bitcoin. From being valued at $.09 in 2010, it rose to $1,237 by December 2013. By December 2017, it had 

climbed to $19,345, and peaked even higher at $60,000 when the cryptocurrency exchange, Coinbase, 

went public in 2021. But uncertainty over inflation during the pandemic caused the price to fluctuate, 

and Bitcoin now hovers around $30,000, about half it's high mark value, as of June 2022.7 

Although there are more than 19,000 cryptocurrencies, with new ones cropping up every few days, it 

should be noted that the first-ever cryptocurrency still rules the roost as shown in the figure below.
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A block is essentially a storage unit that stores and encrypts cryptocurrency transaction records. Each 

block contains details regarding the sender, receiver, and the number of transacted coins. They also 

contain two cryptographic hashes, one which indicates its own and the other which is the hash of the 

previous block. This is true for every block, except the first one, called the genesis block. Being the first, 

it will only have its own hash, and the hash of the previous block isn't applicable for the genesis block. A 

chain of blocks makes up the blockchain.

Figure 2: The market worth of a few cryptocurrencies as of June 10, 2022. 

Block

Blockchain refers to a set of unique blocks that are cryptographically linked to one another. The blocks in 

a blockchain are stacked on top of one another, with the genesis block at the bottom of the vertical stack.

Blockchains facilitate the use of a decentralized and peer-to-peer network to secure and store 

transactions. These transactions are digitally timestamped to prevent backdating and double-spending. 

Blockchain technology is the backbone of the cryptomining process. Before we discuss the role of 

blockchain in cryptomining, it's important to understand blockchain technology and its related 

terminologies.

Blockchain
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Consensus algorithm:
This is the algorithm that ascertains the validity of the block and its subsequent addition to 

the blockchain. Verifying this ensures that only the miner who was responsible for the 

addition of the block to a blockchain gets rewarded. A majority of the nodes must approve 

a block as valid for it to be added to the blockchain. Moreover, all approved blocks are 

publicly visible and auditable. So, it hinders the tampering of data and maintains the 

integrity of the blockchain. While there are many algorithms such as Proof-of-Stake (PoS) 

and Proof-of-Importance (PoI), Proof-of-Work (PoW) is the most popular consensus 

algorithm used.

Hash:
A hash or a cryptographic hash is the unique signature of a block created by passing an 

input data through a hashing algorithm, which differs for different cryptocurrencies, to get 

an output of a fixed length. The input data can be data from any dataset of random size. In 

the case of cryptocurrency transactions, the input data is the transaction record. The hash 

of an input will always yield the same result, and can be easily verified by the nodes in the 

network. However, the input data cannot be obtained by reverse-engineering the hash. 

Even if the input data is altered at a microscopic level, the resultant hash will be completely 

different.

Nonce:
A nonce is a random number that's changed repeatedly until the miner arrives at the correct 

outcome corresponding to the target hash. For a miner to find a target hash successfully, 

they should find a nonce that will return an output that is equal to or less than the target 

hash. The criteria for identifying a target hash stipulates that the hash output (signature) 

that starts with a specific number of consecutive zeroes can be considered a valid block 

and added to the blockchain.

Block header:
An element of the block that contains a block's version number, the hash of the previous 

block, timestamp, nonce, and target. It is the block header that  is hashed repeatedly for 

generating PoW. In a blockchain, except for the first block, all the other blocks will contain 

the hash of the previous block.

Now that we have these basics covered, let's look at the steps involved in a Bitcoin transaction to

better understand the role of blockchain technology in mining Bitcoins, as shown in Figure 3.

5
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The user who wants to transact bitcoins will encrypt the data using a hashing algorithm and their 

private key (unique, and known only to that user) to digitally sign their transaction.

The user then transmits the transaction request in the public blockchain network.

For a transaction to be added to a block, it has to be verified by the miner. The nodes in this 

peer-to-peer network will verify the details of the sender, receiver, the transaction amount, and 

whether the sender has sufficient funds for the transaction. Any unverified transaction request will 

be in the mempool, which is essentially a waiting room for pending transactions that haven't been 

confirmed by the blockchain network. 

Once the details of the transaction are verified by the nodes, the transaction is completed, 

timestamped, and distributed to all the nodes in the network as a public ledger. For the transaction 

details to be added to a block and be made a part of the blockchain, a miner has to solve a 

mathematical puzzle that involves a great amount of computational power.

The mathematical puzzle that a miner has to solve involves identifying the correct nonce. For a 

nonce to be called correct, it should fulfill the predetermined criteria for the target hash value for 

that block.

Once a miner identifies a hash value that is equal to or less than the target hash value—if the 

obtained hash value is greater than the target value, it's automatically rejected—they'll broadcast 

that they've found a nonce that satisfies the target requirement. This is popularly known as PoW.

The other miners who were also simultaneously competing to find the right nonce verify the claim 

made by the user. Though finding the correct hash is difficult, verifying it is easy.

Once the miner's PoW has been verified by a majority of the peers (more than 50% of the nodes), 

the block is validated and added to the blockchain, and shared with all the users in the network.

Though many miners might have found the nonce, the miner who submits the correct PoW first 

gets the reward in the form of Bitcoins.

6
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BLOCKCHAIN

A set of unique blocks that are cryptographically linked 
to one another. The first block in a blockchain is called 
the genesis block. The blocks in a blockchain are 
stacked on top of one another.

BLOCK

A block is essentially a storage unit. It contains a block 
header that uniquely identifies a block, and the details of 

the cryptocurrency transaction.

NODE

All the users and devices in the decentralized P2P 
network that are authorized to verify the cryptocurrency 
transactions are called nodes.

CONFIRMATION

The available nodes in the network confirm the details of 
the sender, receiver, and whether the sender has 

sufficient funds for the requested transaction. 

LEDGER

The transaction details which have been verified and 
authenticated by the users are added to the ledger. 

DISTRIBUTION

A copy of the ledger in which the transactions have been 
validated is distributed to all the nodes in the network

TRANSACTION

The transactions are added to a block. For a block to get 
validated and added to the blockchain, Proof of Work 
(PoW) must be established.

PROOF OF WORK

The miners around the world compete to solve the hash 
of a block and the one who solves it first broadcasts it to 

the others, who verify this claim.

MINER

The block of the miner who correctly determines the 
hash value first, and has their claim approved by their 
peers, is added to the blockchain.

REWARD

Bitcoins are rewarded to the miner who adds a block to 
the blockchain involving a bitcoin transaction.

ROLE OF BLOCKCHAIN
IN

Figure 3: Role of blockchain in mining Bitcoins.
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This is the legitimate process of mining cryptocurrency on the internet. Essentially, it is the reward that is 

assigned to a miner when they solve mathematical equations of high complexity using computing 

devices. In essence, a miner determines the target hash value by solving these mathematical equations 

and it's validated by their peers. Once identified as genuine, the block gets added to the blockchain.

The first miner to add a block to a blockchain receives their reward in the form of cryptocurrency. This 

reward can be considered as the fees the miner earns for making the cryptocurrency transaction 

possible. Depending upon the transaction done, the cryptocurrency reward differs. For instance, for 

validating and processing a Bitcoin transaction, the miners are rewarded in Bitcoins, and for a Monero 

transaction they're rewarded in Monero, and so on.

As mentioned earlier, different cryptocurrency use different hashing algorithms and different

blockchain, based on their consensus algorithm.8 Let's take a look at some examples.

Cryptomining

BBBBBB

Bitcoin

Bitcoin Cash

Bitcoin SV

Bytecoin

Peercoin

Dashcoin

Dash

BTC

BCH

BSV

BCN

PPC

DSH

DASH

SHA-256

SHA-256

SHA-256

CryptoNight

SHA-256

CryptoNight

X11

PoW

PoW

PoW

PoW

PoW & PoS

PoW

PoW & PoS

Cryptocurrency Symbol Hashing algorithm Consensus algorithm
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Since 2015, mining Bitcoin has become a costly business, and reaping profits from it has turned out to be 

an unfulfilled dream for most miners. The energy used to mine Bitcoin has increased almost 62 times 

since 2015, and represents almost half of the world's electricity consumption in 2022.9 That's why the 

popularity of another cryptocurrency, called Monero, skyrocketed. Mining Monero doesn't involve as 

huge an investment in the processing power of computational devices or electricity costs.

The increase in popularity of mining Monero can also be attributed to the German company, Coinhive. 

Coinhive started off as a cryptomining service, also called a cryptominer, that offered an additional, legal 

income to website owners. To do this, the owners had the cryptomining code embedded in their 

website. Whenever an individual visited that website, the code would run and use the visitors' device's 

resources to mine Monero to line the owner's digital wallet, with the visitor's consent.

However, this galvanized attackers to hack websites and mine cryptocurrency from unsuspecting 

victims; in short, Coinhive's business model motivated the creation of cryptojacking. Coinhive, created 

to be a legitimate cryptomining service, ended up as a malware that propagates cryptojacking as 

attackers increasingly started hacking sites and embedding Coinhive scripts to mine Monero for 

themselves. 

How it all began

Unobtanium

Namecoin

Litecoin

Litecoin Cash

42-coin

Dogecoin

Ripple

Monero

Ethereum

Ethereum Classic

Zcash

Decred

UNO

NMC

LTC

LCC

42

DOGE

XRP

XMR

ETH

ETC

ZEC

DCR

SHA-256

SHA-256

SCRYPT

SHA-256

SCRYPT

SCRYPT

ECDSA

CryptoNight

ETHASH

ETHASH

Equihash

BLAKE256

PoW

PoW

PoW

PoW

PoW & PoS

PoW

RPCA

PoW

PoW

PoW

PoW

PoW & PoS

Table 1: The algorithms used by different cryptocurrencies
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Cryptojacking is a stealth cyberattack that involves the illegal mining of cryptocurrencies, such as 

Monero, Ethereum, and Bitcoin. It is done via the unauthorized use of devices, including laptops, tablets, 

desktops, and mobile devices. Simply put, cryptojacking is illegal cryptomining.

What is cryptojacking?

Now that we've reviewed the basics, let's discuss our main topic: cryptojacking.

10

Attackers embedding malcode to mine Monero

Attackers illegally tapping into the processing power of
devices to mine cryptocurrency
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You might now be thinking: "So, I get that it's illegal, but I still don't see how this affects me. Attackers are 

not stealing my data and selling it; so where's the harm?" While a cryptojacker might not steal your data, 

they do rob your resources, and if your digital wallet is loaded, they steal your cryptocurrency as well.

Cryptojacking is bad for you, as an individual, because a miner using your device's processing power 

means that your device can overheat, its response time slows down, and its battery will drain drastically. 

Your work is affected and pending tasks pile up, impacting your work performance.

For an organization, the impact of cryptojacking scales up exponentially because, depending on the 

number of devices compromised, operating expenses can increase dramatically. Your employees' 

productivity can drop, and the constant, heavy use and draining of resources will quickly lead to the 

need for new replacement devices. Your organization will also incur huge electricity bills. 

Whenever a device is used for mining cryptocurrency, with or without the user's consent, it leaves 

behind a trail of tell-tale signs. These signs, if recognized, can provide information about the device(s) 

involved, and help you classify them as safe or cryptojacked. These are some of the signs to watch for:

High CPU and GPU use

High device temperature

Slow device response

Faster drainage of batteries

Increasing number of performance issues

High electricity bills

Except for the last item on the list, the signs pertain to the infected device. If a device exhibits the first few 

signs frequently, then it's likely that device has been infected with cryptojacking malware. Depending on 

the sophistication of the malware, it can also infect other devices on the network.

The signs of cryptojacking

11
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Why is cryptojacking so popular?
Cryptojacking is a growing menace:

It's easy money:
Attackers don't need to make a huge investment in hardware or electricity to reap profits. 
Being lucrative, it tempts even amateurs.

Launching the attack is simple:
A few lines of code is all it takes. Embedding the malware in popular websites, such as 
YouTube, and on social media platforms, increases its reach tremendously.

Availability of malware-as-a-service:
Attackers don't need knowledge of coding; they can just buy the malcode from the dark 
web.

Not a legal priority:
Cryptojacking isn't easy to detect and involves no destruction or manipulation of data. As a 
result, cryptojackers can face less severe legal consequence compared to ransomware 
attackers.

Not easily detected:
Today, threat actors don't attack just one computer and hijack its processing power. 
Attackers divide the labor among multiple devices. Instead of utilizing 90% of the CPU 
resources from one device, they may utilize 10% of CPU resources from nine devices. As a 
result, the signs of cryptojacking (high CPU/GPU usage, high temperature) become less 
obvious and detection becomes more difficult.

12

$

Attackers siphoning resources in small amounts from
multiple devices to avoid detection
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In this method, the cryptojacker employs social engineering techniques, or phishing, to get the user to 

download the cryptojacking malware. Once it's downloaded, unbeknownst to the user, the malicious 

script will run in the background and use their device's resources to mine currencies. Moreover, the 

cryptojacking software will infect that organization's network, and use a small amount of processing 

power from each infected device to avoid detection.

Cryptojacking malware can be embedded in three ways to leverage your resources:

File-based or device-based

Browser-based

Cloud-based

How it works

File-based or device-based cryptojacking

Here's a list of a few other ways in which cryptojacking malware can infect your device:

Integrating cryptojacking capabilities in an existing malware

Using mobile apps and app stores

Using removable media

BB BB

BB
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Device-based cryptojacking
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In this method, attackers find a way to hack into and access an organization's cloud services, and tap into 

its unlimited CPU resources for mining cryptocurrency. If an organization enrolls in a pay-as-you-go 

pricing model from a cloud service provider, then the bills it'll incur will be exorbitant.

Cloud-based cryptojacking

A legitimate form of mining is browser-based, and originally offered by Coinhive for mining Monero. 

Despite Coinhive's shuttering in 2019, browser-based cryptojacking still exists. In this method, a 

cryptojacker embeds malicious code into the JavaScript file of a website, without the user's consent. 

When a user visits the website, the code runs, and cryptocurrency is mined using the computational 

power of that user's device, without the user's knowledge or consent. Attackers usually try to infect a 

popular website because, the greater the number of visitors, the greater amount of resources available 

for mining.

Browser-based cryptojacking

Apart from compromising websites via drive-by-download attacks, browser-based mining can also 

occur:

Through advertising networks and malvertising

Using wormable cryptominers

14

Browser-based cryptojacking
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As the saying goes, "Prevention is better than cure." Here are a few ways to avoid falling victim to 

cryptojacking:

Use a security information and event management (SIEM) solution to monitor your network activity. 

A SIEM solution can also alert and blocklist malicious websites that might have embedded a 

browser-based cryptomalware and emails with suspicious links (phishing emails).

Add a cryptomining blocker to your browser extensions.

Use ad blockers.

Use antivirus and anti-malware software and perform patch management frequently.

Disable JavaScript.

Train your IT team to identify network anomalies.

Educate your employees about phishing, cryptojacking, and secure browser behavior.

Beware of social engineering techniques and their consequences.

With prevention as our primary goal, let's learn how to detect cryptojacking so we can be prepared if an 

attack occurs.

How to prevent cryptojacking

15
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Cryptojackers are smart and sophisticated enough to design malware that can remain undetected for 

quite a while, or persist in the device even after the user leaves the infected browser. However, while 

detecting cryptojacking might be difficult, it is not impossible, especially if you know what to watch for. 

A combination of user inputs and security solutions can help you identify and combat cryptojacking.

Use Task Manager for Windows systems, or Activity Monitor for Mac systems to check the CPU 

usage details for each process or application running on your device (as shown in Figure 4.) If you 

suspect a particular browser or application to be using too many system resources, then close it 

and check to see if the drain on your system changes. If the utilization of resources decreases 

considerably, then that could indicate that the site you visited has been infected with a 

cryptojacking script and is using your device's resources to mine cryptocurrency.

How to detect cryptojacking

Figure 4: Task Manager showing different processes currently running and the resources they utilize.

You can also check the overall performance of your device with Task Manager to identify the GPU usage,

CPU utilization, speed and the number of processes running, as shown in Figure 5.

16
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Scan for malware and analyze reports from your antivirus solution to identify any suspicious or 

malicious downloads of malware disguised as a legitimate application.

Look out for device overheating and the increased use of the fan to cool your device. With 

cryptojacking, because of the heavy use of processing power, the device overheats and the battery 

drains incredibly fast. On a daily basis, this could cause irreparable damage to your device, and may 

require a replacement device.

Use a suitable SIEM solution, such as ManageEngine Log360, to monitor for signs of cryptojacking 

at an organizational level. With a SIEM solution, you can set correlation rules to alert you when a 

device shows signs of being cryptojacked, and confirm this by correlating the logs from your 

antivirus solution.10

Figure 5: Task Manager showing details of device performance.

ManageEngine Log360 offers built-in correlation rules to identify cryptojacking. It also allows for the 

customization of rules to detect cryptojacking more effectively. 

In Log360, the built-in correlation rule for detecting cryptojacking offers insights and alerts based on 

four events as shown in Figure 6.

How ManageEngine Log360 helps
you combat cryptojacking

17
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with Log360

C O M B A T I N G

CRYPT     JACKING

To detect and prevent
cryptojacking
ManageEngine Log360

LOOKS FOR FOUR MAIN EVENTS

BBBB

!

High machine temperature alert

The utilization of your device's resources is directly 
related to your device's temperature. When your CPU 
usage increases, your device temperature also 
increases. Temperature-based alerts can help you 
identify cryptojacking.

Cryptocurrency wallet software started

Irrespective of whether an attacker uses your 
device's resources for mining cryptocurrency, or 
they steal the cryptocurrency stored in your wallet 
and transfer it to theirs, the wallet software would be 
running. So, monitoring the wallet software can help 
you combat cryptojacking.

High CPU usage alert

Mining cryptocurrency is a resource-intensive 
process. Looking out for and being alerted to high 

CPU usage is a good way of identifying and 
preventing cryptojacking.

Cryptocurrency mining software started

You can monitor if there's an executable file 
downloaded and run a process containing names 

such as bitcoin-qt, cgminer, tbalance, and 
coin-miner. These are just a few examples of 

mining software that Log360 can detect

22

11

33

44

Figure 6: Combating cryptojacking with ManageEngine Log360.
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When a device utilizes the CPU beyond the threshold level three times within 30 minutes, the analyst will 

be alerted as shown in Figure 8. The threshold level for CPU utilization will also be decided by the 

organizations themselves. This is because every organization will have their own standard for what's 

normal and what's not. This will depend on how many applications are being used on a daily basis, and 

how many of them are necessary and running in the background.

When a device violates the threshold temperature five times in an hour, an alert will be sent to the security 

analyst as shown in Figure 7. The threshold temperature will differ depending on the vendor, the device 

(mobiles, laptops, iPads and systems), and its usage. In Log360, the threshold temperature will be set at 

the behest of the user and their requirements. 

Now that you know what events Log360 monitors to identify cryptojacking, let's take a look at the default 

criteria for a cryptojacking alert to be triggered.

High CPU usage for a long time

Figure 7: Log360 console showing alerts based on high CPU usage.

High machine temperature alert

19
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Figure 8: Log360 console showing alerts based on high temperature.

In your device, whenever a Windows process containing a name such as bitcoin-qt, cgminer, MultiMiner, 

bfgminer, coin-miner, bitmoose, and AwesomeMiner are started, the security analyst will be alerted (as 

shown in Figure 9). These processes indicate that a cryptomining code is running on your device.11 Table 

2 offers insights on a few of these cryptomining software, including the platform they support and the 

type of cryptocurrencies they mine.12

Detecting cryptocurrency mining software

CGMiner CPU, GPU, ASIC,
and FPGA

Linux, Windows,
and Mac

Cryptocurrencies
such as Bitcoin,
Dogecoin and
Litecoin

CGMiner is an open-source build
with a simple interface that
features cross-platform, and
cross-hardware compatibility.
It allows users to mine rigs
remotely, and control fan speeds.

BFGMiner FPGA and ASIC Mac, Windows,
Linux, and
Raspberry Pi

Multiple
cryptocurrencies
including Bitcoin

BFGMiner offers easy
customization for remote mining
rig interface, dynamic clocking,
monitoring, and simultaneous
hashing on mining algorithms.

Mining
software

Compatible
hardware

Supported
platform

Used for
mining Known for

MultiMiner GPU, ASIC, and
FPGA

Windows, Mac,
and Linux

Bitcoin, Ethereum,
Litecoin, and
Bitcoin Cash

MultiMiner is an easy-to-use GUI
that includes automated hardware
detection and mining features,
plus remote access to mining rigs.
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Organizations generally don't allow the use of their resources for mining cryptocurrencies. If any of 

these processes start on your device, it's a concern for the security analyst. This means that, without your 

knowledge, the malcode is using your device's resources to mine cryptocurrencies, and your 

organization's security analyst needs to be alerted. Moreover, you can also configure workflows 

associated with these alerts to kill the cryptomining process running in a user's device. 

Figure 9: Cryptocurrency mining software alert.

Table 2: Cryptomining softwares and their features

Awesome
Miner

Supports multiple
mining hardwares
including GPU,
ASIC and FPGA.

Windows and
Linux, but the web
version can be
accessed on any
computer or
browser.

Multiple
cryptocurrencies
including Bitcoin,
Ethereum,
Litecoin,
Dogecoin, and
Ethereum Classic

Awesome Miner features
centralized management of
multiple mining rigs and miner’s
pools from a single dashboard.
It supports more than 50 mining
engines, and is compatible with
popular mining algorithms.

DiabloMiner GPU Mac, any OS if it
has ATI Stream
SDK 2.1 or the
latest Nvidia
software.

Bitcoin DiabloMiner is an OpenCL
platform for rapid hashing
computations that provides
unlimited mining pools, and the
ability for users to mine in a
group or alone.
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Whenever a cryptojacking software starts in your device, it will simultaneously start the wallet software 

to collect, send, and spend the mined cryptocurrencies. In your device, if a Windows process with a 

name such as electrum, BitPay, Ethereum wallet, Armory-qt, and multbit-hd starts, the security analyst 

will be alerted as shown in Figure 10. 

Figure 10: Alerts based on cryptocurrency wallet.

Spotting cryptocurrency wallet software
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The fourth biggest cloud service provider, Alibaba ECS aka Aliyun, fell victim to cryptojacking in 

November, 2021. The attackers used a malware to compromise the server, and disable the security 

measures installed in it. Once the cloud monitoring agents and assistant service were disabled, the 

malware, without any notification to the owner, was able to stop other processes, and competing 

cryptomining services (if present), to download and execute a popular Monero miner, XMRig.13 This is a 

prime example of how attackers employ cloud-based cryptojacking to mine cryptocurrencies.

Alibaba Elastic Computing Service (ECS)

Attackers proved their sheer ruthlessness when they used the image of the popular NBA player, Kobe 

Bryant, in the wake of his death, to carry out their nefarious attack. While the world was mourning his 

loss, attackers were exploiting his tragic death to mine Monero. To illegally mine Monero, they 

embedded Bryant's Nike wallpaper with a malware, a Trojan, which contained a malicious script that 

took the unsuspecting victims to a website hosting a coin miner.14 This is a clear example of 

browser-based cryptojacking where the attacker increased the reach of their attack by making use of 

social media. The more people shared it, the more profits the attackers made. This incident proves how 

merciless attackers are, and how low they'll stoop to successfully carry out their attack. 

In current times, staying strong and vigilant against cyberattacks is crucial, and a SIEM solution like 

ManageEngine Log360 can help you achieve that. To fully evaluate how Log360 can help defend your 

organization against various cyberattacks, including cryptojacking, schedule a personalized demo.

Kobe Bryant wallpaper malware

Real-life examples
of cryptojacking attacks
Let's take a look at a couple of notable recent cryptojacking attacks.
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About the author

ManageEngine Log360, a unified SIEM solution with integrated DLP and CASB capabilities, helps 
enterprises thwart attacks, monitor security events, and comply with regulatory mandates. The solution 
comes bundled with a log management component that provides better visibility into network activity, 
an incident management module that helps quickly detect, analyze, prioritize, and resolve security 
incidents, an ML-driven user and entity behavior analytics add-on that baselines normal user behaviors 
and spots anomalous user activities, and a threat intelligence platform that leverages dynamic threat 
feeds for security monitoring and helps enterprises stay on top of attacks.

For more information about Log360, visit manageengine.com/log-management

Schedule a personalized demo
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