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This document provides an AD report-based comparison between Active Directory
Reporting add-on in Log360 and Standalone ADManager Plus.

Active Directory Reporting add-on in Log360

The AD management component in Log360 focuses on offering key security insights for
Active Directory (AD). The component is equipped to provide security and audit reports.
AD reporting add-on in Log360 provides insights on critical security related information
on users, groups, GPOs, computers and OUs. These information are presented in the
form of intuitive, predefined reports. For instance, Log360 provides folder permission
reports that help security admins monitor folder permissions and spot suspicious
activity right away. This helps organizations to enhance their network security.

ADManager Plus - Standalone software

ADManager Plus is an identity management solution that addresses all the Active
Directory management and reporting needs of organizations. In comparison to Active
Directory Reporting add-on in Log360, ADManager Plus allows security admins to
perform management actions such as cleanup of AD objects to help seal the security
loopholes and to provide seamless identity and access management (IAM).

ADManager Plus offers over 150 predefined reports with in-built management
capabilities. The ability to perform management operations from within the product's
reports dashboard makes the administrators' work a lot easier. Apart from offering
management capabilities, the standalone ADManager Plus also provides additional
features such as AD automation, delegation and workflows.

Comparison

Here is the list of reports available in the Active Directory Reporting add-on in Log360
and ADManager Plus Standalone solution.
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Report

Active Directory Reporting
add-on in Log360

ADManager Plus
Standalone solution

User Reports

All Users Yes Yes
All Managers No Yes
Users in more than one No Yes
group

Recently Created Users Yes Yes
Recently Deleted Users Yes Yes
Recently Modified Users No Yes
Photo Based Reports No Yes
Disabled Users Yes Yes
Locked-out Users Yes Yes
Account Expired Users No Yes
Soon-to-expire User No Yes
Accounts

Account Never Expires No Yes
Users

Inactive Users Yes Yes
Recently Logged On Users | No Yes
Real Last Logon Yes Yes
Logon Hour Based Report No Yes
Users in Groups No Yes
Password Reports

Recent Logon Failures No Yes
Users with Cannot Change | No Yes
Password

Users with Password Never | Yes Yes
Expires

Password Expired Users Yes Yes
Soon-to-expire User Yes Yes
Passwords

Password Changed Users No Yes
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Password Unchanged No Yes
Users

Group Reports

Group Members Yes Yes
Detailed Group Members Yes Yes
Users Not in Groups No Yes
Computers Not in Groups No Yes
All Groups Yes Yes
Recently Created Groups Yes Yes
Recently Deleted Groups Yes Yes
Recently Modified Groups No Yes
Managed Groups No Yes
Unmanaged Groups No Yes
Security Groups Yes Yes
Group Type and Scope No Yes
Distribution Group No Yes
Computer Reports

All Computers Yes Yes
0OS Based Report No Yes
Workstation Computers No Yes
Domain Controllers No Yes
Computers Trusted for No Yes
Delegation

Active Computers No Yes
Inactive Computers Yes Yes
Enabled Computers Yes Yes
Disabled Computers Yes Yes
Recently Created Yes Yes
Computers

Recently Deleted Yes Yes
Computers

Recently Modified No Yes
Computers

Managed Computers No Yes
Unmanaged Computers No Yes
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Exchange Reports

Users without Mailbox No Yes
Users with Email Proxy No Yes
Enabled

Groups with Email Proxy No Yes
Enabled

Default Sending Message No Yes
Size

Restricted Sending No Yes
Message Size

Default Recipient Size No Yes
Restricted Recipient Size No Yes
Default Storage Limit No Yes
Distribution List Members No Yes
Non-distribution List No Yes
Members

OMA Enabled/Disabled No Yes
OWA Enabled/Disabled No Yes
POP3 Enabled/Disabled No Yes
Active sync No Yes
Enabled/Disabled

IMAP4 Enabled/Disabled No Yes
Contact Reports

All Contacts Yes Yes
Mail Enabled Contacts No Yes
Recently Created Contacts | Yes Yes
Recently Deleted Contacts | Yes Yes
Recently Modified Contacts | No Yes
Terminal Service Reports

Users’ Terminal Server No Yes
Access Properties

Users with Terminal Server | Yes Yes
Access

GPO Reports

All GPOs and Linked AD Yes Yes
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Objects

Recently Created GPOs Yes Yes
Recently Modified GPOs No Yes
Disabled GPOs Yes Yes
Unused GPOs Yes Yes
Domain Linked GPOs No Yes
OU Linked GPOs No Yes
Site Linked GPOs No Yes
Computer Settings Disabled | No Yes
GPOs

User Settings Disabled No Yes
GPOs

Frequently Modified GPOs | No Yes
OU Reports

All OUs Yes Yes
Empty OUs Yes Yes
Users-Only OUs No Yes
Computers-Only OUs No Yes
Recently Created OUs Yes Yes
GPO Linked OUs No Yes
NTFS Reports

Shares in the Servers Yes Yes
Permissions for Folders Yes Yes
Folders accessible by Yes Yes
Accounts

Non-Inheritable Folders Yes Yes
Security Reports

AD Objects accessible by Yes Yes
Accounts

Non-Inheritable Objects Yes Yes
Servers accessible by Yes Yes
Accounts

Subnets accessible by Yes Yes
Accounts

Server Permissions Yes Yes
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Subnet Permissions Yes Yes
Search Permissions No Yes
Other Reports

Password Policy No Yes
Account Lockout Policy No Yes
Printer Reports No Yes
Compliance Reports

SOX No Yes
HIPAA No Yes
PCI Yes Yes
FISMA No Yes
GLBA No Yes
GDPR No Yes
G Suite User Reports

G Suite Users No Yes
Active Users No Yes
Suspended Users No Yes
Custom Reports No Yes
Conclusion:

If you are looking to buy an exclusive solution for managing and administering Active
Directory, you can go for ADManager Plus standalone solution. On the other hand, if you
are looking to enhance your security posture with AD visibility, go for Log360's Active
Directory Reporting add-on.
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