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Create a new user

Log in to your domain controller with domain admin privileges - Open Active Directory Users and
Computers - Right-click on your domain - New - User -» Name the user as “Log360”.

Grant the user full control over the product installation folder
Log360 requires full control over the product installation folder.
1. Logintothe computer where Log360 is installed with domain admin privileges.

2. Locate the product installation folder; right-click Properties and navigate through Security =
Edit; add the new Log360 user and edit permissions to check the “full control” box. Click Apply
to apply the changes.

Note:

Other than the product installation folder, the Log360 user must be given full control permission for
locations used in product configuration such as archives, Elasticsearch, and reporting.

Please refer to the link here to know the detailed configurable paths of each of these modules
mentioned above.

Create a new group

1. Log in to your domain controller with domain admin privileges > Open Active Directory Users
and Computers - Right-click on your domain - New - Group - Name the group “Log360
Group”.

2. Addalltheaudited computersas members of the “Log360 Group”: Right-click “Log360 Group”
- Properties » Members - Add all the domain controllers, Windows servers, and workstations
that you wish to audit.

] Active Directory Users and Computers - m] *
File Action View Help
w2 2E 4 RE HF L aETER

] Active Directory Users and Com|| Mame Type Description 2

| Saved Queries
~ i log360cart.com

EBDnmam Admins Security Group... Designated administrators of the domain
iaDnmam Computers Security Group...  All workstations and servers joined to the do..

Builti
- Ur‘t n EBDomam Controllers Security Group... Al domain controllers in the domain
2] ca .
Computers %Domam Guests Security Group... All domain guests

EBDomam Users Security Group... All domain users

EBEnterpnsa Admins Security Group... Designated administrators of the enterprise
%Enterpnsa Key Admins Security Group... Members of this group can perform adminis...
%Enterpnsa Read-only Do...

Domain Controllers

_| ForeignSecurityPrincipal
| Managed Service Accour|

= Security Group... Members of this group are Read-Only Doma...
%Group Policy Creator Q... Security Group.. Members in this group can modify group po..
E.;Guest User Built-in account for guest access to the com...
EBKEy Admins Security Group... Members of this group can perform adminis...
E)Test User
2 Protected Users Security Group... Members of this group are afforded addition...
2 RAS and IAS Servers Security Group... Servers in this group can access remote acce...
M2, Read-only Domain Cant... Security Group... Members of this group are Read-Only Doma...
2, readonly User
%S(hama Admins Security Group... Designated administrators of the schema
%Testa User
%wsadmm User
260 User
. 5 || R Security Group... =
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Create a new domain level GPO and link it to all the audited computers

Since configuring permissions on individual computers is an elaborate process, a domain level GPO is
created and applied on all monitored computers.

+ Loginto your domain controller with domain admin privileges.

+ Create a new domain level GPO

Open the Group Policy Management Console - Right-click on your domain - Create a GPO
in this domain and link it here > Name the GPO “Log360 Permission GPO".

= Group Policy Management

- m]
5L File  Action View Window Help - a
Ll N (N ? ]
&, Group Policy Management Log3&0PermissionGPO
v X& Forest: log3G0cart.com Scope  Detals Settings Delegation
~ &3 Domains
e Links
v I log360cart.com ) o )
h; LOG360CART-GPO Display links in this location log36Dcart com -
=/ Log380PermissionGPO The fallowing sites. damains, and OUs are linked to this GPO:
o) cart
57 Domain Controllers Location Enforced Link Enabled Fath
=t Group Palicy Objects 5 log360cart.com No Yes log360cart.com
& WMI Filters
) Starter GPOs < i
i Sites Security Rlteri !
fi Group Policy Modeling ¥ hitenng
%, Group Policy Results The settings in this GPO can only apply to the following groups, users, and computers:
Name
Add... Remove Properties
|
WMI Filtering

This GPOQ is linked to the following WMI filter:

Remove Apply group policy permission for Authenticated Users group

1. Click “Log360 Permission GPO” - Navigate to the right panel, click the Delegation tab -
Advanced - Click Authenticated Users > Remove the Apply group policy permission.

=
_éFﬂE Action  View Window Help
e 2E 6B

(& Group Policy Management Log360PermissionGPO
~ _ﬁ Forest: log360cart.com

~ 55 Domains

Scope Details Settings Delegation

< 25 log0cart.com These groups and users have the specified pemmission for this GPO
4 LOGIGOCART-GPO Groups and users:
=
=« Log360PermissienGPO MName Allowed Pemissions
2 cart

%Amhsrm‘:aled Users Edit settings. delete, modify
=1 Domain Controllers

. N 52 Domain Admins {LOG360CART \Domain Admins) Edit settings. delete, modify
5 Group Policy Objects 2 Erterprise Admins (LOG380CART\Erterprise Admins) Edit settings, delete, modiy
5 WMI Filters H2 ENTERPRISE DOMAIN CONTROLLERS Read
G Starter GPOs B Log380GroU Groy,p Policy Management * Edt sattings, delete. mody
& sites 82, 5YSTEM

Edit settings, delete, modify
s Group Policy Modeling

= Group Policy Results .
= | . Doyouwantto remove this delegation privilege?

Add Remove Propetties Advanced

2. Add“Log360 Permission Group” to the security filter settings of the “Log360 Permission GPO".

3. Open the Group Policy Management Console - Domain = Select “Log360 Permission GPO”

- Navigate to the right panel, click the Delegation tab - Advanced - Add “Log360 Permission
Group”.
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|5, Group Policy Management
v i Forest; log360cart.com
w |5 Domains
~ 3 log360cart.com
s LOG3B0CART-GPO
s/ Log360PermissionGPQ
o cart
2 Domain Controllers
5! Group Policy Objects
+ WMI Filters
] Starter GPOs
g Sites
59 Group Policy Modeling
& Group Policy Results

154 Group Policy Management
& File Action View Window Help

e rmEIHE

Log380PermissionGPO
Scope Detalls Seftings Delegation
These groups and users have the specfied pemission for this GPO

Groups and users

=

Alowed Permissions

Name
Select User, Computer, or Group x Edit settings, delete, modiy
Edit settings, delete, modify
Select this object type: Read
- PR Edit settings. delete, modify
User, Group, or Built-in security principal Object Ty .
‘ | Ee Tipes Edit settings, delete, modify
From this location:
log360cart com | | Locatians
Enter the object name to select (zxamplzs):
Log360Grouy Check Names
Advanced.. OK Cancel
< >
Add.. Remove Properties Advanced.
- [m]
- a8

|2 Group Policy Management
v ﬁ Forest: log360cart.com
~ (5L Domains
w i log360cart.com
| LOG360CART-GPO
»z/ Log360PermissionGPO
I cart
2. Domain Controllers
= Group Policy Objects
# WMI Filters
3 Starter GPOs
i@ Sites
si¥ Group Policy Modeling
% Group Policy Results

Log360PermissionGPO
Scope Details Seftings Delegation
These groups and users have the specified permission for this GPO

Groups and users:

Privileges/permissions required for event log collection

Grant the user the Manage auditing and security log right

Name - Alowed Permissions

32_‘ Domain Admins (LOG360CART \Domain Admins) Edit settings, delete, modify

f\l_‘ Enterprise Admins (LOG360CART \Erterprise Admins) Edit settings, delete, modify

52 ENTERPRISE DOMAIN CONTROLLERS Read

3 0g360Group (LOGIS0CART\Log360Group) Edit settings, delete, modify

H2,5YSTEM Edit settings, delete, modify

< >
Add Remave Properties Advanced.

The Manage auditing and security log right allows the user to define object level auditing.
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1. Log in to your Domain Controller with Domain Admin privileges> Open the Group Policy
Management Console - Right click on the “Log360PermissionGPO” - Edit.

2. In the Group Policy Management Editor > Computer Configuration - Policies - Windows
Settings - Security Settings - Local Policies - User Rights Assignment.

3. Navigate to the right panel, right click on Manage auditing and security log - Properties >Add

the “Log360” user.
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(= Log360PermissionGPO [LOG3B0CART-DC1.LOG3 A
~ i Computer Configuration
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| Software Settings
~ [ ] Windows Settings
| Name Resolution Policy
| Seripts (Startup/Shutdown)
== Deployed Printers
v fg Security Settings
;E:I Account Policies
~ | Local Policies
| Audit Policy
3| User Rights Assignment
fﬂ Security Options

Policy

lziz Deny log on through Remote Desktop Services

\2lz Enable computer and user accounts to be trusted for delega...

\2y) Force shutdown from a remote system
\2 Generate security audits

\2s Impersonate a client after authentication
lg| Increase a process working set

li2) Increase scheduling priority

12 Load and unload device drivers

12 Lock pages in memory

12 Log on as a batch job

lZ Log on as a service

Policy Setting 2
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Manage auditing and security log Mot Defined

| Eventlog 1) Modify an ohject label Mot Defined
4 Restricted Groups 5 Modify firmware environment values Mot Defined
& System Services \2y) Obtain an impersonation token for another user in the same... Mot Defined
4 Registry /] Perform volume maintenance tasks Not Defined
_:’_Ja F'I_E System ) \ig| Profile single process Mot Defined
'_J W!red NEt"‘_'mk UEEFf 802.3) Poli lzo) Profile system performance Mot Defined
- Windows Firewall with Advance \iz Remove computer frem decking station Mot Defined
| Metwork List Manager Policies .
- ] 12y Replace a process level token Mot Defined
Sall Wireless Metwork (IEEE 202.11) F Restore il d directori Mot Defined
estore files and directories o ine
| Public Key Policies v o o v
£ > £ >
Ef icy M tor — [m} >
File Action View Help Manage auditing and security log Properties ? x

o= HEXE =2

EI’ Log360PermissionGPO [LOG
v i Computer Configuration =

~ 7| Policies
| Software Settings

Security Policy Setting  Explain

q'l' Manage auditing and security log

Define these policy settings:

w [ ] Windows Settings
| Mame Resoluti

|| Scripts (Startup

= Deployed Print]

~ T Security Settin
3 AccountP

~ | Local Polic

& AuditP

i User Rig

| Security

LOG360CART \Log360

| Eventlog
4 Restricted
4 Systemn Sen
& Registry
4 File System|

7o Wired Metw
| Windows F
| Metwork Li

gﬁg Wireless Mg
| Public Key

Add User or Group. ..

Remove

Cancel Apply

or delega...

the same...

Policy Setting ~ *
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
LOG360CART Lot
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
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Make the user a member of the Event Log Readers group, Distributed COM and Power Users

Members of the event log readers group will be able to read the event logs of all the audited computers.

For Domain Controllers :

1.

Log in to your Domain Controller with Domain Admin privileges - Open Active Directory Users
and Computers - Built-in Container - Navigate to the right panel, right click on Event Log
Readers - Properties > Members >Add the “Log360” user.
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For other computers (Windows servers and workstations):
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1. Log in to your domain controller with domain admin privileges - Open the Group Policy
Management Console - Right-click “Log360 Permission GPO” - Edit.

2. In the Group Policy Management Editor > Computer Configuration - Preferences - Control
Panel Settings - Right-click Local Users and Groups - New - Local Group - Select Event Log
Readers group under group name - Add the “Log360” user.

3. In the Group Policy Management Editor > Computer Configuration - Preferences - Control
Panel Settings - Right-click Local Users and Groups - New - Local Group - Select Distributed

COM User group under group name - Add the “Log360” user.

4. In the Group Policy Management Editor > Computer Configuration - Preferences - Control
Panel Settings - Right-click Local Users and Groups - New - Local Group - Select Power Users

group under group name - Add the “Log360” user

=/ Group Policy Management Editor
File Action View Help

| 7 |F| G E| =

ZIEE RO+

~ %l Computer Configuration
» [ Policies
~ [ Preferences
> [0 Windows Settings
~ (=] Control Panel Settings
Data Sources
Devices
l:j‘ Folder Options

Network Optir
W8 Power Option
<6 Printers
(@] Scheduled Tas
% Services
~ i, User Configuration
» [ Policies
» [ Preferences

£

=] Log380PermissionGPO [LOG3G0CART-DC1.LOG

g Local Users and Grouns

£# Local Users and Groups

Order Action Full Name Descriptio
Processing

There are no items to show in this view.

New Local User
All Tasks > Local Group
View >
Caby cription
Print

policies selected
Refresh
Export List...
Help

> ‘ Preferences /| Extended XStandard,;

Creates a new item in this container.
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File Action View Help

e pnF Bolm6E B

MNew Local Group Properties

Local Group  Commaon

=] Log360PermissionGPO [LOG360CART-DC1.LOG

w i Computer Configuration
» [l Policies
w || Preferences
> ] Windows Settings
~ (s Control Panel Settings
S Data Sources
Devices
ﬁ Folder Options

# Local Users and Groups

Metwork Options
Q Power Options
@ Printers
(@] Scheduled Tasks
% Services
w &, User Configuration
» [l Policies
» [ | Preferences

<

g Action: Update ~

Group name:

Rename to: ction Full Name

Dialup (built-in) :l Descriptic
Network (built4n)
Batch (built-in)
Interactive (built-n)
Service (built-n)
Anonymous {(built-in} roups
Authenticated Users (built-in)
Terminal Server Users (built-n)
Administrators (built-in)
Users {built-in)
Guests (built-in)
Power Users (built-in)
Account Operators (built-in)
Server Operators {built-n)
Print Operators {built-n)
Backup Operators (built-n)
Replicators {built-n)
Pre-Windows 2000 Compatible Access (built-i
Remote Desktop Users (built-in) b
Network Configuration Operators (built-n)
Incoming Forest Trust Builders {built-n)
Performance Manitor Users (built-in)
Performance Log Users {builtin)
Windows Authorization Access Group (built-in|
Terminal Server License Servers (built-n)
Preferences Distributed COM Users (built-n)

o gt

Description: o
o show in this view.

Members:

Name

Local Users and Groups

It-in)
Certificate Service DCOM Access (built-n)
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Mew Local Group Properties

File Action View Help Local Group  Common

e fEen =md= |

g Action: |Updabe

EJ Log360PermissionGPO [LOG360CART-DC1.LOG

+ i Computer Configuration

» [ Policies Group name: | Event Log Readers (built4n) v| l:l
w || Preferences Rename to: |
> [ Windows Settings .
Desaription: |

~ (=] Control Panel Settings
@ Data Sources

2 Devices

(3§ Folder Options

Local Group Member

Member

#G Local Users and Groups Name: | LOG360CART\Log360Group

@ Printers

Scheduled Tasks

% Services

Members:
Network Options :
18, Power Options Nzme: Action: ‘Add to this group v |
LOG380CAR

R

~ i, User Configuration

» ] Policies

» [] Preferences

< * |, Preferences Standard

Local Users and Groups

_E'J Group Policy Management Editor

File Action View Help

e AR lleu | TR ¢

Event Log Readers (built-in) Properties

Log360PermissionGPO [LOG3G
~ & Computer Configuration

Local Group  Common

» [ Policies
~w . Preferences

g Action:  |Update v|

» ] Windows Settings

+ (3 Control Panel Settin Group name: | Event Log Readers (built-in) v |
@ Data Sources Rename to: |
g Devices
Description:
(' Folder Options sereten |
Local Users and [CJoelete all member users
Network Option [CJpelete all member groups
& Power Options
g‘i Printers Members:
(@) Scheduled Tasks| Name Acton .

@y Services
~ i, User Configuration
» [ Policies
5 | Preferences

< > \Preferences { Extended }, Stand ‘J

Last changed: 12/26/2023 6:27:55 AM

Action
Update
Update
Update

__%J Group Policy Management Editor MNew Local Group Properties

File Action View Help Local Group  Common

L ke ARl ol NS NE_NEREYN 7R

g Action: |Updahe

Log360PermissionGPO [LOG3B0CART-DC1.LOG

Full Mam

in this view.

e

Full Name
N/A
N/A
N/A

w i Computer Configuration
» [ Policies
w [ ] Preferences
» [ Windows Settings
~ [ Control Panel Settings
Data Sources
g Devices
E&' Folder Options
# Local Users and Groups
Metwork Options
ﬁ Power Options

@ Printers

(=] Scheduled Tasks

Group name:

Rename to: Dialup (built-n)

Metwork (built-in)

Batch (built-in)

Interactive (built-in)

Service (built-in)

Anonymous (built-in)
Authenticated Users (built-in)
Terminal Server Users (built-in)
Administrators (built-n)
Users {built-in]

Guests {builtin)

Power Users (built-in)
Account Operators (built-in)

Description:

Members:

Mame

Server Operators (built-n)

% Services Print Operatars (built-in)
a . Backup Operators (built4n)
w &, User Configuration Replicators (builtn)
» [ Policies

Remote Desktop Users (built-in)

Metwork Configuration Operators (built-n)

Incoming Forest Trust Builders (built-n)

Performance Monitor Users (built-n)

Performance Log Users {(built-in)

Windows Authorization Access Group (built-inj
erminal Server License Servers (built-n]

» [ Preferences

< ¥ |, Preferences

Cryptographic Operators (built-in)
Eoeallbeelanbion o Event Log Readers (built-n)

=l
L
ISErS
roups
, :|
Pre-windows 2000 Compatible Access (built-i
lge...

ction

pdate

Full Mame
N/A

Descriptic

| Certificate Se DCOM Access (built-in
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L& Group Policy Management Editor — [} X
File Action View Help
4o op | 25| & 52| B | Distributed COM Users (built-in) Properties X

=§J Log360PermissionGPO [LOG36
v il Computer Configuration

> [ Policies )
~ | Preferences g Action: |Lb¢1: l | .
5 7] Windows Settings Action  FullName
~ [ Control Panel Settin Group name: | Distributed COM Users (built-in) v | Update  N/A
E Data Sources Rename to: | ] ﬂp:ate ::’:
Devices . pdate
Eﬂ Folder Options Description: | ]
#G Local Users and [ Delete all member users
Network Option [ Delete all member groups
ﬁ Power Options
&b Printers Members:
(&] Scheduled Tasks|
&y Services
~ &, User Configuration
» [ Policies
» || Preferences

Local Group  Common

< > \ Preferences [ Extended ; Standard ;

Last changed: 12/26/2023 £:29:16 AM

& Group Policy Management Editor - O X

File Action View Help
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=] Log360PermissionGPO [LOG36( Local Grou
~ (% Computer Configuration roup oy
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~w [ | Preferences g Action: ‘I.bdate e | Full N
» [ Windows Settings il Hame
w [=#) Control Panel Setting Group name: 5 Update  N/A
@ Data Sources Rename to: : Update  N/A
2} Devices ' Rejalw or(lk()tilt-iln;\)_
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T
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= Scheduled Tasks e Users (buit-n)
% Services
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» [ Policies Server Operators (built-n)
5 | Preferences Print Operators (built-in)
Backup Operators (built-in)
Replicators (built-in)
Pre-Windows 2000 Compatible Access (built-it
Remote Desktop Users (built-in) loe
Network Configuration Operators (built-in)
Incoming Forest Trust Builders (built-in)
| Performance Monitor Users (built-n) Help
erformance Log Users (built-in)
’T\thws Authorization Access Group (built-in|
< > |\ Pref Extel Terminal Server License Servers (built-n)
A\ Preterences B o Bodey
Local Users and Groups Cryptographic Operators (built-n)
T = Fusnt | nn Dazdare fhaiiltin e



https://www.manageengine.com/log-management/?source=pdf

Terms:

File Action View Help

| E B mGE |

Mew Local Group Properties

[ Log360PermissionGPO [LOG36(
v (& Computer Configuration
| Policies
w || Preferences
__| Windows Settings
v (@) Control Panel Setting
@ Data Sources
g Devices
(Zf Folder Options
4 Local Users and ¢
(@8 Network Options|
‘{i Power Options
&b Printers
(@] Scheduled Tasks
#a Services
v %, User Configuration
] Policies
| Preferences

Local Group  Common

ﬁ Action: Update

Group name: | Power Users (built-n)

Rename to: |

Description: |

[CJpelete all member users
[Clpelete all member groups

Members:
Name Action SID
LOG360CART\Log360 ADD 5-1-5-21-1259;

>

OK

Remove Change...

Cancel

< > “-.l Preferences /, Extended j Standard

Local Users and Groups

Apply Help

Event Log Readers: Members of this group can read event logs.

Action Full Name
Update  N/A

Update  N/A
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Distributed COM Users: Members of this group can launch, activate, and use Distributed COM objects
on the computer.

Power Users: Members of this group can discover shares residing on Windows file servers.

Make user to read Event logs:

To read the event logs, you also need to grant the “Log360” users Read permission over HKLM\SYSTEM\
CurrentControlSet\Services\Eventlog\Security.

1.

Log in to your domain controller with domain admin privileges - Open the Group Policy
Management Console - Right-click “Log360PermissionGPO” - Edit.

In the Group Policy Management Editor > Computer Configuration - Policies > Windows
Settings - Security Settings - Right-click Registry - Add Key.

In the Select Registry Key Window, navigate to MACHINE - SYSTEM - CurrentControlSet -
Services - EventLog - Security - Click OK - Grant Read permission to “Log360” user - Click
Apply.
In the Add Object window, select Configure this key then - Replace existing permissions on all
subkeys with inheritable permissions - Click OK.
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3 [ Name Resolution Policy
(=] Scripts (Startup/Shutdown)
» =0 Deployed Printers
~ é Security Settings
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> j Local Policies
> j Event Log
> [ 4 Restricted Groups
> [ 4 System Services
> [Ed Rer™=
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» :l Wi Copy
,: Ne Paste
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~ [ Windows Settings ~

Select an item to view its description.  Name

[ Windows Settings

[ Control Panel Settings
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Adds a new key to this template
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File Action View Help

| HE = H

~ [ Windows Settings
% [ Name Resolution Policy

Select Registry Key

|| Scripts (Startup/Shutdowr)  Registry:

» B Deployed Printers
~ é Security Settings

> 5 Account Policies
»ii Local Policies
ﬁ Event Log
("4 Restricted Groups
("4 System Services

o Wired Netwaork (IEEE 8|
[ Windows Firewall with
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 Securty

D FS Audting
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i_- DRS Auditing
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- Microsoft-Windows-Eventlog
i_: Microsoft-Windows-Security-Auditing
.'_: SC Manager
Security
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% ServiceModel 4.0.0.0
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;d Wireless Network (IEEI
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v
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» | Application Control P
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v
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(5l Group Policy Management Editor

Database Security for MACHINEVSYSTEMY Curre... ? x
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(=] Seripts (Startup/Shutdow Bg [ ALL APPLICATION PACKAGES ~
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v & Security Settings B2 Log360Group (LOGIEOCART\Log360Group)

> 4 Account Policies SR SYSTEM

1Y Ei Local Policies S8 Administrators (LOG360CART Administrators) i

> Ei Event Log & i

» [ Restricted Groups _m

> [[4 System Services

> 3 Registry Pemissions for Log360Group Alow

> 05 File System Full Cortrol

3 éa]‘ Wired Network (|EEE 8( Read

>

] Windows Firewall with
[ Network List Manager
Zaff Wireless Network (IEE
> [] Public Key Policies

> [ Software Restriction P
» [ Application Control P
> 8 IP Security Policies on Act |
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« Mm Dalicehaced NaS
< >

v
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Special pemissions

For special permissions or advanced settings,
click Advanced Advericed

10
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File Action View Help
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| Name Resalution Policy ¥ MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Security

| Scripts (Startup/Shutdown)
= Deployed Printers
v [ Security Settings
i Account Policies
& Local Policies
i Eventlog
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1, Registry
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L Wired Metwork (IEEE 802.3
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;A" Wireless Network (IEEE 20;
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" Software Restriction Polici
| Application Control Polici
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i Dolimeharad Mat
< >

Enable WMI and Remote Event Log Management traffic through Firewall:

1.

Log in to your domain controller with domain admin privileges - Open the Group Policy
Management Console - Right-click “Log360 Permission GPO” - Edit.

Select Computer configuration - Policies - Windows Settings - Security Settings - Windows
Firewalls with Advanced Security - Inbound Rules

Right-click Inbound Rules - New Rule and select WMI in predefined field - select all rules -
Allow connection.

To allow Remote Event Log Management connection, repeat step 4 by selecting Remote Event
Log Management in the predefined field.
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File  Action

L e ANz (NEN 7 Be

View Help

4 Restricted Groups
4 System Services
4 Registry
4 File System
o Wired Network (IEEE 202.3
~ [ Windows Firewall with Ad
v @ Windows Firewall with
23 Inbound Rules
% Outbound Rules
Fa Connection Securif
7 Network List Manager Pol
Wireless Network (IEEE 80;
| Public Key Policies
| Software Restriction Polici
1 Application Centrol Polici
8, IP Security Policies on Act
1 Advanced Audit Policy Co
ol Policy-based Qo
1 Administrative Templates: Policy

| Eventleg ~

] Preferences
o il leor FonBrmiration 22
>
File Action View Help
| = H
| Eventlog ~

‘4 Restricted Groups
4 System Services
4 Registry
4 File System
Wired Network (IEEE 802.3
v [] Windows Firewall with Ad
v i Windows Firewall with
2 Inbound Rules
&3 Outbound Rules
¥ Connection Securif
Network List Manager Pol
Wireless Network (|EEE 80;
" Public Key Policies
= Software Restriction Polici
= Application Control Polici
& IP Security Policies on Act
“ Advanced Audit Policy Co
ol Policy-based QoS
“| Administrative Templates: Policy

_ Preferences
we 08 llear Canfiniration
<

File Action

L RN (NESN 7 W

View  Help

@ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
Rule Type
Predefined Aules

@ Action

@ New Inbound Rule Wizard

Predefined Rules

Steps:
@ Rue Type

@ Fredefined Rules
@ Action

i EventLog
4 Restricted Groups
4 System Services
4 Registry
4 File System
o Wired Network (IEEE 802.3
v [ Windows Firewall with Ack
~ @ Windows Firewall with
7 Inbound Rules
% Outbound Rules
B Connection Securif
| Network List Manager Pol
Zaf Wireless Network (IEEE 80;
~| Public Key Policies
| Software Restriction Polici
“| Application Contral Polici
& IP Security Policies on Act,
7| Advanced Audit Policy Co
i Policy-based QoS
“| Administrative Templates: Policy
| Preferences

se o llear Canfimiration

&P Mew Inbound Rule Wizard

Rule Type

Steps:

@ Rule Type

@ Predefined Rules
@ Action

Select the type of firewall rule to create.

What typs of ruls would you liks to creats?

O Program
Rule that controls connections for a program
O Port
Rl that controls connections for 8 TCP or UDP port
@® Predefined:
Windows Management Instrumentation (W/MI)
Rule that controls connections for a Windows experience

() Custom
Custom nile.

Select the rules to be created for this experience

Which rules would you like to create?

Neat >

The following rules define network connectivity requirements for the selected predefined group.
Rules that are checked will be created.  a nule already exists and is checked, the contents of

the existing rule will be overwritten

Rules

Name Rule Bists

Windows Managemert Instrumentation (ASyn... No
Windows Management Instrumentation (WMI-_. No
Windows Managemert Instrumentation (DCO No

Profile
Al
Al
Al

Desc|
Inboy,
Inbot|
Inbot|

< Back

What typs of nuls would you lie to create?

Rule that controls connections for 2 program
O Port

Rule that controls connections for a TCP or UDP pott.
@ Predefined:

Remote Event Log Managemert

Rule that controls connections for a Windows experience.

() Custom
Custom nile.

Next >

Neot >

Cancel

Cancel
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File Action View Help
e nFl = HE

G| Eventlog ~
A Restricted Groups
4 System Services
A Registry
4 File System
im Wired Network (IEEE 802.3
~ [ Windows Firewall with Ad
~ @i Windows Firewall with
£ Inbound Rules
% Outbound Rules
By Connection Securif
| Metwork List Manager Pol
Eaf Wireless Network (IEEE 80;
_| Public Key Pelicies
“ Software Restriction Polici
9 Application Control Polici
& 1P Security Policies on Act
_| Advanced Audit Pelicy Co
iy Policy-based QoS
9 Administrative Templates: Policy

_ Preferences

ae ol lleat Confimratinn v

>

1=/ Group Policy Management Editor

File Action View Help
e 2E = H=

@ Predefined Rules
@ Action

ﬁ‘ New Inbound Rule Wizard
Predefined Rules

Select the rules to be created for this experience.

Steps:
@ Rule Typs

Which rules would you like to create?

The following rules define network cannectivity requirements for the sslected predefined group.

Rules that are checked will be created. I a nule already exists and is checked, the corterts of

Rules

the existing rule will be owerwritten,

Name

Rule: Exists
Remote Event Log Management (RPC-EPMAP) Mo

Remote Event Log Management (NP-In)
Remote Event Log Management (RPC)

No
No

Profile
Al
Al
Al

Desc
Inbot|
Inbot,
Inbot,

< Back

Next >

Cancel

ManageEngin@

| Eventlog A~
4 Restricted Groups
4 System Services
4 Registry
4 File System
i__"_” Wired Network (IEEE 802.3
~ [ Windows Firewall with Ad

Name

U Remote Event Log Management (RPC-EP...

U Remote Event Log Management (NP-In)
% Remote Event Log Management (RPC)

U Windows Management Instrumentation ...
U Windows Management Instrumentation ...
@ windows Management Instrumentation ...

Group

Remote Event Log Manage...
Remote Event Log Manage...
Remote Event Log Manage...

Windows Management Instr...
Windows Management Instr...
Windows Management Instr...

Profile

All
All
All
All
All
All

Enabled

Action
Allow
Allow
Allow
Allow
Allow
Allow

My
M

My

M

v @i Windows Firewsll with
&3 Inbound Rules
5 Outbound Rules
% Connection Securit
| Metwork List Manager Pol
;;‘E'F Wireless Network (IEEE 80:
- Public Key Policies
*| Software Restriction Polici
| Application Control Polici
g IP Security Policies on Act
- Advanced Audit Policy Co
oliy Policy-based QoS
7| Administrative Templates: Policy
| Preferences

ae o llcar Canfinuratinn
< > < >

Note:

These rules open ports of the range, 49152 - 65535, that are exclusive for WMI communication and
so these cannot be accessed by other applications.

Grant the user Read permission on all audited shares
There are two ways to grant the user Read permission on all the audited shares:
« Make the user a Member of the Local Administrators group.

1. Login to any computer with domain admin privileges - Open MMC console - File > Add/
Remove Snap-in - Select Local Users and Groups - Add > Another computer - Add target
computer

2. Select target computer > Open Local Users and Groups - Select Groups - Right-click
Administrators - Properties > Add “Log360” user.

3. Repeat the above steps for every audited Windows file server/cluster.
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i@ File Action View Favorites Window Help
«s | #E XE | HED

~| Console Root Name
~ ® Local Users and Groups (log360cart
| Users
“| Groups

& Access Control Assit
‘Admim;trators

& Backup Operators
& Certificate Service D
&% Cryptographic Oper
% Distributed COM Us
& Event Log Readers
&% Guests

&% Hyper-V Administra
&115_USRS

& Network Configurat
& performance Log Ut
&% performance Monit|
B Power Users

2 Print Operators

&% RDS Endpoint Serve|
&% RDS Management 5
%RDS Remote Access
& Remote Desktop Us|
& Remote Manageme
%‘Replwcatcr

&% Storage Replica Admi...
B System Managed Acc...
S 2 || B ysers

Description Administrators have complete and unrestricted access
to the computer/domain
Members:
&5 Administrator
2, LOGI60CART \Domain Admins
@ LOG3BICART\Log360 (Log360@Iog360cart com)
Bl nentest
Htest
Changes to a user's group membership
Add Remove are not effective until the next time the
user logs on
OK Cancel Apply Help

Supports file replication in a dom..
Members of this group have com...
Members of this group are mana...
Users are orevented from makina ...

+ Grant the user both Share and NTFS Read permission on every audited share.

1.

ManageEngin@

Log360

Login to any computer with domain admin privileges - Open MMC console - File - Add/
Remove Snap-in = Select Shared Folders > Add - Another computer - Add target computer.

Select target computer - Select share - Right-click - Properties - Security - Edit > Add the
“Log360” user - Provide both Share and NTFS, Read permission.

Repeat the above steps for every audited share.

& Console - [Conso ed Folde ART e
@ File Action View Favorites Window Help
es nmE 6= HIE
= Console Root [§ TestProperties o | Permissions for Test (\log360cart-ws1)
& Local Users and Groups (log360cart
= General Publish Share Pemissi Security
& Shared Folders (\LOG360CART-WS| i o Tomeson Securty
@ Shares i Object name:  \Nog360cartws1\Test Object name:  \Nog360cart-wsT\Test
[ Sessions i
] Open Files Group or user names: Group or user names
82, SYSTEM S8 SYSTEM
& Admistetor (LOGIBICART-WS 1\Adrminstretor) & Administrator (LOG 360CART-WS 1\Administrator)
88 Adminisrators (LOG360CART-WS T\Adrminitrtors) B8 Administrators (LOGI60CART-WS 1\Administrators)
P ¥ Log360 (Log360@log360cart com)
To change pemissions, click Edt. Eat
Pemmissions for SYSTEM Alow Deny
Ful cortrol v A L —
Modify v Pemissions for Log360 Alow Deny
fead b execute v Full control O O g
Listfolder contents v Vosy 0 o
fead v v Read & execute =] o
For special permissions or advanced settings. click Advanced List folder contents O
Advanced Read M [HE
oK Cancel Aop Cancsl Apply
< 2> ‘ ‘

Granting WMI permission:

1.

Log in to any computer with domain admin privileges - Run wmimgmt.msc - Right-click on
WMI Control (Local) - Connect to target computer.

Right-click WMI Control (target computer) - Properties - Security - +Root > CIMV2 -

Security > Add the “Log360” user and grant the following permissions:
Execute Methods | Enable Account | Remote Enable


https://www.manageengine.com/log-management/?source=pdf

;g- Computer Management (Local
v [[’& Systermn Tools
(5) Task Scheduler
2] Event Viewer
| Shared Folders

@ Performance

% Device Manager
v g Storage
@ Windows Server Backug
= Disk Management
v Ty Services and Applications
% Internet Information Sel
@ Reouting and Remote Ac
4 Services
a5 WMI Control

General Backup/Restore Secunty  Ad

MNamespace navigation allows you to set n|

Configures and

Windows Management Instrumentation (WMI)

WMI Contrel Properties

General Backup/Restore  Securty  Advanced

MNamespace navigation allows you to set namespace specific securty.

E-/4) Root
(-1 41 AccessLogging

{4y DEFAULT
] directory

L InventoryLogging

1.0 Microsoft

14 MicrosoftActiveDirectory
14 MicroscftDfs

B+ )] MicrosoftDNS

G-l 0 MSChister

Security

>

More Acti

218 Root

[~ 01 AccessLogging
-4 ADFS

-0 Appv

- )7 aspnet

E-[0 CIMV2

Lll-l cli

- }) DEFAULT
L;'_l directony
[_ll_| Hardware

i Lll_| Interop

|7 Inventorylogging

B~ ) MicrosoftDfs
u_| Microsoft DMNS
-l 1 MSChister

oK

Click OK.

Security for ROOT\CIMY2

Security

Group or user names:

et

SR Autherticated Users

SR LOCAL SERVICE

l Log360 (Log360@log36hcart .com)

S8 NETWORK SERVICE

S Administrators (LOG3E0CAR T Administrators)

Add...

=

Permissions for Log360

Remove

T
=

Execute Methods
Full Write

Partial Write
Provider Write
Enable Accourt
Bemnte Friahle

GROOOFE

100000

For special pemissions or advanced settings,
click Advanced.

Cancel

Advanced

Apply

ManageEngin@
Log360

Navigate to +Root - +RSOP - Computer - Security > Add the “Log360” user and grant the

following permissions:

Execute Methods | Enable Account | Remote Enable
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Configures and

General

MNamespace navigation allows you to set ng

Windows Management Instrumentation (WMI)

Backup/Restore  Securty  Ady

WM Control

Security for ROCT\RSOP x

Security

GI'DLID or user names:

)7 Microsoft

L Microsoft Dfs
1 MicrogoftDNS
4 MSCluster

L msdtc

1 FEH

)1 Policy

)1 RSOP

)1 50DC

J1 SECURITY

L1 ServiceModel
)1 StandardCimv2
)1 subscription

)1 WebAdministration
B WM

4 Microsoft ActiveDirectory

52 Authenticated Users

a Log360 (Log360@log 360cart .com)

88 SYSTEM

S8 NETWORK SERVICE

82 Administrators (LOG3E0CART Administrators)

Add... Remove

Permissions for Log360
Execute Methods

Full Write

Partial Write
Pravider Write
Enable Account
Bemate Fnahle
For special permissions or advanced settings,

H
)
@
=

HOOdgs

oOoOOood

5. Click OK.

oK

click Advanced. Advanced

Cancsl

Poply

6. Repeat the steps for every audited computer.

Grant WMI Namespace Security Rights using GPO (PowerShell script)

Script download link

1. Add the script WMIrights.ps1 file in the shared location in the domain.

2. Create a new GPO WMI NameSpace Security Rights and Right-click - Edit.

or

ManageEngin@
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3. Navigate to Computer Configuration - Policies > Windows Settings - Scripts - Startup - Right-
click and open Properties>PowerShell Scripts - Add.

4. In the Add Script dialog box, click Browse and select the PowerShell script (WMIrights.ps1) file
from the shared location and set the parameter as “domainname\username”.

1

File Action View Help

e 2@ E= HE

v

v ik

(=] WMI NameSpace Security Right
+ {8 Computer Configuration

| Policies
| Software Settings
~ [] Windows Settings
“ Name Resolution
= Scripts (Startup/S
= Deployed Printer:
F Security Settings
ol Policy-based Qof
“ Administrative Temp
| Preferences
User Configuration
| Policies
| Preferences

v

* Scripts (Startup/Shutdown)

Startup

Display Properties

Description:
Contains computer startup scripts.

Name PowerShell Scripts

B startup

Scrpts
& Shutdown Windows PawerShell Stertup Scrpts for WMI NameSpace

> Securty Rights

Add  Script

Script Name:
[\og360cart de1\Whiigis

| | Browse

Serpt Parameters
[log360cart log360] |

;

Cancel

Not configured ~

\i‘) PowerShell scripts require at least Windows 7 or Windows Server
2008 R2

Show Files

oK Cancel Aoy

\, Bxtended / Standard
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5. Click OKto return to the Startup Properties dialog box - Apply - OK

Configuring Administrative Template Settings

1.

Under System, select Scripts.

Remete Assistance
~ Remote Procedure Call
| Removable Storage Access
* Scripts
7 Server Manager
~ Shutdown
| Shutdown Options
| System Restore
“ Troubleshooting and Diagnosti
_ Trusted Platform Module Servii
~| User Profiles
“ Windows File Protection

| Windows Time Service

File Explorer interface program
and creates the desktop.

If you enable this policy setting,
File Explorer does not start until
the logon scripts have finished
running. This policy setting
ensures that logen script
processing is complete before the
user starts working, but it can
delay the appearance of the
desktap.

I you disable or do not configure
this policy setting, the lagon
scrints and File Exolorer are not

=] Group Policy Management Editor [u] X
View Help

e nm= el T
7 Group Policy ~ |
7 Intemet Communication Manz
9 isCs| Run logon scripts synchronously Setting State
~ KDe | Allow logon scripts when NetBIOS or WINS is disabled Not configured
| Kerberos Edit policy setting. Specify maximum wait time for Group Policy scripts Mot configured
~ Locale Services Requirements: (=] Run Windows PowerShell scripts first at computer startup, 5. Not configured
% Logon At least Windows 2000 5| Run logon scripts synchronously Enabled
“ Mitigation Options b . 2] Display instructions in shutdown scripts as they run Not configured
x escription: X X
 MetLogon This policy setting directs the Run startup scripts asynchronously Not configured
_| Power Management system to wait for logon scripts to || Display instructions in startup scripts as they run Mot configured

Recovery finish running before it starts the | Run Windows PowerShell scripts first at user logon, logoff Not configured

* Extended /{ Standard

ManageEngin@
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On the left pane of the Group Policy Management Editor, navigate to Computer Configuration
Administrator Templates System.

On the right pane of the GPO Editor, double-click Run logon scripts synchronously, and enable it
- Apply - OK.

4. Enable Maximum wait time for Group Policy scripts and set the maximum time at 10 seconds.
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(O Not Configured Comment:

(®) Enabled
() Disabled

COptions:

Supperted on:

M Specify maximum wait time for Group Policy scripts

E} Specify maximum wait time for Group Policy scripts

Previous Setting Next Setting

At least Windows 2000

Help:

3

Seconds: |10

Rangeis 0 te 32000, use 0 for infinite wait time

This policy setting determines how leng the system waits for
scripts applied by Group Policy to run,

This setting limits the total time allowed for all logon, logoff,
startup, and shutdown scripts applied by Group Policy to finish
running. If the scripts have not finished running when the
specified time expires, the system stops script processing and
records an errer event.

If you enable this setting, then, in the Seconds box, you can type
a number from 1 to 32,000 for the number of seconds you want
the system to wait for the set of scripts to finish. To direct the
systemn to wait until the scripts have finished, no matter how
long they take, type 0.

This interval is particularly important when other system tasks
must wait while the scripts complete, By default, each startup
script must complete before the next one runs, Also, you can use
the ""Run legon scripts synchrencusly™” setting to direct the
system to wait for the logon scripts to complete before loading

the desktop. v

Cancel

ManageEngin@
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5. Navigate to Logon under System, on the right pane double-click Always wait for the network at
startup and logon, and enable it > Apply - OK

=] Group Policy Management Editor — ] =
File Action View Help
e @R HEHET
*| Early Launch Antimalware A L
*| Enhanced Storage Access
Always wait for the network at Setting State ~

~ File Classification Infrastructure
“| File Share Shadow Copy Provid
* Filesystem

~ Folder Redirection

“| Group Policy

_ Intemet Communication Manz
= iscsl

| KDC

_ Kerberos

~ Locale Services
5 Logon
| Mitigation Options
| Net Logen
% Power Management
% Recovery
~ Remote Assistance
“ Remote Procedure Call
% Removable Storage Access
| Seripts
% Server Manager
Shutdewn
Shutdown Options

Edit pelicy setting

Requirements:

Professional

Description:

computer startup and logon

At least Windows Server 2003
operating systems or Windows XP

i) Turn off picture password sign-in

Not configured
Assign a default credential provider Mot configured
Not configured

Not configured

Assign a default domain for logon

Exclude credential providers

Block user from showing account details on sign-in Mot configured
Do not process the legacy run list Not configured
[i£] Do not process the run ance list Mot configured

Not configured

Turn off app notifications on the lock screen

This policy setting determines
whether Group Policy processing
is synchronous (that is, whether
computers wait for the network to
be fully initialized during
computer startup and user lagon).
By default, on client computers,
Group Policy processing is not
synchronous; client computers
typically do not wait for the
network to be fully initialized at
startup and logon. Existing users
are logged on using cached
credentials, which results in
sherter logen times. Group Policy

Turn off Windows Startup sound

Do not display netwark selection Ul

Do not enumerate connected users on domain-joined corm...
Show first sign-in animation

Enumerate local users on domain-joined computers

Hide entry points for Fast User Switching

2] Always use classic logon

Do not display the Getting Started welcome screen at logon
[i£] Run these programs at user logon

ﬁ Always wait for the netwoerk at computer startup and logen
Always use custom logon background

Mot configured
Mot configured
Not configured
Mot configured
Not configured
Mot configured
Mot configured
Not configured

Not configured

Enabled
Mot configured v
>

\ Bxtended /_Stondord

6. Navigate to Group Policy under System, on the right pane double-click Configure Group Policy
slow link detection, and enable it > Apply - OK.
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\=] Group Policy Management Editor - O X
File Action View Help
e nm = Bm T
v [ System @ _ Group Policy
| Access-Denied Assistance
App-Y Configure Group Policy slow link Setting State A
4 Audit Process Creation detection =] Configure Internet Explorer Maintenance policy processing  Not canfigured
7 Credentials Delegation Edit policy seitine ~ Configure IP security policy processing Not configured
* Device Guard Configure registry pelicy processing Not cenfigured
_ Device Installation Requirements: Configure scripts policy processing Not configured
7 Device Redirection At least Windows 2000 | Configure security policy processing Not configured
_| Disk NV Cache Description: Configure wired policy processing Not configured
| Disk Quotas This policy setting defines a slow Configure wireless pelicy processing Not cenfigured
| Distributed COM connection for purposes of £=| Specify workplace connectivity wait time for policy processi..  Not configured
| Driver Installation ;F'IF‘Y‘"Q and updating Group Determine if interactive users can generate Resultant Set of .. Not configured
_ Early Launch Antimalware ey Turn off Group Policy Client Service AOAC optimization Not configured
© Enhanced Storage Access f the rate at which data s Tum off backgreund refresh of Group Policy Not cenfigured
- ;':e ;"355‘:‘:?" ";ﬁm':““: transferred from the domain Tumn off Local Group Policy Objects processing Not configured
| Tre Snare Shadow Lopy Frovt cantroller providing a policy ££] Remove users® sbility to invake machine policy refresh Not configured
7 Filesystem update to the computers in this
Folder Redirection group is slower than the rate Continue experiences on this device Not configured
= Group Pali specified by this setting, the Configure Greup Policy Caching Not cenfigured
LRI, system considers the connection | Enable Group Policy Caching for Servers Not configured
 Internet Communication Mane || £ be slow =
i5Csl . i Configure Group Policy slow link detection Enabled
* xoc The system's response to a slow %] Set Group Policy refresh interval for computers Not configured
Kerheros policy connection varies amang Set Group Palicy refresh interval for domain controllers Not configured v
| Locale Services v || policies. The program g 24
< 2 \Extended /(Standard

Apply the GPO

ManageEngin@

Log360

1. Ontheleft pane of the Group Policy Management Editor, right-click the required GPO -> Properties.

=] Group Policy Management Editor
File Action View Help

e |FH E=zH

=] WMI NameSparn Srevwit: Dimbte il

~ & Computer ( View
J Policies Export List...
|| Preferen

~ %, User Config Properties
] Policies
] Preferen kel

<

v

;"'u'II MameSpace Security Rights [LOG360CART-DCT.LOG360CART.COM] Policy

| item to view its description.

Mame

i Computer Configuration
i User Configuration

\ Extended /(Standard/

Opens the properties dialog box for the current selection.

2. Navigate to the Security tab and unselect the “Apply Group Policy” permissions for Authenticated

Users > Add.
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5 p Policy Manageme tor — [} *
File Action View Help
&= |m E=H WMI NameSpace Security Rights [LOG360CART-DCT.L.. 7 X
=[ WMI NameSpace Security Right
& B ) ty 9N Generl Links Secutty Comment [-COMT Policy
v & Computer Configuration
| Policies Group or user names:
| Preferences S8 CREATOR OWNER &
v 2, User Configuration Authenticated Users
| Policies S8 5YSTEM
| Preferences S8 Domain Admins (LOG360CART \Domain Admins)
S8 Erterprise Admins (LOG360CART \Enterpriee Admins)
S ENTERPRISE DOMAIN CONTROLLERS v
Add... Remove
Permissions for Authenticated Users Allow Deny
Write O o -~
Create all child objects [l [l
Delete all child objects O O
Apply group policy O O
Special permissions w
For special permissions or advanced settings, click Advanced
Advanced.
Conce | [ oot
I
< > | Extended { Standard /

3.

In the dialog box that appears, click Object Types.

4. Enterthe names of the required computers and groups and click Check Names.

5. Select the required computers and groups and click OK to return to the properties dialog box.

File Action View Help

= HEE= HE w

=] WMI NameSpace Security Rigﬂ
v & Computer Configuration
| Policies
| Preferences
v i, User Configuration
| Policies
| Preferences

Select this object type:
|U5er5. Computers, Groups, or Built4n security principals

From this location:
|Ia936{karl.com |

Enterthe object names to select (zamples):
Loa360Group

Advanced...

Delete all child objects

Apply group policy
Special permissions

0
O

minl

| Object Types...

Locations...

Check Names

Cancel

For special permissions or advanced settings, click

Advanced. fdvonced

QK Cancel Apphy

T
> |\ Extended /(Standard/

6.
- Apply - OK.

In the Security tab, grant “Apply group policy” permissions to the selected computers and groups
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File Action View Help

@ | @ E 2] B 5 | WM Namespace Security Rights [LOGIB0CART-DCTL.. 7 X
L IRNIRom S pace S?cu”t}f i General Links = Securty Comment T.COM] Policy
v (& Computer Configuration

| Policies GI’DLID ar user names:
| Preferences SR SYSTEM ~
v 4, User Configuration 82 Domain Admins (LOG3I60CART\Domain Admins)
7| Policies : Erterprise Admins (LOG360CART \Enterprise Admins)
9 Preferences #& ENTERPRISE DOMAIN CONTROLLERS
4| 0g360Group (LOG3IBICART \Log360Group)
Add.. Remove
Pemissions for Log360Group Alow Deny
Write [} |
Create al child objects O [
Delete al chid objects O [
Apply group policy |
Special permissions w
For special pemissions or advanced settings, click Advanced
Advanced.
Conca | [ ool
T
< > ' Extended / Standard /

7. Restart the computers and execute the command gpupdate/force

Note:

After all the required devices are given WMI permissions, remove the script from Computer
Configuration Policies Windows Settings Scripts (Startup/Shutdown) - Startup or the scripts will
run every time during startup.

Grant the user read permission over the C$ share (\\server_name\C$):

Read permission over C$ share (\\server_name\C$) is needed to access NetApp C-Mode log files.

Privileges/permissions required for automatic audit policy and object level auditing
configuration

Privileges/permissions required for domain controller auditing configuration

Granting the service account the following privileges/permissions, allows ADAudit Plus to automatically
configure the required audit policy and object level auditing settings in your environment. ADAudit
Plus does this by pushing the required settings via GPO, to the group which contains all the monitored
computers.
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Loginto your domain controller withdomainadmin privileges - Open the Group Policy Management
Console - click Default domain controllers Policy > Navigate to the right panel, click the Delegation

tab > Add the Log360 User - Provide permission to Edit settings.

154 Group Policy Management

O X
Z File  Action View Window Help - &8 =%
= am a0/ XE Bm
|5, Group Policy Management Default Domain Controllers Policy
v A F?’ED“’ log360cart.com Scope  Details Settings Delegation  Siatus
~ omains
?fj log360cart.com These groups and users have the specified permission for this GPO
Iﬁ[ LOG360CART-GPO Groups and users:
= . =
EE,[ Log360PermissionGPO Name Allowed Permissions Inheri|
> B cart 82 Authenticated Users Read from Security Fitering) Nao
> (2] Domain C.untrullers 52, Domain Admins (LOG360CART Domain A... Custom No
~ [ Group Policy Objects 52, Enterprise Admins (LOG360CART \Enterpr... Custom No
=/ Default Damain Controllers Palicy 2 ENTERPRISE DOMAIN CONTROLLERS  Read No
= Default Domain Policy 52,SYSTEM Edit settings, delete, modify security No
=/ LOG360CART-GPO
=/ LOG360GPO
= Log360PermissionGPO
= PushPort
 WMI Filters
» | 5] Starter GPOs
> [y Sites
st Group Policy Modeling
(= Group Pelicy Results
< >
Add Remave Properties Advanced.
Hs 2 o x
2L File  Action View Window Help - &
e JB] [
5k Group Policy Management Default Demain Controllers Policy
~ A} Forest: log360cart.com Scope Detals Seltings Delegation  Status
~ [55 Domains
v 9 log360cart.com These groups and users have the specified permission for this GPO
i/ LOGIBOCART-GPO Groups and users
i/ Log360PermissionGPO Name Allowed Permissions Inhesil
> @l cart B2 Authenticated Users Read ffrom Securty Fitering) No
> (2] Domain (fj”tm”_ers 2, Domain Admins (LOG360CART\Domain A... Custom No
~ [ 5 Group Policy Objects 2, Enterprise Admins (LOG360CART \Enterpr... Custom No
=/ Default Domain Controllers Policy 2 ENTERPRISE DOMAIN CONTROLLERS  Read No
= Default Domain Policy B.5YST| pgq Group or User No
=/ LOG360CART-GPO
—fj LOGSWGPO_ . Group or user name:
=l Log360PermissionGPO
5] PushPort | Loa36ICART Log360 Browse...
& WMI Filters .
» [ Starter GPOs Pemissions
> L@ Sites Edit settings ~
iz Group Policy Modeling
2 Group Palicy Results Cancel
< >
Add Remove Properties Advanced
= Group Policy Management m] x
55 File  Action View Window Help - &%
|z 6]
2, Group Policy Management Default Domain Controllers Policy
~ —ﬁ Forest: Iog.360:art.com Scope Detalls Settings Delegation  Status
~ [F Domains
< 23 log30cart.com These groups and users have the speciied pemission for this GPO
5/ LOG360CART-GPO Groups and users
=~
52/ Log360PermissionGPO Name Allowed Permissions Inheri
» :L cart 52 Autherticated Users Read ffrom Securty Fitering) No
» (&1 Domain CF’”“””_E'S 52, Domain Admins (LOG360CART\Domain A... Custom No
v 5 Group Policy Objects 82, Enterprise Admins (LOG360CART\Enterpr... Custom No
(=] Default Domain Controllers Policy 42, ENTERPRISE DOMAIN CONTROLLERS  Read No

'] Default Domain Policy
=/ LOG3B0CART-GPO
=/ LOG360GPO
=l Log260PermissionGPO
= PushPort
7 WMI Filters

» L3 Starter GPOs

§ Sites

i Group Policy Modeling

% Group Policy Results

Edit settings. delete, modify security

Add.. Remove Properties

Advanced...
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Privileges/permissions required for member server, workstation, and file server
auditing configuration

Make the user a member of the Group Policy Creator Owners group

2 Active Directory Users and Computers

File Action View Help

o FE /0| XEE HE P etETE%R

] Active Directory Users and Computers [Ic|| Name Type Description
| Saved Queries & admin User
v Ing!ﬁﬂ(;fﬁ.cum E;Admlmstraml User Built-in account for administering the comp...
- S:r“'t'" 2, Allowed RODC Password Replication Group ~ Security Group... Members in this group can have their passw...
Z Computers E)baskle User
] Domain Controllers ﬁB Cert Publishers Security Group... Members of this group are permitted to pub...
8 ForeignSecurityPrincipals H2 Cloneable Domain Controllers Security Group... Members of this group that are domain cont...
7 Keys E.; DefaultAccount User A user account managed by the system.
9 LostAndFound &2, Denied RODC Password Replication Group ~ Security Group... Members in this group cannot have their pa...
5 Managed Service Accounts B2, DnsAdmins Security Group... DNS Administrators Group
7| Program Data %DnsUpdateFroxy Security Group... DNS clients who are permitted to perform d...
- System %Domain Admins Security Group... Designated administrators of the domain
| Users 2 Domain Computers Security Group... All workstations and servers joined to the do...
7| NTDS Quotas #2 Domain Controllers Security Group... All domain controllers in the domain
| TPM Devices 2, Domain Guests Security Group... All domain guests
&2 Domain Users Security Group... All domain users
% Enterprise Admins Security Group... Designated administrators of the enterprise
B2 Enterprise Key Admins Security Group... Members of this group can perform adminis...
%Enterpri;e Read-only Domain Controllers Security Group... Members of this group are Read-Only Doma...
g Group Policy Creator Owners Security Group... Members in this group can modify group po...
2, Guest User Built-in account for guest access to the com...
2 Key Admins Security Group... Members of this group can perform adminis...
E.; krbtgt User Key Distribution Center Service Account
& Log3s0 User
ES Log360Group Security Group...
B2, Protected Users Security Group... Members of this group are afforded addition...
52 RAS and AS Servers Security Group... Servers in this group can access remote acce...
E; readonly User
%Read-only Domain Controllers Security Group... Members of this group are Read-Only Doma...
< > || 8 Schema Admins Security Group... Designated administrators of the schema
3 A -
File Action View Help Group Policy Creator Qwners Properties 7 *
Al 4 | 2] | &8 ‘ RKE G General Members  Member OF Managed By
3 Active Directory Users and Com || nName| Members:
- ?3 ?:;:;)?::(I:w %g: Name Active Directory Domain Services Folder ):Ut:”;“’: “
71 Builtin %Do Lﬂdmlnlslmiur log360cart.com/Users ;\ain
@] cart log360cart.com.
] Computers %DD
2| Domain Controllers %DD
] ForeignSecurityPrincipaly gEnt enterprise
1 Managed Service Accour B Ent rm adminis...
| Users 82 ent Only Doma..,
.6 fy group po...
5 Gu to the com...
%Key rm adminis...
& Tes|
2 pr ed addition...
%RA emote acce...
%Re Only Doma...
E) rea Add... Remove
% 5S¢ schema
23 Tes
B s Concel | oy
8, Log36Tr User
< > %LquWGmup Security Group...

Log in to your domain controller with domain admin privileges > Open Active Directory Users and
Computers > Click Users > Navigate to the right panel, Right-click Group Policy Creator Owners
group > Add the “Log360” user as a member.
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Grant the user, group management permissions

1. Log in to your domain controller with domain admin privileges - Open Active Directory User and
Computers. Click View and ensure that Advanced Features is enabled. This will display the advanced
security settings for selected objects in Active Directory Users and Computers.

2. Right-click Users - Properties - Security - Advanced - Permissions - Add - In the Permissions
Entry for Users window, Select a principal: Log360 user - Type: Allow - Applies to: This object and
all descendant objects - Select permissions: Create Group objects and Delete Group objects.

Note:

Use Clear all to remove all permissions and properties before selecting the mentioned permissions.

File Action View Help

o A ETEREE i

| General Object Securty Atibute Editor

Users Properties ? x

] Active Directory Users and Computers [l

= Saved Querics Group or User names

v |5 log36hcart.com CREATOR OWNER ~
“ Builtin SRSELF
= cart R Authenticated Users
] ce
% Computers ER SYSTEM aded computer ac...
=1 Domain Controllers a Log360 (Log360@log36lcart.com) ain controllers
3] ag \l " v .
“ ForcignSecurityPrincipals &2 Domain Admins (LOG360CART\Domain Admins) rity identifiers (SID...
 Keys Add. Remove
~ LostAndFound ) bjects
“ Managed Service Accounts Pemissions for CREATOR OWNER Allow Deny aned objects
“ Program Data Full control O 0 =~ laged service acco...
~| System Read O O piner
= Users Witte O O e of application d...
| NTDS Quotas Create all child objects O O
= TPM Devices Delete all child objects O |
For special permissions or advanced settings, click Advanced aded user accounts
Advanced
Cancel Apply Help
< >
B Advanced Security Settings for Users O X
File Ac
= | Owner: Domain Admins (LOG360CART\Domain Admins) Change
7 Activ
% 54 Permissions Auditing Effective Access
~ i los
For additional infermation, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).
=1 Permission entries:
—| Type Principal Access Inherited from Applies to a
i | a Allow  Log360 (Leg360@log360cart.... MNone Descendant Group ohbjects
| || & Mlow Log360 (Log360@log360cart... Create/delete Group o... None This object and all descendan...
4 | |82 Allow  Account Operators (LOG360...  Create/delete InetOrg.. None This object anly
1 | |82 Allow  Account Operators (LOG360...  Create/delete Group o.. None This object anly
B ER Allow  Print Operators (LOG360CAR...  Create/delete Printer ... None This object only
1 2 Allow  Account Operators (LOG360...  Create/delete User obj.. None This object cnly
. 2 Allow  Domain Admins (LOG360CA... Special Mone This object only
- EZ Allow  Authenticated Users Special Mone This object only
n E2 Allow  SYSTEM Full control Mone This object only
EZ Allow  Pre-Windows 2000 Compatib.. Special DC=log360cart,DC=co.. DescendantInetOrgPersono.. w
Add Remove View Restore defaults
Disable inheritance
G Cancel Apply
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Permission Entry for Users m] x
Principal:  Select a principal
Type: Allow
Appliesto:  This object and all descendant objects
Permissions:
Full control Create msDS-ManagedServiceAccount objects
List contents Delete msDS-ManagedServiceAccount objects
Read all properties Create msD5-PasswordSettingsContainer objects
Write all properties Delete msDS-PasswordSettingsContainer objects
Delete Create msDS-ResourceProperties objects
Delete subtree Delete msDS-ResourceProperties objects
Read permissions Create msD5-ResourcePropertylist objects
Modify permissions Delete msDS-ResourcePropertylist objects
Modify owner Create msD5-ShadowPrincipalContainer objects
All validated writes Delete msDS-ShadowPrincipalContainer objects
Create all child objects Create msD5-ValueType objects
Delete all child objects Delete msDS-ValueType objects
Create account objects Create msieee80211-Policy objects
Delete account objects Delete msieee80211-Palicy objects
Create aCSResourcelimits objects Create mslmaging-P5Ps objects
Delete aCSResourcelimits objects Delete mslmaging-P5Ps objects
0K Cancel
Permission Entry for Users m]
Principal:  Log360 (Log360@log360cart.com)  Select a principal
Type: Allow
Applies to: | This object and all descendant objects
Permissions:
[ Full central [] Create msDS-ManagedServiceAiccount objects
List contents []Delete msDS-ManagedServiceAccount objects
Read all properties [[] Create msDS-PasswordSettingsContainer objects
[ Write all properties [[] Delete msDS-PasswordSettingsContainer objects
[ Delete [[] Create msDS-ResourceProperties objects
[] Delete subtree [] Delete msDS-ResourceProperties objects
Read permissions [[] Create msD5-ResourcePropertyList objects
[ Madify permissions [1Delete msDS-ResourcePropertylist objects
[ Modify owner [] Create msDS-ShadowPrincipalContainer objects
[ All validated writes [] Delete msDS-ShadowPrincipalContainer objects
[ Create all child objects [] Create msDS-ValueType objects
[] Delete all child objects [] Delete msDS-ValueType objects
[[] Create account ohjects [] Create msieeel0211-Policy objects
[] Delete account objects [ Delete msieee80211-Pelicy objects
[ Create aCSResourcelimits objects [] Create msimaging-PSPs objects
[ Delete aCSResourcelimits objects [] Delete msimaging-PSPs objects
Cancl
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[] Read msDS-IsPrimaryComputerFor

[ Read msDS-KrbTgtLinkBl

[] Read msDS-LastKnownRDN

Write msDS-LastKnownRDM

[ Read msDS-LocalEffectiveDeletionTime
Write msDS-LocalEffectiveDeletionTime
[] Read msDS-LocalEffectiveRecycleTime
Write msDS-LocalEffectiveRecycleTime
[ Read msDs-masteredBy

[] Read msds-memberQfTransitive

Write msds-memberOfTransitive

[ Read msDS-MembersForAzRoleBL
[]Read msDS-MembersOfResourcePropertyListBL
[] Read msds-memberTransitive

Write msds-memberTransitive

[ Read msDS-NCReplCursors

[] Write msDS-NCReplCursors

[ Read msDS-NCReplinboundMeighbors
[ Wirite msDS-NCReplinboundMeighbors
[ Read msDS-NCReplOutboundNeighbors
[#/] Write msDS-NCReplQutboundNeighbors
[ Read msDS-NC-RO-Replica-Locations-BL

[] Only apply these permissions to objects and/or containers within this container

Perrmission Entry for Users

[[] Read msDS-IsPrimaryComputerFor

[[] Read msDS-KrbTgtLinkBI

[[] Read msDS-LastknownRDN

[ Write msDS-LastKnownRDMN

[ Read msDS-LocalEffectiveDeletionTime
[ Write msDS-LocalEffectiveDeletionTime
[] Read msDS-LocalEffectiveRecycleTime
[] Write msDS-LocalEffectiveRecycleTime
[] Read msDs-masteredBy

[[] Read msds-memberOfTransitive

[ Write msds-memberOfTransitive

[] Read msDS-MembersForAzRoleBL

[] Read msDS-MembersOfResourcePropertyListBL
[] Read msds-memberTransitive

[] Write msds-memberTransitive

[[] Read msDS-NCReplCursors

[] Write msDS-NCReplCursors

[ Read msDS-NCReplinboundNeighbors
[]Write msDS-NCReplinboundMeighbors
[] Read msD5-NCReplQutboundNeighbors
[] Write msDS-NCReplQutboundNeighbors
[] Read msDS-NC-RO-Replica-Locations-BL

] Only apply these permissions to objects and/or containers within this container

[#] Write msDS-ReplValueMetaData
[ Read msDS-ReplValueletaDataExt
[#] Write msDS-ReplValueMetaDataExt
[] Read msDS-RevealedDSAs

[[] Read msDS-RevealedListBL

4] Write msDS-RevealedListBL

[] Read msDS-Sourcefnchor

[ Write msDS-Sourcefnchor

[ Read msDS-TasksForAzRoleBL

[[] Read msDS-TasksForAzTaskBL

[] Read msDS-TDOEgressBL
[]Read msDS-TDOIngressBL

[ Read msDS-ValueTypeReferenceBL
[] Read msSFU30PosixMemberQf

[ Read name

[ Wirite name

[] Read Name

[ Write Name

[ Read ownerBL

[ Read structuralObjectClass

[#] Write structural ObjectClass

Clearall

[ox ]

Cancel

[]'Write msDS-ReplValueMetaData
[[]Read msDS-ReplValueMetaDatabxt
[]Write msDS-ReplValueMetaDataExt
[[]Read msDS-RevealedDSAs
[]Read msDS-RevealedListBL
[]Write msDS-RevealedListBL
[JRead msDS-Sourcefinchor
[]Write msDS-Sourcefnchor
[[]Read msDS-TasksForAzRoleBL

[ Read msDS-TasksForAzTaskBL
[]Read msDS-TDOEgressBL
[]Read msDS-TDOIngressBL
[]Read msDS-ValueTypeReferenceBL
[[JRead msSFU30PosixMemberOf
[JRead name

[]Write name

[JRead Name

[]Write Name

[1Read ownerBL

[ Read structuralObjectClass

[ Write structuralObjectClass

Clearall

Cancel
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Principal:  Log360 (Log360@log360cart.com) Select a principal
Type: Allow ~
Applies to: | This object and all descendant objects ~
Permissions:

] Full control

[ List contents

[]Read all properties

[ Write all properties

[ Delete

[] Delete subtree
[[]Read permissicns
[1Modify permissions
[ Modify owner

[ Al validated writes

[] Create all child objects
[T] Delete all child objects
[[] Create account objects
[[] Delete account objects

[] Create aCSResourcelimits objects
[[] Delete aCSResourceLimits objects
[[] Create applicationVersion objects

[] Delete applicationVersion objects
[ Create certificationAuthority objects
[ Delete certificationAuthority objects

[[] Create Computer ohjects
[[] Delete Computer objects
[[] Create Contact objects
[[] Delete Contact objects
[] Create decument objects
[] Delete document objects

[] Create documentSeries ohjects

[] Delete documentSeries objects

Create Group objects
clete Group ohjects

[] Create msDS-ManagedServiceAccount objects
[] Delete msDS-ManagedServicefAccount objects
[[] Create msDS-PasswordSettingsContainer objects
[] Delete msDS-PasswordSettingsContainer objects
[] Create msDS-ResourceProperties objects

[] Delete msDS-ResourceProperties objects

[] Create msDS-ResourcePropertyList objects

[ Delete msDS-ResourcePropertylist objects

[] Create msDS-ShadowPrincipal Container objects
[] Delete msDS-ShadowPrincipalContainer objects
[] Create msDS-ValueType objects

[[] Delete msDS-ValueType objects

[[] Create msieeeB0211-Policy objects

[] Delete msieee80211-Policy objects

[ Create mslmaging-PSPs objects

[] Delete msimaging-P5Ps objects

[[] Create msKds-ProvReotKey objects

[[] Delete msKds-ProvRootKey objects

[] Create msKds-ProvServerConfiguration objects
[] Delete msKds-ProvServerConfiguration objects
[[] Create MSMQ Queue Alias objects

[[] Delete MSMQ Queue Alias objects

[] Create ms-net-ieee-80211-GroupPolicy objects
[] Delete ms-net-ieee-20211-GroupPalicy objects
[] Create ms-net-ieee-8023-GroupPolicy objects
[[] Delete ms-net-icee-2023-GroupPolicy objects
[] Create msPKI-Enterprise-Oid objects

[] Delete msPKI-Enterprise-Oid objects

[] Create msPKI-Key-Recovery-Agent objects

[[] Delete msPKI-Key-Recavery-Agent objects

Cancel
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3. From the Active Directory User and Computers console - Right-click Users - Properties - Security
- Advanced - Permissions - Add - In the Permission Entry for Users window - Select a principal:

Log360 user - Type: Allow - Applies to: Descendant Group objects - Select property:

Members.

Note:

Write

Use Clear all to remove all permissions and properties before selecting the mentioned property.

File

Action

4 = |

View Help

| RENIEREREIR 7 NS

] Active Directory Users and Computers [Ig
| Saved Queries

~ 3 log36hcart.com

7 Builtin

| cart

| Computers

| Domain Controllers

M

* ForeignSecurityPrincipals
| Keys

| LostAndFound

| Managed Service Accounts
* Program Data

* System

7 Users

| NTDS Quotas

| TPM Devices

Users Properties.

General Object Secutty Atibute Editor

Group or User names

] Authenticated Users
SYSTEM

% Log360 (Log360@log360cart.com)

ain controllers

Create all child objects
Delete all child objects

e of application d...

£2 Domain Admins (LOG360CART\Domain Admins) hd rity identifiers (SID...
Add. Remove
bjects
Pemmissions for CREATOR OWNER Alow Deny aned objects
Full control O | . laged service acco...
Read | | miner
Wite O O
] ]
O O

For special permissions or advanced settings, click

Advanced

Cancel

Advanced

fin

aded computer ac...

aded user accounts
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] Activd © Advanced Security Settings for Users O X u]
File  Act
@ $ | Owner: Domain Admins (LOG360CART\Domain Admins) Change
= Activ
1 sa Permissions Auditing Effective Access
~ i log
=l For additional infoermation, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).
= Permission entries:
= — "
=] Type Principal Access Inherited from Applies to i
= a Allow  Log360 (Log360@log360cart Mone Descendant Group objects
= a Allow  Log360 (Log360@log360cart... Create/delete Group 0.,  Mone This object and all descendan...
d ow ccount Operators reate/delete InetCrg... one is object only
=3 & A A (o] (LOG360. Create/delete InetO il This ob| I
Allow  Account Operators (LOG360..  Create/delete Group ... MNone This object ank
[ P P J y
[ | |82 Allow  Print Operators (LOG360CAR... Create/delete Printer 0... None This object anly
= B2 Allow  Account Operators (LOG360...  Create/delete User obj.. None This object only
O B2 Allow  Demain Admins (LOG360CA...  Special None This object only
3_ R Allow  Authenticated Users Special MNone This object only
[ B2 Allow  SYSTEM Full control MNone This object only
EZ Allow  Pre-Windows 2000 Compatib... Special DC=log360cart,DC=co... DescendantInetOrgPersono.. w
Add Remove View Restore defaults
Disable inheritance
Permission Entry for Users [m]
Principal:  Select a principal
Type: Allow
Appliesto:  This object and all descendant objects
Permissions:
Full contral Create msD5-ManagedServiceAccount objects
List contents Delete msDS-ManagedServiceAccount objects
Read all properties Create msD5-PasswordSettingsContainer objects
Write all properties Delete msDS-PasswardSettingsCantainer objects
Delete Create msD5-ResourceProperties objects
Delete subtree Delete msDS-ResourceProperties objects
Read permissions Create msD5-ResourcePropertyList objects
Modify permissions Delete msD5-ResourcePropertyList objects
Modify owner Create msD5-ShadowPrincipalContainer objects
All validated writes Delete msDS-ShadowPrincipalContainer objects
Create all child objects Create msD5-ValueType objects
Delete all child objects Delete msDS-ValueType objects
Create account objects Create msieee80211-Policy objects
Delete account objects Delete msieee80211-Policy objects
Create aCSResourcelimits objects Create mslmaging-PSPs objects
Delete aC5Resourcelimits objects Delete mslmaging-P5Ps objects
QK Cancel
Permission Entry for Users
Principal:  Log360 (Log360@log360cart.com) Select 3 principal
Type: Allow ~
Applies to: | Descendant Group objects
~
Descendant groupOfUniqueNames cbjects
Descendant groupPolicyContainer objects
Permissions] Descendant ieeeB02Device objects
Descendant InetOrgPerson objects
Descendant IntelliMirror Group chjects [IMedify cwner
Descendant !ntaIIiM\rr.nr Service objects ] Al validsted writes
Descendant ipHost objects
Descendant ipNetwork objects [JAll extended rights
Descendant ipProtocol objects []Create all child objects
Descendant ipService objects )
Descendant msAuthz-CentralccessPolicies obje: [ Delete all child objects
Descendant msAuthz-CentralAccessPolicy object [[] Add/remaove self as member
Descendant msAuthz-CentralAccessRule objects [Jsendts
Descendant msAuthz-CentralAccessRules objects
Descendant msCOM-Partition objects
Descendant msCOM-PartitionSet objects
Properties: | Descendant msDFS-DeletedLinkv2 objects
Descendant msDFS-Linkv2 objects :
Read msDS-NCReplinboundNeighb
Descendant msDFS-NamespaceAnchor objects [Resd ms eplinboundieghbers
Descendant msDF5-Namespacev? ohjects [[JWrite msDS-NCReplinboundNeighbors
Descendant msDFSR-Connection objects [1Read msDS-NCReplOutheundNeighbors
Descendant msDFSR-Content objects " .
Descendant msDFSR-ContentSet objects [ Write msDS-NCReplOutboundNeighbors
Descendant msDFSR-GlobalSettings objects [JRead msDS-NC-RO-Replica-Locations-BL
Descendant msDFSR-LocalSettings objects X
Descendant msDFSR-Member objects E Read meDS-hlcType
Descendant msDFSR-ReplicationGroup objects :
Descendant msDFSR-Subscriber objects Cancel
Descendant msDFSR-Subscription objects hd
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[JRead gidMumber

[ Write gidMNumber

[1Read Group name (pre-Windows 2000)
[ Write Group name (pre-Windows 2000)
[JRead groupittributes

[] Write groupAttributes

[JRead groupType

[ Write groupType

[JRead isRecycled

[]Write isRecycled

[]Read labeledURI

[1Write labeledURI

[]Read Managed By

[]'Write Managed By

[ Read memberOf

[]Read Members

] Write Members

[ Read memberUid

[]Write memberUid

[ Read msCOM-PartitionSetLink
[1Read msCOM-UserLink

[]Read msDFSR-ComputerReferenceBL
[ Read msDFSR-MemberReferenceBL
[[]Read msDS-Approx-lmmed-Suberdinates
[T Write msDS-Approx-Immed-Subordinates

Advanced Security Settings for Users

Owner:

Permissions Auditing

[ Write msDS-NcType

[] Read msDS-NonMembers

[] Write msDS-Nonhembers

[]Read msDS-NonMembersBL

[] Read msDS-ObjectReferenceBL

[] Read msDS-ObjectSoa

[7] Write msDS-ObjectSoa

[[] Read msDS-01DToGroupLinkBl

[] Read msDS-OperationsForAzRoleBL
[] Read msDS-OperationsForAzTaskBL
[] Read msDS-parentdistname

[] Write msDS-parentdistname

[] Read msDS-PrimaryComputer

[] Write msDS-PrimaryComputer

[] Read msDS-PrincipalName

] Write msDS-PrincipalName

[ Read msDS-PSOApplied

[] Read msDS-ReplittributeMetaData
[] Write msDS-ReplAttributeMetaData
[] Read msDS-ReplValueMetaData

[] Write msDS-ReplValueMetaData

[] Read msDS-ReplValueMetaDatabxt

[] Write msDS-ReplValueMetaDatakxt

[] Read msDS-RevealedDSAs

["]Read msDS-RevealedListBL

Domain Admins (LOG360CART\Domain Admins] Change

Effective Access

Cancel

For additicnal information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to 2

88 Allow  Domain Admins (LOG360CA...  Special MNone This chject only

S8 Allow  Authenticated Users Special MNone This chject only

SR Allow  SYSTEM Full control MNone This chject only

b8 Allow  Log360 (Log360@log36lcart.... MNone Descendant Group objects

13 Allow  Log360 (Log360@log360cart.... Create/delete Group o.. MNone This object and all descendan...

BR Allow  Account Operators (LOG360...  Create/delete InetOrg...  Mone This chject only

5% Allow  Account Operators (LOG360...  Create/delete Group o... None This object only

S8 Allow  Print Operators (LOG360CAR...  Create/delete Printer 0. Mone This chject only

S8 Allow  Account Operators (LOG360...  Create/delete User obj.. Mone This chject only

S8 Allow  Enterprise Admins (LOG360C...  Full control DC=log360cart,DC=co.. This object and all descendan... w
Add Remove Edit Restore defaults

Dizable inheritance

Grant the user Read permission over the SYSVOL folder

Cancel Apply

Read permission over the SYSVOL folder is needed for GPO Settings change auditing.

Note:

ManageEngin@
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By default, all Authenticated Users have read permission over the sysvol folder, if the “Log360” user
does not, the Read permission has to be provided by following the steps listed below.

1.

Navigate to the sysvol folder (C:\Windows\SYSVOL\sysvol) - Right-click - Properties - Sharing
- Advanced sharing - Permissions - Add the “Log360” user - Provide Share Read permission.
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Share Permissions

Group or user names:
82 Everyone
SR A thenticated Users
852 Administrators (LOG 360CAR T \Administrators)
3 Log360 {Log360@log360cart.com)

Add... Remove
Pemissions for Log360 Allow Deny
Full Cortrol ] ]
Change L] L]
Read D
0K Cancel Apply
For ADMP component,

To carry out the desired Active Directory (AD) management and reporting operations without a domain
admin user account, follow the steps using the document below. We can use the Log360 user and group
for the below mentioned steps,

https://download.manageengine.com/products/ad-manager/permissions-required-for-the-ad-
account-configured-in-admanager-plus.pdf

For Exchange Reporter Plus component,
We can use the Log360 user and group for the below mentioned steps,

https://download.manageengine.com/products/exchange-reports/erp-permission-document. pdf

Configurable Paths

If the configurations below are changed rather than using the default path, kindly provide NTFS Read
and Execute permissions to Log360 users for the same,

+ Log360 -> Admin - General Settings - Database Settings - Database Backup - Click the pencilicon
to edit Component Settings - Backup Storage Path

« EventLog Analyzer - Settings - Admin Settings - General - Product Settings - Product
Configurations - Reporting mode - If “Save to Location” is selected - Click the Settings Icon next
toit.

« EventLog Analyzer - Settings - Admin Settings - Data Storage - Archives - Settings icon on top
right corner of the tab - Archive Location
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«  ADAudit Plus > Admin = Archive Events > Scroll down to see the location.

« ADAudit Plus - Admin - Schedule Reports - Modify Schedule Report - Scroll down to see the
location.

«  ADAudit Plus - Configuration - Modify Alert Profile - Scroll down to see the location.
+ MB365 - Settings - Configuration - Audit Configuration - Archive Settings - Archive Folder Path
« DataSecurity Plus - Admin - Configurations - Archive Configuration

« DataSecurity Plus - Admin - Schedule Reports > Modify Schedule Report. You can see the location
under After Execution

« DataSecurity Plus - Configuration - Alerts - Modify Alert Profile

Grant the user Modify permissions over files for which Move/Delete responses are configured (DSP)

1. Login to the target computer with domain admin privileges. Locate the file for which Move/Delete
responses are configured.

2. Right-click the file, go to Properties > Security - Edit, add the Log360 user, and provide Modify
permissions.

3. Repeat the steps for all the files for which the specified responses are configured.

Our Products
AD360 | ADAudit Plus | EventLog Analyzer | DataSecurity Plus
Exchange Reporter Plus | M365 Manager Plus

ManageEngine)

Log360

ManageEngine Log360 is a unified SIEM solution with integrated DLP and CASB capabilities that
detects, prioritizes, investigates, and responds to security threats. It combines threat intelligence,
machine learning-based anomaly detection, and rule-based attack detection techniques to detect
sophisticated attacks, and offers an incident management console for effectively remediating detected
threats. Log360 provides holistic security visibility across on-premises, cloud, and hybrid networks with
its intuitive and advanced security analytics and monitoring capabilities. For more information about
Log360, visit
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https://www.manageengine.com/log-management/?source=pdf
https://www.manageengine.com/active-directory-360/?pdflog360
https://www.manageengine.com/products/active-directory-audit/?pdflog360
https://www.manageengine.com/products/eventlog/?pdflog360
https://www.manageengine.com/data-security/?pdflog360
https://www.manageengine.com/products/exchange-reports/?pdflog360
https://www.manageengine.com/microsoft-365-management-reporting/?pdflog360
https://www.manageengine.com/log-management/?source=pdf
https://www.manageengine.com/log-management/get-quote.html?source=pdf
https://www.manageengine.com/log-management/download.html?source=pdf
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