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A file server is a centralized storage space for an organization where data can be accessed by 
authorized users. It is usually a powerful computer with a large amount of disk space to store huge 
volumes of data, and to handle a large number of transactions. With file servers, users don't have 
to save business-critical work locally on their computers. An organization may use file servers in a 
myriad of ways depending upon its size, nature of business, geographical presence, and security 
considerations. 

For example, a smaller organization might use just one file server and create specific folders for 
different departments. A larger organization might maintain several file servers, and each file 
server might store the data of a specific department. There are different types of file servers as 
well, and these are implemented according to the requirements of a business:
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A simple introduction to file servers

Windows file server: This is any Windows server that acts as a central repository
of files when these files are shared on a network drive.

Windows file cluster: This is a group of servers that work together to increase the
storage capacity, availability, and performance of a file server.
They also provide failover support.

NetApp server: This is a network-attached storage (NAS) file server by NetApp
accessed in the same way as a shared network drive. 

EMC Isilon: This is a NAS file server by EMC accessed in the same way as a
shared network drive. 

Other EMC Servers: This includes other NAS products by EMC, such as VNX,
VNXe, Celerra, and Unity. 

Synology NAS devices:  The NAS file servers from Synology that are accessed
in the same way as a shared network drive.

Note:
The above is not an exhaustive list of the types of file storage.

Whatever the size and nature of the organization, the use of file servers brings numerous advantages with 
the biggest being increased data security. An organization can assign permissions to access these folders, 
and the subfolders and files within them, to specific users in a department so that improper access is 
blocked. The organization can also, from a central location, monitor and audit permission changes to critical 
business files to ensure better data security. 
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The need for file server auditing
It is essential for companies to monitor and audit changes to their file servers continuously because 
of the speed data is received and transmitted. Monitoring helps ensure that actions can be taken 
so sensitive data is not accessible to unauthorized segments within the organization, and is not 
released externally. 

Imagine these three real-life business scenarios when file server monitoring can come to the 
rescue:

A medical intern gains access to a sensitive folder that contains information about insurance 
claims, medical history, and personal details of patients. He then files false insurance claims in the 
patients' name to pilfer funds for his own profit. 

A professor accesses several files that contain breakthrough research in the field of 

microelectronics. Using this purloined data, the professor launches a company of his own to 

deceitfully leverage these business secrets.

Identity fraud in a healthcare organizationScenario 1

Intellectual property theft in a universityScenario 2
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A finance manager is informed that his services are no longer required by his organization. 
Harboring ill will and motivated by revenge, he accesses important data on financial investments 
by institutional clients, and deletes it.

IT sabotage in a financial services companyScenario 3

With file server auditing, organizations can monitor what's happening in real time and 
take the necessary steps to prevent security and privacy risks. While privacy involves 
the protection of an individual's personal information as depicted in Scenario 1, 
security involves the confidentiality, integrity, and availability of information held by an 
organization as depicted in Scenarios 2 and 3. However, security and privacy 
considerations can overlap in most instances; the two are not always mutually 
exclusive.
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Another reason to implement file server auditing stems from compliance 

requirements. There are several industry-specific compliance mandates, such as 

PCI DSS, FISMA, GLBA, HIPAA, SOX, and ISO 27001. Likewise, there are also 

several country-specific IT compliance laws such as:

File auditing can help organizations provide auditors with audit-ready reports that 

prove adherence to particular laws. Further, these reports help organizations check 

their compliance posture and identify possible gaps. Compliance is also seen in 

many quarters as a precursor to security.

Australia's Privacy Principles (APP)

Canada's Personal Information Protection and Electronic Data Act (PIPEDA)

The European Union's General Data Protection Regulation (GDPR)

California Consumer Privacy Act (CCPA)
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What needs to be monitored?
File server auditing is an involved process as oversight can cost an organization heavily, both in 

terms of business impact, and governmental financial penalties. The following are the five broad 

components that organizations must monitor at all times:

Files created

Files modified

Files deleted

Files moved 

Files renamed

Files copied-and-pasted

Failed attempts to read a file

Failed attempts to write to a file

Failed attempts to delete files

File owner change
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Current state of access permissions:

It is imperative for an organization to follow a policy of least privilege and the Zero Trust 

security model when managing privileged access. Access permissions to shared files 

and folders should only be given to users who really need them to perform their job. At 

any time, organizations should have the ability to verify if users have excess privileges, 

and revoke access if necessary. 

1

Change in access permissions: In case any user's access permission changes, the 

organization needs to know instantaneously through alerts or reports. It might also be 

necessary for an organization to efficiently analyze past audit trails when performing a 

forensic analysis. This becomes especially important if a data breach has occurred, and 

the root cause of the breach needs to be investigated. 

2

File and folder activities:

There are several file and folder activities that need to be monitored. These can include 

but are not limited to:

3
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Change of audit settings:

In addition to monitoring file and folder accesses, and change in permissions, it is also 

crucial to monitor changes to audit settings or the system access control list (SACL). The 

SACL specifies the types of activities that generate audit records. In case a threat actor 

successfully changes the SACL, subsequent file and folder activities may not get logged. 

An attacker may try to hide their tracks by making changes to the SACL. However, with 

effective file server auditing, this can also be tracked.

4

File integrity monitoring (FIM):

While file server auditing involves monitoring accesses and changes to files and folders 

on a network share, FIM involves checking important operating system files, utility 

programs, and databases that can exist on domain controllers, member servers, or even 

workstations. FIM validates files by comparing the latest versions to trusted versions of 

these files; it then identifies unexpected and unauthorized changes to verify if the file 

has been modified. This is usually accomplished by monitoring a hash representation of 

the file.

5
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Considerations while choosing a file server
auditing solution
An organization should examine 10 criteria when evaluating a file server auditing solution. These 

are: 
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Scalability:

The file server auditing solution must be able to scale as the organization undergoes 

changes. These changes could emanate from growth in the number of users, functional 

departments, file servers, and domain controllers, as well as modifications in network 

topology, and other factors.

1

Ability to Monitor NAS devices:

NAS devices are very effective for storing large amounts of data. The file server auditing 

solution should be able to monitor NAS devices just as well as a Windows file server.

2

Method of data ingestion:

There are primarily two ways a file server auditing solution can collect and ingest data: 

agent-based log collection, and agentless log collection. If both the options are given, 

the organization can choose whatever method is apt for its requirements. There are 

advantages and disadvantages with both methods.

3

Analytical capabilities:

After ingesting the data, the solution must analyze and provide out-of-the-box reports 

that reflect the current status to solve specific use cases and challenges.

For example, a user from the HR department continuously attempts to read a sensitive 

file that can only be accessed by users belonging to the Research and Development 

group in Active Directory. The HR user continuously fails because they don't have the 

required permission to access the file. However, the organization must know that this 

user repeatedly attempted to access this restricted file, especially given that it contains 

confidential research. The auditing solution should be able to provide answers such as: 

4
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Apart from out-of-the-box reports, the solution should also have the ability to send 

instantaneous alerts through email or SMS. For example, as soon as a user attempts to 

access a highly sensitive file for which they don't have the necessary access permission, 

an alert can be SMSed or emailed to the IT administrator.

User behavior analytics (UBA) is another important feature of a good file server auditing 

solution. Using machine learning algorithms, the solution should be able to look for 

anomalous file access times, file activity counts, and file access patterns, to warn an IT 

administrator about imminent risk. The solution must provide all the necessary 

information, such as what file was accessed, who accessed it, and when they accessed 

it. This enables the administrator to investigate the issue and hunt for threats.

Automated response features:

Immediate receipt of alerts and reports is an effective way to safeguard an organization. 

However, a good file server auditing solution must also give the organization the ability 

to execute scripts for automated responses. In case there is a data breach, the 

organization cannot wait until the IT administrator reads a report, or receives an alert.

For example, as soon as a user attempts to access a sensitive file for which they don't 

have access permission, an automated script can log the user out of their system. The IT 

administrator only needs to configure the settings and conditions that need to be met 

for this automated response to be initiated.  

5

Completeness of the data presented:

The solution must give information about access permission changes, file activities, and 

changes to audit settings. The file auditing solution should also enable IT administrators 

to review current permission levels and identify users with excess privileges.

6

Who tried to access the file?

When did they try to access the file?

What file did they try to access?

Which domain controller and file path did they try to access the file from? 
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Customized reports and alerts:

Every organization is unique, and every organization has unique requirements. 

Out-of-the-box reports and alerts can help an organization stop data breaches under 

common circumstances. However, there can be specific challenges, unique to an 

organization, which only customized reports and alerts can help mitigate.

For example, an organization might want to be alerted when a particularly important 

security group (with access to confidential files) is changed to a distribution group, a 

new user is then added as a member in this changed group, and the group is again 

changed back to a security group.

7

Subset of a larger solution:

File server auditing is a small subset in the ocean of security analytics. It is best for an 

organization to have a full-fledged advanced security analytics tool in place that handles 

all aspects of security, including file server auditing.

8

Customer support:

Organizations should look for vendors who can provide on-going technical and product 

support. The support should start during the initial evaluation, training, and deployment 

phases, and continue as the organization uses the solution. 

9

Total cost of ownership:

As the name implies, this is the price of the solution. Organizations should not look for 

the cheapest alternative; they should look for a solution that provides all the functionality 

they require at the most affordable price. Ideally, there should be no compromise on 

functionality.

A simple way an organization can decide which solution (or vendor) to select is through an 

evaluation matrix that awards points for meeting various criteria, and assigns the weightage for 

perceived importance of the specific criteria. These components may vary for each organization, 

depending on several unique factors. The weightage can range from 1 to 5 (with 5 being the most 

important), and the points can vary from 1 to 10 (with 10 being the highest). The score is 

calculated by multiplying the weight and the points. The total provides a result of the evaluation 

and enables you to choose the solution. A sample matrix comparing two vendors is shown in the 

table below.

10
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In the example above, Vendor 2 may prove to be the top contender. However, a company must also 

use other qualitative considerations to make the final choice. Some qualitative factors to consider 

are the vendor's reputation, experience, and positive customer reviews.

www.manageengine.com/log-management/ 11

Criteria

Scalability 3 8 5 24 15

Weight Points

Solution 1 Solution 2 Solution 3 Solution 4

Scores

Monitor NAS 4 8 6 32 24

Data ingestion
methods

4 5 7 20 28

Analytical
capabilities

5 8 9 40 45

Automated
response

5 7 7 35 35

Completeness
of data

4 8 7 32 28

Customized
reports and alerts

4 6 7 24 28

Subset of a larger
solution

3 7 9 21 27

Customer support 4 6 9 24 36

Cost of ownership 4 7 5 28 20

TOTAL 280 286

https://www.manageengine.com/log-management/?utm_source=fsaebook&utm_medium=page&utm_campaign=fsa&utm_tag=72616d2e76
https://www.manageengine.com/log-management/?utm_source=fsaebook&utm_medium=page&utm_campaign=fsa&utm_tag=72616d2e76


With a comprehensive and effective solution like Log360, organizations can monitor, audit, and 

track changes made to all sensitive files and folders. In this way, organizations can evaluate and 

improve their security posture. Log360 also delivers several out-of-the-box and audit-ready 

reports that help organizations adhere to compliance mandates such as PCI DSS, HIPAA, GLBA, 

SOX, ISO 27001, GDPR, and FISMA. 

The screenshot below from Log360 shows a sample report on all file modifications for a 

designated time range. 
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File server auditing with Log360
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Log360 is a comprehensive security analytics solution for all your log management and network security 
challenges. You can perform audits, generate reports, and configure alerts for all changes in Active Directory, 
servers, file servers, NAS storage devices, workstations, endpoints, applications, and network devices. From a 
single console, you can view your organization's security posture, and meet the demands of security, privacy, and 
compliance. The automated incident response module enables you to configure workflows to mitigate risk even 
further.

To learn more, visit http://www.manageengine.com/log-management.

ManageEngine is the IT management division of Zoho Corporation. It crafts comprehensive IT 

management software with a focus on making IT admins' jobs easier. Its 90+ products and free 

tools cover everything that IT needs, all at affordable prices. From network and device 

management to security and service desk software, ManageEngine is bringing IT together for an 

integrated, overarching approach to optimizing IT.

About ManageEngine
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