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Summary

This document will guide you through the steps involved in deploying M365 Manager Plus in
Azure. The document is written with the assumption that you are a system administrator with
basic knowledge of remote desktop connection, Windows, and Azure. However, care has been

taken to keep the integration steps as simple as possible.

About M365 Manager Plus

M365 Manager Plus is a comprehensive Microsoft 365 reporting, management, and auditing
solution that helps you manage your Microsoft 365 system effortlessly. The user-friendly interface
enables you to manage Exchange Online, Azure Active Directory, Skype for Business, SharePoint

Online, and OneDrive for Business all from one console.

M365 Manager Plus provides numerous preconfigured reports on Microsoft 365, helps you
perform complex tasks like bulk user management, bulk mailbox management, secure delegation,
and more. You can also automate all the bulk management tasks with custom automation policies
to save time. This eases compliance management through built-in compliance reports, and offers
advanced auditing and security features to keep your Microsoft 365 system secure against

malicious activity.

About Azure

Microsoft Azure is a collection of integrated cloud services which developers and IT professionals
use to build, deploy, and manage applications through the global network of data centers. With
Azure, you can build and deploy wherever you want, using the tools, applications, and frameworks

of your choice.
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How to deploy M365 Manager Plus in Azure

Please follow the steps given below to deploy M365 Manager Plus in Azure.

Step 1: Creating virtual machines

1. Log in to your Azure portal.

Microsoft Azure

B® Microsoft

Sign in

to continue to Microsoft Azure

Email, phone, or Skype

No account? Create one!

Can't access your account?

O Sign in with GitHub

q Sign-in options

2. Select Create a resource from the left panel.

Create a resource
Azure services

& Home
EH Dashboard n @ [ ]
Al servi
ETICES Create a Virtual Images Users
resource machines

FAVORITES
All resources
) Resource groups Recent resources
T sQl databases
Name
Virtual machines (classic)

B \\estamp

(31 m365n

[#) o365-5D

Recent
® App Services

Virtual machines
@ opm500nimg
Virtual networks

[#) OpManager
Load balancers

5 : %1 opmsoon
Cloud services (classic)
o BA adapr0s3
Subscriptions

5 teststorageaccsd
Monitor

[#) test_resource

B3 anandis

Azure Active Directory
Microsoft Defender for
Cloud BB managerplusimg

& 0365-sd

$ Help + support

—
— 4] &S
= ( >
Storage Resource Azure Active Virtual
accounts groups Directory networks
Type

Virtual machine

Virtual machine (classic)
Resource group

Image

Resource group

Virtual machine (classic)
Virtual machine
Storage account
Resource group

Virtual machine

Image

Cloud service (classic)

A

Azure AD
Domain...

—

All services

Last Viewed

a few seconds ago
15 minutes ago
16 minutes ago
3 hours ago

3 hours ago

4 hours ago

21 hours ago
21 hours ago
21 hours ago
24 hours ago

2 days ago

2 days ago
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3. Select Compute and choose the type of Windows Server that you wish to create.

Microsoft Azure P Search resources, services, and docs (G+/)

Home >

Create a resource

= - ; g
Get Started £ Search services and marketplace A Getting Started? Try our Quickstart center
Recently created < g
? Popular Azure services See more in All services Popular Marketplace products See more in Marketplace
Categories Kubernetes Service Windows Server 2019 Datacenter
Create | Docs | MS Learn Create | Learn more
Al + Machine Learning
Aralytics App Service Plan Ubuntu Server 20.04 LTS
reate | Learn more Create | Leam more
Blockchain
Azure VMware Solution Windows 10 Pro, version 21H2
Create | Learn more Create | Learn more
Containers
Databases Azure Spring Cloud Windows 11 Enterprise
Developer Tools Create | Learn more L
DevOps
Function App Ubuntu Server 18.04 LTS
Identity Create | Docs Create | Learn more
Integration

Host pool
Create | Learn more

Debian 10 "Buster”
Create | Learn more

Internet of Things

IT & Management Tools
Virtual machine CentOS-based 7.9

Create | Leam more

Media

Create | Learn more

Migration

4. Provide the mandatory values in the Basics tab and click Next.

)
D

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Images > M365-ni >

Create a virtual machine

Disks Networking ~ Management ~ Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more &

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * @ [ Pay-As-You-Go (0768eba3-asac-4323-a387-02fe2c3b950d) M

Resource group * ® 0365-SD v |
Create new

Instance details

Virtual machine name * ©

Region © ) East Ut

Availability options @ No infrastructure redundancy required ~

Security type @

Review + create < Previous

Home > Images > M365-ni >

Create a virtual machine

Image * © M365-ni - Gen1 v

See all images| M o

Azure Spot instance ( O

Size* @ Standard_D2s_v3 - 2 vepus, 8 GiB memory (§137.24/month) M

See all sizes

Administrator account

Username * ©

Password * @

Confirm password * ©

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * © O None

(® Aliow selected ports

Select inbound ports * RDP (3389) v
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rosoft Azure R Search rescurces, services, and docs (G+/)

Home > Images > M365-ni >

Create a virtual machine

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * © O None

(®) Allow selected ports

Select inbound ports * | roP (3389) «

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Netwerking tab to
create rules to limit inbound traffic to known IP addresses.

Licensing

License type * ~

5. Choose a size for the VM created in Disks tab and click Next.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Images > M365-ni >

Create a virtual machine

Basics Networking Management  Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options
05 disktype * @ | Premium 55D (locally-redundant storage) ~
Delete with VM @ D

Encryption at host (O

o Encryption at host is not registered for the selected subscription. Learn more about enabling_this feature o

Encryption type * (Default) Encryption at-rest with a platform-managed key Y%

Enable Ultra Disk compatibility ©
Ultra disk is supported in Availability Zone(s) 1,23 for the selected VM size
Standard_D2s v3.

Data disks for VMTestMMP

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.
LUN Name Size (GiB) Disk type Host caching  Delete with VM (O

Create and attach a new disk  Attach an existing disk

~  Advanced

‘ < Previous ‘H Next : Networking > ”
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6. Configure the mandatory fields as needed, or go with the default values in the

other tabs. Click Next.

7. Verify the configuration and complete the VM creation by clicking Review + Create.

Step 2: Installing M365 Manager Plus

1. Establish a remote desktop connection with the VM created in Step 1. Please refer to this
document to learn how. Once you've connected to the VM, follow the steps below.

2. Download M365 Manager Plus on the VM.

3. Install the application.

4. Create an inbound firewall rule to allow traffic to this server on the M365 Manager Plus port.
To create an inbound rule:
e Select Start and go to Control Panel > System and Security > Windows Firewall.
e In the navigation panel, choose Advanced Settings.

& Windows Defender Firewall

&« s A @ > Control Panel > System and Security > Windows Defender Firewall

P — Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall . P
0 Private networks Not connected
G Change notification settings
) Turn Windows Defender l g Guest or public networks Connected
Firewall on or off
G Restore defaults Metworks in public places such as airports or coffee shops
I Advanced setti g_I . .
G 2 Windows Defender Firewall state: On
Troubleshoot my network ¥ : 3 i
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: = Network

Motification state: Do not notify me when Windows Defender Firewall
blocks a new app

® Choose Inbound Rules > New Rule.
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Actions

Inbound Rules

New Rule..

- 0 ‘Windows Defender Firewall with Advanced Security
File Action View Help
e HE 2 BE
@ revat it [
IF?:E Name Group Profile Enabled *
9 R ‘E‘ Connection Security Rules gi::joyn Router (TCP-In) AllJoyn Router Domaf_. Yes
i, Monitoring loyn Router (UDP-In) AllJoyn Router Domai.. Yes
G T_Uf BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retri..  All No
Firg BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cache.. All No
9 Re: BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discover..  All No
% Ad € Cast to Device functionality (qWave-TCP-In) Cast to Device functionality Private.. Yes
Tro 0 Cast to Device functionality (qWave-UDP-.. Cast to Device functionality Private.. Yes
@ Cast to Device SSDP Discovery (UDP-In) Cast to Device functionality Public Yes
U Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Private  Yes
) Cast to Device streaming server (HTTP-Str.. Cast to Device functionality ~ Domain  Yes
0 Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Public Yes
€ Cast to Device streaming server (RTCP-Stre.. Cast to Device functionality ~ Private  Yes
1 Cast to Device streaming server (RTCP-Stre.. Cast to Device functionality Domain  Yes
0 Cast to Device streaming server (RTCP-Stre.. Cast to Device functionality Public Yes
£ Cast to Device streaming server (RTSP-Stre.. Cast to Device functionality Domain  Yes
1 Cast to Device streaming server (RTSP-Stre.. Cast to Device functionality ~ Private  Yes
£ Cast to Device streaming server (RTSP-Stre.. Cast to Device functionality Public Yes
@ Cast to Device UPnP Events (TCP-In) Cast to Device functionality Public Yes
COM+ Network Access (DCOM-In} COM-+ Network Access All No
COM+ Remote Administration (DCOM-In)  COM+ Remote Administration  All No
£ Core Networking - Destination Unreachab... Core Networking Al Yes
@ Core Networking - Destination Unreachab.. Core Networking All Yes
1 Core Networking - Dynamic Host Configu.. Core Networking All Yes
@ Core Networking - Dynamic Host Configu.. Core Networking Al Yes
1 Core Networking - Internet Group Manag.. Core Networking Al Yes
@ Core Networking - IPHTTPS (TCP-In) Core Networking All Yes
1 Core Networking - IPv6 (IPv6-In) Core Networking All Yes
 Core Networking - Multicast Listener Don.. Core Networking Al Yes
@ core Networking - Multicast Listener Que.. Core Networking All Yes
£ Core Networking - Multicast Listener Rep.. Core Networking All Yes
{0 Core Networking - Multicast Listener Rep..  Core Networking All Yes
Seq @ Core Networking - Neighbor Discovery A Core Networking Al Yes v
Seq < 2)|.£
Nei

<4<

< JIFANF)

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

v v v v

e On the Rule Type page, choose Port, and click Next.

&

ndows Defender Firewall
I

« | @ New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

1| Steps:

f @ Rule Type What type of rule would you like to create?
G @ Protocol and Ports
(=R ;

q @ Action O Program
G 4 @ Frofie Rule that controls connections for a program.

@ Name (® Port

G Rule that controls connections for a TCP or UDP port.

(O Custom

Custom rule.

O Predefined-
Alldoyn Router
Rule that controls connections for a Windows experence.

< Back

Cancsl

e On the Protocol and Ports page, choose Specific local ports, and then enter the port

number of M365 Manager Plus. (Default port number is 8365.)
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Nindows Defender Firewal
[
« | @ New Inbound Rule Wizard X
Protocol and Ports
Specify the protecols and ports to which this rule applies.
i o
Y Steps: blec
i @ Rule Type Does this rule apply to TCP or UDP?
© @ Protocol and Ports ® TCP
P o scton O upp
@ Profile
L&
Q i o0 Does this rule apply to all local ports or specffic local ports?
1 O Al local ports
I ® Specific local ports: I ‘8365|
Example: 80, 443, 5000-5010
| || & Core Networking - Internet Group Manag.. Core Networking All Yes
e Click Next.
e On the Action page, choose Allow the connection, and click Next.
@ Windows Defender Firewall
I
¢ | @ New Inbound Rule Wizard X
Action -
Specify the action to be taken when a connection matches the conditions specified in the rule.
] I
1| Steps: k
A @ Rule Type ‘What action should be taken when a connection matches the specified conditions?
9 @ Protocol and Ports
Q 1 i Allow the connection
H @ Adtion This includes connections that are protected with [Psec as well as those are not.
@ Profile
!;‘ i N (O Allow the connection if it is secure
G 2 . xane This includes only connections that have been authenticated by using IPsec. Connections
wil be secured using the settings in IPsec properties and nules in the Connection Securty
T Rule node.

Customize

(O Block the connection

T L = ==~ N =N 2
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e On the Profile page, choose when this rule must be applied (you can select all three

options if required), and click Next.

e Windows Defender Firewal
I

« | @ New Inbound Rule Wizard X
Profile
Specify the profiles for which this rule applies.
: o
t| Steps:
| i = blec
@ Rule Type ‘When does thig rule apply?
G @ Protocol and Ports
$1 @ Action [ Domain
f ® Profie Applies when a computer is connected to its corporate domain.
R
G @ Name Private
9 A Applies when a compter is connected to a private network location. such as a home
1 orwork place.
Public
Applies when a computeris connected to a public network location.
H 3 Core Netwarkina - Internat Groun Manaa..  Core Networking All Yas
® On the Name page, type a name for the rule, and then click Finish.
ﬁ Windows Defender Firewal
I
« | @ New Inbound Rule Wizard X
Name
Specify the name and description of this rule.
] -
Steps:
; e blet
@ Rule Type
!; @ Protocol and Ports
G : @ Action
o1 @ Profie Name:
g @ Name |I
A
Description (optional):
1
<one coe
Al Ve

I T 808 o mbmssinsliinm  Tisbimsmicnd Brinm R aminss s Rabisosobivs
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Step 3: Configuring ports to receive traffic from anywhere

in the world

You've successfully installed M365 Manager Plus on your new VM. Now, you have to allow

external sources to access M365 Manager Plus' port. Perform the steps below in the

Azure portal to enable access:

1. Select the Virtual Machines menu from the left panel.

2. Click the VM on which M365 Manager Plus was installed.

3. Select Networking > Add inbound port rule.

e e

Home > VMTestMMP

@® VMTestMMP | Networking

&7 Feedback

P search
B Overview Vmtestmmp565
@ Activiy log 1P configuration ©
A9, Access control (IAM) | ipconfign (Primary) ~

® Tags

/2 Diagnose and solve problems

Effective security rules

NIC Public IP: 20.231.12.93

@ Network Interface: vmtestmmp565

Virtual network/subnet: 0365-vnet/default

Troubleshoot VM connection issues

NIC Private IP: 10.0.0.10

Settings
Inbound port rules  Outbound port rules  Application security groups  Load balancing
I & Networking I
- @ Network security group VMTestMMP-nsg (attached to network interface: vmtestmmp565)
& Connect Impacts 0 subnets, 1 network interfaces
€ Disks Priority Name Port Protocol
B size 200 A RDp_1 3389 TcP
O Security 300 RDP 3389 TGP
@ Advisor recommendations S Port.8080 3080 Any
:) ensit ic:
Extensions + applications 65000 AllowVnetinBound Any Any
& Continuous delivery 65001 AllowAzureLoadBalancerinBound Any Any
& Av s
Availability + scaling 65500 DenyAllinBound Any 2y

Configuration

i

Identity <

4. Enter the mandatory values and click Add.

10

Topology

Accelerated networking: Disabled

Source
Any

Any

Any
VirtualNetwork
AzureLoadBalancer

Any

Destination
Any
Any
Any
VirtualNetw
Any

Any

g marketPlaceZoho@outl... (@

DEFAULT DIRECTORY @

Add inbound port rule

Add inbound port rule
Action

@ Allow
@ Allow
@ Allow
ork @ Allow
@ Allow

© Deny
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Home > VMTestMMP

@ VMTestMMP | Networking

Virtual machine
Search (Ctrl+/)

B2 overview

E Activity log

A2 Access control (1AM)

@ Tags

/2 Diagnose and solve problems

Settings
& Networking
& Connect
& Disks

B size

O security

@ Advisor recommendations
il Extensions + applications
& Continuous delivery

% Availability + scaling
Settings

& Networking
& Connect

& Disks

B size

O security

@ Advisor recommendations

i] Extensions + applications

& Continuous delivery
B Availability + scaling

& Configuration

Identity

| «

& Feedback
vmtestmmp565

IP configuration ©

ipconfig1 (Primary) ~

@ Network Interface: vmtestmmp565 Effective security rules

NIC Public IP: 20.231.12.93

Virtual network/subnet: -vnet/default

Inbound port rules  Outbound port rules  Application security groups
@ Network security group VMTestMMP-nsg (attached to network interface:

Impacts 0 subnets, 1 network interfaces

Priority Name Port
200 A RDp_1 3389
300 RDP 3389
310 Port_8080 8080
65000 AllowVnetinBound Any
65001 AllowAzureLoadBalancerinBound Any
65500 DenvAllinBound Anv

Inbound port rules  Outbound port rules  Application security groups

L~

VMTestMMP
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marketPlaceZoho@outl.

DEFAULT DIRECTORY

Add inbound security rule X

@ Network security group VMTestMMP-nsg (attached to network interface: vmtestmmp565)

Impacts 0 subnets, 1 network interfaces

Priority Name Port
200 A RDp_1 3389
300 RDP 3389
310 Port_8080 8080
65000 AllowVnetinBound Any
65001 AllowAzureLoadBalancerinBound Any
65500 DenyAllinBound Any

Source (
[any v]
Source port ranges * ©
[ls365 V]
Destination @
[ Any v
Troubleshoot VM connection issut
NIC Private IP:10.0.0.10  Acck  Service
| custom v |
a lancin,
Logd belanding Destination port ranges * ©
p565) [ 8080 |
Protocol
Protocol )
P
TCP
Any
Any
Any
Anv ~ o
“]
Load balancing
Name *
[ port.8365 V]
Description
Protocol
TCP
TP
Any
Ay A\ The recommended value for source port ranges is * (Any). Port filtering is mainly used
ny with destination port.
Any
Any

conee

Step 4: Accessing M365 Manager Plus hosted in an Azure VM

11

1. When running M365 Manager Plus on an Azure VM, your access URL for

M365 Manager Plus will be <Public IP address of the VM>:<M365 Manager Plus Port>

Note: You can find the public IP of the VM by selecting the VM in Azure and clicking on

Overview. (Refer to the image below.)

Home >

¢ | VMTestMMP =

Virtual machine

[0 search (ctri+, | «

& Activity log

Ao Access control (IAM)
@ Tags

/2 Diagnose and solve problems

Settings
Networking
Connect
Disks

Size

Security

# o WP

Advisor recommendations

2}

Extensions + applications

a

@ Continuous delivery

&

Availability + scaling

& Connect v C Restart [] stop &) Capture [ii] Delete

() Refresh

@ Advisor (1 of 1): Enable virtual machine replication to protect your applications from regional outage —

A Essentials

Resource group (move) : 0365-SD
Status : Running
Location East US

Subscription (

Subscription 1D 0768eba3-a8ac-4323-2387-02fe2c3b950d

Tags (edit) Click here to add tags
Properties  Monitoring  Capabilities (8)  Recommendations (1)

K3 virtual machine
Computer name M365

Health state -

Operating system Windows (Windows Server 2019 Datacenter)

Publisher N

Tutorials

[ open in mobile

B cuzes

Operating syster

Size

marketPlaceZoho@outl

DEFAULT DIRECTORY

A7 Feedback

JSON Vi

Windows (Windows Server 2019 Datacenter)

: Standard D2s v3 (2 vcpus, 8 GiB memory)

| Public 1P address

202311293

Virtual network/subnet

DNS name

& Networking

Public IP address

0365-vnet/default

Not configured

202311

Public IP address (IPv6) -

Private IP address

10.0.0.10

Private IP address (Pv6) -

Virtual network/subnet

DNS name

0365-vnet/default

Configure
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2. Example: If the public IP address of the VM is 20.231.12.93 and the M365 Manager Plus
port is 8365, then the access URL would be http://20.231.12.93:8365.

M365 Manager Plus )

|
& Signin

Over 300 extensive reports

Gain valuable insights into Exchange Online, Azure
Active Directory, OneDrive for Business, Skype for
Business, and other services with exhaustive,
preconfigured reports.

(X R N ]

And that's it! You're all set to go. For more information on M365 Manager Plus, please visit here.

Our Products

AD360 | Log360 | ADManager Plus | ADAudit Plus | ADSelfService Plus

Exchange Reporter Plus | RecoveryManager Plus

ManageEngine)
M365 Manager Plus

M365 Manager Plus is an extensive Microsoft 365 tool used for reporting, managing, monitoring,
auditing, and creating alerts for critical incidents. With its user-friendly interface, you can easily
manage Exchange Online, Azure Active Directory, Skype for Business, SharePoint Online,

OneDrive for Business, Microsoft Teams, and other Microsoft 365 services from a single console.

S Get Quote + Download
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