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Why M365 Manager Plus

Over 700 pre-configured reports and the option to create custom reports

Q)
®

Extended bulk management of users, mailboxes, and sites

Templates to manage users, groups, and contacts

Automated management tasks

Indefinite audit log storage

Customized alert profiles: Profile-based auditing and alerting

Geolocation-enabled reports

Custom role and virtual tenant delegation

Role delegation for help desk technicians without escalating their privileges in Microsoft 365

Automatic generation and emailing of reports (when scheduled)

Dashboard with embeddable widgets

© ©® ©®© 0 ® ® ® ® ©® ®
¥ 0 0 ® ® ® @ O O



Microsoft 365

XX
| 1|

Reporting




M365 Manager Plus vs Microsoft 365 Admin Center

Reporting Features M365 Manager Plus Microsoft 365

Over 700 reports on various Microsoft 365 services

Summarized mail traffic reports

Exclusive reports on security and compliance aspects

Graphical representation of reports wherever applicable

Attribute-level filtering

Scheduled reports: Generate and send reports via email at fixed intervals

Reports available in CSV, PDF, HTML, and XLS formats
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Exhaustive list of reports in an easy-to-use Ul

i:2 M365 Manager Plus )

Dashboard
o3
Exchange Online

Mailbox Reports

Mail Traffic Reports

OWA & Mobile Reports

Mailbox Usage Reports

Other Exchange Reports
Azure Active Directory

User Reports

Group Reports

Contact Reports

License Reports

Other Azure Reports
Other Services

OneDrive for Business Reports

Skype for Business Reports

Yammer Reports

SharePeint Reports

Teams Reports

Security Reports

Compliance Reports

¥ Need more reports?

Management & Reporting ~

Management Automation
Mailbox ~ Mail Traffic =
Mailbox Reports

Ge

Mailbox Users

Inactive Mailboxes
Hidden Mailboxes
Archive Mailboxes

Archive Disabled Mailboxes

eports

Mailbox Sizes

Mailbox Size Restrictions
Current Mailbox Size vs Quota
Archive Mailbox Sizes

Mailbox Storage Information

Content Reports

Mailbox Folder Statistics
Attachment by File Size
Messages by Subject
Mailbox Message Restrictions

Mailbox Clutter Details

Delegation

User -

Settings

Group ~

Support

Contact ~ License -

Mailbex Features

Mailbox Message Delivery Settings
Mailbox with Forward To

Mailboxes without Forward To

Mailboxes with External Mail Forwarding

us Re

Recently Created Mailboxes
Disconnected Mailboxes
Soft Deleted Mailboxes
Mailboxes with Delegates

Mailboxes without Delegates

Mailbox Folder Permissions
Inbox Rules

Mailboxes without Inbox Rule
Transport Rule List

Sweep Rules

OneDrive - Skype ~

SharePoint ~ Yammer -

Mailboxes with Internal Mail Forwarding
Migration Statistics

Mailbox Auto Reply Configuration
MailTip Settings

Mailbex Retention Policy Details

Enabled Exchange Users
Disabled Exchange Users
Send As Permission

Send on Behalf Permission

Users with Send As Permission

Mailboxes without Sweep Rules
Mailbox Message Configuration by User
Mailbox Junk Configuration

Auto-empty Deleted Items Folder Enabled
Mailboxes

Mail-Enabled Security Groups Messages by
Subject

Teams

License Jobs M2 TalkBack ? @~

4¥ Tenant Settings

Security ~ Compliance ~

@ Schedule Report

Migration Users
ActiveSync Enabled Mailboxes

Mailbox Permissions

Users with Send On Behalf Permission

Data Encryption Policies
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Export options for every report

M365 Manager Plus )

Management & Reporting

License Jobs MA* TalkBack 7 @~

£¥ Tenant Settings

Dashboard Management

Mail Traffic Reports

Mailbox Traffic Reports
Mail Traffic Summary
Email Activity by User
Top Sender
Top Recipient
Top Spam Recipients
Top Malware Recipients
Detailed Mail Traffic
Spam Traffic Summary
Domain Traffic Summary
Malware Detections
Spam Detections
DLP Policy Matches
Transport Rule Matches

Mail Traffic Policy Match
Summary

Email Activity By Group
User To User Email Activity
Connectors

Mail Activity by Connector

Automation Delegation Settings Support
Mailbox - Mail Traffic = User = Group ~ Contact «
Mail Traffic Summary @
Microsoft 365 Tenant zohocorpwsmopm.onmicrosoft.com v

Period 07/09/2020 12:00 AM - 07/10/2020 08 E

Generated on: 0

(o4

Date(GMT) = Good Mail In Good Mail Out
07 Oct 2020 324 108

06 Oct 2020 371 121

05 Oct 2020 1062 365

04 Oct 2020 B3 34

03 Oct 2020 657 299

License =

OneDrive =

1468

1802

6825

296

949

Skype - Yammer = Security -

Mail Traffic Summary

15k

10k

Event Count

-®- Malware Mail Out
=¥ Good Mail Out

Mail In Spam Mail Out

Teams Compliance -

[® Export As @ Schedule Reports  [3 More

ok EAA —=§'—'—04=‘;‘-0—'—'w.‘¢3-9 ' — o= .

14. September 21. September 28. September 5. October

== Malware Mail In
-~ Good Mail In

Spam Mail Out Spam Mail In

« < 1-25 of 31 > » 25 = T Add/Remove Columns

Malware Mail In Malware Mail Out

Q 0
] 0
0 0
0 1]
Q 0
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Advanced filter options to retrieve required data

) : License Jobs A% TalkBack 7 e -
M365 Manager Plus Management & Reporting ~
Dashboard Management Automation Delegation Settings Support £ Tenant Settings

(= Mailbox = Mail Traffic = User = Group = Contact = License = QneDrive = Skype = Yammer = Security = Teams = Compliance -
Mail Traffic Reports Mail Traffic Summary [2 exportas @y Schedule Reports [ More
Mailbox Traffic Reports -

ey Microsoft 365 Tenant  zohocorpwsmopm.onmicroseft.com v Mail Traffic Summary % -

Email Activity by User Period 07/09/2020 12:00 AM - 07/10/2020 08

Top Sender . o

Top Recipient E 10k

Top Spam Recipients ':f sk

Top Malware Recipients &

Detailed Mail Traffic ok M—-—.M

14, September 21. September 28. September 5. October
Spam Traffic Summary
@ Malware Mail Out == Malware Mail In Spam Mail Out Spam Mail In
=¥~ Good Mail Out - Good Mail In

Domain Traffic Summary

Malware Detections

Spam Detections Generated on: 07 Oct 2020 07:52 PM
DLP Policy Matches [0 « < 1-250f 21 > » 25 w T Add/Remove Columns
Transport Rule Matches
Mail Traffic Policy Match Date(GMT) w Between ~ 07/09/2020 12:00 AM - 07,
Summary
Clear & Close
Email Activity By Group
User To User Email Activity ) . ) . ) )
Date(GMT) - Good Mail In Good Mail Out Spam Mail In Spam Mail Qut Malware Mail In Malware Mail Qut
Connectors
07 Oct 2020 324 108 1468 1] 4] 1}
Mail Activity by Connector
06 Oct 2020 371 121 1802 0 4] 0
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Reports scheduler

= M365 Manager Plus } Management & Reporting ~

Dashboard Management Automation Delegation

Create New Report Schedule
*Scheduler Name Exchange report
* Microsoft 265 Tenant zohocorpadmagrplus.onmicrosoft.com

* Office 365 Service Exchange Online

*Select Reports  Available Reports
General Mailbox Reports

| Mailbox Users

/| Inactive Mailboxes
Hidden Mailboxes
Archive Mailboxes
Archive Disabled Mailboxes
Mailbox Features
Mailbox Message Delivery Settings
Mailbox with ForwardTo

Mailboxes without Forward To

Scheduled to Run Daily v at |00 v hrs 00
Export As csv v | Storage Path

Notification Settings Don't Motify

W

0

mins

Selected Reports

General Mailbox Reports

License

Jobs
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Exclusive reports for compliance

. License Jobs M5 TalkBack ? 8'
Management & Reporting -

M365 Manager Plus )

Dashboard Reports £} Tenant Settings

Management Automation Delegation Settings Support

o3 Mailbox ~ Mail Traffic User = Group ~ Contact = License « OneDrive - Skype ~ SharePoint = Yammer - Teams Security ~ Compliance =

Exchange Online
Mailbox Reports
Mail Traffic Reports
OWA & Mobile Reports
Mailbox Usage Reports
Other Exchange Reports
Azure Active Directory
User Reports
Group Reports
Contact Reports
License Reports
Other Azure Reports
Other Services
OneDrive for Business Reports
Skype for Business Reports
Yammer Reports
SharePoint Reports
Teams Reports
Security Reports

Compliance Reports

#: Need more reports?

Compliance Reports

SOX

User Logon Activity
Mailbox Quota Changes
Mailbox Size Changes
Recent Logon Failure

Mailbox Created

HIPAA

Non-Owner Mailbox Access
Undelivered Emails
Messages by Subject

OWA Logon by Users

User To User Email Activity

PCI-DSS

Messages by Subject

Mails Sent by Shared Mailbox
Mails Received by Shared Mailbox
Mailbox Permission Changes

User Mailbox Security

GLBA

Exchange Admin Activity

Rlan Munnr Mailhow Accnce

Mailbox Deleted

OneDrive Events Log

OWA Attachment Policies

OWA Attachment Policy by Users

Address Book Policies

User Logon Activity Mailbox Deleted

Recent Successful Logon OneDrive Events Log
Recent Logon Failure
Mailbox Auditing

Mailbox Created

Admin Roles Mazilbox Created

Recent Logon Failure Mailbox Deleted
OneDrive Events Log
User Logon Activity

Recent Successful Logon

Mailbox Delegate Changes OneDrive Events Log

Henr | nnan Acthudbe Maliinrn Piabact ane

Address Book Policy by Users
Mail Traffic Policy Match Summary

Recent Successful Logon

Exchange Admin Activity

Brrnnt Crocrnecful 1anon

‘@ Schedule Report




Microsoft 365

Monitoring
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M365 Manager Plus vs Microsoft 365 Admin Center

Monitoring Features M365 Manager Plus Microsoft 365

Single dashboard for all Microsoft 365 services

Graphical representation of service health

Endpoint monitoring

Real-time email alerts

Attribute-level filtering

Access to monitoring data older than 30 days
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Service health overview

License Jobs A* TalkBack ! e

= M365 Manager Plus ) Auditing & Monitoring

Dashboard Audit Alerts Content Search Delegation Settings Support £} Tenant Settings]

o3 All Services Health & [2 Export As W Schedule Profiles E: More

zohocorpwsmopm.onmicro...  w

All Services Health Incident o Advisory ° Healthy
A 1 2 10

Overview »
Last updated on: 07 Oc
Exchange Online »
Service Name Health Status
Azure Active Directory 3
Exchange Online O Incident -1 O Advisory - 1 View Report
Office 365 »
Yammer Enterprise & Advisory - 1 View Report
Skype for Business 4
Azure Information Protection & Healthy
SharePoint Online b
SharePoint Online & Healthy
OneDrive for Business 3
OneDrive for Business & Healthy
Others 3
Identity Service & Healthy
Mobile Device Management for Office 365 & Healthy
Sway & Healthy
Planner & Heaalthy
Power BI & Healthy
Micrasoft Teams @ Healthy
Microsoft StaffHub & Healthy
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Detailed summary of service incidents

] License Jobs A* TalkBack 7 e
M365 Manager Plus ) Auditing & Monitoring v

Dashboard Audit Alerts Content Search Delegation Settings Support £} Tenant Settings

o4 All Services Health & [2 export As ¥ Schedule Profiles [ More

ZohoCoOrpwsSmopm.oNmicro... w

All Services Health Incident
A 1

Overview *

Healthy
10
Exchange Online » -

t 2020

Last updated on: 07 O« Health Status : Advisory Show All

Azure Active Directory * .

Yammer Enterprise » Advisory - 1
Office 365 »

Exchange Online

Yammer
Skype for Business [
SharePoint Online » Event Title ¢ () Some users may see Azure Active Directory (AAD) to Yammer  Status : False positive
delays syncing groups, memberships, and profile updates

OneDrive for Business » Event ID : YA221018 Updated : 2020-10-05 17:40:51 (UTC)
Others » User Impact * Users may experience delays when syncing groups, memberships, and both admin and user profiles via the Yammer service. Show Details
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Graphs for quick understanding

M365 Manager Plus /

Dashboard Audit

Auditing & Monitoring

Delegation Settings

License Jobs MA* TalkBack ? @~

£} Tenant Settings

zohocorpwsmopm.onmicro...

All Services Health
Overview
Exchange Online
Office 365 Portal
Skype for Business
OneDrive for Business

Microsoft Teams

Exchange Online
Azure Active Directory
Office 365

Skype for Business
SharePoint Online
OneDrive for Business

Others

Alerts Content Search

v

More

Exchange Online &
Period 07/09/2020 08:00 PM - 07/10/2020 08 E

Graphical View Tabular View

Features Health Status

Advisory

Healthy

Incident

Features Performance

~
w

Count
|

—

14, September 21. Seprember 28. September

Advisory -4 Incident Healthy

un

. October

Endpoints Health Status

Advisory

Endpoints Performance

L ~
=1 L
o o

b
L
=]

Response Time (ms)

14. September

Incident

21. September

[2 Export As

W Schedule Profiles [y More
> -
Healthy
o -
e — I~
— 7’
| — ¥
28. September 5. October

n\rerage Res;xmse Time
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Trove of monitoring data for reference

_ ) License Jobs M* TalkBack 7 e =
= M365 Manager Plus ~ Auditing & Monitoring
Dashboard Audit Alerts Monitoring Content Search Delegation Support {3 Tenant Settings
o 2 .". Monitoring Profiles (3
Configuration admin
Microsoft 365 Tenant Enable Monitoring Polling Frequency Last Data Read Time Status
. R zohocorpwsmopm.onmicrosoft.com | ) Every 30 minutes # 07 Oct 2020 08:03 PM [Run Mow] Success
Audit Configuration v P «©
Management Settings 3 ¥ Monitoring Settings + Add New Profile
Monitoring Configuration - o showing | Al - <B < 12sieten > Ll» 25+
Marnilcoring Brofies . Actions Profile Name & Office 365 Service Feature/Endpoint Last Modified On
Cantent Search Configuration 3 - ) ; " .
@ £ 1| Access Services SharePoint Online Feature 08 Jun 2020 07:32 PM View Report
Other Configuration 3 . ; : : ; ; .
® &£ n Admin and Sharing OneDrive for Business Endpoint 02 Jun 2020 07:32 PM View Report
@ £ | Administration Office 365 Portal Feature 08 Jun 2020 07:32 PM View Report
® £ a All Features Skype for Business Feature 0& Jun 2020 07:32 PM fiew Report
® # T All Services Health All Services Health Feature 08 Jun 2020 07:32 PM View Report
@ A2 | Audio and Video Skype for Business Feature 08 Jun 2020 07:32 PM View Report
® & 3 Azure AD Connect Azure Information Protection Endpoint 0% Jun 2020 07:32 PM View Report
@ £ 0 Azure Device Registration Azure Information Protection Endpoint 08 Jun 2020 07:32 PM View Report
@ &£ @ Azure Information Protection Azure Information Protection Feature 08 Jun 2020 07:32 PM View Report
@ &£ 0 Azure Portal Azure Information Protection Endpoint 08 Jun 2020 07:32 PM View Report
@ &£ 1o Azure Remote App Azure Information Protection Endpoint 08 Jun 2020 07:32 PM View Report
@ £ | Azure Rights Management Azure Information Protection Endpoint 08 Jun 2020 07:32 PM View Report
® & T CDNs for SharePoint Online and associated applications SharePoint Online Endpoint 08 Jun 2020 07:32 PM View Report
@ &£ o Cloud App Security Office 365 Portal Endpoint 08 Jun 2020 07:32 PM View Report
@ & 3 Cloud PBX Skype for Business Feature 0 Jun 2020 07:32 PM View Report
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M365 Manager Plus vs Microsoft 365 Admin Center

Templates to manage users, groups, and contacts

Bulk license management

Multi-factor authentication (MFA) configuration for bulk users

Calendar and public folder permissions management for bulk users

Bulk mailbox management

Enhanced bulk user management

Bulk group management

User mobile devices management

9
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CSV import option to handle Microsoft 365 objects in bulk

License Jobs &% TalkBack ? @&~

Management & Reporting

Management Autemation Delegation Settings Support £¥ Tenant Settings

o3 Mailbox ~ Shared Mailbox ~ Public Folders ~ Maobile Devices - Calendar - User = Group - Contact ~ License - Teams ~ SharePoint -

Select Permissions W Allow w

Find Mailbox(es) to Modify

Microsoft 365 Tenant ompga.onmicrosoft.com v

Select Mailbox(es) () Enter name(s) to search J(5) CSV Import
selected Download Sample CSV
Import Mailbox{es)

ManageEngin@



Bulk user provisioning

License Jobs &% TalkBack ? @&~

=:: M365 Manager Plus ) Management & Reporting

T

Dashboard Reports Management Automation Delegation Settings Support £} Tenant Settings

o3 Mailbox - Shared Mailbox - Public Folders ~ Mobile Devices ~ Calendar - User - Group - Contact - License - Teams -~ SharePgint -

Bulk User Creation 2

Import User(s) to Create (@ Help

Microsoft 365 Tenant ompga.onmicrosoft.com v
Selected Template User Creation Template )

Select User(s) (® €5V Import

Download Sample CSV

ManageEngin@



User provisioning templates

. ) ) License Jobs &% TalkBack ? @~
== M365 Manager Plus Management & Reporting
Dashboard Reports Management Automation Delegation Settings Support £} Tenant Settings
(o} Acti Mailbox - Shared Mailbox ~ Public Folders - Mobile Devices - Calendar ~ User = Group - Contact - License - Teams = SharePoint =
User Creation Template & < Back
*Template Name Description
Microsoft 365 Account ompqga.onmicrosoft.com w

Layout View «» Enable Drag-n-Drop

General Account Contact Group License Exchange €| > ~
Password
(®) Random Password [Configure password complexity] Password Newver Expires N/A w

=

() Let me provide the password

Force user to change password on next logon True v

Save Template Cancel

ManageEngin@



Reset user passwords in bulk

i1 M365 Manager Plus ) Management & Reporting

Dashboard Reports Management Automation

Delegation

Settings

Support

TalkBack ? @~

£¥ Tenant Settings

(o Mailbox Shared Mailbox ~

Reset Password (2

./ Reset Password
() Random Password

4

G] Let me provide the password sesssnssssnssnss

Find User(s) to Modify

Public Folders -

Microsoft 365 Tenant

Select User(s)

Mobile Devices ~

ompga.onmicrosoft.com

(#) Enter name(s) to search

Find

Calendar -

~

A

User - Group -

Password Options

Force user to change password on next

C5V Import

Contact - License -

Password Never Expires

logon

/A

N/A

ManageEngin@



Bulk and group-based license modification

License Jobs A% TalkBack ? @&~

M365 Manager Plus ) Management &Reporting ~

Dashboard Reports Management Automation Delegation Settings Support ¥ Tenant Settings

o Mailbox « Shared Mailbox ~ Public Folders ~ Mobile Devices Calendar « User = Group « Contact « License « Teams SharePoint +

License Modification %)

Assign / remove licenseas Assign selected licenses v
Select Licenses Microsoft Stream, Power BI (free), Micro

Usage location MNone Selected w @

Find User(s) to Modify

Microsoft 365 Tenant ; ompga.onmicrosoft.com v

Select User(s)  (7) Enter name(s) to search () CSV Import

Download Sample CSV

Import User(s)
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Bulk MFA settings

License Jobs M7 TalkBack ? @~

M365 Manager Plus ) Management & Reporting ~

Dashboard Reports Management Automation Delegation Settings Support ¥ Tenant Settings

o3 Mailbox ~ Shared Mailbox ~ Public Folders ~ Mobile Devices « Calendar ~ User « Group - Contact ~ License « Teams = SharePoint ~

MFA Settings @

MFA Settings  (5) Enforce () Enable () Reset () Disable

L

Allowed MFA Methods Select MFA Methods v
Default MFA Method Text code to mobile number w
Find User(s) to Modify
Microsoft 365 Tenant ompga.onmicrosoft.com w

Select User(s) (3) Enter name(s) to search () CSV Import

—
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M365 Manager Plus vs Microsoft 365 Admin Center

Auditing & Alerting Features M365 Manager Plus Microsoft 365

Geolocation-enabled audit reports

Custom views and advanced filtering options

Auditing based on business and non-business hours

Custom alerts to keep you informed about real-time changes

User-based and group-based auditing

Long term historical data/audit log storage

Individual audit profiles for each activity

9
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Custom audit and alert profiles

_ ) License Jobs M* TalkBack ? @~
= M365 Manager Plus / Auditing & Monitoring
Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support G Tenant Settings
- Audit Profiles @
Configuration Admin
Microsoft 365 Tenant Enable Audit Data Fetch Interval Last Data Read Time Status
zohocorpwsmopm.onmicrosoft.com ) Every 1 hours and 0 minutes 07 Oct 2020 08:15 PM [Run Now] Success
Audit Configuration - P P e «© ' s : :
Audit Profiles + Add profile
Alart Profiles .
o Showing  all - ® < 1-250f68 > » 25w

Management Settings 3

Actions Profile Name Office 365 Service Category Last Modified On &
Maonitoring Configuration 3

@ #£ B\ Activities by Mailbox Owners Exchange Online Exchange Online Activities 08 Jun 2020 07:32 PM View Report
Content Search Configuration 3

& £ o Send As Activities Exchange Online Exchange Online Activities 0% Jun 2020 07:32 PM View Report
Other Configuration »

@ 7 0 Activities by Mailbox Non-Owners Exchange Online Exchange Online Activities Q8 Jun 2020 07:32 PM View Report

@ 4 8o Activities by Exchange Admins Exchange Online Exchange Online Activities 08 Jun 2020 07:32 PM View Report

@ & § Activitias by Mailbox Delegates Exchange Online Exchange Online Activities 08 Jun 2020 07:32 PM View Report

@ & 0 Mail Move and Delete Activities Exchange Online Exchange Online Activities 08 Jun 2020 07:32 PM View Report

® £ 8o Mailbox Permission Changes Exchange Online Mailbox permission 08 Jun 2020 07:32 PM View Report

@ & 0 Mailbox Storage Quota Changes Exchange Online Mailbox 08 Jun 2020 07:32 PM View Report

® & 8 Mailbox Move Activities Exchange Online Mailbox move 08 Jun 2020 07:32 PM View Report

@ &£ 1§ Mailbox Create and Delete Activities Exchange Online Mailbox 08 Jun 2020 07:32 PM View Report

ManageEngin@



Audit profile configurations and advanced filters

= M365 Manager Plus ) Auditing & Monitoring ~

License Jobs ,_L‘ TalkBack ? e =

Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support {3} Tenant Settings
'ﬁ' 4.. Audit Profile Configuration
Configuration Admin

*profile Name  Audit
Audit Configuration v

Description For test
Audit Profiles

Alert Profiles * Office 365 Service | Azure Active Directory v
SIS E R % * Category Azure AD user v
Meonitering Configuration »

* Actions | Added user v
Content Search Configuration >

Advanced Configuration
Other Configuration »

Filter Settings

Business Hours Filter

Filter By Column

ManageEngin@



Geolocation feature

[

M365 Manager Plus ']

Dashboard Alerts

zohocorpwsmopm.onmicro...

Exchange Online -

-

Exchange Activity
Activities by Mailbox Owners
Send As Activities

Activities by Mailbox Non-
Owners

Activities by Exchange Admins
Activities by Mailbox Delegates
Mail Move and Delete Activities
Mail Contact
Connector
Mailflow
Management Roles
Public Falder
Mailbox Maove
Mail Trace
Malware Detection
Spam Detection
DLP Policy Matches
Transport Rule Matches

Mailbox

Auditing & Monitoring

Monitoring Content Search Delegation Settings

Activities by Mailbox Owners (3

Period

Domains

06/09/2020 12:00 AM - 07/10/2020 09

All Domains i

Operations

Mailbox UserPrincipalName

Count

7.5

Operation

[® Export As

License Jobs MA®

1-50f5 2

Result Status

Update

B Count

T

Add/Remove Columns

Modified Properties

TalkBack ? @~

{¥ Tenant Settings

W Schedule Profiles [z More

N -

+ Create New View

Country

21 Sep 2020 02:50
PM

21 Sep 2020 02:50
PM

21 Sep 2020 02:50
FM

21 Sep 2020 02:50
PM

21 Sep 2020 02:50
PM

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohacorpwsmoepm.enmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

yuvarajl.k@zohocorpwsmopm.onmicrosoft.com

Update

Update

Update

Update

Update

Succeeded

Succeeded

Succeaded

Succeeded

Succeeded

[ "allattachmentsHidden",
"RecipientCollection” ]

[ "allattachmentsHidden”,
"RecipientCollection” ]

[ "AllattachmentsHidden",
"RecipientCollection” ]

[ "allattachmentsHidden",
"RecipientCollection” ]

[ "AllattachmentsHidden”,
"RecipientCollection” ]

India

India

India

India

India

ManageEngin@



Alert profile configuration

M365 Manager Plus /

* Scheduler Name
* Microsoft 365 Tenant
* Office 365 Service

* Select Reports

Auditing & Monitoring ~

Dashboard Audit Monitoring Content Search Delegation Settings
A]erﬂ Description
zohocorpadmagrplus.onmicrosoft.com v
Exchange Online v
Available Reports j o) Selected Reports
Exchange Activity >

Scheduled to Run

Export As

Notification Settings

Send As Activities
Mail Contact
Public Folder ® No Report Selected

Mailbox

Mailbox Permission

Daily v a 00 ~ hrs 00 ~ mins
csv v  Storage Path
Don't Notify v

TalkBack ? @~

{¥ Tenant Settings

ManageEngin@
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M365 Manager Plus vs Microsoft 365 Admin Center

Help Desk Delegation Features M365 Manager Plus Microsoft 365

Custom roles for technician delegation

Customized tenants and virtual tenants delegation

Role delegation to technicians without providing admin rights

Summary of management tasks, reporting tasks, and profile
Actions delegated to every technician

Help desk technician activity auditing

9

© ® ® &

®

® ® ® ®

ManageEngin@



Creating custom help desk technician roles

it M365 Manager Plus )

Management & Reporting -

Dashboard Reports Management Automation Delegation

Create New Role

+ Reports Management

/| Mallbox

| Mail Traffic
/| User

| Group

| Contact

| License

+/ Other Azure Reports
+ Skype

v/ Yammer

| OneDrive
/| Security

| SharePoint

+/| Teams

Settings Support

*Role Name

Description

Audit Monitoring Content Search Others

./ General

/| Mailbox Users

| Inactive Mailboxes
/| Hidden Mailboxes
/| Archive Mailboxes

/| Archive Disabled Mailboxes

./ Mailbox Usage Reports

/| Daily Email Activities Count by Type

| Size

+/| Mailbox Sizes

+| Mailbex Size Restrictions

+|  Current Mailbox Size vs Quota
/| Archive Mailbox Sizes

+*|  Mailbox Storage Information

/| Content

+*| Mailbox Folder Statistics

| Daily Unigque User Count by Email Activity +| Attachment by File Size

/| Daily Qutlook User Activity

/| Daily Active Mailbox Count

+/| Messages by Subject

/| Mailbox Message Restrictions

/| Daily Mailbox Count by Storage Quota Status +| Mailbox Clutter Details

.+ Calendar

/| Calendar Log Events

+| Recently Created Calendar Events
| Recently Modified Calendar Events
/| Recently Deleted Calendar Events

/| Calendar Folder Permissions

/| Mobile

| Mobile Devices

+*| Mobile Devices by 0S5

+*|  Mobile Devices by Policy

/| Mobile Devices by Manufacturer

+/| Device Policy Application Status

License Jobs A° TalkBack ? e'

£} Tenant Settings

€ Back

Account Status

Recently Created Mailboxes
Disconnected Mailboxes
Soft Deleted Mailboxes
Mailboxes with Delegates

Mailboxes without Delegates

Room Mailbox

Room Mailboxes

Room Mailbox Events

Room Mailbox Booking Count
Room Mailbox Configuration

Room Mailbox Usage

Shared Mailbox

Shared Mailboxes
Shared Mailbox Access
Send As Shared Mailbex
Shared Mailbox Activities

Inactive Shared Mailboxes

ManageEngi
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Adding a help desk technician

M365 Manager Plus ) Management & Reporting

Dashboard Reports Management Automation Delegation Settings Support

License

Jobs

A5

TalkBack ? @~

£} Tenant Settings

Help Desk Delegation +  Add New Technician

Help Desk Technicians

Authentication Type | Microsoft 365 Authentication
Help Desk Roles

HDT Detailed View Microsoft 365 Tenant ompga.onmicrosoft.com
HDT Audit Reports » Select M365 Users
M365 License Delegation »
Help Desk Roles - Select Roles -
Other Settings »

Delegate Microsoft 365 Tenants - Select Tenant -

ManageEngin@



Detailed help desk technician view

= M365 Manager Plus ) Auditing & Monitoring ~

License Jobs MA* TalkBack ? O-

Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support £¥ Tenant Settings

Help Desk Delegation - HDT Detailed View @ [4 Export As [ More

Help Desk Technicians

Help Desk Roles < < 1-40of4 > 10« b o Add/Remove Columns
HDT Detailed View Delegated Roles Delegated 0365 Tenants Delegated Virtual Tenants Delegated Reports Delegated Management
HDT Audit Reports 4 & admin [Product Authentication]
Super Admin All Tenants. Default Virtual Tenant. General: Mailbox Users, Inactiv Exchange Mailbox Tasks: Modif
e Mailboxes, Hidden Mailboxes, y SMTP Address using CSV, Mai
Archive Mailboxes, Archive Di... Ibox Permission Changes, Mailb
bled Mailboxes, Mailbox Featur ox Features Settings, MailTip S
es. Mailhox Messane Deliverv S efttinns. Set Mail ForwardinalM
& operator [Product Authentication]
Operator All Tenants. Default Virtual Tenant. General: Mailbox Users, Inactiv -

e Mailboxes, Hidden Mailboxes,
Archive Mailboxes, Archive Di...
bled Mailboxes, Mailbox Featur
es. Mailhox Messaae Deliverv §

& helpdesk [Product Authentication]

Reset Password All Tenants. Default Virtual Tenant. = Bulk User Modification: Reset P
assword.

ManageEngin@



Help desk technician audit report

License Jobs A% TalkBack ? (3]

= M365 Manager Plus ) Auditing & Monitoring

Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support £} Tenant Settings
Help Desk Delegation » HDT Audit Report (@ [4 ExportAs [ More
HDT Audit Reports v

Select Help Desk Technicians All Technicians v
Audit Reports
Admin Activity Period | 07/09/2020 08:00 PM - 07/10/2020 09:
Generate Now
o3 x| < 1-250f 127 > » 25~ Y Add/Remove Columns
Technician Name Category Activity Object Modified 0365 Tenant Name
admin Login Logged in M365 Manager Plus - - 07 O
Authentication
admin Report Generated Mail Traffic Summary - zohocorpwsmopm.onmicrosoft.com 07 O
admin Report Viewed Mail Traffic Summary - zohocorpwsmopm.onmicrosoft.com 07 O
admin Login Logged in M365 Manager Plus - - 07 0
Authentication
admin Login Logged in M365 Manager Plus - - 07 O

Authentication

admin Report Generated Mobile Devices by = zohocorpwsmopm.onmicrosoft.com 06 O
Policy
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Microsoft 365 @
Automation




M365 Manager Plus vs Microsoft 365 Admin Center

Automate management tasks

Bulk user task automations

Audit automation activities

Create your own customized automation policies

Configure the tasks to be performed under various conditions

Tap custom data sources

9
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Create your own automation policies

= M365 Manager Plus ..) Management & Reporting ~

License Jobs MA* TalkBack ? @~

Dashboard Reports Management Delegation Settings Support {¥ Tenant Settings

Create New Policy Save Automation Policy Cancel

Microsoft 365 Tenant zohocorpwsmopm.onmicrosoft.com v * policy Name Block users Description

[ Block Users

& Condition
Success
Failure
Default X Time Delay

Run after 1 Day(s)

[ Unblock Users
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Configuring automation using M365 Manager Plus

= M365 Manager Plus ) Management & Reporting

Dashboard Reports Management Delegation Settings Support

Automation v Create New Automation @

Automation

Microsoft 365 Tenan zohocorpwsmopm.onmicrosoft.com
Automation Policy

Task to be Automated

Select Task/Policy Select

Frequency Daily v at 00 w | hrs

00

W

mins

* Automation Name

Cancel

License

Policy automation

TalkBack

Description
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Microsoft 365

Content search
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M365 Manager Plus vs Microsoft 365 Admin Center

Content Search Features M365 Manager Plus Microsoft 365

Instant search option for mailboxes

Search options for all email attributes, e.g. subject, body,
internet message headers

Pattern-based content search—choose your own options

Keyword-based mail search

Customized content search profiles that suit your need

Real-time alerts for particular profiles

Bulk mailbox content monitoring

9
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Instant search option

License Jobs M* TalkBack ? @~

= M365 Manager Plus ) Auditing & Monitoring

Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support {3 Tenant Settings
o g : Instant Search @
zohocorpwsmopm.onmicro...
Select Mailbox Select-
Content Search Profiles -
¥ Mail Content Profiles Search Criteria
1 Subject bt Contains e marketing B
Instant Search
2 AND v Body v Contains v value [ x |
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Mail attribute and keyword-based search

= M365 Manager Plus ) Auditing & Monitoring ~

Dashboard Audit Alerts Monitoring Content Search Delegation Settings
o g : Instant Search @
zohocorpwsmopm.onmicro...
Select Mailbox -Select-
Content Search Profiles -
~ Mail Content Profiles Search Criteria

Instant Search
2 AND

Cancel

Subject e Contains
| ntains

Body

From

Cc Recipients
Bcc Recipients

To Recipients

W

b

marketing

value

TalkBack

{3} Tenant Setting
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Pattern-based search

= M365 Manager Plus ) Auditing & Monitoring

Dashboard Audit Alerts Monitoring Content Search
x Instant Search &
zohocorpwsmopm.onmicro...
Select Mailbox
Content Search Profiles -

+ Mail Content Profiles Search Criteria

Instant Search

TalkBack
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Password expiration
notifications
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M365 Manager Plus vs Microsoft 365 Admin Center

M365 Manager Plus Microsoft 365

Password Expiration Notifications Features

Password expiration notifications sent to users at customized intervals

Group-based and domain-based notifications

Customized message along with notification

Notification delivery statuses can be sent to managers

9
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Password expiration notification

Mail Attributes (7)

Password Expiry Notification

* scheduler Name

* Microsoft 365 Tenant zohocorpwsmopm.onmicrosoft.com v
Motify Through Mail v Description
Notification Frequency Daily v ® Schedule Time % Advanced
Motify Users Whose Passwords Expire Within 7 Days.
*Subject  Password Expiry Motification
*Message |, p 7 U F | 10- W = = @ @ @
i

ManageEngine |
M365 Manager Plus

Dear %userName%

Your password will expire in %noQfDays% days. So, please change your account

password as soon as possible.

Thank you,
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Advanced settings

License Jobs MA* TalkBack ? 9 v

= M365 Manager Plus ) Auditing & Monitoring

Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support {3 Tenant Settings
% R ——
PrrS eport Settings
Configuration Admin

Export Settings

Audit Configuration 3
+/| Protect Files with Password. (3)
Management Settings »
(I1ZLI2L 21
Monitoring Configuration »
- +/ Exclude Graph on Export.

Content Search Configuration » . P P

Other Configuration - Customize Header Logo.

Password Expiry Notification

Virtual Tenants m Cancel

Report Settings

Business Hours
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SIEM integration
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Integrate M365 Manager Plus with SIEM solutions

Benefits

@

Single interface

The integration offers a central console where
users can easily access and analyze security
information from a wide range of sources
including Microsoft 365 logs.

Compliance

Archive the log data in a central place to meet
the requirements of regulatory mandates such
as PCIDSS, HIPAA, ISO 27001, SOX, and more.

Detect incidents

With logs presented in easy-to-understand
reports, graphs, charts, and other graphical
formats, identify security threats in Microsoft
365 easily.

ﬁ. Log Collection

&£, Log Analysis

. Event Correlation

J? LogForensics

' IT Compliance

B3 Application Log Monitoring

O Object Access Auditing

4§ Real-time Alerting

# User Activity Monitoring
(® Dashboards

B Reporting

{@), File Integrity Monitoring

‘ System & Device Log
Manitoring

B8 Log Retention
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Configuring syslog server/Splunk server

= M365 Manager Plus ) Auditing & Monitoring ~

Dashboard Audit Alerts Monitoring Content Search Delegation Settings Support
T o L
Prry og Forwarder (@
Configuration Admin
+/| Enable Log Forwarding
Administration -

() Syslog () Splunk
Notification Templates

Product Schedulers * Sarver Narme or IP TestService

Disk Space Alerts

) ) Protocol upp v
Integration Settings
Logon Settings *Port | 514
General Settin » i
&5 Syslog Type Raw Log v | @

El o

License

Jobs

‘4

TalkBack ? 6 o

{3} Tenant Settings

< Back
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Thank You!

™ m365managerplus-support@manageengine.com




