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Document Overview

M365 Manager Plus comes bundled with a PostgreSQL database to store the product's data
from its reporting, monitoring, management, and auditing modules. The solution also supports
MS SQL Server and enables you to migrate product data from the built-in PostgreSQL to an MS
SQL database. This guide will walk you through the database migration process.

Supported versions of MS SQL Server: 2008 R2, 2012, 2014, 2016, 2017

Prerequisites for the migration process

Make sure that the following conditions are satisfied in the MS SQL Server to which you want to
migrate the data:

1. The SQL Server browser must be up and running.
2. For SQL Server network configuration, TCP/IP protocol must be enabled.
3. All the client protocols must be enabled.

4. MS SQL Server access is delegated to a user with sysadmin and db_owner permissions
at the server and database levels respectively.

Note: If the external Microsoft SQL Server database and the product's database are
present in different domains, this might lead to some file permission conflicts and issues.
Therefore, you will need to establish a domain trust between them or add a Windows user
to Microsoft SQL logins with db_datawriter and db_datareader permissions.

Refer to Appendix A for configuring prerequisites 1, 2, and 3. Refer to Appendix B for
configuring prerequisite 4.

Migrating from PostgreSQL to Microsoft SQL

Migrating data from M365 Manager Plus’ default PostgreSQL database to MS SQL consists of
the following two steps:

1. Backing up the M365 Manager Plus database

2. Migrating PostgreSQL data to MS SQL

Step 1: Backing up the M365 Manager Plus database

If you're migrating the database of a fresh installation, then you can skip this step.

1. Stop M365 Manager Plus (it's essential to stop M365 Manager Plus before performing
the backup).

a. If M365 Manager Plus is running in console mode, click the Windows icon. Search for
M365 Manager Plus, and choose Stop M365 Manager Plus.
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b. If M365 Manager Plus is running as a service, click the Windows icon. Search for
Services. In the window that appears, choose ManageEngine M365 Manager Plus, and
select the Stop the service option on the left side.

2. Navigate to <M365 Manager Plus installation directory>\bin.

Note: By default, M365 Manager Plus gets installed in: C:\Program Files\ManageEn
gine\M365 Manager Plus

3. Run the backupDB (Windows batch) file as an administrator. Do not terminate until the

process is finished.

This PC » OS(C) » ManageEngine » 0365 Manager Plus » bin

~
~

Name Date modified Type Size

adst 22-10-2019 1/:40 File folder
license 01-11-2019 14:51 File folder

20-11-2019 09:05 LOCK File 1KB

22-10-2019 1 Windows Batch File 1KB

22-10-2019 Windows Batch File 3 KB

22-10-2019 1 ‘ 6 KB

22-10-2019 1 ows Batch File 2 KB

._\ archive.sh 22-10-2019 17:35 SH File 1 KB

[%] backupDB 22-10-2019 17:35 Windows Batch File 3 KB

[%] change_datadir perm 22-10-2019 17:35 Windows Batch File 3KB

4. Data in the default database of M365 Manager Plus will be backed up and stored under
<M365 Manager Plus installation directory>\backup\OfflineBackup _<Backup Time>.

Note: If the below error shows up while running the backupDB file, make sure that the
product has been stopped before proceeding.

BN CAWINDOWS\system3Z\emd.exe AL O b4

Server seems to be running. Please shutdown server and try inwvoking the script.

Step 2: Migrating PostgreSQL data to Microsoft SQL

Note: Make sure that M365 Manager Plus is stopped before the migration process.

1. If MS SQL Server is installed in a remote computer, install the necessary command line
utilities and native Client, and then proceed to the next step.
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Download the corresponding command line utilities and native clients from

the links below. On clicking the Download button in the page dislayed, you will see a
listing of SQL Native Client or command line utilities. The command line utilities have the
term SQLCMD in them, and the native client file can be found under the name sqglncli. Install
the corresponding SQL Native Client or command line utilities as per the MS SQL Server
version and CPU type of the machine in which M365 Manager Plus is installed.

SQL Server version Command line utilities Native client
2008 R2 Download Download
2012 Download Download
2014 Download Download
2016 Download Not Needed
2017 Download Not Needed

2. Copy the following files to <M365 Manager Plus installation directory>\bin folder.

i. bcp.exe- <MSSQL installation directory>\Tools\Binn\bcp.exe

ii. bep.rll- <MSSQL installation directory>\Tools\Binn\Resources\1033\bcp.rll

3. If your firewall is enabled in the Microsoft SQL Server machine, the TCP and UDP ports must
be opened.

4. If you are migrating to a Microsoft SQL server that has Force encryption enabled, follow the
steps mentioned below.

a. Convert your certificate to CER format.

i. Open IIS Manager.

ii. In the middle pane, click Server Certificates.

iii. Open the certificate you want to use, and click the Details tab.
iv. Click Copy to file.

v. Click Next in the Certificate Export Wizard that appears.

vi. On the Export Private Key screen, select No, do not export the private key,
and click Next.

vii. On the Export File Format screen, select either DER encoded binary X.509 (.CER)
or Base-64 encoded X.509 (.CER), and click Next.

viii. Enter a name for the file, click Next, and then Finish.
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or
b. Export SSL certificate from SQL Configuration Manager
i. Open Microsoft Management Console.
ii. Navigate to SQL Server Configuration Manager > SQL Server Network Configuration.
iii. Select the protocols for the server that you wish to export the SSL certificate from.
iv. Right click on the selected option and click Properties.
v. Click on the Certificate tab, select the certificate that you wish to export, and click View.

vi. Click Copy to File in the new window that opens and save the certificate in a folder of
your choice.

@

File Action View Help

- = 3 = H

$8 sQL Server Configuration Manager (local) || Protocol Name Status
8 sat Server Services ¥ Shared Memory  Enabled

3 sQL Server Network Configuration (32bit)
£ sQLNative Client 11.0 Configuration (32b
B0 Azure Extension For SQL Server

~ A sl Server Network Configuration

¥ Named Pipes Disabled
WETCPAP Enabled

a  Certificate on server: MMPQA-TEST x
Details
Fags Certficate Advanced General s Certification Path
B4 Azure Extension For SQL Server Certficate: e Ipeort e show: [N
I
e
L _— Field Value -
Expiration Date AN Version i
) _ Serial number 5500000383f6b4839a5097a3b...
- . . _ Signature algorithm sha256RSA
" Signature hash algorithm sha256
_Issuer AD360AUTO-DC1-CA, ad360aut...
~Vaiid from 10 April 2024 19:48:03
_ Vaid to 10 April 2025 19:48:03
~ | Subject mmpga-test .
Expiration Date
Edit Properties. ‘Copy to Fie.
oK Cancel Apply Help
oK
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5. Open Command Prompt and navigate to <Installation directory>\jre\bin. Use the command
below to associate the certificate with the Java KeyStore.

keytool -import -v -trustcacerts -alias myserver -file pathofthecert\certname.cer -keystore
"..\lib\security\cacerts" -keypass changeit -storepass changeit -noprompt

where pathofthecert is the location where the certificate has been stored and certname is the
certificate name.

6.The certificate will be added to your Java KeyStore.
7. Navigate to <M365 Manager Plus directory>\bin.

8. Run the ChangeDB batch file as an administrator. In the Database Setup Wizard that appears,
select Microsoft SQL Server as the Server Type.

9. Enter the Host Name and Port number of Microsoft SQL Server.
10. Select the SQL Server Instance from the drop-down.
11. Select the Authentication type.

a. If you choose Windows Authentication, provide the Domain Name, User Name, and
Password of the user account that has access to the server.

b. If you choose SQL Server Authentication, provide the User Name and Password of the
user who has access to the MS SQL Server instance.

| £ M365 Manager Plus - DB Configuration - (] X | £ M365 Manager Plus - DB Configuration = O X

Server Type |M SSQL Server | - | Server Type |M $SQL Server | - |

Host Name

|m3557manager | Host Name

|m355—manager |

Port [12345 |

Port [12345 |

Select Sewerlnstances| |v|

Select Sewerlnstances| |v|

Database Name

Authentication

Domain Name

User Name

Password

0365

0365

® Windows ) SQL Server

|m355d0main \

[m365-admin |

[[] 85L connection

Migrate existing data

Configure DB

| |Tesl{30nnection ‘ | Cancel |

Database Name [oz8s |

Authentication ) Windows ® SQL Server

User Name |m355—admin |

Password |oo.o.o.oooooo.o. |

SSL connection

Migrate existing data

Configure DB | |Test{30nnection | | Cancel |
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12. If the Microsoft SQL server you wish to migrate to has Force encryption on, check the

SSL connection box.

13. If you want to migrate all the data stored in the default database and also keep a copy of it in
the newly-migrated database, check the box next to Migrate existing data. If you do not
want to migrate the data, you can leave it unchecked.

Note: By choosing either option, data will remain in the default PostgreSQL database even
after the migration. However, the Microsoft SQL database will be active and used to store
all the product data.

14. Click on Test Connection. If the test fails, then recheck your credentials and try again.
15. Click Save to finish the Microsoft SQL Server configuration.

16. Start the M365 Manager Plus Server/Service to work with Microsoft SQL Server as the

database.

Appendix A

Configuring MS SQL Server

If you already have a functional MS SQL Server, then this step is not required. Follow the steps
below to configure a new MS SQL Server installation.

1. Run compmgmt.msc in Command Prompt to open the SQL Server Configuration
Manager.

2. Go to SQL Server Services, and ensure that SQL Server Browser is running.

[& Sql Server Configuration Manager = O *
File Action View Help

L ANREERE TN 7 JRORCRONC

@ SOL Server Configuration Manager (Local) MName State Start Mode Log On As Process ID Service

| Sl S At || E@sQL server (MSs...  Stopped Automatic NT AUTHORITYANE.. 0 SQL Sen
3 SOL Server Network Configuration (32bit = = = R Tahe NT Service\MSSOL

Lt ervice\|
% SOL Native Client 11.0 Configuration (321 Start

M I NT AUTHORITV\LO... 58824

_E_ SOL Server Network Configuration i i i A
5QL Native Client 11.0 Configuration i soL serv Stop Manual NT Service\SCQLSER... 314928 SOL Age
s Pause

Resume

Restart

Properties

Help
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3. Inthe left pane, click SQL Server Network Configuration, double-click Protocols for
SQLEXPRESS.

Note: SQLEXPRESS is the instance name provided while configuring MS SQL Server.
This name will be used for reference.

4. In the pop-up that appears, go to the Protocol tab, and enable TCP/IP. Restart the SQL
Server SQLEXPRESS Service.

5. Go back to SQL Server Configuration Manager. In the left pane:

e Navigate to SQL Server Network Configuration > Protocols for SQLEXPRESS, and
enable all the protocols.

® Navigate to SQL Native Client Configuration > Client Protocols, and enable all the

protocols.

Appendix B

Delegating Microsoft SQL Server access to users

To complete the migration process, you need a database admin account for the MS SQL
connection. If M365 Manager Plus is already running as a Windows service, you can use
its service account as the MS SQL database admin account. Check if the account has the
required privileges. If there is no previously configured service accountin MS SQL Server, follow
the steps given below to create a new user account, and assign required permissions to it.

1. Log in to SQL Server Management Studio.
2. In the left pane, navigate to Machine Name > SQLEXPRESS > Security > Logins.
3. Right-click on Logins, and select New Login.

4. Provide a Login Name, and choose whether to use Windows Authentication or SQL

Server Authentication.

e If you choose Windows Authentication, enter the Windows NT name of the user to

whom access must be granted.

e If you choose SQL Server Authentication, you will be prompted to create a

new Username and Password.

5. The new user must have the sysadmin role in the server level and db_owner role in the
database level. Follow these steps to provide the sysadmin and db_owner role

permissions to the new user:
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® Navigate to Machine Name > SQLEXPRESS > Security > Logins, and right-click the

user > Properties.

e Goto Server Roles, check the sysadmin box, and click OK.

® Goto User Mapping in the left pane. In the Users mapped to this login list, check

the database and in the Database role membership for list, select db_owner, and

click OK.
F. Microsoft 501 server Management st W=

T I

= NewQuery | |y

Object Explorer

Copnect~ | 32 m

= |8 locathost (5QL 5
& [_J Databases
= [ Security

# [3 Logins
[ [ Serverk
[+ [ Credent
¥ [ Server Obje
& [ Replication
& [ Managemen
# [ Notification :
(1% 5QL server .

Ready

e Genela\

*‘ Server Roles
_‘“ Uszer Mapping
2" Securables
& Status

Server.
localhost

Connection:

%7 View connection properties

Ready

3 Seript = L} Help

Users mapped ta this login:

Map | Database | User

master

mode!

msdb

ReportServer

ReportServerTempDB
SharedServices1_DB
SharedServices1_Search_....
SharePoint_adminContent_...

| SharePaint_Canfig JohnSith

o {1 | o o | [

i

I Guest account enabled for: SharePaint_Config

Database role membership for: SharePoint_Config

[ ] db_accessadmin

[71 db_backupoperator

[ ] db_datareader

[ db_datawwriter

] db_ddladmin

E db_denydatareader
db

! PI.Ib|IC
] WS5_Content_application_Pools

I

Vi

Note: For details about user roles, refer the documents in the following links:

® For Server-Level Roles: http://msdn.microsoft.com/en-us/library/ms188659.aspx

® For Database-Level Roles: http://msdn.microsoft.com/en-us/library/ms189121.aspx

In general, the configured account requires any one of the three sets of privileges listed in the

table below to complete the migration process successfully.
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Set 1 db_owner

Set 2 db_datareader,
db_datawriter,
db_ddladmin,

db_backupoperator.

Set 3 db_ddladmin
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Required permissions
Not required

Not required

ALTER ANY TABLE,

ALTER ANY AGGREGATE,
ALTER ANY DEFAULT,
ALTER ANY FUNCTION,
ALTER ANY PROCEDURE,
ALTER ANY QUEUE,

ALTER ANY RULE,

ALTER ANY SYNONYM,
ALTER ANY TYPE,

ALTER ANY VIEW,

ALTER ANY XML SCHEMA
COLLECTION,

ALTER ANY REFERENCES,
CONTROL ON
CERTIFICATE::[ZOHO_CERT]
TO [user],

CONTROL ON SYMMETRIC
KEY::[##MS_DatabaseMasterKey##]
TO [user],

CONTROL ON SYMMETRIC
KEY::[ZOHO_SYMM_KEY]
TO [user]
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Important:

Please note that you must have the db_owner permission while migrating PostgreSQL to
Microsoft SQL for the first time. After a successful migration, you can revoke the db_owner
permission for the account, and provide the set 2 or set 3 permissions.

Our Products

AD360 | Log360 | ADManager Plus | ADAuditPlus | ADSelfService Plus

Exchange Reporter Plus | RecoveryManager Plus

About M365 Manager Plus

ManageEngine M365 Manager Plus is an one-stop solution for Microsoft 365 management,
reporting, auditing and monitoring that helps simplify Microsoft 365 governance, administration,
and security. M365 Manager Plus enables admins to gain visibility into various Microsoft 365
components and display key insights through more than 700 out-of-the-box reports. It eliminates
the need for writing complex PowerShell scripts and reduces costs associated with
administering Microsoft 365.

For more information about M365 Manager Plus, visit www.m365managerplus.com.
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