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The system requirements mentioned below are minimum requirements for the specified number of
devices. The sizing requirements may vary based on the load.

No. of Devices Processor Memory Hard Disk
OpManager <250
2 GHz 4GB 20 GB
OpManager 500
2.5GHz 8 GB 20 GB
OpManager 1000 Quad Core 2.5 GHz
16 GB 40 GB
or higher
OpManager with add-ons
Dual Quad Core 3.5 GHz
(or) , 16 GB 40 GB
or higher
OpManager Plus
Enterprise Edition Dual Quad Core 3.5 GHz
16 GB 100 GB
or higher
Enterprise Edition with
Dual Quad Core 3.5 GHz
add-ons 16 GB 100 GB

or higher
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Important Notes:

1. Inthe case of OpManager Enterprise, the hardware requirements are the same for both the
Central and Probe.
2. Dedicated resources must be available in the case of VMs

The following table lists the recommended software requirements for an OpManager installation.

Software Evaluation Production
Windows 0S Windows 10 Windows Server 2016
Windows 8 Windows Server 2012 R2
Windows 7 Windows Server 2012
Windows Server 2008

Also works with,

Windows Server 2016
Windows Server 2012 R2
Windows Server 2012
Windows Server 2008

Linux OS Ubuntu Red Hat
Suse 64 bit Linux flavors
Red Hat
Fedora

Mandriva (Mandrake Linux)

Browsers Chrome latest Chrome preferred
Firefox latest
Edge
IE11

©2021 ZOHOCorp.,ManageEngine- - All rights reserved.



Note: Do not enable Enterprise Mode
option in Internet Explorer. This will
make Internet Explorer work as version
7. This is not supported.

User privileges  Local administrator privileges required for OpManager installation.

The following table summarizes the ports and protocols that OpManager uses for communication.

B Ports used by the application

Port Protocol Port Type
9990 TCP Static
7275 TCP Static
22 TCP Static
8060 TCP Static
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Usage

To export certain
reports in PDF
format

Remote Desktop
Port

SSH Port

Web Server Port

Remarks

Customize the Port number by
editing the
customExport.properties file
(MINPORTRANGE =xxxx) found
under OpM/Export (the folder
where OpManager is installed).
Default port number is taken as
9990.

Can be changed in
conf/database_params.conf
file/ dbconfiguration.bat file.

Can be configured using
ChangeWebServerPort.bat.



m Ports used for monitoring

Port

23

161

135

445

5000 to
6000

49152 to
65535

162

514

Protocol

TCP

UbP

TCP

TCP

TCP

TCP

UDP

UDP

Port Type

Static

Static

Static

Static

Dynamic

Dynamic

Static

Static

Usage Remarks

Telnet Port

SNMP

WMI

WMI

WMI

WMI Windows 2008R2 and higher.

SNMP Trap
Receiver Port

SYSLOG Receiver SYSLOG Receiver Port can be changed
Port via web client.

Note: Dynamic ports change during each server startup based on the ports available in the system
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m Ports used by add-ons

Port Protocol
69 UDP
1514 UbDP
9996 TCP

m Databases

Port Protocol
13306 TCP
1433 TCP

Port Type Usage Remarks
Static TFTP Port [NCM]
Static Firewall Log Firewall Receiver Port can be
Receiver Port changed via web client.
[FWA]
NetFlow Listener NetFlow Listener Port can be
Port [NFA] changed via web client.
Description Remarks
PostgreSQL Can be changed in

Database Port

MSSQL Database
Port
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conf/database_params.conf
file.

Can be changed in
conf/database_params.conf
file/ dbconfiguration.bat file.



The following table lists the basic requirements for your OpManager database server.

Memory & Disk

DB

PGSQL

MSSQL

Standard/ Professional Enterprise Edition
Edition
Bundled with the product. For evaluation purposes only. Please use MSSQL for production.

SQL 2016 | SQL 2014 | SQL 2012 | SQL 2008
Important Notices:
1. For production use 64 bit versions of SQL
2. Recovery mode should be set to SIMPLE.
3. SQL and OpManager should be in the same LAN. Currently WAN based SQL
installations are not supported.
Collation:
English with collation setting (SQL_Latin1_General_CP1_CI_AS)
Norwegian with collation setting (Danish_Norwegian_CI_AS)
Simplified Chinese with collation setting (Chinese_PRC_CI_AS)
Japanese with collation setting (Japanese_CI_AS)

German with collation setting (German_PhoneBook_CI_AS)

Authentication:
Mixed mode (MSSQL & Windows Authentication).

BCP (Only for Enterprise Edition (or) Standard/ Professional Edition with the NFA addon):

The "bep.exe” and "bep.ril" must be available in the OpManager bin directory.

The BCP utility provided with Microsoft SQL Server is a command line utility that allows
you to import and export large amounts of data in and out of SQL server databases
quickly. The bep.exe and bep.rll will be available in the MSSQL installation directory. If
MSSQL is in a remote machine, copy bcp.exe and bep.rll files and paste them into

\OpManager\bin directory.

Note: The SQL server version compliant with the SQL Native Client must be installed in the
same Server.
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Warning: The Manage Engine directory (By Default: C:\ManageEngine\OpManager) and the Database directory should be
excluded from the Antivirus program.

Note: If you wish to proceed with your existing server authentication credentials, please skip this
step and directly move to the installation procedure.

Steps to configure MSSQL

Step 1: To ensure proper communication between the MSSQL database server and OpManager, a
new account has to be created with the below mentioned steps.

e Open SQL Management Studio and login using your Server Account (sa)/ Windows
credentials.

e Right click on Logins

e Select New Login

- S @ dnewauey R T D@R|9 -~ -0-0 ||
Object Explorer v 3 x
Connect~ & ¥l m T E].5

t 4 APMamdb ~
3 DB
# 3 MESQLDBM
H 4 MESQLDBM_5600
& 3 OPMAddonAdmin
H 3 OPMAddonManage
+ 4 OpManagerDB
= () OpMDB
il (3 OpmNewDB
& W servicedesk
(=) & Security
=ca (B
&, ##MS_PolicyEventProcessinglo
2, ##MS_PolicyTsqlExecutionLogir
& APP-W12R25-7\Administrator
25 BUILTIN\Users
& NT AUTHORITYASYSTEM
& NT Service\MSSQLSSQLEXPRES
& NT SERVICE\SQLWriter
& NT SERVICE\WWinmgmt
& opmtest
& sa
3 Server Roles
3 Credentials
[# Ca Server Objects
[+ & Replication
[+ Ca Management v
< >

Step 2: Select Authentication type. For Windows authentication, select and login using your Windows
login credentials. For SQL Server Authentication, enter the password. Then proceed with Step 3.
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a Login - New

Selectapage
2 General

# Server Roles
2 User Mapping
% Securables
4 Status

Connection

Server:

annowl2rde 7
Connection:

ca

2 View connection

Progress
Ready

|
|
X

5 Script v I Help

Login name:
() Windows authentication
(®) SQL Server authentication

opmanager Search...

Password:

Confirm password:

Specify old p
Old password

D Enforce password policy

ord expiration

User must change password at next login
() Mapped t ificate
(C) Mapped to asymmetric key
[] Map to Credential . Add
Mannoad Mrodantiale o~ 1 =t Ch Y Remave
Default database: master 7
Default language: <default> =
Cancel

Step 3: Click on Server Role. Select Server Roles "dbcreator”,

public" and "sysadmin"

a Login - New
Selecta page
% General

1% Server Roles
1% User Mapping
1% Securables
% Status

Connection

Server:

annaar Irie 7

Connection:

2

Progress
Ready

2% View connection

5 Script v I Help
Server role is used to grant server-wide security privileges to a user.

Server roles:

|| bulkadmin

4 dvcreator
|| diskadmin

:| processadmin

Z| public

:| securityadmin

:| serveradmin

:| setupadmin

Z| sysadmin

Cancel
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Step 4: Click on User Mapping. Map this login to "master" with database role ownership as
"db_owner" and "public”. Click OK.

Ei Login - New

Selectapage
2 General

12 Server Roles
% User Mapping
1% Securables
& Status

Connection

Server:

annawl2r2e7

Connection:
ca

2 View connection
Progress
Ready

5 Script » [ Help

Users mapped to this login:
Database User Default Schema ~
AMDBAs400
AMDBtest
AMDBtestma...
APMamdb
DB
" master opmanager
~ MFSQIDRM b

=
JRooo0oosf

Database role membership for: master

| ] db_datareader e
| ] db_datawriter

| ] do_ddiadmin

| | db_denydatareader

|| db_denydatawriter

SR ——

| | db_securityadmin

| public

v

Cancel
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Note: If OpManager is run with MSSQL as the backend database, then the MSSQL database must be
configured before proceeding with the following installation.

I. Installing OpManager on Windows
Steps to install

1. Download OpManager for Windows.

2. Execute the downloaded "OpManager.exe" to install and follow the instructions in the
installation wizard.

3. Click 'Next' to begin the installation process. Go through the license agreement and click
'Yes' to proceed to the next step.

4. Inthe subsequent steps of the wizard, select the OpManager language and the directory to
install OpManager. Proceed to the next step.

5. Specify the port number to run OpManager Web Server (OpManager Central uses 80 as the
default web server port) and click 'Next'.

6. Register for technical support by providing your contact information such as Name, E-mail Id,
etc., and click 'Next'.

7. Select the Server Mode (i.e., Primary or Standby server) and click 'Next'.

8. If the Server Mode is selected as Standby, then enter the Primary webserver host, port and
login details and complete the installation.

9. Now, select the database. OpManager supports both, PostgreSQL and MSSQL as database
and click 'Next'.

10.Click 'Finish' to complete the installation process.

B.1 Installing OpManager on Linux
Prerequisites

1. Sometimes, you might encounter errors such as database connection not getting
established or the server not starting up. To workaround these issues, comment the IPv6
related entries in the /etc/hosts file.

2. Check if the DNS resolves properly to the IP Address on the system in which OpManager is

installed. Add an entry to /etc/host file with ipaddress and host name if there is trouble
starting OpManager.
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https://www.manageengine.com/network-monitoring/download.html

Steps to install
1. Download OpManager for Linux.

2. Login as root user.

3. Assign the executable permission to the downloaded file using the following command:
chmod a+x ManageEngine_OpManager_64bit.bin

4. Execute ./ManageEngine_OpManager_64bit.bin This will display the installation wizard.

5. Click 'Next' to begin the installation process. Go through the license agreement and proceed
to the next step.

6. Inthe subsequent steps of the wizard, select the OpManager Edition, language, the directory

to install OpManager, and the port number to run OpManager Web Server. Proceed to the
next step.
7. Verify the installation details and click 'Next'.

8. Click 'Finish' to complete the installation process.

It is recommended to install OpManager in the opt folder. By default, OpManager is installed in the
/opt/ManageEngine/OpManager directory.

B.2 Installing OpManager on Linux using Console mode/ Silent mode

This is a quick walk-through of the console mode installation of OpManager on a Linux box - an easy
thing to do if you are working on a Windows box and want to install on a remote Linux system.

Prerequisites

To begin with, make sure you have downloaded the binary for Linux.
(http://www.manageengine.com/network-monitoring/download.html)

Steps to install

Step 1: Execute the binary with -console option

root@opm-dev-11
Installshield wWizard

/ManageEngine_0OpManager_64bit.bin -console

Initializing InstallsShield wizard. ..

Step 2: Follow the on-screen instructions

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Step 3: Register for technical support (Enter Name, E-mail id, Phone, Company Name)
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Registration for Technical Support

Name [] Test

Company Name [] Zoho

Step 4: Select the location

Venezuela
Vietnam

mmary of our Privacy Policy

Thl' 1s a summary of our new prlv ) cy which ces effect on May 25th,
here, nd all of the produc

Our privacy commitment: Zoho has never sold your information to someone else
for advertising, or made money by showing you other people's and we never
F been our approach for almost 20 5, and we remain committed
you what information we do collect from you, what we
i1t, and what you can do about it. Part I &
Information Zoho collec nd controls

We only collect the informatien that we actually need. Some of that 1is
information th y E ] when you sign up for an account, register
for an event, omer support, or buy something from v We store your
name and contact information, but we don't store credit card numbers (except
with your permission and in one of our secured payment gatew .

Step 6: Choose the i

ManageEngine OpManager Install Location

Directory Name:

Directory Name:

Press 1 for Next, 2 for Previous, 3 L . Redisplay [1] 1

Step 7: Configure the Webserver Port
Enter the Web Server Port Number [80]

Enter the NetFlow Listener Port [9996]

OpManager occuples port 8@ to run the Web server. If you want to run 1t on a
different port, ¥ same here.

Pr 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redi y [1] 1
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Step 8: Verify the installation details and the installation status

Details of Installation

ted Edition : Essential
425 .4MB .

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Installing ManageEngine OpManager Please wait...

-1

l %

||||||||||||||||||||||||||||||||||||||||||||||||||
Creating uninstaller. ..

Extracting Files. This will take few minutes. Please wait...

Initialize the pgsql

Step 9: Choose the installation server (Primary or Secondary server)
erver Details
t the Server Name

1 - Standalone Server or Prima
2 - Standby Server

ect an 1ltem enter 1ts number, or @ when you are finishe

rd.Technical support : http://support.opmanager.com

3 to Finish . plav [3] 3
root@opm-dev-1 3
root@oom-de % sh StartOpManagerServer.sh

L @2, 2012 4:09:16 PM com.adventnet.persistence l':'Or'HC_'_lgL ationParser reac].\.-'eEnt:_L‘ty
tomer-config.xml doesnt exis hence it 1is

JAVA_HOME
SERVER_HOME :
DATE f Mon Jul 2 16:

Check webServerPort http ue : 80 https Port : null
eckerUtil.getPort : ] > :NETFLOW_LISTENER PORT Flag : true
fconf/netflow/nfa.properties
'heci- “for NetFlow Port with value :
PortCheckerutil.checkPorts
rting Server from location: JOpManager
ide addon check
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Go to /OpManager/bin folder

Execute: sh run.sh

To run OpManager server in the background, execute: nohup sh run.sh&

rverPort http

3 :rUtil.getPort
NFAPropFile
alue 1s 999

for NetFlow Port with
ckerutil.checkPorts :9

ue
:rviceName

'OpManager/bin

lue :99

inside addon check
Loading Modules

eating Tables and schem

WorkEngine
Authentication
Authori

Oputils

ncm
FirewallAnalyzer
nba

OpManager

DataManagement

wWebsService

Starting Service
CacheService
AuthenticationSerwvice
AuthorizationService
TaskEngineServ

rstartupNotify
ogMonitoringService

WebService
erver started in

Connect to: [ http://localhost:80
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80 https Port

null
NETFLOW_LISTENER_PORT Flag
conf/netflows/nfa.properties

true

OpManager

MPLETED ]
POPULATED_PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED PARALLELY
POPULATED_PARALLELY
POPULATED_PARALLELY

[
[
[
[
[

CREATED

[ STARTED
[ STARTED
[ STARTED
[ STARTED

[ STARTED
[ STARTED
[ STARTED
[ STARTED
[ STARTED
[ STARTED
[ STARTEL
[ STARTED
[ STARTED
[ STARTED
[ STARTED
[ STARTED
[ STARTED
[ STARTED

1




OpManager Enterprise Edition can be deployed in the following cases:
Case 1: When geographically distributed networks need to be monitored from one location.

Case 2: When the number of devices that need to be monitored is more than 1K devices.

ManageEngine recommends the installation of a Central server and a Probe to effectively achieve a
distributed network monitoring environment.

Central Server

=
(@

=
(@
Lm

@
] *4”(]&
a A L "Ry

@ ==

Probe Server 1 Probe Server 2

Central Server: Central periodically collects health, performance and fault data across all Probes and
consolidates the information in one location.

Probe Server: The Probe periodically polls the devices in the local network and updates data to the
central server. It has to be installed at the Remote Location.

Note: If OpManager is run with MSSQL as the backend database, then the MSSQL database must be
configured before proceeding with the following installation.
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OpManager Central Server

Step 1: Download the OpManager Central.exe from the below link

https://www.manageengine.com/network-monitoring/29809517/ManageEngine_ OpManager_Central_64bit.exe

Run the exe as 'administrator’

Step 2: Click 'Next' to proceed with installation.

Step 3: Click 'Yes' to the OpManager License agreement

Step 4: Choose your language for OpManager installation and click 'Next' to proceed

Step 5: Choose the destination folder for OpManager installation and click ‘Next' to proceed

Step 6: If you want to change the default web server port for OpManager installation enter the new
port number (OpManager Central uses 80 as the default web server port) and click 'Next' to proceed.

Step 7: Register your OpManager license with required details to get technical support and click
‘Next' to proceed.

Step 8: Select 'Standalone’ or 'Primary' server . If you are installing failover, select standby server.
First configure standalone or primary for failover installation. Click '‘Next' to proceed.

Step 9: If you select PGSQL, please proceed with Step 13. (or) If you select 'MSSQL database
(recommended for production). Click 'Next' to proceed

Step 10: If you select SQL Authentication, provide MSSQL details like Host Name, Port, Database
Name. Use the SQL Server Authentication credentials (Username and Password) created earlier.
Click 'Next' to proceed

©2021 ZOHOCorp.,ManageEngine- - All rights reserved.


https://www.manageengine.com/cgi-bin/download_exe?id=4-883

ManageEngine OpManager n

Select the backend database for OpManager
Ophanager supports SAL Server version 2005 and above M E )

Click next to continue

9 SOL Authentication
WINDOWS Authentication

¢ Back Next > Cancel

ManageEngine OpManager

Configure the SOL Server details

Hast Mame
Port

[ratabaze Mame

User Mame

Pazzword ........{

< Back Caticel

(or)

If you select WINDOWS Authentication, provide MSSQL details like Host Name, Port, Domain Name,
Database Name, Username and Password. Click 'Next' to proceed.
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ManageEngine OpManager n

Select the backend database for OpManager
OpManager supports SOL Server version 2005 and above

Click next to continue

() S0OL Authentication
(®) WINDDWS Authentication

< Back Nexst > Cancel
ManageEngine OpManager ﬂ
Configure the SQL Server details )
Host Name I
Port [
Database Name _
Password sesssnne
< Back Next > Cancel

Step 11: Search for 'bep.exe’ and 'bep.rll' in the MSSQL installation directory and copy these files
under \OpManagerCentral\bin directory. Click 'Next' to proceed.
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ManageEngine OpManager

Chooze bop exe —~ \
Fleaze browsze and zubmit the bop.exe to proceed, M E )

File bp.exe [Default path : <MSS0L homes < CompatibilityLewvel: LT ools\Binnbop. exe] is
needed for BulkCaopy tility and will be available where MSSOL is installed. [F MSSOL izin
remote maching, then share the MSS0L folder and provide the shared location. The other
option iz to copy bep.exe and bepull files from MSSOL Server and paste them under
<CentralHome: /bin falder. Ensure that the SOL version compliant SOL Native Client is
installed an this Server.

MHate: IF the MSSOL zerver iz installed on B4-bit zerver and Opkd anager Central an 32-bit
zerver, then the bep exe and beporll files copied fram MSSEL server will not work, a 32-bit
bop.ere and bopull is needed. Pleaze contact ug at opmanager-supportiEimanageengine, com
far further clarification.

Browsze. .

< Back Caticel

Note: The SQL server version compliant with the SQL Native Client must be installed in the same
Server.

Step 12: Click on browse and select \OpManager\bin\bcp.exe. Click 'Next' to proceed.

ManageEngine OpManager ﬂ

Choose bep.exe \
Please browse and submit the bep.exe to proceed. M E )

File bep.exe [Default path : <MSSOL home: < CompatibilityLevel> \T ools\Binn\bcp.exe] is
needed for Bulk Copy utility and will be available where MSS0L is installed. IF MSS0L iz in
remote machine, then share the MSSOL folder and provide the shared location. The other
option is to copy bep.exe and bep.rll files from MSSOL Server and paste them under
<CentralHome> /bin folder. Ensure that the SAL version compliant SAL Native Client is
installed on this Server.

Note: If the MSSOL server iz installed on 64-bit server and OpManager Central on 32-bit
server, then the bep.exe and bep.ll files copied from MSSOL server will not work, a 32-bit
bep.exe and bep.illis needed Please contact us at opmanager-support{@manageengine. com
for further clarification.

Browse...

< Back MNext > Cancel
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ManageEngine OpManager

Choose bcp.exe
Pleaze browse and submit the bop.exe to proceed. M E J

File bop.exe (Default path ;: <MS50L homes ' CompatibilityLeyvel: 4 ToolshBinnbop. exe] is
needed for BulkCopy utility and will be available where MSSOL is installed. IF MSSEL iz in
remate rachine, then share the MSS0L folder and provide the shared location. The ather

E\n"inn 1o ba reamn hen ava sind ben el Flas fraes WASE01T Sarosar smd Ascta Hharm osedar
<
i

I @ E ztablishing Conrection. Thiz will take a few minutes. Pleaze wait ..

— o

DM anageE nginei0phd anagerCentral\bintbop. exe

Browsze. ..

< Back Mewut = Canicel

Step 13: Click 'Finish’ to complete OpManager Central Server installation.

OpManager Probe Server

Step 1: Download the OpManager Probe.exe from the below link

https://www.manageengine.com/network-monitoring/29809517/ManageEngine_ OpManager_Probe_64bit.exe

Run the exe as 'administrator’

Step 2: Click 'Next' to proceed with installation

Step 3: Click 'Yes' to the OpManager License agreement

Step 4: Choose your language for OpManager Probe installation and click 'Next' to proceed

Step 5: Choose the destination folder for OpManager Probe installation and click 'Next' to proceed

Step 6: If you want to change the default web server, netflow ports for OpManager probe installation
enter the new port numbers (OpManager uses 80 as the default web server port and 9996 as the
default Netflow port) and click ‘Next' to proceed.

Step 7: Enter the details of the proxy server (if the probe is installed behind a proxy server) and click
'‘Next' to proceed

Step 8: Register your OpManager license with required details to get technical support and click
'‘Next' to proceed.

Step 9: Select 'Standalone' or 'Primary' server. If you are installing Failover, select standby server.
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First configure standalone or primary for Failover installation. Click 'Next' to proceed.

Step 10: If you select PGSQL, please proceed with Step 14. (or) If you select 'MSSQL' database
(recommended for production). Click 'Next' to proceed

ManageEngine OpManager

Select the backend database for OpManager
OpManager supports SOL Server version 2005 and above M E )

Click. mext to continue

) POSTGRESAL (Bundled with the Product)
(@) MS5OL

< Back Cahicel

Step 11: Provide MSSQL details like host name, port, database name. Use the credentials (username
and password) that was created earlier while configuring SQL. Click 'Next' to proceed

Managekngine OpManager

Configure the SOL Server details

Host Name |

Fart 1433
Database Mame FrobeDEB
User Mame

Password

< Back Cancel

©2021 ZOHOCorp.,ManageEngine- - All rights reserved.



Step 12: Search for bep.exe and bep.ril in the MSSQL installation directory. Copy these files under
\OpManagerCentral\bin directory. Click 'Next' to proceed

ManageEngine OpManager

F'IEﬁnlao%rggsEcaFrl%iLébmm the bop.exe to proceed, P j

File bep.exe [Default path (<M550L home: < CompatibilitpLewvel: AT ools\Binbop. exe] is
needed for BulkCopy utility and will be available where MSS0L iz installed. IF MSSOL iz in
remate machine, then hare the MSSOL folder and provide the shared location. The ather
option iz bo copy bop.ese and bopll files from MSSOL Server and pazte them under
<0pManagerHaorne:\bin folder. Enzure that the SEL version compliant SUL Mative Client iz

Browsze. .

< Back Reaqister> Cancel

Step 13: Click on browse and select \OpManager\bin\bcp.exe. Click 'Next' to proceed.

ManageEngine OpManager “
P'*Eﬁ?.,'?,‘%‘é“ﬁca&% ilébmlt the bep.exe to proceed. \)
File bep.exe (Default path :<MSSAL home> < CompatibilityLevel>\T oolshBin\bep.exe) is
needed for BulkCopy utility and will be available where MSSAL is installed. If MSSAL is in
remote machine, then share the MSSOL folder and provide the shared location. The other

option is to copy bep.exe and bep. il files from MSSOL Server and paste them under
<DptanagerHome: \bin folder. Ensure that the SOL version compliant SOL Native Chent is

I - -
Browse...

< Back Reaqister> Cancel
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Step 14: Provide OpManager Central server details like central server URL, probe name, contact
name and contact mail ID. Click 'Register' to proceed

ManageEngine OpManager

Entries for Probe Configuration
Pleaze fill the entries for probe configuration

Central wil ||

Eg: http://0pkanagerCentral: 80

Probe: M arme
Contact Mame

Contact Mail 1d

¢ Back Cancel

ManageEngine OpManager ﬂ

Entries for Probe Configuration
Please fill the entries for probe configuration

Eq: http://0pManagerCentral: 30

Contact Name test

Contact Mail Id test@test. con
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ManageEngine OpManager

Entries for Probe Configuration
Pleaze fill the entries for probe configuration

Centrall ManageEngine OpManager
Frobe M

0 Probe has been Successfully Registered.
Contact
Contact

< Back

Cancel

Step 15: Click 'Finish’ to complete OpManager Probe installation

Prerequisites

1. Sometimes, you might encounter errors such as database connection not getting

established or the server not starting up. To workaround these issues, comment the IPv6
related entries in the /etc/hosts file.

2. Check if the DNS resolves properly to the IP Address on the system in which OpManager is

installed. Add an entry to /etc/host file with ipaddress and host name if there is trouble
starting OpManager.

Steps to install

Central Server

1. Download ManageEngine_OpManager_Central_64bit.bin for Linux.
2. Login as root user.

3. Assign the executable permission to the downloaded file using the following command:
chmod a+x ManageEngine_OpManager_Central_64bit.bin

4. Execute ./ManageEngine_OpManager_Central_64bit.bin.This will display the installation
wizard.
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5. Click 'Next' to begin the installation process. Go through the license agreement and proceed
to the next step.
6. Inthe subsequent steps of the wizard, select the OpManagerCentral language, the directory

to install OpManagerCentral, and the port number to run OpManagerCentral Web Server.
Proceed to the next step.
7. Verify the installation details and click 'Next'.

8. Click 'Finish' to complete the installation process.

It is recommended to install OpManagerCentral in the opt folder. By default, OpManagerCentral is
installed in the /opt/ManageEngine/OpManagerCentral directory.

Probe Server

1. Download ManageEngine_OpManager_Probe_64bit.bin for Linux.

2. Login as root user.

3. Assign the executable permission to the downloaded file using the following command:
chmod a+x ManageEngine_OpManager_Probe_64bit.bin

4. Execute ./ManageEngine_OpManager_Probe_64bit.bin.This will display the installation
wizard.

5. Click 'Next' to begin the installation process. Go through the license agreement and proceed
to the next step.

6. Inthe subsequent steps of the wizard, select the OpManagerProbe language, the directory to
install OpManagerProbe, and the port number to run the OpManagerProbe Web Server.
Proceed to the next step.

7. Please enter the Central URL, Probe Name, Username, Email ID and proceed to register the
Probe.

8. Verify the installation details and click 'Next'.

9. Click 'Finish' to complete the installation process.

It is recommended to install OpManagerProbe in the opt folder. By default, OpManagerProbe is
installed in the /opt/ManageEngine/OpManagerProbe directory.

Prerequisites

To begin with, make sure you have downloaded the binary for Central and Probe for Linux OS.
(https://www.manageengine.com/network-monitoring/download.html)
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Central Server

Step 1: Execute ManageEngine_OpManager_Central_64bit.bin with -console option

InstallShield Wizard

Initializing InstallShield Wizard...

Step 2: Follow the on-screen instructions

Step 3: Register for technical support (Enter Name, E-mail id, Phone, Company Name)

Registration for Technical Support
Name [] Test

E-mail Id [] test@zoho.com

Phone [] 1234567890

Company Name [l Zoho

Step 4: Select the location

178 usa
178 - uganda
180 1
181

182

183

124

185

186

187

188

189 - United Kingdom

To select an dtem enter its number

Summary of our Privacy Policy

Th1~ 1s a summary of our new prlvacv po]lcv whlch tak effect on May 25th,
11 of the products

> ] privacy.html
structure as this ~ummarv and constitutes the actual legal document.

Our privacy commitment: Zoho has never sold your information to someone else
ing, or made money by showing you other people's ads, and we never
pproach for almost 20 years, and we remain committed
you what information we do co119ct from you, what we
Part I &

We only collect the information that we actually need. Some of that is
information that ; ly give us when you sign up for an account, register
for an event, < for customer support, or buy something from us. We

name and contact information, but we don't store credit card numbe

with your permission and in one of our secured payment gateways).
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Step 6: Choose the installation directory

ManageEngine OpManager Central Install Location

"Managektngine UpManager Central®" in this directory, or
a different directory.

Directory Name:

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1}

Step 7: Configure the Webserver Port

Enter the Web Server Port Number [

OpManager occuples port 80 to run the Web server. If you want to run 1t on a
different port, specify the same here.

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1}

Step 8: Verify the installation details and the installation status

Details of Installation

Installation Directory : Product Size
26.2MB .

Pr 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1
You entered an invalid option

Pr 1

1-
0%
|

s 2 5 7 100%
RN RN RN RN RN RN RN RN RN AR AN ARY

Creating uninstaller...

Extracting Files. This will take few minutes. Please wait...

Step 9: Choose the installation server (Primary or Secondary server)
Details
the Server Name

standalone Server or Primary
Standby Server

ct an item enter its number, or ® when you are finisk

You are installing the
the Primary Server, hit 'Back' button to 11 dary

Pre 1 for Next for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Step 10: Complete the Installation
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y installed ManageEngine OpManager

The Installshield Wizard has succ
pport.opmanager.com

hence 1t 1s skipped

Probe Server

Step 1: Execute ManageEngine_OpManager_Probe_64bit.bin with -console option

pm-dev-12 Markettingl# ./ManageEngine_OpManager_Probe_64bit.bin -console

[root@o
InstallShield wizard

Initializing InstallShield Wiz:

Step 2: Follow the on-screen instructions

Registration for Technical Support

Name [] Test

@zoho.com
Phone [] 1234567898

Company Name [] Zoho

Step 4: Select the location

usa
Uganda
Ukraine

Step 5: Go through our privacy policy and agree to continue installation
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Preparing Privacy Policy

This is a summary of our new privac) i 1 ; effect on May 25th,
2018. It covers every Zoho websi at link nd all of the products and
services contained on those web

policy(https: ; ngine. 1vacy.html#long) follows the same
structure s summary and co 1 the actual legal document.

cy commitment: Zoho has never sold your informatien to someone e
1ng, or made money by showing you other people's ads, and we never
been our approach for almost 28 years, and we remain committed
ou what information we do collect from you, what we
1t, and what you can do about it. Part I &
Information Zoho collects and controls

We only collect the information that we actually need. Some of that 1s )
information that you actively give us when you sign up for an account, register
for customer support, or buy something from us. we

nformation, but we don't store credit card numbers
on and in one of our secured payment gateways).

Directory Name: [ OpManagerProbe]
Click Next to install "OpManager Probe® in this directory, or click Browse to

Directory Name: | 1

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Step 7: Configure the Webserver Port

Enter the Web Server Port Number [20]
Enter the NetFlow Listener Port [9996]
OpManager occuples port 80 to run the Web server. If you want to run it on a

different port, specify the same here.

1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Step 8: Verify the installation details and the installation status

Details of Installation

Installation Directory : WebServer Port
Number : 908. Product Size : 4so.umMs.

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]

Installing OpManager Probe. Please walt...

Step 9: Choose the installation server (Primary or Secondary server)
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Server Details

Select the Server Name :

[X] 1 - standalone Server or Primary
[ 12 - standby Server

ect an 1tem enter 1ts number, or © when you are finished: [0]

1 for Next, 2 for Pre 3 to Cancel or 4 to play [1] 1

You are installing the Primary
the Primary Server, hit 'Back’

ess 1 for Next, 2 for Prev

Entries

Please fill the entries fo obe Configuration
central url []

Probe Name [] TestPr

Username [] Test

Email ID [] test@zc

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1
Probe has been Suce fully Reg d.

[OK]

Step 11: Complete the installation

= Installshield Wizard has successfully installed OpManager Probe.
se Finish to exit the wi

3 to Finish or 4 to Redisplay [3] 3l

Go to /OpManager/bin folder
Execute: sh run.sh

To run OpManager server in the background, execute: nohup sh run.sh&

©2021 ZOHOCorp.,ManageEngine- - All rights reserved.



Check webServerPort http value : 808 https Port : null
PortCheckerutil.getPort : serwviceName :NETFLOW_LISTENER_PORT Flag : true
NFAPropFile ! T - - - )
Portvalue S
Check for NetFlow Port with w
PortCheckerUtil.checkPorts

ting Server from locatio

de addon check
Loading Modules

Creating Tables and schemas :: COMPLETED 1
POPULATED_PARALLELY
POPULATED_ PARALLELY
PARALLELY
PARALLELY
PARALLELY
PARALLELY
PARALLELY
PARALLELY
PARALLELY
PARALLELY

omView

Tomcat

SQNS

WorkEngine
POPULATE
POPULATE
POPULATED
POPULATE PARALLELY
POPULATED_ PARALLELY
POPULATE PARALLELY
POPULATE PARALLELY
POPULATED_ PARALLELY
POPULATE PARALLELY

overy POPULATE PARALLELY

CustomField PARALLELY

LogAnalyzer PARALLELY

netflow PARALLELY

Oputils PARALLELY

ncm POPULATED_ PARALLELY

FirewallAnalyzer POPULATED_PARALLELY

nba POPULATED_PARALLELY

OpManager POPULATED_PARALLELY

taManagement

STARTED
TARTED
STARTED
STARTED
ARTED
ARTED
ARTED
STARTED
STARTED
STARTED

PropagationService STARTED
MafService STARTED
1 STARTED

ARTED

STARTED

STARTED

STARTED

TARTED

ARTED

STARTED

ARTED

STARTED

STARTED

Server started in :

Connect to: [ http://localheost:g80 ]

OpManager Licensing Model

OpManager license options depend on the number of devices to be monitored. The license is
inclusive of all the interfaces, nodes or sensors in the device. A device can have any number of
interfaces, elements or sensors.

Eg: Let us assume that a network has 50 devices with 4 interfaces each and the total number of
interfaces will be 200. To monitor these 50 devices and 200 interfaces, OpManager needs a
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50-device license.
How to register for a license in OpManager

There are two ways to invoke license registration in OpManager.
i) Using the OpManager Ul

i) During Server Startup (User Interface/Console Mode)

OpManager allows users to obtain and register for a license with ease.

1. Connect to the Webclient and click the "User" icon in the top right corner.

OpManager #0310 Q A W B
Overview Network Server v Virtuali Storage NetFlow NCM Firewall v oPI 1PAM Custom =
DomainCont | -
O foer 0 ! !
Devices by CPU Utilization
Load
o o o
Devices by Availability D Baancer ——
Device Name Min  Max  Avg
Device Name Availability (%) o N 0 0 0 jice fail i pol
w2 % mmm % Accelerator HpSwitch2
—100% 211an201901:34:09 PMIST
. s mm @ Wireless 0 0 0
S 95% Interface
16 3 mm 27 Q ups o o o cyril-con236.csezzohocorpin.com
es 211an 2019 01:28:50 PMIST
I &
" nom 1 @ Printer 0 0 0
Interface i LabN...
10 0 N 10 ——— % @  Unknown 1 3 1 cyril-con236.csez.zohocorpin.com
211an 2019 01:28:50 PMIST
6 s 1 6 I 95% @ Storage 0 0 0
Interface ‘Intel(R) Ethernet Connection (4) 1219-LM-Fortinet NDIS 60...
o 7 1 4 — 05 @ P 0 0 0 cyril-con236.csezzohocorpin.com
211an 2019 01:28:50 PMIST
@ ucs o o o
Interface
S 555 @ RAD o o o cyril-con236.csezzohocorpin.com
1P Availability Summary 211an201901:28:50 PMIST
FCswich O o o
o
—— 5%
2764 @ Taeliiay 0 o o
I
7 O T o 1 1
— 95% @ RS o 0 0
1349 W
0 0 0
Available O Vontors
Vol
0 0
1475 D Vonitors
Configuration Changes Summary vage ot = view 122 0122
Used
Interface 'Mi -Fi Direct Vi i La..
Devices by Memory Utilization vignesh-7147.csez.
21Jan20190

Configuration Backup Summary
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0 0Q A m B

t Alarms

2. You will get the following pop up on the right side of your screen, displaying details about the
product, add-ons, installation and registration.

Product Details

Add On Details (Added / Licensed)

3. Select the "Register" tab to view your license and registration options.
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admin
Administrator
21 Jun 2018 12:46:33 PM IST

Sign Out

Installation Info Register

Your license will expire on 2018-6-22

Apply License

Toregister OpManager, select the license file and click the Register
button

Register Close

Get Extended License

Purchase Product

4. Click "Browse" and select the "License.xml" file you received from ManageEngine for OpManager.

5. Now click "Register" to finish applying your license.

There are two ways to apply for a license during the server startup.

i. User Interface Mode

While starting a server in the console mode, with the GUI enabled, you will receive a notification
stating that your license is about to expire. You can then "Browse", select the "License.xml" file and
click on "Register" to apply your license in OpManager.

ii. Console Mode

When in the console mode, the CMD prompt will show you a message stating that your license is
about to expire and it will request the address to the directory in which the "License.xml" file is
available. Here, you can provide the path to the license file and register.
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How to check your license

To check your license details, you can follow the simple steps below;
1. Click the "User" icon in the top right corner of your OpManager Ul.

2. Under the "About" tab, you will be able to find details about your license and add-ons in the
"License Details/Add-On Details (Added/Licensed)" section respectively.

Perpetual License Details

A perpetual license contains both the base product fee and the Annual Maintenance & Support
(AMS) fee. The base product fee allows you to purchase the solution for any of the proposed device
packs/ add-ons while AMS provides support to ensure healthy network monitoring from OpManager.

For more information or pricing related details, visit OpManager store.
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What is Failover?

Failover is an alternative monitoring instance that is used to ensure your network remains monitored
even when your primary monitoring setup goes down. OpManager helps in ensuring uninterrupted
monitoring of your network by allowing you to configure a secondary monitoring instance on a
separate server.

Architecture

{opm-primary]

—
- ® u,: Active server &5 - i Y ]

A |

I .
@l B
HE ' |
- & = R —
= % o . s
i 5 s —
o E e,
1 B | \
2 L]
£ =
o
2 =
Y Y
1 - \
i - Failower Server L Py
“-I [opm-z2condary]

How does Failover work?

The primary server updates a value called heartbeat in the database. The heartbeat value is a
counter that is incremented by the primary server at a specific frequency of time. The secondary
server monitors the heartbeat value to check if it is being updated in the specified time interval.
When the primary server goes down, it will not be able to update the heartbeat value in the database.
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If the heartbeat value in the database is not updated for the last 60 seconds, the primary server is
considered to have gone down and the secondary monitoring instance takes over. This secondary
server will continue monitoring the network as long as it is up. Meanwhile, if the primary server is up
(recovered and restarted), it will take the standby mode and let the secondary server continue
monitoring.

The information between the primary and secondary instances are synced periodically, thus ensuring
that you don't miss critical monitoring data ( such as device status, traps, syslog messages etc., )
when your primary OpManager instance goes down.

e Apply the failover add-on: Apply the Failover - Hot Standby Engine (MSSQL only) add-on in
your primary instance. You can purchase the add-on for Professional Edition from here and
for OpManager Plus from here.

o Have the database in a separate server: Ensure that the database for your OpManager
installation is setup in a separate server and not the same server in which the primary or
secondary OpManager instance is installed (MSSQL setup preferred).

e Create a shared folder in a separate server: Some data in OpManager are stored in files
which are present in the local directory. When failover is configured, instead of a local
directory, these files are stored in a shared folder that is accessible by both primary and
secondary servers . This ensures that there is no data loss when the secondary server takes
over the monitoring process.

Create a folder in a separate server and share it with both the primary and secondary servers.
Ensure that both primary and secondary servers have access to the shared folder with write
permission.

( Note: The server in which the folder is created should be in the same domain in which your
primary and secondary servers are configured. Also, the server in which the folder is created
should not be the same server in which the primary or secondary instance is configured).
Click here to learn how to share a folder with both primary and secondary instances.

e Have avirtual IP address: A Virtual IP address is a common IP address that is shared by
both primary and secondary server on the same subnet. When one server goes down, the
virtual IP points to the other server. (This feature is available only for OpManager versions
12.5.140 and above.)

e Hardware and software requirements

B Both the primary and secondary instances should be installed in Windows systems.

B The same version of OpManager should be installed in both servers.

B Both primary and secondary OpManager services should have the same port and
protocol ( http / https ).

B Both primary and secondary servers should have the same time and time zone.
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Both primary and secondary servers should have the same hardware configuration.

o Network requirements

Both primary and secondary servers should have a static IP address.

The virtual IP should be static and in IPv4 format.

The primary server and secondary server should be able to resolve each other's host
name and IP address.

The IP and virtual IP of both the primary and secondary servers should belong to the
same subnet.

Both the servers should have high connectivity and bandwidth.

The primary, secondary and the server in which the shared folder is created should all
be in the same domain.

The Syslogs, SNMP traps and Flows are forwarded to the virtual IP address.

How to configure failover instance in OpManager?

In your primary instance, go to Settings -> General Settings -> Failover Details and enter the

following details:

Failover Details

Failover ensures your network remains monitored even when your primary installation goes down. Click here for the complete steps to configure failover.

Primary server Secondary server *
Virtual IP * Shared Folder Path =

Email Address

Secondary Server IP: The IP address or host name of your secondary server.

Shared folder path: The path to the empty shared folder created in a separate server.
This is generally of the form \\<Server_Name_or_IP>\<Share_Name>.

Note: Ensure that the empty folder is shared with both primary and secondary
servers. Click here to learn how to share the folder with primary and secondary
servers.

Virtual IP: The virtual IP address. Refer to the pre-requisites to know more about
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Virtual IP Address.

e Email address (optional): Receive notifications on failover self monitoring alerts,
data synchronization alerts and secondary server takeover alerts. You can specify
the email recipients to whom the notifications must be sent. You can specify multiple
recipients by separating each email address by a comma.

® Save the details and perform the following steps in the primary and secondary
servers:

Activate Failover Server

Failover ensures that your network remains monitored even when your primary

allation goes down, Click here to learn more about failover and the steps to configure it

Current Server oy primen Failover Server
1 Permission 5 Download
Share the OpManager home folder to the Failover server with write Download Configure_Fallover_Server.bat . Move it to the desired folder and
permission. Learn more execute it using Command prompt.
2 Stop & Permission
Stop OpManager service, Share the OpManager home folder to the Primary server with write

permission. Learn more

3 Run

In your command line or terminal, navigate to C:\ManageEngine\OpManag 7 Start

er\bin and execute Clone_Primary_server.bat. Start OpManager service.
4 Start

Start OpManager service.

In the primary server:

e Stop OpManager service.
e Share the <OpManagerHome> folder to the secondary server. Click here to learn how.
® Open command prompt / terminal with administrator privileges, navigate to
<OpManagerHome>\bin and execute the following command:
Clone_primary_server.bat
e Start the OpManager service.

In the secondary server:

e Download the Configure_failover_server.bat file and move it to the folder where you
wish to have your secondary instance configured.
® Run the Configure_failover_server.bat file.

e Share the OpManagerHome folder to the primary server. Click here to learn how.
e Start the secondary OpManager instance.
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Upgrading the failover setup: While upgrading your OpManager service, it is enough to apply the
PPM for the primary setup. The secondary server will be updated automatically.

Uninstalling OpManager

Windows

1. To uninstall from a Windows machine, try Start > Programs > ManageEngine OpManager >
Uninstall OpManager.
Linux

2. To uninstall from a Linux machine, execute the command ./uninstaller.bin from the
/bin/_uninst directory under OpManager installation.
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