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Przeglad

Windows PowerShell to jezyk skryptowy uzywany do automatyzacji zadan systemowych. Moze
by¢ uzywany do zbierania danych, przechwytywania informacji o systemie, wykonywania kopii
zapasowej poswiadczen i nie tylko. Dlatego monitorowanie aktywnosci w programie PowerShell

jest takie wazne.

Oferowane w ADAudit Plus raporty z inspekcji PowerShell pomagaja sledzié procesy PowerShell,
ktére przebiegaja w $rodowisku uzytkownika wraz z poleceniami wykonanymi w ramach tych

procesow.

ADAudit Plus pozwala poddac inspekcji nastepujace wersje programu PowerShell:
© PowerShell, wersja 5.0

o PowerShell, wersja 4.0

1. Konfiguracja inspekcji programu
PowerShell w ADAudit Plus

Aby skonfigurowac inspekcje PowerShell w kontrolerze domeny (DC), skonfiguruj domene oraz
kontroler DC w ADAudit Plus. Kliknij tutaj, aby zobaczy¢ jak.

Aby skonfigurowac inspekcje PowerShell na serwerze Windows, skonfiguruj serwer Windows w
ADAudit Plus. Kliknij tutaj, aby zobaczy¢ jak.

2. Konfiguracja zasad inspekcji w domenie

Zasady inspekgcji nalezy konfigurowad, aby rejestrowac zdarzenia zwigzane z kazda aktywnoscia.

2.1. Konfiguracja automatyczna

ADAudit Plus pozwala automatycznie skonfigurowaé wymagane zasady inspekgji na potrzeby

inspekcji programu PowerShell.

Aby dowiedziec sie, jak automatycznie wtaczyc zasady inspekcji na potrzeby inspekcji programu

PowerShell w:
© kontrolerze domeny, kliknij tutaj;

o serwerze Windows, kliknij tutaj.
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2.2. Konfiguracja reczna
2.2.1. Rejestrowanie modutu

1. Zaloguj sie do dowolnego komputera z e Group Policy Management Console (GPMC),

uzywajac poswiadczen administratora domeny.

2. Otwdrz konsole GPMC i, w zaleznosci od konfiguragji, edytu;j:

© Default Domain Controllers Policy, aby witaczy¢ rejestrowanie modutu w kontrolerze DC.

o ADAuditPlusMSPolicy, aby wtaczy¢ rejestrowanie modutu w serwerze Windows.

3. WGroup Policy Management Editor przejdz do obszaru Computer Configuration > Policies >
Administrative Templates > Windows Components > Windows Powershell.. Przejdz do

prawego panelu i prawym przyciskiem kliknij opcje Turn on Module Logging > Enabled

4. W panelu Options kliknij opcje Show. W oknie Module Names wpisz *, aby zarejestrowacd

wszystkie moduty i nacisnij OK.

File Action View Help

e 2@ Hml T

9 Policies

- HomeGroup ~ . Windows PowerShell
] Internet Explorer . set 5 .
| Internet Information Sevices Turn on Module Logging etting tate omment
Location and Sensors [ Turn on Module Logging Nt configured No
- Edit policy setting
| Maintenance Scheduler urm on Fowersnen scrpr biock Logging Nt configured No
| Maps Requirements: um on Script Execution Nt configured No
| MDM At least Microsoft Windows 7 or um on PowerShell Transcription Nt configured No
“| Microsoft Secondary Authentication Factor Windows Server 2008 family et the default source path for Update-Help Not configured No
| Microsoft User Experience Virtualization
Description:
| NetMeeting a
| OneDrive This poliey setting allows you to
| Online Assistance turn on logging for Windows EE] Tum on Module Logging Next Setting

| Portable Operating System
“| Presentatien Settings
| Remote Desktop Services

PowerShell modules.

If you enable this policy setting,
pipeline execution events for

O Not Configured ~ Comment

°| RSS Feeds members of the specified modules (@® Enabled
7 Search are recorded in the Windows
| Security Center PowerShell log in Event Viewer, Q) Disabled
| Shutdown Options Enabling this policy setting for a Supported on: At least Microsoft Windows 7 or Windows Server 2008 family
module is equivalent to setting the
1 Smart Card LogPipelineExecutionDetals property
| Software Protection Platform of the module to True. Show Contents o x
| Sound Recorder Options
store If you disable this policy setting,
o s ettings logging of execution events s Mol Names
- T"’m;’m 9 disabled for all Windows PowerShell To turn on logging for one or more modules, click
al Y.

| Task Scheduler
| Windows Calendar

| Windows Color System

| Windows Customer Experience Improvement Pr
| Windows Defender

| Windows Error Reporting

| Windows Hello for Business

| Windows Ink Workspace

| Windows Installer

| Windows Logon Options

| Windows Mail

| Windows Media Digital Rights Management

| Windows Media Player

modules. Disabling this policy setting
for a module is equivalent to setting
the LogPipelineExecutionDetails
property of the module to False.

If this policy setting is not
configured, the
LogPipelineExecutionDetails property
of a module or snap-in determines
whether the execution events of a
module or snap-in are logged. By
default, the
LogPipelineExecutionDetails property
of all modules and snap-ins is set to
False.

Show, and then type the module names in the list.
Wildcards are supported

Medule Names

To turn en logging for the Windows PowerShel core
modules, type the following module names in the
list:

Microsoft.PowerShell *

MicrosoftWSMan Management

» | il I

Windows Messenger To add modules and snap-ins to
i seng the policy setting lis, click Show, and arelogged. By default, the LogPip Jetails property
hiseddebiioan then type the module names in the of all modules and snap-ins is set to False,
| Windows PowerShell list. The modules and snap-ins in the v
5 y rysis list must be installed on the
“| Windows Remote Management (WinRM) computer. Cancel Apply

| Windows Remote Shell
| Windows Update
| Work Folders

7, Al Settings
| Preferences
~ & User Configuration

°| Preferences.

Note: This policy setting exists
under both Computer Configuration
and User Configuration in the Group
Policy Editar. The Computer
Configuration policy setting takes
precedence over the User
Configuration policy setting.

", Extended / Standard
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1. Zaloguj sie do dowolnego komputera z konsola GPMC, uzywajac poswiadczen

administratora domeny.

2. Otwdrz konsole GPMC i, w zaleznosci od konfiguracji, edytuj:

© Default Domain Controllers Policy, aby witaczy¢ rejestrowanie modutu w kontrolerze DC.

o ADAuditPlusMSPolicy, aby witaczyd rejestrowanie modutu w serwerze Windows.

3. W Group Policy Management Editor przejdz do obszaru Computer Configuration > Policies >

Administrative Templates > Windows Components > Windows Powershell. Przejdz do

prawego panelu i prawym przyciskiem kliknij opcje Turn on PowerShell Script Block

Logging > Enabled.

File Action View Help

s | 2@ = BE T

~ HomeGroup
7| Internet Explorer
7| Internet Information Services
Location and Sensors
“| Maintenance Scheduler
| Maps
MDM
“| Microsoft Secondary Authentication Factor
“I Microsoft User Experience Virtualization
I NetMeeting
I OneDrive
| Online Assistance
| Portable Operating System
| Presentation Settings
“| Remote Desktop Services
7| RSS Feeds
7| Search
| Security Center
“| Shutdown Options
“i Smart Card
“I Software Protection Platform
“I Sound Recorder
5 Store
I Sync your settings
i Tablet PC
7| Task Scheduler
*| Windows Calendar
“| Windows Color System
“| Windows Customer Experience Improvement Pr
“| Windows Defender
“| Windows Error Reporting
“| Windows Hello for Business
| Windows Ink Workspace
“I Windows Installer
“ Windows Logon Options
I Windows Mail
I Windows Media Digital Rights Management
I Windows Media Player
“| Windows Messenger
Windmue Mahilit Cantar
| Windows PowerShell
L eniiuows neaviny iaiysis
“| Windows Remote Management (WinRM)
“| Windows Remote Shell
“| Windows Update
| Work Folders
7L Al Settings
“| Preferences
v & User Configuration
7| Policies
7| Preferences

~ Windows PowerShell

If you enzble the Script Block
Invecation Logging, PowerShell
additionally logs events when
invocation of a command, script
block, function, or script

starts or stops. Enabling
Invocation Logging generates a high
volume of event logs.

Note: This policy setting exsts
under both Computer Configuration
and User Configuration in the Group
Policy Editor. The Computer
Configuration policy setting takes
precedence over the User
Configuration policy setting.

[] Leg script block invocation start / stop events:

Turn on PowerShell Script Block ~~ Setting State Comment
Logging = Tuen an Maduls | anninn Enabled No
— & Tumn on PowerShell Script Block Logging Not configured No
oo L] LU on sUpL exeLuLLn Not cenfigured No
Requirements: Turn on PowerShell Transcription Not configured No
At least Microsoft Windows 7 or | Set the default source path for Update-Help Net configured Ne
Windows Server 2008 family
Description: & Tum on PowerShell Script Block Logging o x
This policy setting enables B} Tum on PowerShell Script Block Logging E i
logging of all PowerShell script input = 9 = 9
to the Microsoft-Windows-
PowerShell/Operational event log. If (O Not Configured ~ COMMENt:
you enable this policy setting,
Windows PowerShell will log the ® Enabled
processing of commands, script :
blocks, functions, and scripts - O Disabled
whether invoked interactively, or Supported on: [ st |east Microsoft Windows 7 or Windows Server 2008 family
through autemation.
If you disable this policy setting,
logging of PowerShell script input is Options: Help:
disabled.
~

This policy setting enables logging of all PowerShell script
inpu to the Microsoft-Windows-PowerShell/Operational event
log. If you enable this policy setting,

Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through automation.

If you disable this palicy setting, logging of PowerShell
script input is disabled

If you enable the Script Block Invocation Logging,
PowerShell additionally logs events when invocation of a
command, script black, function, or script

starts or stops. Enabling Invocation Logging generates a
high volume of event logs.

Note: This policy setting exists under both Computer
Configuration and User Configuration in the Group Policy Editor.
The Computer Configuration policy setting takes precedence
over the User Configuration policy setting. v

Cancel Apply

", Extended /, Standard
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3. Konfiguracja rozmiaru dziennika

Zalecamy ustawienie maksymalnego rozmiaru dziennika PowerShell na 150 MB. Aby to zrobi¢,

wykonaj nizej opisane czynnosci.

1. Zaloguj sie do dowolnego komputera z konsolag GPMC, uzywajac poswiadczen

administratora domeny.

2. Otwdrz konsole GPMC i, w zaleznosci od konfiguragji, edytu;j:

© Default Domain Controllers Policy, aby witaczy¢ rejestrowanie modutu w kontrolerze DC.

© ADAuditPlusMSPolicy, aby wtaczyc rejestrowanie modutu w serwerze Windows.

3. W Group Policy Management Editor przejdz do obszaru Computer Configuration >
Preferences > Windows Settings, i prawym przyciskiem myszy kliknij k Registry > New >

Registry Item.

4. W polu Action kreatora New Registry Properties wybierz Update z listy rozwijane;j.
W polu Hivewybierz HKEY_LOCAL_MACHINE z listy rozwijanej. W polu Key Path wpisz:
SOFTWARE\Microsoft\Windows\CurrentVersion\WINEVT\Channels\Microsoft-Windows-
PowerShell\Operational. W polu Value wartosci usun zaznaczenie pola obok opcji Default i
podaj MaxSize. W polu Typ wartosci wybierz REG_DWORD z listy rozwijane;j.
W polu Value type wpisz 153616384. W polu Base wybierz Decimal, a nastepnie kliknij Apply.

File Action View Help
2@ Eb0mdz HE RO +

| Default Domain Centrollers Pol|
v (@ Computer Lontiguration

New Registry Properties X

| Policies General Common
w || Preferences
v Windows Settings E.g?;

58] Environment Action:  Update v
#7 Files
(3¢ Folders
1 Hive: HKEY_LOCAL_MACHINE ~
%] Ini Files
¥ Registry Key Path: ‘SOFI“NAREWllcrosoft\'w"flndows\Current\/‘ers»o‘

5] Network Shares
[2] Shortcuts
(=9 Control Panel Settinc [ pefault ‘ MaxSize ‘
v % User Configuration

Value name

Palicies

Preferences Value type: REG_DWORD s

Value data: [ 153616384 |

Base

‘T:‘ Hexadecimal
(® Decmal

. R o ] y b

Registry
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4. Rozwigzywanie problemow

1. Jak zweryfikowaé, czy pozadane zdarzenia sa rejestrowane?
Otwdrz Event Viewer w komputerze, w ktérym skonfigurowano inspekcje PowerShell.
Przejdz do lewego panelu i kliknij opcje Application and Service Logs > Microsoft >
Windows > PowerShell > Operational. Sprawdz, czy zdarzenia 4103 oraz 4104

s3 rejestrowane.
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ManageEngine ADAudit Plus to dziatajgce w czasie rzeczywistym oprogramowanie do inspekcji i
sprawozdawczosci o nastepujgcych funkcjach:

Monitorowanie ustugi Active Directory (AD), Azure AD, serwerdow plikow systemu Windows, serwerdow
cztonkowskich i stacji roboczych oraz pomoc w przestrzeganiu rozporzadzen, w tym HIPAA, RODO, oraz
innych regulacji.

Zamiana surowych i niejasnych danych dziennika zdarzen w praktyczne, generowane po kilku
kliknieciach raporty, ktére informujg o dziataniach poszczegodlnych uzytkownikow oraz o czasie i miejscu
ich wykonania w ekosystemie Windows.

Identyfikacja nieprawidtowej aktywnosci oraz wykrywanie potencjalnych zagrozen dla przedsiebiorstwa

za pomoca analizy zachowan uzytkownika (User Behaviour Analytics, UBA).
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