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Deploying PAM360 Agent in Endpoints using
Microsoft System Center Configuration Manager
(SCCM)

System Center Configuration Manager (SCCM), developed by Microsoft, streamlines IT
management in large-scale environments by deploying agents to centrally manage and
monitor devices. The bulk agent installations are crucial for saving time and ensuring
consistency, especially in extensive IT infrastructures. SCCM's capabilities empower
administrators to deploy client agents to multiple endpoints simultaneously, maintaining

a standardized and secure computing environment.

Note: This deployment method is applicable only for Windows resources/Windows

agents.

1. Installing PAM360 Agent using SCCM

Follow the below steps to install the PAM360 agent in bulk using SCCM:
1. To begin the PAM360 agent installation process, log in to PAM360 and navigate
to 'Admin >> PAM360 Agents'.
2. Download the Windows Agent to the preferred network path and ensure to copy
the Agent Key value.
3. Next, download the agent installation script file zip and extract the script files to
the preferred folder.
Ensure the below SHA256 value upon downloading the file:
SHA256 Checksum:
88133a952631¢c51a40450613703d0alebefa675b92b07ef024ce2c7fab80bcdl
4. Open the PAM360Agentinstallation.ps1 script file in an editor from the extracted
folder and do the steps as follows:
i. Enter the network path in the $AgentZipSource variable where the PAM360
Windows Agent is downloaded. For example -
"\\zylker.com\PAM360\PAM360_WindowsAgent_CS.zip".
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Add a destination path of the endpoints or target machines in the

$AgentDestinationPath variable, for example, c:\Program Files. This is the

location where the agent will be installed in the target endpoints, so ensure

that this path is available in all the target machines.

Enter the copied Agent Key and the agent module as required to complete

the PAM360Agentinstallation.ps1 script file updates:

a.

If you are installing the agent as a service for password management, self-
service privilege elevation, and zero trust implementation, enter 1,2,3. For
example, "./Agentinstaller.exe install <a560f6385298754c> 1,2,3"

If you are installing the agent as a service for password management, enter
1. For example, "./Agentinstaller.exe install <a560f6385298754c> 1"

If you are installing the agent as a service for self-service privilege
elevation, enter 2. For example, ".JAgentinstaller.exe install
<a560f6385298754c> 2"

. If you are installing the agent as a service for zero trust implementation,

enter 3. For example, "./Agentinstaller.exe install <a560f6385298754c> 3"

You can also enter a different combination based on your agent's installation

requirements.

5. Now, open the Microsoft Configuration Manager Console and select Software

Library.

6. On the page that changes, navigate to Overview >> Office 365 Client

Management >> Script and select Create Script.

TicrosoR Configuration Manager [Connected
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7. In the script dialogue box that opens,
a. Enter the Script name. For example, PAM360Agentinstallation
b. Enter the Script description. For example, PAM360 Resource Agent
Installation in Endpoints.
c. Select the Script language as PowerShell and set the Script timeout seconds
as required, preferably to 60.
d. Use the Import button to import the updated PAM360Agentinstallation.ps1

script file.

Read
H P Type here to search

e. Validate the details and click Next > to complete the script creation process.

-0 03 &

@ The task "Create Script” completed successfully
o

Detls:

To et the wzard, cick Gose

=
g P Type here to search

8. Inform another user with the Microsoft administrator privilege to validate

(Approvel/Deny) and approve the created script for bulk agent installation.
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9. Once the created script is validated by another administrator, you can execute
the script on the relevant target devices/device groups to install the PAM360

agent. To do so,
a. Navigate to Overview >> Device Collections from the Assets and

Compliance section.
b. Right-click over the required device group and click Run Script to execute the

script in the selected endpoints or target machines in bulk.
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10.Upon successful completion, the agent will be installed with the respective
modules in the target devices or endpoints available in the selected device

group.

2. Uninstalling PAM360 Agent using SCCM
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Follow the below steps to uninstall the PAM360 agent in bulk using SCCM:

1.

Open the Microsoft Configuration Manager Console and select Software

Library.

On the page that changes, navigate to Overview >> Office 365 Client

Management >> Script and select Create Script.

In the script dialogue box that opens,

a. Enter the Script name. For example, PAM360AgentUninstallation

b. Enter the Script description. For example, PAM360 Resource Agent
Uninstallation from Endpoints.

c. Select the Script language as PowerShell and set the Script timeout seconds
as required, preferably to 60.

d. Use the Import button to import the PAM360AgentUninstallation.ps1 script
file.

e. Validate the details and click Next > to complete the script creation process.

Inform another user with the Microsoft administrator privilege to validate

(Approvel/Deny) and approve the created script for bulk agent uninstallation.

Once the created script is validated by another administrator, you can execute

the script on the relevant target devices/device groups to uninstall the PAM360

agent. To do so,

a. Navigate to Overview >> Devices from the Assets and Compliance section.

b. Right-click over the required device group and click Run Script to execute the
script in the selected endpoints or target machines in bulk.

Upon successful completion, the agent will be uninstalled from the target

devices or endpoints available in the selected device group.

www.manageengine.com/pam360



https://www.manageengine.com/pam360

Agent Installation in Multiple Endpoints - Windows

Deploying PAM360 Agent in Endpoints via Windows
Group Policy Objects (GPO)

1. Installing the PAM360 Agent via Windows Group Policy
Objects (GPO)

This section details the steps needed to install the PAM360 Agent in multiple endpoints
using Windows Group Policy Objects (GPO). Download the PAM360-Agent-Script zip
and extract the script files PAM360AgentinstallationScript.ps1  and
PAM360AgentUninstallationScript.ps1.

Ensure the below SHA256 value upon downloading the file:
SHA256 Checksum:
08ea77d7fc414f5a36772e881f07e04b406052f98c6ed8643629cfdce769f7d4

a. Prerequisites

e Refer to the steps detailed in this help page, download the PAM360 agent
installation zip from the PAM360 interface, and copy the Agent Key. Save the key
in a secure location—this must be added to the PAM360 PowerShell script later.

e |f you already have agents installed in the endpoints, follow these steps to
uninstall the agents in bulk using the uninstallation script. This script will uninstall
both the C++ and C agents.

e Create a Domain with all the target machines that need to be included in the

GPO to be the endpoints where the agent is to be installed.

b. Steps to Create a GPO in the Domain and to Add Target Machines

1. Open the Server Manager and navigate to Tools >> Group Policy Management
from the top right corner.
2. Right-click the domain name, click Create a GPO in this domain, and Link it

here...
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3. Enter a name for the new GPO and save - AgentGPO. Provide a name for the new

GPO, for example, AgentGPO. Now, click the newly created GPO under Scope >>
Security Filtering, and click Add. In the Select User, Computer, or Group
window, enter the target machine names or the name of the group name that
contains all the target endpoints or the names of the target machines individually
and click OK.

L) Remote Desktop Connection - o x
| Group Policy Management -

| % File Action

e

View Window Help

AgentGPO
Scope  Detais Settings = Delegation
Links

14 AgentGPO Display links inthis location
i/ Default Domain Policy ‘The following sites, domains, and OUs are linked to this GPO:
o TesAgent ~
Location Enforced Lk Enabled  Path
F= com Yes Yes com
1) Starter GPOs
[ Sites
{i Group Policy Modeling
[% Group Policy Results
Security Filtering
The settings in this GPO can only apply users.
Name

82 Authenticated Users
8 Test (1 NTest)

WMI Filtesing
This GPO s linked to the following WMIiter
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This GPO is linked to the following WM fiter:

4. Switch to the Delegations tab. Right-click the group you have added and provide

full access permission as shown below.

L %S Remote Desktop Connection - [m) X
|5 Group Policy Management - o
2 File Action View Window Help -

e am 6l &

1R Group Policy Management AgentGro
v —Y\;_;’;‘t Scope Detais | Settings | Delegation
« [ Domains
2 h have the specied his GPO
vE
4 AgentGPO Groups and users:

2/ Default Domain Policy Name Alowed Permissions Inherted

) TesAgent 82, Authenticated Users Read from Securty Fittering) No
> [ Domain Controllers 2, Domain Admins \Domain Admins) Edt settings. delete. modfy securty No
> TargetMachines 92, Enterprise Admins \Enterprise Admins) Edt settings, delete, modify securty No
> [3 Group Policy Objects 52 ENTERPRISE DOMAIN CONTROLLERS Read No
> (5 WMIFilters 82,SYSTEM Edt settings. delete. modfy securty No
> (3] Starter GPOs A TargetMachinesy Read from Secury Fitering) No

> [f Sites 8,Test ( ol Read Edit setiings, delete. modfy securty No
§i Group Policy Modeling Edit settings
[ Group Policy Results Edit settings, delete, modify security.
Remove
Properties

You have successfully created a Group Policy and added the target machines
where the PAM360 agent is to be installed.

c. Steps to Add the Installation Script and Agent Installation Zip in the
GPO

1. Now right-click the GPO name from the left pane and click Edit settings, delete,
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modify security. The Group Policy Management

Editor window will open.

L% Remote Desktop Connection - o X
(R Group Policy Management o ~
(R File Action View Window Help N
e 2FE X0 Hm
(& Group Policy Management Ir
v A\ Forest: =] Group Policy Management Editor - o X
~ [ Domains File Action View Help
v# .
4 AgentGPO e 2@ HmE
u’ Default Domain Policy (-] AgentGPO [EC2AMAZ-RS4VAO( | Windows Settings
i/ TesAgent ~ & Computer Configuration
5] Domain Controllers v & Policies Select an item to view its description.  Name
2] TargetMachines > [ Software Settings I Name Resolution Policy
> [ Group Policy Objects « (] Windows Settings 2] Scripts (Startup/Shutdown)
(5 WMIFilters | Name Resolution = Deployed Printers
> [ Starter GPOs cripts (Startup/S| i Security Settings
» L Sites eployed Printer, liPolicy-based QoS
£ Group Policy Modeling 5 Security Settings
& Group Policy Results ully Policy-based Qof
> [ Administrative Temp
> [7] Preferences
v & User Configuration
> [ Policies
> [ Preferences
< > |\ Bxtended { Standard /
II 2

2. Navigate to the Policies >> Windows Settings folders. Double-click Scripts. In
the Scripts window, click Startup and then click Properties.

L)
& Group Policy Management
|Z File Action View Window Help

e @ X6 Hm

(& Group Policy Management
v A\ Forest:
v (5 Domains
vE
i AgentGPO
= Default Domain Policy
TesAgent
> 21 Domain Controllers
51 TargetMachines
7 Group Policy Objects
(5 WM Filters
> (3 Starter GPOs
> [ Sites
{i Group Policy Modeling
[ Group Policy Results

Remote Desktop Connection - o X
. A
L=/ Group Policy Management Editor - o P
file Action View Help
e 2@ B Hm
[ AgentGPO (EC2AMAZ-R54V40( [T Scrpts (Startup/Shutdown)
v (& Computer Configuration .
v [ Policies Startup eme
3 Software Settings || o\ broperties B sortwp
v (] Windows Settings pley Stoperies. 2] Shutdown
“] Name Resolution| | Description:
Scripts (Startup/S| | Contains computer startup scripts.
Deployed Printer:
> B Security Settings
> 4l Policy-based Qo
> ] Administrative Temp
(] Preferences
v & User Configuration
> [ Policies
> [ Preferences
< > |\ Extended A Standard /
[ This GPO s linked to the following WHI fiter Y

3. Switch to the PowerShell Scripts tab and click Show Files. The network

directory will open. Now, copy the path of the network location.
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% File Action View Window Help

L2 EalllR 4 |

& Group Policy Management 4
v £\ Forest: File Action View Help

" «=| 2@ 0 M3

»4 AgentGPO | AgentGPO [EC2AMAZ-R54V4O( Scripts (Startup/Shutdown)
51/ Default Domain Policy v & Computer Configuration "
v [ Policies

Startup Startup Properties ? %

Software Settings
v [] Windows Settings
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§&¥ Group Policy Modeling
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Name Parameters

Forthis GPO, run scripts in the following order.
Not configured v

\i/ PowerShell scripts require at least Windows 7 or Windows Server
2008 R2

oK Cancel Aeply

> |\ Extended / Standard

| This GPOisnked to the following WMI fter ©

4. Open the extracted PAM360AgentinstallationScript.ps1 file and do the steps as
follows:

i. Add the network location path copied in the previous step as the source
variable. for example - "\\zylker.com \SysVol\zylker.com\Policies\{33A6F6BE-
4A9E-4CCA-AB5A-
7C96E14F2ACB}\Machine\Scripts\Startup\PAM360_WindowsAgent_CS.zip".

ii. Add a desired destination path, for example, c:\Program Files. This is the
location where the agent will be installed in the target endpoints, so ensure
that this path is available in all the target machines.

ii. Append the following data beside "./Agentinstaller.exe install $args" as
required:

a. If you are installing the agent as a service for password management, self-
service privilege elevation, and zero trust implementation, enter 1,2,3. For
example, "./Agentinstaller.exe install $args 1,2,3"

b. If you are installing the agent as a service for password management, enter
1. For example, "./Agentinstaller.exe install $args 1"

c. If you are installing the agent as a service for self-service privilege
elevation, enter 2. For example, "./Agentinstaller.exe install $args 2"

d. If you are installing the agent as a service for zero trust implementation,

enter 3. For example, "./Agentinstaller.exe install $args 3"
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You can also enter a different combination based on your agent installation
requirements.

5. Now, paste the PAM360 agent PowerShell script file and the Agent installation zip
in the GPO network location.

L5

- Remote Desktop Connection

o X
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3 Starter GPOs v Quick access "
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Screenshots
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i@ Sites F Security Settings

§¥ Group Policy Modeling
% Group Policy Results

Name Parameters
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Add.
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Remo
For this GPO, run scripts in the following order:

Not configured v

) PowerShel scripts require at least Windows 7 or Windows Server
L) G

Show Files.

[

< > |\ Extended ( Standard /

| This GPO s ke to the folowng Wi fter

6. Click Add and add the PAM360AgentinstallationScript file name under Script
Name and the agent installation key copied from PAM360 under Script
Parameters. Click Apply and OK again to save the settings.

7. In the Group Policy Management Editor, navigate to Administrative Templates
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>> System and open the Group Policy.

8. Under the Group Policy folder, right-click Specify workplace connectivity wait

time for policy processing.
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3 Logon i you enable this policyseting, Corfigure Group Polcy Caching Not confi
[ Mitigation Options Group Policy uses this Enable Group Policy Caching for Servers Not confi
> [ NetLogon administratively configured Configure Group Policy slow link detection Not confi
5 [ Power Management maximum wait time for workplace Set Group Policy refresh interval for computers Not confi
Recovery connectivity, and overrides any e G Bl Not conf
) ) Gefault o system- computed wat roup Policy refresh interval for domain controllers ot conti
Remote Assistance time. TR R

54 setting(s)

\ Extended /( Standard /

| T Tenng:

This GPO is linked to the following WMIfiter:

9. From this window, click the Enabled option. Enter the Amount of time to wait as

120 seconds and click Apply and OK to save the settings.
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L) - Remote Desktop Connection - o X
|2 Group Policy Management - ~
| X File Action View Window Help

e nmE X6 Hm

[ & Group policy Management Editor - o X
(& Group Policy Management File Actinn View el
v A\ Forest: ~
N . & Specify workplace connectivity wait time for policy processing o x
v (5 Domains

2 aentGpo | [ Speciy workplace connectivity wait time for plicy processing [[revous seting | [ Newseing
4 Agent

52/ Default Dom) ivity wait  Setting Stat A

J TesAgent | O NotConfigured ~ Comment: ‘Agent installation time| essing ] Logging and tracing
1 Domain Con|

2] Allow cross-forest user policy and roaming user profiles Not confi

51 TargetMachi| ® Enabled ion poli ;

2] Targ Configure software Installation policy processing Not confi

5 Group Policy () pisabled [£2] Configure disk quota policy processing Not confi

4 ‘SM"" F"G‘;’; Supported on: ['At least Windows Server 2012, Windows 8 or Windows RT ever 2012 [B) Configure EFS recovery policy processing Not confi

o 3 Starter GPOs ows [2) Configure folder redirection policy processing Not confi
[ Sites

[£2) Configure Intemet Explorer Maintenance policy processing  Not confi

Options: Help: specifies how £ Configure IP security policy processing Not confi
should wait for

5 Group Policy Model
% Group Policy Result

[ Configure registry policy processing Not confi

‘Amount of time to wat (in seconds) This policy setting specifies how long Group Policy should wait ;V;znup policy || ) Configure scripts policy processing Not confi

for workplace connectivity notifications during startup policy tpEoncy & Configure secuity poliy processing Not confi

|120 = processing. If the startup policy processing is synchronous, the ronous, the | Configure wired policy processing Not confi
computer s blocked until workplace connectivity is available or | Lo = 9

the wait time i reached. If the startup policy processing is ity is available | = Configure wireless policy processing ) L

asynchronous, the computer is not blocked and policy wached fithe - [l Specify workplace connectivity wait time for policy processi... Not confi

s s “::::‘;‘(’ "‘S'E*t‘::"’;‘:i’r:‘;’:; I: ““:’ o e lessing is [££] Determine if interactive users can generate Resultant Set of .. Not confi

ol it aa e Yy system-compute computeris 22 Tum off Group Policy Client Service AOAC optimization Not confi

licy processing -2} Tym off background refresh of Group Policy Not confi

—_— ; kground. |
If you enable this policy setting, Group Policy uses this cxgrounc.

you enable thi policy set liusesthis ring this policy | i) Tum off Local Group Policy Objects processing Not confi
administratively configured maximum wait time for workplace y system- Remove users' ability to invoke machine policy refresh Not confi
connectivity, and overrides any default or system-computed wait | |2
time. 3 Continue experiences on this device Not confi
22 Configure Group Policy Caching Not confi
olicy setting,
If you disable or do not configure this policy setting, Group his [££] Enable Group Policy Caching for Servers Not confi
p""‘,yw‘\',:,“:”‘e default wait time "fm*“’:d“';" ‘:’“p“;ﬁ" nfigured [££) Configure Group Policy slow link detection Not confi
running Windows operating systems greater than Windows e for workplace 2| Set Group Policy refresh interval f ut Not confi
configured for workplace connectivity. errdes any |i2) Set Group Policy refresh interval for computers ot confi
omputed wat (£ Set Group Policy efrsh nteva or domain controlers Not confi
< >

g
H This GPO is linked to the following WMI fiter:

10. The GPO will be applied. Once you restart all the target endpoints, the PAM360
Agent PowerShell script will be invoked, and the agent will be installed in the
target machines.

1. After the successful installation of the agent, disable the startup script for the
GPO you created (AgentGPO in this example). This will ensure that the script is

not invoked every time the target machines are restarted.

d. Troubleshooting Steps

Ensure that the AgentGPO has a higher precedence than the other GPOs. This is to

make sure that the other GPOs do not override the permissions of the AgentGPO.

To check this, click the GPO name, right-click the Enforced option, and check if it is
enabled.
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L

| < Group Policy Management

- Remote Desktop Connection

2 File Action View Window Help

&= nE o HE

3 Group Policy Management AgentGPO
v ) Forest Scope Detals Settings Delegation
v (5 Domains Lk
v &

4 AgentGPO Display links in this location:
ai Default Domain Policy The following sites, domains, and OUs are linked to this GPO:
=i TesAgent =
=] Domain Controllers Location Erforced  Link Enabled Path
| Tergtbachines A T —
% Group Policy Objects ¥ Enforced
5 WMIFilters ¥ Link Enabled
) Starter GPOs

Delete Link(s)
i Sites

5 Group Policy Modeling
%) Group Policy Results

Security Filtering
The settings inthis GPO' can only apply to the following groups, users, and computers:
Name

82 Authenticated Users
2, TargetMachines ( \TargetMachines)
2 Test Test)

Add... Remove Properties

WHMI Filtering
This GPO is nked to the following WM fiter:

2. Uninstalling the PAM360 Agent via Windows Group Policy
Objects (GPO)

a. Steps to Add the Uninstallation Script in the GPO

1. Right-click the name of the GPO you created from the left pane and click Edit

settings, delete, modify security. The Group Policy Management Editor window
will open.
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L) Remote Desktop Connection - o %
& Group Policy Management
3 File Action View Window Help -
5| 2@ XC|HE

'3 Group Policy Management

v A\ Forest: L=/ Group Policy Management Editor - u] X
v (3 Domains File Action View Help
v E pe 3
w4 AgentGPO LX RANREN 7 Kol

</ Default Domain Policy L] AgentGPO [EC2AMAZ-RS4VAO( | Windows Settings

TesAgent v & Computer Configuration
Domain Controllers < & Policies Select an item to view its description.  Name
TergetMachines » [ Software Settings | Name Resolution Policy
 Group Policy Objects « (5] Windows Settings 2] Scripts (Startup/Shutdown)
5 WMI Filters | Name Resolution = Deployed Printers
> [ Starter GPOs 2} Scripts (Startup/s| Fh Security Settings
> [ Sites =5 Deployed Printer, lliPolicy-based QoS
£t Group Policy Modeling F Security Settings
(5 Group Policy Results ol Policy-based Qo
» [ Administrative Temp
> [7] Preferences
v & User Configuration
> [ Policies

7| Preferences

< > |\ Btended / Standard

2. Navigate to the Policies >> Windows Settings folders and double-click the
Scripts. In the Scripts window that opens, click Startup and then click

Properties.

oYl - Remote Desktop Connection - o X
| = Group Policy Management - A
| File Action View Window Help N
e 2@ X6 HE

1 Group Policy Management =] Group Policy Management Editor - [m] X

v A\ Forest: File Action View Help

v [£5 Domains pe =
%fj LI EE 7
4 AgentGPO L] AgentGPO [EC2AMAZ-R54V40{ [T Scripts
Default Domain Policy Start
TesAgent up
Domain Controllers Display Propertes
TargetMachines ~ [ Windows Settings Hopeties
Group Policy Objects > [£] Name Resolution|| Description:
WMI Filters &) Scripts (Startup/S|| Contains computer startup scripts.
> (] Starter GPOs > i Deployed Printer
> [ Sites > Fh Security Settings
roup Policy Modeling > gl Policy-based Qo
(% Group Policy Results > [5] Administrative Temp
> [ Preferences
v 4% User Configuration
> [ Policies
>[I Preferences
< > |\ Btended (Standard
[ This GPO i nked to the following WM fiter §

3. Switch to the PowerShell Scripts tab and click Show Files. The network

directory will open.
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L)l Remote Desktop Connection - o X

2 Group Policy Mans

& File Action View Window Help -

e | nFE X HE

R Group Policy Management L& Group Policy Management Editor o X
v A\ Forest: File Action View Help
5 Domains P
Mot e 2@ B HE
ot AgentGPO [ AgentGPO [EC2AMAZ-R54v40d [T Sernte (Startup/Shutdown)
4/ Default Domain Policy v & Computer Configuration
5] TesAgent v [ Policies Startup Startup Properties 7 %
1 Domain Controllers > [ Software Settings || b
5] TargetMachines v 1 Windows Settings || Y 2B Scrpts  PowerShel Scrts
% Group Policy Objects ] Name Resolution|| Description:
[ WMIFilters. (&) Scripts (Startup/S| | Contains comp: E Windows PowerShel Startup Scripts for AgentGPO
T Starter GPOs » = Deployed Printer
> [{ Sites > B Security Settings
} Group Policy Modeling > all Policy-based Qo Name Perameters U
% Group Policy Results > [ Administrative Temp e

71 Preferences

v & User Configuration
> [Z Policies

[ Preferences

Forthis GPO. run scripts in the following order:
| Not configured v

\1‘) PowerShell scripts require at least Windows 7 or Windows Server
2008 R2

oK Cancel | | oply

< > |\ Extended / Standard /

|| This GPO s nked to the following WMIiter. M

4. Now, paste the PAM360 agent Uninstallation PowerShell script file in the GPO

network location.

- Remote Desktop Connection - o X
p Policy Ma a A
| File Action View Window Help -
= @ X6 Hm
|2 Group Policy Management “Agemspo
v A\ Forest: ; N =
« [ Domains (5 Group Polic ement Editor [=
v File Action View Help
4 AgentGPO PN =T Startup P ? x|
5 Dsfau[.t Domain Policy [ @ % = |Storwp _ o < Inherited
v (2] Domain Controllers No
151/ Default Domain Controllef Home  Share  View ) B
v (2] TargetMach
iy « v L« Sysvol > > Policies > (33A6F6BE-4AIE-4CCA-ABSA-TCIGET4F2ACB) > Machine > Scripts > Startup v 0| | search Startup » No
2 Group Policy Objects No
> [ WMiIFilters Name Date modified Type Size No
[ Starter GPOs # Quick access .
Sites 4 PAM360AgentUninstallationScript 10/5/2022 6:52 AM Windows Powersh 1K8 No
. . = Desktop »
Group Policy Modeling
(2 Group Policy Results & Downloads
[ Documents
= Pictures »
Screenshots
L Script
Shutdown
Startup
= This PC
& Network

Titem  1item selected 478 bytes

I ) 9
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N - Remote Desktop Connection - o X
| & Group Policy Management - o
(& File Action View Window Help -
e a@ X Bm
|2 Group Policy Manaaement HAgentGPo
v A Forest: =1 Groun Policy M £ >
< 3 Domains 5] Group Policy Management Edito - o x
v File Action View Help
4 AgentGPO - = - Startup Properties 7 X
5/ Default Domain Policy e 2@ B HE Inherted
Dorvl;aifn Clo;trol\ersc , 5] ;gethPO : - =) Senpt= (Siartap/Shitdown) Scrpts PowerShell Scripts N
i/ Default Domain Controller{ v & Computer Configuration o
TargetMachines v [ Policies Startup ’ B3 vindows PowerShel Stattup Scrpis for AgentGPO No
> [ Group Policy Objects v 7] Software Settings || B -
Display Properti >
5 WMIFilters [ Software installat | -+ Y ~HOREHEE B o
> ([ Starter GPOs v [] Windows Settings Description: Name Parameters ‘ Up No
[ Sites , ] Name Resolution|| Contains computer startup scripts, e Tt o No
&% Group Policy Modeling 2!, Scripts (Startup/S|
(2 Group Policy Results » 9 Deployed Printer,
> F Security Settings Add..
> gl Policy-based Qof
| Administrative Temp| Edt...
(] Preferences < >| | Remove
 § User Configurati
8% User Configuration Forthis GPO. un scrpts in the foloving order:
71 Policies
| Preferences [ Not configured v
\i‘) PowerShell scripts require at least Windows 7 or Windows Server
2008 R2
Show Fies.
o] I
< > |\ Btended ( Standard /
P . = R
< >

5. Click Add and add the PAM360AgentUninstallationScript file name under the
Script Name. Click Apply and OK again to save the settings.

6. In the Group Policy Management Editor, navigate to Administrative Templates
>> System and open the Group Policy.

7. Under the Group Policy folder, right-click Specify workplace connectivity wait

time for policy processing.

LY Remote Desktop Connection - o X

2 Group Policy Management
IR File Action View Window Help =

e nmE X6 HE

=/ Group Policy Management Editor - o X

(3 Group Policy Management

[ Sites
§& Group Policy Modeling
[ Group Policy Results

File Action View Help

ol Policy-based QoS
v [ Administrative Templates: Policy definitions (ADMX files) r
71 Control Panel
1 Network
1 Printers
1 Server
7] Start Menu and Taskbar
7 System
=] Windows Components
75 Al Settings
> [7] Preferences
v § User Configuration
> [ Policies
> [ Preferences

[] Windows Components
2 All Settings

v A\ Forest:
v [ Domains L I lESN 2 No s 4
vE ] AgentGPO | | Poli i
ah AgentGPO v ;,\-g Computer Configuration i = Lot el (ORI
| Default Domain Policy © 1 Policies Select an item to view its description.  Setting State
= TesAgent » [ Software Settings “I Control Panel
Domain Controllers < (] Windows Settings I Network
TargetMachines 7] Name Resolution Policy [ Printers
> (5 Group Policy Objects cripts (Startup/Shutdown) [ Server
5 WMIFilters eployed Printers | Start Menu and Taskbar
> (3 Starter GPOs , Security Settings [ System

< > |\ Extended /( Standard

W rienng

This GPO is linked to the following WHMI iter:
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L

|2 Group Policy \
| File Action View Window Help

| 2@ X6 Hm

- Remote Desktop Connection

5] Group Policy Management Editor - o x
= Group Policy M t ) N
& Oroup "o 1y menagemen File Action View Help
e @z Bm Y
, v ) System A system
: - 7| Access-Denied Assistance » o 5
+./ Default Domain Policy AppV Select an item to view its description.  Setting Stat A
uf Tesgent 7 Audit Process Creation | Access-Denied Assistance
£l Domain Controllers (] Credentials Delegation “ App-V
) 5] TorgetMachines ) Device Guard Audit Process Creation
> [ Group Policy Objects | Device Installation ] Credentials Delegation
> 3 WMIFilters ] Device Redirection 1 Device Guard
. 3 starter GPOs <) Disk NV Cache “ Device Installation
g G‘“ policy Model ] Disk Quotas [ Device Redirection
roup Policy Modeling > [ Distributed COM Disk NV Cache
[ Group Policy Results Driver Instal
~| Driver Installation Disk Quotas
| Early Launch Antimalware | Distributed COM
£ Enhanced Storage Access Driver Installation
:.:e ;I‘asslf;:‘a:on \r:rash:ctu;e ) Eary Launch Antimalware
e Shadow Copy Provder | Enhanced Storage Access
 Tlesystem I File Classification Infrastructure
Folder Redirection
. 1 File Share Shadow Copy Provider
> (1 Group Policy o
| Internet Communication Management B Filesystem
iscsl Folder Redirection
= ke 1 Group Policy
~ Kerberos  Internet Communication Management
[ Locale Services Ciscst
7 Logon 7 koc
"] Mitigation Options I Kerberos
] Net Logon I Locale Services
Power Management Logon
= Recovery | Mitigation Options .
(] Remote Assistance .
Remante Dracardire Call S 24
< \ Extended { Standard /
16 setting(s)
v renng
This GPO i inked to the following WMIiter.
<
LS - Remote Desktop Connection
I& Group Policy Manag nt
|2 File Action View Window Help
7= & r
el am X dm 2] Group Policy Management Editor - o X
2 Group Policy M t ; B
[ Sroup Folicy Managemen File Action View Help
v A\ Forest:
v (5 Domains e 2@z Hml T
vE#E v [ System i
1 3 | Group Policy.
i AgentGPO ) Access-Denied Assistance
=/ Default Domain Policy > B App¥ Select an item to view its description.  Setting Stat A
| TesAgvent < Audit Process Creation I Logging and tracing
2] Domain Corjtwllers | Credentials Delegation Allow cross-forest user policy and roaming user profiles Not confi
T=f9=!Machm=sr 3 Device Guard Configure software Installation policy processing Not confi
5 Group Policy Objects | Device Installation |£2] Configure disk quota policy processing Not confi
& WMIFiters | Device Redirection Configure EFS recovery policy processing Not confi
o ) Starter GPOs %) Disk NV Cache Configure folder redirection policy processing Not confi
> L Stes Disk Quotas Configure Intemet Explorer Maintenance policy processing  Not confi
59 Group Policy Modeling Distributed COM ) ) )
B et Pulicy Rewt istribute |12 Configure P security policy processing Not confi
@ Broup Folley I DriverInstallation Configure registry policy processing Not confi
(] Early Launch Antimalware Configure scripts policy processing Not confi
2l Enhanced Storage Access Configure security policy processing Not confi
| File Classification Infrastructure LA - A
e Configure wired policy processing Not confi
- Ff ;E adow Copy Frovices Configure wireless policy processing Not confi
) Filesystem . oo )
Specify workplace connectivity wait time for policy processi... Not confi
Folder Redirection
> 5 Group Poliy Determine i interactive users can generate Resultant Set of . Not confi
> 1 Intemet Commurication Management B Ium 0: Em:p Po[:y Cflien; S:r;lce AC'J)A‘F optimization :ox :cn:l
= iscsi 2] Tum off background refresh of Group Policy lot confi
= Koe Turn off Local Group Policy Objects processing Not confi
< Kerberos Remove users'ability to invoke machine policy refresh Not confi
B Locale Services |12 Continue experiences on this device Not confi
3 Logon Configure Group Policy Caching Not confi
[ Mitigation Options Enable Group Policy Caching for Servers Not confi
NetLogon [£2) Configure Group Policy slow link detection Not confi
(] Power Management Set Group Policy refresh interval for computers Not confi
] Recovery Set Group Policy refresh interval for domain controllers Not confi
R te Assistz P . - in -
2 et Dinechen Ca < >
< Extended /Standard
54 setting(s)

wmrriEnng
I This GPO is linked to the following WMI iter:
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L)

& Group Policy Management
% File Action View Window Help

= | 2@ X G| H e

- Remote Desktop Connection

Remate Dencadira Call

<

54 setting(s)

1=/ Group Policy Management Editor - [a] X
26 Policy M: t " .
= x{":: " File Action View Help
v rest
~ (5 Domains e 2@ = HE T
v = -
v [ System "~ Group Policy
LOEED ] Access-Denied Assistance » o . R
Default Domain Policy App-V Spex :ywo:kvh(e(onnectwnywalt Setting Stat
J 3 : b " )
Teshgent | Audit Process Creation ime for policy processing | Logging end tracing
Domain Controllers (1 Credentials Delegation Edit policy settin Allow cross-forest user policy and roaming user profiles Not confi
TargetMachines 2 Device Guard pellocing. Configure software Installation policy processing Not confi
& Group Policy Objects 1 Device Installation Requirements: Configure disk quota policy processing Not confi
> & ‘S'VM' F";’; B Device Redirection Atleast Windows Servr 2012 Configure EFS recovery policy processing Not confi
o 3 Starter GPOs Disk NV Cache indows & or Windows Configure folder redirection policy processing Not confi
@stes ) ) Disk Quotas Description: Configure Internet Explorer Maintenance policy processing  Not confi
Group Policy Modeling scription: . T
e o Distributed COM This policy setting speci Configure IP security policy processing Not confi
b Broup Folicy Results | Driver Installation long Group Policy should wait for Configure registry policy processing Not confi
| Early Launch Antimalware workplace connectivity . s poli .
. hY e N ntifications during startup policy Configure scripts policy processing Not confi
- F’: :‘" " °"9“ ““’5 processing, If the startup policy Configure security policy processing Not confi
= F'Ie Sh"“‘ ;"‘:’" ’;"‘“:‘"“’: processing is synchronous, the Configure wired policy processing Not confi
tle Share Shadow Copy Provider computer is blocked until Configure wireless policy processing Not confi
" Filesystem workplace connectivity is available
Folder Redirection orthe waittime s reached. fthe L AR R A AR
~ Group Policy startup policy processing is =] Determine if interactive users can generate Resultant Set of .. Not confi
- asynchronous, the computer is Tum off Group Policy Client Service AOAC optimization Not confi
et Sommunlcation Management not blocked and policy processing Tum off background refresh of Group Polic Not confi
7 iscsi will occur in the background. In 9 P roley
= Koc ither case, configuring this policy Turn off Local Group Policy Objects processing Not confi
3 Kerberos setting overrides any system- Remove users' ability to invoke machine policy refresh Not confi
= Locale Services computed wait times. Continue experiences on this device Not confi
I Logon , Ifyou enable this policyseting, Configure Group Polcy Caching Not confi
1 Mitigation Options Group Policy uses this Enable Group Policy Caching for Servers Not confi
9 Net Logon administratively configured Configure Group Policy slow link detection Not confi
[ Power Management maximum wait time for workplace Set Group Policy refresh interval for computers Not confi
5| Recover connectivity, and overrides any Poli . ) N "
s} ry Gefault o system- computed wait Set Group Policy refresh interval for domain controllers Not confi
Remote Assistance time. pa T n— P o

Extended / Standard /

This GPO is linked to the following WM I fier:

| wrrenng:

8. From this window, click the Enabled option. Enter the Amount of time to wait as

120 seconds. Click Apply and OK to save the settings.

L) - Remote Desktop Connection
& Group Policy Management
|2 File Action View Window Help
% (= @ ,
e @@ Xl m [ & Group policy Managem - o x
13 Group Policy Management | e Action View sl
v A Forest: -
° . & Specify workplace connectivity wait time for policy processing u] X
[ Domains
v A ’ )
, [} Specify workplace connectivity wait time for policy processing [[Previows seting Nty
B B wait Setting Stat A
O Not Configured ~ Comment: ‘Agent installation time| peessing | Logging and tracing
pomain Conl @ Enatled A ) Allow cross-forest user policy and roaming userprofies Not confi
2l TargetMachiy ) Configure software Installation policy processing Not confi
5 Group Policy. () Disabled [£2] Configure disk quota policy processing Not confi
> G WMIFilters Supported on: At |east Windows Server 2012, Windows 8 or Windows RT jerver ;TD‘Z Configure EFS recovery policy processing Not confi
ows [££] Configure folder redirection policy processing Not confi
Groun Policy Model | Configure Interet Explorer Maintenance policy processing  Not confi
roup Poli §
L sz pohz Rewad OPtONS: Help: lspecifies how Configure IP security policy processing Not confi
= hould wait for [£2] Configure registry policy processing Not confi
Amount of time to wait (in seconds): This policy setting specifies how long Group Policy should wait W;znup policy | Configure scripts policy processing Not confi
for workplace connectivity nofifications during startup policy i Lolicy Configure security policy processing Not confi
120 = processing. If the startup policy processing is synchronous, the = N i
K2 . ! A ronous, the =] Configure wired policy processing Not confi
computer is blocked until workplace connectivity is available or L3 untit ¢
the wait time is reached. If the startup policy processing is ity s availzble | Configure wireless policy processing Not confi
asynchronous, the computer is not blocked and policy ached It the ) Specify workplace connectivity wait time for policy processi... Not confi
processing will occur n the background. In either case, esing s Dat ” can Resultant Sebof .. Not confi
fi thi i i id stem- uted
e PouCY SEEENG OVEMICes Sny system-compute computeris 2] Turn off Group Policy Client Service AOAC optimization Not confi
c'f;g;:‘;“:"g [£2] Turn off background refresh of Group Policy Not confi
If you enable this policy setting, Group Policy uses this fing this ;whcy 2] Turn off Local Group Policy Objects processing Not confi
administratively configured maximum wait time for workplace tern. R + abilty to invoke machine policy refresh Not coofi
connectivity, and overrides any default or system-computed wait| |7, u poliey
time. s Continue experiences on this device Not confi
N | Configure Group Policy Caching Not confi
olicy setting,
If you disable or do not configure this policy setting, Group nis |12 Enable Group Policy Caching for Servers Not confi
Policy will use the default wait time of 60 seconds on computers | |fig, req Configure Group Policy slow link detection Nt confi
running Windows operating systems greater than Windows 7 e for workplace N
configured for workplace connectivity, o o =) Set Group Policy refresh interval for computers Not confi
omputedwait £ 3¢ Goup Policyrefesh ntenvl for domain controlers Not confi
< >
=
g
H This GPO is linked to the following WM fitter: i

9. The GPO will be applied. Once you restart all the target endpoints, the PAM360
Agent PowerShell script will be invoked and the agent will be uninstalled in the
target machines.

10. After successful uninstallation, disable the startup script for the GPO you created
(AgentGPO in this example). This will ensure that the script is not invoked every

time the target machines are restarted.
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Once you have uninstalled the old agents, follow the steps in this link to install the
C#/Go agent using GPO.

b. Troubleshooting Steps

Ensure that the AgentGPO has a higher precedence than the other GPOs. This is to

make sure that the other GPOs do not override the permissions of the AgentGPO.

To check this, click the GPO name, right-click the Enforced option and check if it is
enabled.

L

| 2 Group Policy Management

- Remote Desktop Connection

% File Action View Window Help

e 2@ 6| Hm

3 Group Policy Management AgentGPO
~ A Forest: Scope Defals Seftings Delegation
v (5 Domains
Links
v E

4 AgentGPO Display links in this location
s/ Default Domain Policy The following sites, domains, and OUs are linked to this GPO.
=/ TesAgent ~
8 Dormain Controllers Location Enforced  Link Enabled Path
5] TargetMachines # Yes

% Group Policy Objects ¥ Enforced

5 WMIFilters +  Link Enabled
) Starter GPOs

Delete Link(s)
@ Sites

5t¥ Group Policy Modeling
%, Group Policy Results

Security Filtering

The settings i this GPO can only apply to the following groups, users, and computers:
Name h

82 Authenticated Users

2, TargetMachines ( \Target Machines)
2 Test ( Test)

Add Remove Properties

WMI Filtering
This GPO is linked to the following WMI filter:
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Deploying PAM360 Agent in Endpoints using
Endpoint Central

Endpoint Central (formerly Desktop Central) is a Windows Desktop Management
solution that allows users to deploy software, patch management, configurations, etc.
PAM360 now allows users to install and uninstall PAM360 Agent in bulk using Endpoint
Central.

Notes:
e This deployment method is applicable only for Windows resources/Windows
agents.

e The PAM360 web console should have access to the target machine.

1. Installing PAM360 Agent using Endpoint Central

Follow the below steps to install the PAM360 agent in bulk using Endpoint Central:
a. Upload a script file in the Endpoint Central

b. Create a collection and deploy

a. Upload a Script File in the Endpoint Central

1. To begin the PAM360 agent installation process, log in to PAM360 and navigate
to 'Admin >> PAM360 Agents'. Download the Windows Agent and ensure to
copy the Agent Key value.

2. Next, download the script file zip and extract its contents to your preferred folder.
Ensure the below SHA256 value upon downloading the file:

SHA256 Checksum:
b61f52alcc213ba69dc7a369074d5d294247954f78110f049483805bde10958a

In the extracted script file folder, take the following steps in the respective files
based on your agent installation type:

a. For resource agent installation, open the ResourceAgentBulkinstallation.bat

file with administrative privileges. Update the following attributes:
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i. Enter your PAM360 Agent Key.

ii. Input the numbers next to the Agent Key based on the desired services.
Use 1, 2,3 to indicate the agent installations for Password Management,
Self-Service Privilege Elevation, and Zero Trust Implementation.
Installation scenarios can include 1,2,3 or 1 or 2 or 3 or 1,2 or 1,3 or 2,3. For

example:

1 Agentinstaller.exe install 275b68f389c09¢70g 1,2,3

b. For user agent installation, open the UserAgentBulkinstallation.bat file with
administrative privileges. Update the following attributes:

i. Enter the user machine names where the user agent to be installed along

with the respective PAM360 user names to establish a mapping for trust

score calculation in Zero Trust.

Note: Ensure that the machine names used by the user and the

PAM360 usernames are identical, including case-sensitive words.

ii. Enter your PAM360 Agent Key. For example:

1 set input_string=johndoe-266=John Doe,emilydavis-451=Emily
Davis,ashley-094=Ashley Taylor,Chirs-650=Chris Williams

Agentlinstaller.exe install 275068f389c09c70g userdevice %result%

3. Log in to Endpoint Central and navigate to 'Configurations >> Settings >> Script

Repository".
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 Endpoint Central Home Configurations  Threats&Patches  Software Deploymen Inventory ~ OS Deployment Agent  Admin 50 Jumptosop  Q %

 Add Configurations

Repository Templates How to return Error codes on Scripts?
Configuration > _—
Templates +AddScript | FilterBy: Platform - Towl:0 | Q @
Collection > Script Name Description Platform Last Modified By Last Modified Time - Action
No Seript files are available in the repository.
 Views

0-00f0 25 v
All Configurations

Trash

~ Reports
USB Reports

Configuration Reports >

 Settings
]
Configuration Settings ii

Script Repository

[ Nesdmore Configurations? ©2023 Zoho Corporation Private Limited. Al rights reserved. e

4. Click + Add Script.
i. Click Browse under Script Name and upload the following file as required:
a. ResourceAgentBulkinstallation.bat - For bulk resource agent installation
b. UserAgentBulkinstallation.bat - For bulk user agent installation
ii. Now, Specify the exit code(s) as 0,1.
iii. Select the Platform as Windows and click Add.

 Endpoint Central Home  Configu Threats &Patches  Software Deployment  Inventory ~ OSDeployment  Mobile Dex lgmt  Tools t Admin  Browsers e+ 51 Jumptospp  Q 4
~ Add Configurations Repository > Add Script

Configuration > AddScript

Templates

Enter Script Details
Collection >
Script Name ™ v ResourceAgentBulkinstallation bat < Derowse 2

 Views

All Configurations
Script Arguments(s)

Trash
Specify the exit code(s) 01 The exit code(s) confirm if the script has been executed successfully
v Reports
i [In case of multiple exit codes, enter them separated by comma)
USB Reports
. Platform * Windows -
Configuration Reports >
. For bulk resource agent installation.
P Description 2
|L\
Configuration Settings il %
Script Repository Share Script to Endpoint Central
Note: By enabling this option, the script will be stored, processed, tested, and shared with community via script templates. Ensure that any sensitive informationis not included.

. JE

Corporation Private Limited. All rights reserved e

[4 Need more Configurations?

5. Now, you have successfully uploaded a script file to Endpoint Central.
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b. Create a Collection

1. In Endpoint Central, navigate to 'Configurations >> Add Configurations >>
Collections >> Computer Collections'.

2. In the GUI that appears, edit the name of the collection and do the steps that
follow:
i. In Define Collection,

a. Select Custom Script and File Folder Operation.

 Endpoint Central Home = Configurations  Threats &Patches  Software Deployment  Inventory ~ OSDeployment ~ Mobile DeviceMgmt ~ Tools ~ Agent  Admin  Browsers ==+ 5 JumptosoP  Q % . HH
Add Computer Collection
Resource Agent Installation # £ Need workflow based deployments?
© oetnecotection L? i Apply this collection at every startup
@D File Folder Operation ¢
[ Custom Seript
Certificate Distributi & Common Folder Redirection Custom Script
g) Define Target Display Environment Variable File Folder Operation
3 Advanced Settings 3, Firewall Fonts (B cenerai
482 GroupManagement S 1P Printer Launch Application
B LegalNotice &) Message Box S eath
Permission Management ® PowerManagement B8, Registry
@ scheduler 0@ Secure USB @ Security Policies
5 services @ Shortaut & UserManagement
= WiFi

b. Now, under Define Collection on the left, click File Folder Operation.
c. Browse and upload the downloaded WindowsAgent.zip in the Files field.
d. Enter the Destination Folder file path (E.g., "C:\Program Files") to unzip,

and click Save & Continue.

Note: Kindly make sure that the Destination Folder file path
mentioned is the same as that of the path mentioned in the Agent.bat
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 Endpoint Central Home = Configurations  Threats&Patches  Software Deployment  Inventory ~ OSDeployment ~ Mobile DeviceMgmt ~ Tools ~ Agent  Admin  Browsers ==+ 51 Jumptosop  Q % . HH

Add Computer Collection

MyCollection2 / £ Need workflow based deployments?
© oee cotection E Select Action OCopy  Rename  Move  Delete
Select Type © CopyusingHTTP Copy using Network Share/Copy with Local Computer
& File Folder Operation
Select Action Type Files OFileasArchive 2
[ Custom Seript
File s Archive * v PAM360_WindowsAgent CS.2ip & Browse

2 Define Target Maximum file size limit is 12 GB.

Destination Folder ™ C\Program Files P

3 Advanced Settings e c\EndpointCentral

Add more File/Folders

[B) View summa Save & Continue [EKSE]
few summary

2023 Z0ho Corporation Private Limited. Al rights reserved e

e. Now, under Custom Scripts, select Repository in the Execute Script
from/Run field.

f. Search and select ResourceAgentBulkinstallation.bat or
UserAgentBulkinstallation.bat (uploaded in step 1) as the Script Name.

g. Specify the exit code(s) as 0,1 and enable the Enable Logging for
Troubleshooting checkbox.

h. Under Run As, select the Execute the Script field with Run as User and
mention the credentials of the domain account with relevant permissions.

i. Click Save and Continue.

 Endpoint Central Home ~Configurations  Threats &Patches  Software Deployment  Inventory ~ OSDeployment ~ Mobile DeviceMgmt ~ Tools ~ Agent ~ Admin  +=+ 61 JumptosDP = Q % . HH

Add Computer Collection

MyCollection2 # I Need workflow based deployments?
@ oetine Coliction Tt Eecute Seript from/Run O Repository - Command Line
Pl Folder Operation Script Name * Create/Modify Scrpt
[ Custom Script Description
Script Arguments(s)
2 DefineTarget
Dependency Fies(s) Choose file (or) Drop here & Browse
3 Advanced Settings
Specify the et codels) 01 i successfully
Frequency yel
Enable Loggingfor Troubleshooting 2
RunAs
Execute the script As SystemUser O Run As User
Credential Select Domain Credential ~ | ManageCredentials

o Save & Continue Cancel
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ii. Now, under Define Target,
a. Select the required Remote Office/Domain from the dropdown.
b. Click the filter icon and under Filter Computers based on, select
Computer and select the desired machine.

c. Click Save and Continue.

ii. Under Advanced Settings, enable Retry this configuration on failed targets

and click Save and Continue to deploy.

Home ~ Configurations ~ Threats &Patches  Software Deployment  Inventory ~ OSDeployment ~ Mobile DeviceMgmt  Tools  Agent  Admin  Browsers =+ 50 JumptosDP  Q % . HH

Add Computer Collection

MyCollection2 # £ Need vorkflow based deployments?

1 Define Collection

2 DefineTarget

© Advanced settings

©2023 Zoho Corporation Private Limited. Al rights reserved. e

3. Now, you have successfully deployed the PAM360 Agent using Endpoint Central.
To check the status of your deployment, navigate to 'Configuration >> Views >>

All Configuration'.

2. Uninstalling PAM360 Agent using Endpoint Central

Follow the below steps to uninstall the PAM360 agent in bulk using Endpoint Central:
a. Upload a script file in the Endpoint Central

b. Create a collection and deploy

a. Upload a Script File in the Endpoint Central

1. Log in to Endpoint Central and navigate to 'Configurations >> Settings >>

Script Repository".
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2. Click Add Script.
i. Click Browse under Script Name and upload the UninstallAgent.bat file
available from the extracted script files zip.
ii. Now, Specify the exit code(s) as 0,1.
iii. Select the Platform as Windows and click Add.

3. Now, you have successfully uploaded a script file to Endpoint Central.

b. Create a Collection

1. In Endpoint Central, navigate to 'Configurations >> Add Configurations >>
Collections >> Computer Collections'.
2. In the GUI that appears, edit the name of the collection and do the steps that
follow:
i. In Define Collection,
a. Select Custom Script.
b. Now, under Custom Scripts on the left, select Repository in the Execute
Script from/Run field.
c. Search and select UninstallAgent.bat (uploaded in step 1) as the Script
Name.
d. Specify the exit code(s) as 0,1 and enable the Enable logging for
Troubleshooting checkbox.
e. Click Save and Continue.
ii. Now, under Define Target,
a. Select the required Remote Office/Domain from the dropdown.
b. Click the filter icon and under Filter Computers based on, select
Computer and select the desired machine.
c. Click Save and Continue.
ii. Under Advanced Settings, enable Retry this configuration on failed targets
and click Save and Continue to deploy.
3. Now, you have successfully uninstalled the PAM360 Agent using Endpoint

Central.
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