~

ManageEngine

Powering IT ahead

ManageEngine ADAudit Plus

A detailed walkthrough



* ManageEngine ADAudit Plus is a web based Active Directory change Audit
and Reporting software.

* It helps audit and track all changes in the Active Directory.

* Active Directory changes on Users, Computers, Groups, GPOs, Ous,
Domain Policies and logon activities are audited and reported from a
central web console.
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Tabs in ADAudit Plus

l ADAudit Plus \
I
l Home \ l Reports \ l Alerts \ lConfiguration\ l Admin \ l Support \

m Ma nageEngm



Home Tab of ADAudit Plus



* The Home Tab of ADAudit Plus provides a high-level picture

with snapshots highlighting important Active Directory audit
events like.

A graph on the Logon Failure counts in the past 7 / 30 days.
A pie-chart highlighting the error-codes when users logon has failed.

The count of account locked-out users in the past week / month on
a day to day basis.

4. Asingle bar chart highlighting password changed / set users on a
day-to-day basis for the last 7 / 30 days. (Selectable)
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Dashboard / Home Tab of ADAudit Plus

* Other Dashboard charts / graphs

7'0H 0

1. Peak Logon hour of a day with the average logon count for every
hour.

2. Account (user, computer and group) management actions like
created, deleted and modified all available on a single graphical
interface.

The charts can be clicked to get a list view of desired change data.
Further the graphs are selectable.

The Dashboard provides the above highlighted info for all configured
Domain controllers.
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Dashboard view of ADAudit Plus

- SO L, gl Fasswury

m Reports Alarts Configuration Adrmin Support

tonnected Domain: adrp.com

Dashboard View

A guick snapshot of all essential audit data,

Domain Nage : ADMP.COM

=] Account Management =]

Logon Failures

The Home page provides a
snapshot of important change

actions for all Domains % %
configured on a single screen. 3 3
5: ._ .......................................... e - C||Ck on any Of the
¢ ¢ 58 ¢ g p chart to view a list of
DAY its underlying details
Logon Failures - Error Code =] Logon Peak Hour Usage

Use the refresh Icon to
get updated information isabicd, expired, or locked out

Account Locked Out Users 2
i o L . 1
& ) I I - AT N -
> 200 = == - -
C; e . . - . - A 30 day or 7 day
= E; ’ -
AP PP P : s | information can be
¥ 0% o o Y ' interchably selected and
e e e viewed
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ADAudit Plus Reports Tab

Also explained configuration of Reports
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ADAudit Plus Reports
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ADAudit Plus reports are
provided under 3 different types < ::;:
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Default Report Profile Categories
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* The reports under this category provide general logon information of
users.

* Information like logon failures, logon attempts on various resources like

workstations, member servers are reported and also graphically
highlighted.

* Click on the charts above the list to view filtered information.
* Use the add/ remove columns link to add/remove the column of interest.
* The reports can be exported to xls, csv, csvde, pdf and html formats.

* It can be scheduled and configured to email notified to one or more
domain users.
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User Logon Report Category
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* The logon failure report is a default report under the User Logon Reports
category.

* ADAudit Plus collects information on all the logon failures in the selected
domain and lists them in a single report.

* A pie-chart highlighted above the list provides a snapshot on all failure
reasons.

* The following report highlights the logon failure of all users in the domain
“child.admp.com” in the last 24 hours.

* Note : you can also choose custom periods to see varied logon failure
reasons for all users.
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User Logon Reports

Logon Failures

Domain Controller Logon Activity

Mermber Server Logon Activity
Workstation Logon Activity
User Logon Activity

Recent User Logon Activity
Last Logon on Workstations

User's Last Logon

User Management
Group Management
Computer Management
Domain Policy Changes
OU Management

GPD Management

Profile Based Reports

Logon Failure Report

The change reports in ADAudit Plus

are categorized and listed. | B exportas™ | &5 Printable View

Logon Failures

(From Sep 15,2009 10:13 PM to Sep 16,2009 10:13 PM )
be exporiea
to various formats, you

Select Domain | childl.admp.com =]

Period |Last 24 Hours =] .
include your own
annotations and also print
Logon Failures
Q_le_l;ﬁ_‘i_g_{ﬂ;h L K Showing : 1-25 of 42 3 LB shov Izs :'I per page. ZAddeemoue Columns
User Name Client IP Address (lent Host Name Domain Controller |F5T00 (100 Event Type Failure Reason
. admp- N Sep 16,2009 ;
Administrator 192.168.116.22 dez.zob PEp— adap-dai 01:29:12 PM Failure Bad password
Administrator 192.168.116.22 ;:2"_‘:" vpin.com adap-dcl g;p,;,'f&?:f:‘ Failure Bad password
adrmn- San 14 7009

o
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omain Controllers Logon Activity

Horne Reports Alerts Corfiguration Adrnin Support Dornain Settings

connected Domain: admp.com (7) Schedule Reparts |‘ Mew Report Profile

Annctate | Exportas - | (s Prinkable View

User Logon Reports

I

Logon Failures

(From Sep 15,2009 10:16 PM to Sep 16,2009 10:16 PM )
Domain Controller Logon Activity

Member Server Logon Acivity .
Select Domain admp.com -
wiorkstation Logon Adivity
Select DomainController{s) |[ADMP-DC 1, ADMP-... Add EI
User Logon Adivity
R Usm Legen Sey Perod I Last 24 Hours vI

Last Logon on Workstations

User's Last Logon ® Filter based on inputs I all ;I Displaying report forinput entries : ADMP-DC 1,ADMP-... j}
User Management 3
Domain Controller Logon Activity
Group Management 3
Comput er Management 3 27
Domain Policy Changes 3
0U Management 3 g e
o1+
o
GPO Management 3
Profile Based Reports »
-]
Q ea an pe edio
HOUR
O[S O dNge
O dllO O pe Opj|e

Q il Showing: 1-5aof 5 u u Show I 25 ;I per page. Bﬁddﬂ'Ren—oue Colurmns

Us et N ame Client IP Address Client Host Name Domain Controllae Ewvent Type Failure Reason

Adrninistrator 1270.0.1 adrnp-del adrnp-del g;P 16,2009 01:50:07 Success -

IISR_ADMP-DC1 127.0.0.1 admp-del admp-del i;p S GERE | o =

USR_ADMP-Dod 127,001 adrnp-decl adrnp-decl f\;" 16,2009 02:47:35 o oo -

Adrninistrator 127.0.0.1 adrnp-dcl adrnp-dcl g:ﬂp AT TEaElkELy Success =
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Member Server Logon Activity

Haome Reports Alerts Configuration £ drin Support Dormain Settings

Connected Domain: 3dmp.com J | ‘ New Report Profile

& rnotate | J Exporthz = | &Prirﬂ:able Wiew

I

Llecil coonREROnL To view the available list of

scheduled reports and create
new schedules click here

Member Server Logon A ctivity
Logon Failures

(From Sep 15,2009 10:18 PM to Sep 16,2009 10:18
Domain Cortroller Laogan A ctivity

Select Domain |admp.mm =

Workstation Logon Activit
g v Select Server(s) |ADMP-EX07 Add gl
Uszer Logon Activity .
Period ILast 24 Hours -I

Recent User Logon A chivity

Last Logon on Workstations

® Filter based on inputs IADMP—EHD? -i Displaying report forinput entries : ADMP-EX07 D)

Uszer's Last Logon

User Management
Member Server Logon A ctivity

Group Management

Com puter Management

Domain P olicy Changes
0OU Managem ent
GPO Management

Profile Based Reports

@ Administrator

Q Quick Search . . showing:i-2of2z | Show I 28 vl per page. gAdd.u"Remoue Calurnns

User Name dient IP Address  Client Host Name Domain Controller Event Type Failure Reason
=1 16,2009

A odrninistrator 192168.116.24  admp-ex07.zochocarpincorn admp-del =R y Success -

1Z2:39:46 PM
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Workstation Logon Activity

User Logon Reports -

Logon Failures

Workstation Logon A ctivity

(From Sep 01,2009 12:00 AM to Sep 16,2009 12:00 AM )
Daormain Caortroller Logon A ctivity

Merber Server Logon A ctivity

Select Domain Iadmp.mm ;I

Select Computer(s) advent-vis... Add
Periad ICustc-rn Pefiod =]  Start Time 2009-09-01( | 12.00 &M «| End Time [2009-09-1¢ ] | 12.00 nM;I[ ao

Workstation Logon Activity

Uszer Logon A ctivity

Recent Uzer Logon A ctivity

Last Logon on Warkstations

User's Last Logon

T—— Filter and view
Group Management information only
Computer Management for what you
require.

Graphs highlight — important and
desired change information for easy
understanding

kstation Logon A ctivity

Domain Policy Changes

OU Managem ent

© Administrator  ADMPY- @ ADMP\dcondemand = deondemand

& vimala
Q Quick Search . . Showing:1-25 of 87 n n Show I 25 j‘ perpags. Eﬁddeemoue Columns
User Nanwe Client IP Address dient Host Name Domain Controller Event Type Failure Reason
decloud- Sepli0,2z00%
d d d 192.168.117.123 d -dcl ! b -
sendeman #p2.zohocorpin com asmes e 02:05:55 AM Hecess
Account disabled,
dconderand 192,168,117.123 :;‘C?l.zzﬁ-ocorpin.com admp-del i;?glgc::jz?ng?\q Failure :r:ired, ar locked
Account disabled
decloud- =1 i0,z00%9 !
dconderand 192,165,117.123 x;;.zzhocorpin.com admp-del 1:?32:5? aAm Failure expired, or lacked

it
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User Logon Activity

Annotate | JExportAsv | &Printable\.‘iew

User Logon Activity .

User Logon Reports

Logon Failures

(From Sep 15,2009 10:25 PM to Sep 16,2009 10:25PM )
Dormain Controller Lagon & ctivity

Marmbar Server Logon A ctivit .
¢ v Select Dormain |admp.mm v|
Workstation Logon Activity @
Select Usens) |test,GarientPl.., Add .q.l

Period

Last 24 Ha Selection of Period for last 24 hors, today,

esterday or any custom period is possible
Displaying repoet forinput entries : test,GadientPl...

Recent User Logon A ctivity

Lazt Logon on Workstations B B
Filter based on inputs | all

User's Last Logon

User Management I
User Logon Activity

Group Management S SS
2
Com puter Management
Domain Policy Changes E
S L d] B B e
0OU Management o 1=
8]
GP 0O Management
Profile B ased Reports
0
® ¥ e
HOUR
Q Quick Search . Showing:1-SefS | Show I 25 vI per page. BAddr’Remoue Colurnns
User Manwe client IP Address Client Host Nanwe Domain Controller Logon Time Failure Reason
- Seplé.2009
Aodrni ni strator 1z27.0.0.1 adrp-dcl adrnp-dcl De:20i57 AM Success
L _ _ Seplé,200%9 _
#odrni mi strator 127.0.0.1 adrnp-del adrrp-del DAL SR FO Success
5 1e6,200%9
A drmi ni strator 192,168.116.24 admp-ex07 .zchocorpinacom admp-decl er Success -

12139146 PM
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Recent User Logon Activity- Status

Annotate | JExportAsv | %Printable\.‘iew

(=]
*
n

User Logon Re

Recent User Logon Activity
Logon Failures

(From Sep 01,2009 12:00 AM to Sep 16,2009 12:00 AM )
Dormain Controller Lagon & ctivity

Mermber Server Logon & ctivity Select Domainladmp e _I
. -

Workstati L Activit . . . .
mrrSEEAn began Actvity Periad [Custom Period =]  startTime (z009-09-0i[E] [12.00 am <] End Time [2008-09-11[F] [12.00 am =] | 6o

Uzer Logon A ctivity

Recent User Logon A ctivity
Lazt Logon on Workstations

Uzer'z Lazt Logon

User Management
Group Management
Com puter Management
Domain Policy Changes
0OU Management

GP 0O Management

0 @ Failure  Success
Profile B ased Reports

Q guick search (0 (L0 showing 11-25 of 635 I I Show [25 =] per page. # p ddfRemove Colurnns
User Manee dient IP Address  Client Host Name Domain Controller Event Type Failure Reason
o ) ) ) Sepl15,200% )
Aodrni ni strator 192,162,116.25 adap-ex07 .zohocorpin.comn admp-dcl O Success
o ) Sepl5,2009
Aodmi ni strator 192,168.116.24 admp-ex07.zohocarpincom admp-dcl 0713656 PM Success o
. } } Sep15,2009 }
Aodrni ni strator 127.0.0.1 adrmp-dcl adrmp-dci Da:41:43 PH Success
o Sepl5,2009 )
Aodmi ni strator 1z27.0.0.1 admp-dcl adrmp-dcl 04:41:38 PM Failure Bad password
5 15.z00%
A drmi ni strator 1z7.0.0.1 admp-dcl admp-dcl e Success -

02:40:33 PM
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Last Logon on Workstation — User’s last login info

Meragebngine plas  elcomne, admin License | Help | TalkBack
Audit A= N S —

H orme Reports Alerts Configuration Adrmin Support Comain Settings

Connected Domain: admp.com |®W | ’ New Report Profile

B oo .
Annotate | , ExpartAz« | (o4 Printable View
User Logon Reports r =

- R
Last Logon on Workstations
Logon Failures

(From Mar 01,2008 12:00 AM to Sep 16,2000 12:00 AM )

I

Domain Controller Logon A ctivity

Mermber Server Logon A ctivity Select Domainladmp p— _I
. -

Period [Custom Period =]  start Time |2008-03-0! [ [12.00 aM <] End Time [zo09-09-11 [ [12.00 M <] | ao

Workstation Logon Activity
User Lagon A ctivity

Recent Uzer Logon A ctivity

Last Logon on Wodistations Q Quick Search u ‘. Showing : 1-9 of 9 u u Show I 25 vi per page, B’Add;"Remoue Calurnns
User's Last Legon User Mame Client IP Address Client Host Name Domain Controller
User Management
9 A drmi ni strator 192,168.116.25 adap-ex07.zchocorpincam adrmp-dcl Sep 15,2009 08:54:0Z PM

Group Management 2 drni ni strator 192,168.116.24 admp-ex07.zohocorpincom  adrp-del Sep 15,2009 07:36:56 PM
Com puter Management A dmi ni strator 1z27.0.0.1 admp-dcl adrmp-decl Sep15,200% 04:41:43 PM
D omain Policy Changes dcondernand 192,1658,117.145 decloud-xpl zohocorpincom  admp-dei Sepl1l0,200% 12:33:52 PM

deondernand 192,165.117.123 decloud-xp2 zohacorpincorm  adrp-del Sep 10,2009 02:05:55 A M
OU Managem ent

A drni mi strator 192,165.116.23 adap-del.zochocorpin.com adrp-decl Sep 04,2009 04:33:16 A M
GP O Management

£ drni mi strator 192.165.117.204 adrrp-vistag 4. zohocarpin.corn adrp-del Sep 03,2009 02:26:59 PM
Profile Based Reports

£ drni mi strator 192168.117.114 192,168.117.114 adrp-dci Aug 31,2009 04:08:35 PM

Aodrni ni strator 192,165,117.152 adrip-vistaZ.zohocorpincom  adrmp-dcl Aug 30,2009 12132118 FM

Ma nageEngin_;D



User’s Last Logon — computer info.

Meragebngine plas  elcomne, admin License | Help | TalkBack
Audit A= N S —

H orme Reports Alerts Configuration Adrmin Support Comain Settings

Connected Domain: admp.com |®W | ’ New Report Profile

B oo .
Annotate | , ExpartAz« | (o4 Printable View
User Logon Reports r =

. R
User's Last Logon
Logon Failures

(From Jul 01,2000 12:00 AM to Sep 16,2009 12:00 AM )

I

Domain Controller Logon A ctivity

Mermber Server Logon A ctivity Select Domainladmp p— _I
. -

Period [Custom Period =]  startTime [2009-07-0! [ [12.00 aM <] End Time [zo09-09-11 [ [12.00 M <] | ao

Workstation Logon Activity
User Lagon A ctivity

Recent Uzer Logon A ctivity

Last Logon on Workstations Q Quick Search . . showing:1-10of10 . Show I 25 vi per page. B’Add;"Remoue Caolurnns
User s Last Lo
sars ta st User Mame Client IP Address fient Host Name Domain Control ler-
User Management
9 A drmi ni strator Sepl3,2009 08:54:02 PM 192,168,116, 25 adap-ex07.zochocorpinicom admp-del
Group Management IUSR_ADMP-DC1 Sepl5,2009 02:00:40 PM  127.0.0.1 adrmp-dcl adrmp-del
Com puter Management testdd Sepl1,200% 12:56:20 PM  127.0.0.1 admp-dcl adrmp-dcl
D omain Policy Changes test3s Sepll,Z009 064923 AM 127.0.0.1 adrmp-dcl admp-dci
deondernand Sepl0,200912:33:52 PM 192,165,117.145 decloud-xpl.zohacorpincorn admp-del
OU Managem ent
testuserz Sep0%,200%9 04:26:258 AM 127.0.0.1 adrnp-dcl adrnp-del
GP O Management
tast7 7 Sep02,2009 01:57:17 PM  127.0.0.1 adrnp-dcl adrrp-del
Profile Based Reports
TestMailBoxUserl Sep03,2009 06:16:20 4M 127.0.0.1 adrnp-dcl adrp-dcl
sarantestl Sep0Z,2009 02:46:26 PM  127.0.0.1 admp-decl adrmp-dcl
test Sep0Z,2009 02:113:125 PM 127001 admp-dcl admp-dcl
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Local Logon-Logoff Reports

. res on DC
gon HiStory of DCs
€Minal Sepy:
Cs EMVices Activity o,
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Logon Duration on Domain Controllers

Annotate | g Export Az - | c; Printable View

B
ogon Duration on DCs

(From Oct 11,2009 07:37 PM to Oct 12,2009 07:37 PM )

User Logon Reports

Local Logon-Logoff

Logon Duration on DCs

Logon Failures on DCs Select Domain Iadmp.com vI
Legen Histery of DCs select DomainController(s) |ADMP-DC1ADMP-...| sAdd
Terrninal Services Adtivity on DCs Period Last 24 Hours -

User Management »
Group Management » Filter based on inputs | all - Displaying report for input entries : ADMP-DC1,ADMP-... )
Computer Management 3

Q_guick search ! Showing : 1-15 of 15 1 show |25 =] g

. y D 1- per page, AddiR Cal

Domain Policy Changes 3 LB & shoving - e Srmaue elumns

User Name Client IP Address Client Host Mame Logoff Time Logon Duration Logon Type
0OU Management 3

Fermotelntaractive

3 . . Cck 12,2009 _ _ (Terminal Services,
GPO Management 3 Administrator 192,1658.111.117 prasannakumars.zohocorpin.com 12:06:52 P Rernote Dasktop or
Profile Based Reports 3 .

. . Oct 12,2009 (Terrninal Services,
administrator 192.168.111.132 sundarramans, zohocarpin. com 11157152 AM Rernote Desktop or
Fernote Assistance]

Femotelnteractive

. . Cck 12,2009 _ _ (Terminal Services,
adrministrator 192,1658.111.132 sundarramans. zohocorpin.com 11:39:40 AM Rernote Dasktop or
Remote Assiztance)

Fernctelnteractive

L . Ok 12,2009 [Terrninal Services,
administrator 192.168,117.88 saravanann. zohocorpin.com 117920 AM Remate Desktop ar
Fernote Assistance]

Femotelnteractive

. . Cck 12,2009 _ _ [(Terminal Services,
adrministrator 192,1658.111.132 sundarramans. zohocorpin.com 11:15:59 AM Rernote Desktop or
Remote Assiztance)

Femotelnteractive

. . Oct 12,2009 _ _ (Terrninal Services,
administrator 192.1658.111.152 sundarramans, zohocarpin. com 05104140 AM Rernote Desktop or
- Coa .
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cal Logon

Logon Duration on DS s

Lagon Histary of DCs

Terminal Services Activity on DCs

User Management 13
Group Management 3
Computer Management »

Logon Failure on DCs

gon Failures on DCs

(From Oct 01,2009 12:00 AM to Oct 12,2009 12:00 AM )

Select Domain

|admp.oom vl

Select DomainControllers) SADMP-.. Add E
[Custom Periad =] start Time [2009-10-0![ [12.00 aM =] End Time [2009-10-1{ (] [12.00 am =] | a0

Period

® Filter based on inputs | all =l

Displ aying report for input entries : ADMP-DC1,ADMP-... )

QA Quick search

User Name

adrministrator

adrministrator

Top User Logon Failures on DCs

COUNT

USERNAME

. sShowing:1-1Sofis | . Show|25 Iper page.

Client IP Address Client Host Name Domain Controller Event Type

©et10,2009

192,1658.4,.220 neté, zohocorpin.c om ADMP-DC1 05:20:16 PM Failure
dc-wmw arel- et 10,2009 .
192168.118.161 OB EaHRETR ADMP-DC1 01:59:13 PM Failure

[ & ddfremave Colurmns

Remarks

Unknown user name
or bad password

Unknown user name
orbad password

Logon Type

Rermotelnteractive
[Terminal Services,
FRemote Desktop ar
Rernote Assistance)

Urlock (e
unnattended
wotkstation with
password protectad
screen s aver)

o
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Logon History of DCs

gon tory of DC

(From Jul 01,2000 12:00 AM to Oct 12,2009 12:00 AM ]

Select Domain |admp.mm vl
Select DomainControllens) A dd E
Period ICustom Period 'I Start Time 2009-0?—01 :

|1z.00 &M | End Time |z009-10-11[] [12.00 am =] o

® Filter based on inputs |ADMP-DC1 -I Displaying report for input entries : ADMP-DC1 -:\

Logon History of DCs

200
E 150 <
a B B
[
B |
o il s
W q
USERNAME
QA ouick Search L0 0 showing s 1-25 cf202 I ICM Shew [25 <] perpage. [# s ddfrermove Colurnns
Usar Mane Client IP Address tient Host Name Domain Controllar Event Type Remarks Logon Type
. Cct 10,2009 Seszsion disconnected
adrninistrator 192.165.4.220 RAGHURAMANE adrp-dcl 0535112 PM Success from winct ation
Rermotelnteractive
. . ek 10,2009 [Terminal Services,
adrinis trator 192,165.4.220 neté . zohocorpinicomn admp-dcl SRS B Success Successful Logon Remote D esktop o
Rermote A ssistance)
Ferotelnteractive
- . Cct 10,2009 . Unkrown user narme or [(Terminal Services,
adrinis trator 192,168.4.220 neté.zohocorpinicorn ADMP-DCL 05:20:16 PM Failure bad password Rernote Desktop or
Rermote Assistance)
L Qct 10,2009 . _
adrninistrator adrip-dcl T 1EEMRR B Success Userinitiated logoff
Unlack (j.e.
Ar v e - Aok d A sAna unnattendad
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Terminal Services Activity on DCs

(From Aug 01,2009 12:00 AM to Oct 12,2000 12:00 AM )

|admp.mm vl
Select DomainControllers) ADMP-... Aodd E

Select Domain

Period

ICustom Periad vl Start Time 2009-08-01

|12.00 AM =| End Time |2009-10-1]

|1z.00 aM =] @0

® Filter based on inputs [ al

=l

Displ aying report for input entres : ADMP-DC 1, ADMP-... \

"y

Q g uick search

User Name

administrator

administrator

administrator

administrator

administrator

Terminal Services Activity on DCs

LT T T T R T - S -]
HOUR

. showing:1-25 oFlannSHDWIZS ] per page.

Client IP Address

192.168.4.220

192.168.4.220

192.168.4.220

192.168.118.161

dient Host Mame

RAGHURAMANE

neté.zohocarpin.com

neté.zohocarpin.com

dc-urmwarel -
xp32.zohacorpincom

Domain Controller

admp-decl

admp-decl

ADMP-DC1

adrmp-dcl

admp-decl

Cct 10,2009
05:38:12Z PM

Cct 10,2009
05:20:13 PM

Cct 10,2009
05:20:16 PM

©ct 10,2009
01:59:22 PM

©ct 10,2009
01:38:28 PM

o

Success

Success

Failure

Success

Success

[# 4 ddiRemove Columns

Remarks

Session
dizconnected from
winstation

Successzful Lagen

Unknown user name
or bad passward

Userinitiated logoff

Successzful Lagon

Logon Type

Rernotelnteractive
[Terrninal Services,
Rermote Desktop or
Rermote Assistance)

Rernotelnteractive
[Terrninal Services,
Rermote D esktop or
Rermote Assistance)

Rernotelnteractive
[Terrinal Services,
Rermote D esktop or
Rernote A ssistance)

Rernotelnteractive

Ma nageEnginD



User Management Reports
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User Management Reports

All reports follow similar pattern and it is easy for one to understand all
reports by just viewing one.

Recently Created Users, Recently Deleted Users, Recently Enabled Users,
Recently Disabled Users, Recently Locked Out Users, Recently Unlocked
Users, Recently Modified Users, Recently Password Changed Users,
Recently Password Set Users .

The last modification on user report lists the last change that was done on
every user in the domain.

Administrative User Actions — covers all administrative actions done by
selected user(administrator or helpdesk) in the domain on users,
computers and groups.

User object history lists all the history of changes that happened on
selected user(s).

P
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Recently created users report

Re

ntly Created Users

(From Oct 01,2008 12:00 AM to Oct 13,2009 12:00 AM )

Select Domain | child.xchange.com -I
Period [Custom Feriod =]  Start Time [z008-10-01 | [ [12.00 aM =] End Time [z009-10-13 | [ [12.00 am =]

Who Created

@ administratar  arumugam @ EMP-DC2F © saravanan ‘

@ saravanann

Q Guick Search (L) [ Showing + 1-25 of 505 I Il show [25 =] per page. [Faddrremaove Calumns

testsn tests0 administratar o9 242003 OOTIT omp-dez.child xchange.com test20@child,xchange,com
hfuserds, test hfuserds. test administrator :":' AT AT | ol iR ERL e | =

hfuser2.test hfuser test sdrinistrator ’T’\i' 10,2009 10:26:10 o0 gep child. xchange. com -

hfuserdS. test hfuserdS.test administratar fher 20,2009 102893 op-de2.child, xchange.com -

tasthfuseras testhfuseras sdrninistrator :":' 10,2009 102157 o de2 child.xchange.com -

testhfuser2a testhfuser2a Adrninistrator Mar 10,2009 10:07:03 o0 geo child. xchange.com -

servicedesk servicedesk administratar Par 07,2003 025028 g -ded,child, xchange, com  servicedesk@child, xchange.com
BORB3621 BORB2621 Adrministrator g":' EEAT0D CRERES | o i) e | =

BORBZ621 BORBZ6Z1 Administratar g‘;’ 06,2009 02:531€ 0 des child. xchange. com -

BORB362L BORBI621 Administrator (e @EANIE EH0IS . | et il eremE e

BORB2621 BORB2621 Adrministrator g":' 06,2009 02143143 0 4e2 child.xchange.com -

firstimidlast firstirnidlast Administratar g‘;’ 04,2009 04:16:04 0 de2 child. xchange. com -

firstdmidlast firstmidlast administrator g'nj' 04,2009 D4:18:0% L de2 child. xchange.com -

last_rnid_first last_rnid_first Adrministrator g";’ @A OUERTT ||y i D | =

last_rnid_first last_rnid_first Administratar Mar 04,2009 0401257 o0 dea ehild. xechange.com -

testmbuserd testmbuserd2 administratar g'nj' EEAID CEEREE | e iR | ©

tastrnbusers2 testrnbusers? adrninistratar g';' 08,2008 03:02:01 o 4o child.xchange. com -

Mar 03,2008 02:46:31  ____ . Las. I

™y
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Last Modification on User(s)

T

Annotate | ﬁ Export Az = | & Printable Yiew

Last Modification on Users

(From Sep 13,2009 02:33 PM to Oct 13,2009 02:33 PM )

Select Domain I adrp.com

Period

=

| Last 30 Davys

Q Quick Sesrch

User Hame

[

| showing: 1-25 of 27 [ [CN show | 25 'I per page.

Caller User Name

3 Modified Time

Domain Controller

IEAdd,l’Remoue Caolumns

Modified Attributes

Remarks

Pavunie Administrator Ock 10,2009 10:59:13% AM admp-dcl User Workstations User Account Changed
ka Q\é\_ Administrator Ock 10,2009 07:135:52 AM admp-decl User Principal Marne Uszer Account Changed
a.z 3 adrministrator Ock 09,2009 01:29:08 PM admp-decl User Parameters Uszer Account Changed
Allen OQ_ ﬁdr‘r’%ator Ock 10,2009 09:34:24 AM admp-dcl User Account Control Uszer Account Changed
Anandhsa% ﬁxdministgt@é Ock 09,2009 06:03:21 AM admip-dcl Uszer Account Contral User dccount Changed
Anandhsan@l23 Adrministrator k Ock 09,2009 08149156 AM  admp-decl User Account Control Uszer Account Changed
AnandSamv% Adrministrator Ock 09,2009 08:148:12 AM admp-decl Uszser Account Control Uszer Account Changed
audituzer > Administrator Ock 09,2009 06:32:04 AM admip-dcl User Account Cantrol User Account Changed
bala % Adrministrator Ock 05,2009 02:146:59 PM admp-del User Account Control Uzer Account Changed
deondermand ?D adrministrataor Ock 12,2009 07:59:08 AM admp-decl User Account Control Uszer Account Changed

P

5
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Administrative User Action —on-user objects

(7) Schedule Reports | | 5 New Report Prof

Annotate | ﬁ Export As = | . Printable View

Administrative User Actions
(From Sep 13,2009 02:34 PH to Oct 13,2009 02:34 PM )
Select Domain | admp.com 'I

Select User(s) Add o
Period Last 30 Days =]

® Filter based on inputs I Adrninistrator vl Displaying report for input entries : Administrator
User Mgmt

Administrative user action
computer and group
objects are similar.

@ User Account Deleted © User Account Disabled

@ User Account Enabled @ User Azcount password set

© User Account Unlocked

Q_guick sesrch (00 [0 shawing : 1-25 of 213 I ICH Show[25 =] per page. [Faddrremava columns
Mo ied Timew Domain Controller Description Remars

User account 'test’ was changed by
Ok 12,2009 11:16:17 AM admp-dcl 'ADMPYAdministrator', Changed User Account Changed
Attributes : 'Password Last Set'

User account 'test' was changed by
Ot 12,2009 09146142 AM admp-del *ADMPLAdinistrator', Changed User Account ¢hanged
Attributes 1 'Password Last Set’

User account 'test' was changed by
'ADMPYAdrinistrator', Changed
Attributes ; 'Password Last Set, User
Account Contral'

Oct 12,2009 09:45:438 AM adrmp-decl User Account Changed

User account 'test' was changed by
Ot 12,2009 08153134 AM admp-dcl ‘ADMPAAdministrator, Changed User Account ¢hanged
Attributes 1 Account Expires’

User account 'deondernand' was changed
Oct 12,2009 07:59:08 AM adrnp-del by 'ADMPYadrinistrstar’. Changed User Account Changed
Attributes 1 "User Account Contral'

User 'deondemand’ was enabled by

Oct 12,2009 07:59:03 AM admp-decl ‘ADMPY administrator’

User Account Enabled
User account 'deondernand' was changed

Oct 12,2009 07:59:03 AM adrmp-del by 'ADMPYadministratar’. Changed User Account Changed
Attributes 1 "User Account Contral'

User 'deondemand’ was dizabled by

Ot 12,2009 07:59:03 AM admp-det ‘ADMPY adrninistrator’

User Account Disabled
Reset Password Atternpt for user

Ot 12,2009 07157143 AM admp-del ‘deondemand’ by ‘ADMPLadministrator’,  User Account passward set
Statusifuccess'

—
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User Object History

User Object History

(From Sep 13,2009 02:41 PM to Oct 13,2009 02:41 PM)

Select Domain I admp.corm 'I
Select User(s) [testyGarientPl.. add %
Period I Last 30 Days 'I

Filter based on inputs | all - Displaying report for input entries : test, Garientpl...

User Object History

@ User Account Changed User Account Created
@ User Account Disabled User Aceount Enabled

@ User Account password set @ User Account Unlocked

Q uick search . showing : 1-25 of 195 I W show | 25 I per page. [Frddirernove Coluranz

Modified Timew Domain Controller Descripton Remarks Event Mumber

User account 'Administrator’ was
Oct 12,2009 11:45:38 PM admp-dcl changed by '"ADMPLVADMP-DC1E'.  User Account Changed 542
Changed Attributes ¢ '-'

User account 'test' was changed
by 'ADMPLADRRinistrator’,
Changed Attributes @ 'Passward
Last Set'

Oct 12,2009 11:116:17 AM admp-del User Account Changed 542

User account 'test' was changed
by 'ADMPYADministrator',
Changed Attributes @ 'Passward
Last Set'

Sk 12,2009 09:46:42 AM admp-decl User Account Changed 642

User account 'test' was changed
by 'ADMP\ADministrator’,

Changed Attributes ¢ 'Passward
Last Set, User Account Contral’

Ock 12,2009 09:45:48 AM adrip-del Uzer Account Changed £42

Uszer account 'test' was changed
by 'ADMPYADministrator',
Changed Attributes @ "Account
Expires'

Oct 12,2009 05:53:34 AM admp-dcl User Account Changed 542

User account 'deondemand’ was
changed by
Oct 12,2009 07:59:02 AM adrmp-del 'ADMPYadministrator'. Changed  User Account Changed 542
Attributes @ 'User Account
Control'

Ma nageEnginD




Group Management Audit Reports
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* Along with creation, deletion and modification of
security and distribution groups. ADAudit Plus

provides additional reports on members added/
removed to or from these Groups.

* A sample screenshot for the “Group object history”
is also provided.

2'01 10 =y
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Recently added members to Security Groups

(From Sep 13,2000 02:51 PM to Oct 13,2000 02:51 PM )

Select Domainladmp.com 'I
Period I Last 30 Days 'I

YWho Added

Use this link to add or
removed desired columns

[ administratar — aomP-pe1s)

Q Cuick Search . . showing : 1-25 of 28 n u Show | 25 j' per page,
—
Group Name Caller User Name Member Name Modifie@hime Domain Controller Remarks Group Scope
oct 09 €509 Security Enabled
Adrninistrators Administrator cn=testlogin.DC=admp,DC=c 05.14.J M adrnp-decl Lacal Group Domain Local
Qb e Mermber Addead

. Q, Security Enabled
Terrninal Server - _ . _ _ Ot UQ,EDQ .
License Servers Administrator cn—testlogln,DC—admp,DC—cEB adrnp-decl Lacal Group Domain Local

05:14:%%pM Mernber Added

: Security Enabled
Rernote Desktop . _ . _ _ Ot 09‘:609 _ .
Users Admlnlstrw CN—testlogln,DC—admp,DC—tm [ admp-dcl Lacal Group Dornain Local

05:15: Mermber Added

B o c Security Enabled
o o CH=pavunrajaraj k. Oct 10,02 _ .
Administrators Admlnlsmr pavun,OU=ADL, OLI=AuTe st a= admp,DC=corn | 07 107 135 AM admp-dcl Local Group Domain Local
m +— Member Added
o —
-g Security Enabled
kttastl Administ@r CN=kttestS,OU=SKumar,D(&dmp,DC=com Ot 05 2209 adrnp-decl Lacal Group Domain Local
01:01 D PM
Mermber Added
< Q © o
A Security Enable
kttastz Adrini ar CH=kttestS, OU=SKumar, drmp,DC=com = o adrnp-decl Lacal Group Domain Local
01:01:@PM
Member Added
Ot 06 ngg Security Enabled
kttasts Administrator CH=kttestS, OU=SKumar,DC=admp,DC=com ! adrnp-decl Lacal Group Domain Local
o1:01: PM
— Mermber Added
ot DS'ED9 Security Enabled
KtestGroup adrninistrator CH=kttest4, OU=SKurmar,DC=admp,.DC=com ) BT om ] admp-decl Lacal Group Dornain Local

Ma nageEngin_;D



Group Object History

Sect History

The Scope Of the 009 05:5% AM to Oct 15,2009 05:58 AM

Group is limited Use the Add Icon to
. ot e select more than one
to the Domain ”

[Lests0oays =] Group
Selected here

ilter based on inputs | all | Displaying report for input entries : Administrators... /j:

Group Object History

This report lists the History of
actions on the selected Group(s).

Security Disabled Local Group Created

@ Security Enabled Global Group Created

Cecuty S Lo s crees The Group created/ deleted and

@ Security Enabled Local Group Member Added

@ Security Enabled Local Graup Member Remaoved m Od ifi ed ti m es . |t a ISO | ists

Soutsese K8 KB shodny ;12 o 22 0 B ox 2572 erpose members-added/removed to the
Group Name mModified Time Domain Controller Message Group Scope !
e 0t 10,2009 07130104 | g 41 Giobal istrbuton oroup esta’vas rsted S group object(s).
== AM admp-de by 'ADMPYAdministrator', Glohal Group Greats 2
AEEEGE Ok 10,2009 07:21:56 adrmp-del Local Distribution Group 'singergroup’ was Security Disabled Dornain Local
gergroup AM P created by 'ADMPYAdministratar Local Group Created
Ock 05,2009 02:47:25 _ Global Security Group 'balagroup’ was created Security Enabled
balagroup PM admp-del by 'ADMPYAdministrator', Global Group Created Slobal
Oct 10,2009 07:17:09 _ Global Security Group 'TestlS' was created by Security Enabled
f==t0) A admp-dcl ADMPYAdrinistrator’, Global Group Created 3lobal
. Sk 12,2009 11:30:31 ~ Global Security Group 'Dornain Guests' was Security Enabled
Dernain Guests PM adrmp-dcl created by 'ADMPAADMP-DCLE' Global Group Created S'0Bal
Ock 06,2009 01:21:52 _ Domain Local Security Group 'kitesté' was Security Enabled Local n
Eitetc PM dippgdcl created by 'ADMPLVADministratar', Group Created Permein Lo
cingare Gt 10,2009 07:21:14 L Dormain Local Security Group 'singers' was Security Enabled Local Dermain Local
9 AM P created by 'ADMPYAdministrator', Group Created
LocalGrou ©ck 10,2009 09;11;:17 adrmp-del Dormain Local Security Group 'LocalGroup' was Security Enabled Local Bemain Lol
P AM P created by 'ADMPYAdministrator', Group Created
Ock 12,2009 11:30:31 _ Domain Local Security Group 'RAS and IAS Security Enabled Local n
Rag and 148 Servers oy admp-dcl Servers' was created by 'ADMPLADMP-DC14'. Group Crested Lomain Local
Member
KtestErou Ock 06,2009 12:55:04 adrnp-det 'CH=kttestd, OU=SKurnar,DC=admp,DC=cam’ Security Enabled Laocal Darnain Lacal
P PM P was added to Domain Local Security Group Group Member Added
'KtestGroup' by 'ADMPY administratar',
Member 'CN=aza F,
Adrninistrators Ock 08,2009 05:36:34 adrnp-det zzz,OU=Test,DC=admp,DC=com’ was added to  Security Enabled Local Domain Local

AN Domain Local Security Group 'Administrators’ by Group Mermber Added

'ADMPY administratar’,

E@ﬁLJ Ma nageEngim



Computer Management Audit Reports
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Domain Policy Changes
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ain Policy change information

MarageEngine phis welcome,  admin License | Help | TalkBack

AD Audit Sign Out , Change Password

Home Reports

Connected Domain: adrmp com (7) Schedule Reports | 5 New Report Profila

Alarts Configuration Adrnin Support Domain Settings

Annotate F Export fs w Printable View
User Logon Reports » | l? P I @
Po

Doma

¥ Changes

»

User Management »

T e T R Select Damalnladmp.com vl
Period [Custorn Periad =] Start Time [zo08-10-01 | [E [12.00 AW =] End Time [2009-10-13 | [ [1z.00 am =]
Computer Management

(From Oct 01,2008 12:00 AM to Dct 13,2009 12:00 AM )

Domain Policy Changes -
When Changed
. &
0OU Management »
GPO Management 3 E
=]
Profile Based Reports » 8
y Reports
o
2 &
o o
o o>
o wr
DAY
Q Guick search 0 [0 showing 1 12 of 2 ) (0 show[25 =] perpage. [(Faddrremnove Columns
taller User Name ed Timev Domain Controller Remarks modifiad Properties

Minimurn Password Age-1 days,
Minirum Password Length-7
characters, Password History

Domain Palicy Changed Length-24 passwards
ADMP-DC1% Oct 12,2009 11:31:21 PM admp-del rermebered, Passward

Password Policy madified Properties-Password must meet

cormplexity requirernents -
Enabled, Store passwords using
reversible encryption - Disabled

ADMP-DE1E B AL ETED EDRaeEn AT adrp-det Domain Policy Changed Lockaut  Lockout Threshold-3 invalid
Palicy modified lagon attempts

o
Ma nageEnginD



OU Management Reports

Mﬂ Ma nsagﬁ.lEn;_:;|in_t;_-‘\ﬁI



GPO Management Audit Reports
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A profile based report is defined(created)by
associating one or more Report profiles with
one or more Active Directory object(s).

The advantage of a Profile based report is that
it allows view specific change information
done by or on objects in the Domain.

For Example: Logon Failure for Admin users
(or) Administrative Users Logon Failure

— |s created by associating

ManageEngine”



Configuring a Report Profile -1

To configure your own report profile click here. The

report profiles created will be listed under their
respective category / domain.

License | Help | TalkBac

ManageEngine pL\s Welcorne,
Audit Sign Cut , Change Paszword

Home Reports Alerts Configuration Adrnin

Connected Domain: adrmpwzks.com

Account Logon Report Profiles
Report Profile Categories
Domain I admp.com vI * New Report Profile

Account Logon
Available Report Profiles =
o

Local Logon-Lagoff
Created on

Dormnain Settin

Action HName

Account Creation
= @ Logon Failures for Admin Users Oct 13,2009 05:47 &M Oct 13,2009 05:47 &M View Reports
User Modification

Oct 13,2009 05:47 AM Oct 13,2009 05:47 AM Micg Reports

= @ all Users Logon

Computer Modification
To view a Profile based Report — click on view reports —
It will be shown under Reports = Profile based reports.

Sroup Modification

oU Managernent

SR Managernent
Listed are the available report profiles under the

Domain Policy Changes
Account Logon Report Profile category for domain

My Report Profiles

List of default Report Profile Categories

Alert Profiles

visw/Maodify Alert Profilas

Create Alert Profile

Advanced Configurations

ﬂ@ﬁl&i Ma nageEngim



Configuring a report profile -

ManageEngine pL«s welcarne, admin License | Help | TalkBack

ll] Audit Sign out , Change Password

Home Reports Alerts Configuration Admin Suppoart Domain Settings

Connected Domain: admpwZka.com Report profile

Modify Report Profile
name

Account Logon

Repatt Profile Mame: |L0g0n Failures for Admin Users | #
Local Logon-Logoff Description: [Maonitors Logon Failures for administrative users for
. dornain
Account Creation
User Madification
Computer Maodification i : I Account Lagon .
o Check only the actlor'15 that e —— Actions for the selected category.
Sroup Maodification need tO be present |n the H g , Logon Failure Even.....|

(Each action be configured under
Advanced Configuration)

DU Managernent

PrOfile based report [ Lugon Suvcess Evenly

Luuun Failure Eveiils

SPO Managernent

Dornain Policy Changes

Associate Domain Objects [+ Lugun Failure Evenls 2000 AD

Domain : | adrmp.com

%) select Users: - Mozilla Firefox o ]

My Report Profile; AN Hrers of Group
I I |j |http:,l’,l’admp-vistas4:BDSIIEditMUnitor.do?methodToCa\l=selectobjects&categoryld=l&domain!\ ff Administrators

Darnain Adming
Alert Profiles

5 chema Admin_s
B Enterprise Admins Deletion of Undesired
All Users | Group Based Users | Crganizational Unit Based Users . .
View!Modify Alert [Tl dind ObJeCt for the PrOfIIe

(KN

Create Alert Profi

. showing : 1-25 of 158 (0 N show | 25 | perpage.

T Name Canonical Name

-

T test admp.corm/AuTest/ADL v3oustest

Advanced Confiquigtions.. o)y nket2 admp.corniUsers/ GarientPlunkett?

[T petersamusls admp.comiAuTest/AD L PeterSamuelé Update

i [T tests test admp.com/Demoltest? test Filter tO include Only Admin
[ deadmin admp.corn/Users/dcadmin U f D )
O raghu adrnp.cornfraghufraghu Sers ort e Omaln
" admp.com/AuTest/RemUsers/ il
[T vikrarn 5. Rathere e
O I'waAM_ADMP-DC1 adrnp.cornfUsers/ TWam_ADMP-,
[T TestingUseri admp.corn/Users/TestingUserl
O john adrnp.cornfraghufjohn
I_ Btest123456 admp.corm/Users/Btestl23456

| Done —3
ﬂ@‘[{hj Ma nageEngin;D



Configuration of a report profile - 3

MEMAGEEnQIng has Welcorne, admin

n-n AU d it Sign ©ut , Change Password

Home Reports Alerts Configuration Admin Support

Ctonnected Domain: admpwZks.com

Modify Report Profile

Account Logon

Report Profile Mame: |Logon Failures for Admin Users | *

Local Logon-Logoff Description: [Monitors

dormain

on Failures for administrative users for
com The actions change with the

category selected. Listed are
categories under which report

Account Creation

User Maodification

Computer Modification Gategory : Lhcoount.Loann = profiles / profile based reports
Account Logon .
Group Modification Actions : | Local Logon-Logoff can be conflgured.
Account Creation
OU Management . . A User Modificati
Associate Domain Objects Computer Modification P
GPO Managernant Group Maodification
-, | OU Managerent
Dormain Policy Changes Lomain : GPO Management
Salect Users : | Domain Policy Changes ?
.. ol —
Adminiztrators &

Dramain Admins
Schema Adrming
My Report Profiles Erterprize Adminz

Alert Profiles

wWisw/Maodify Alert Profiles

Creste Alert Profile

=

Mﬂ Ma nageEngim



ort Profiles

List of Report Profiles

Horme Reports Alerts Configuration Configured by user. Any
connected Domain: admpwzkd.com n u m be r Of re port p rOfi Ies

L omen - can be configured. To < New Report Profile
Available Report Profiles .
eport on desired changes. -« Reports

Dornain Setting

Account Logon

Local Logon-Logoff

_ & @ Logon failure of Domain/dmins Ot 13,2009 10:45 Oct 16,2009 01: View Reports
ZCCDU: ::.Ea':."-‘” = @ user modification for selected 10 users Oct 13,2009 10:58 AM Oct 16,2009 01:40 AM view Reparts
1-1d oaITICation

& T —— & @ group,computerduser creation Oct 13,2009 10:57 AM Oct 16,2009 01:39 AM View Reparts
omMpUter oaIrication

e Gl & @ GPO management for creation Oct 13,2009 08:03 AM Oct 16,2009 01:39 AM Wiew Reporks

Bl Mer et = @ OU managernent based on all OUs of dermain Oct 13,2009 05:03 AM Oct 16,2009 01:37 AM View Reparts

N ——_— & @ group modification based on domain group Qct 13,2009 08:03 AM Qct 16,2009 01:37 AM View Reporks

Domain Policy Changes & @ corputer modification on domain Oct 13,2009 05:02 AM Oct 16,2009 01:36 AM View Reparts

& @ computer modification based on computer Qct 13,2009 11:01 AM Qct 16,2009 01:35 AM View Reporks

& @ computer modification based on group Oct 13,2009 11:01 AM Qct 16,2009 01:35 AM View Reporks

My Report Profiles & W computer madification based an 0L Oct 13,2009 11:02 AM Oct 16,2009 01:35 AM vigw Reparts

=) group modification based on ou Oct 13,2009 11:03 AM Oct 16,2009 01:34 AM View Reporks

FE W Deleted Users Oct 13,2009 11:29 AM Oct 13,2009 11:29 AM View Reports

View/Modify Alert Profiles & W Enable Disable Users in Audit OU Oct 13,2009 11:13 AM Oct 13,2009 11:13 AM View Reports

. B @ Logon Failures 2ks Ot 13,2009 10:41 AM Ot 13,2009 10:41 AM iew Reports

Advanced Confiqurations

ﬂ@ﬁhj Ma nageEngim



Profile Based Report

Connected Domain: admpwzka.com l@ Schedule Reports | | % New Report Proi

Annotate | ﬁ Export As » | & Printable View

User Logon Reports

aroup,computer&user creation in admpw2k&.com
Local Logon-Logoff

(From Sep 16,2009 01:45 AM to Dct 16,2000 01:45 AM )
User Management 3

Period ILast 30 Days 'I

Group Management 3 !
Computer Management »

QA quick search ing : 1- show[25 =] .
Domain Policy Changes » Hick 2eard L shouing : 1-25 of 121 [ M Show per page [Faddrremove Calumns

New Account Mame New account Domain Caller user name Caller user domain Sam Account Name Object Class Domain Controllar Remart
0OU Management

A
CC T andyen comnput
N compa ADMP YW 2KE sdrministrator  ADMPW2KE compat S computer  admp-w2k8 admpu2ke.com accaunt
e was
Profile Based Reports created
A
cormnput
COMP2E ADMPW 2K adrinistratar ADMPW 2K COMP2E E)TC'::SSJ??DD?Q?W cornputar admp-w2k2 admpw2ks8. com account
I Account Logon ' B was
|- Local Logon-Logoff created
w Account Creation A
Users Created St 15,2009 comput
COMP2Y ADMPW 2K adrinistratar ADMPW 2K COMP2E 07'48:22 AM cornputar admp-w2k2 admpw2ks. com account
Groups Created e was
created
Zo
A
group,computerfuser St 15,2009 cornput
creation COMP1t ADMPW ZKE administratar ADMPW2KE COMP1g 07'48:18 AM carmputer admp-w2ks, admpwzks8.com account
T was
I User Moditicabion created
|- Computer Modification A
|- Group Modification security
disable
[ @D e GGG ADMPW2KS adrninistratar ADMPW2KS GGG 3;?:55.'2200?“?\.1 group adrp-w2k®, adrmpwzks. com univers
- GPO Management e group
|- Domain Policy Changes was
created
[ pmp
schange A
[» 9 security
. admp.com » Oct 15,2009 dizzble
[ ADMPW 2K adrinistratar ADMPW 2K [ D7i4E:14 AM group admp-w2k2 admpw2ks. com univers
My Reports » PR group

Mﬂ Ma nageEngim



My Reports

Horne Alerts Configuration Adrnin Support Domain S

| (1) Schedule Reports . | &P New Report |

Annotate | 3 Export As » | & Printable

0OU management based on all OUs of domain in admpwZk8.com .

(From Sep 16,2009 01:52 AM to Oct 16,2009 01:52 AM )

Period | Last 30 Days -

per page, EﬁddIRemove Colurnns

. _ service Crganizational Unit 'ou==zirl,0U=AUTest,DC=admpwzk&,0C=com'was created by
adrninistrator  adrmp-w2hks, adrmpw2ks. com ohject "ADMP Y 2K administrator',
was
created,
A
directory
Logon Failures sre _ Ock 16,2009 administrator  admp-w2ka. admpw2ka, com service Organizational Unit 'ou=sir, OU=AUTest,DC=admpwzks,DC=com'was created by
01:25:40 AM 2 oSEl? : object  'ADMPWZKS\administrator',
Logon failure of Domain Admins e
craated,
group,computerduser creation
A
user modification for selected 10 directary o izati | Unit
users Gt 15,2009 . seryice o oanizauana Znf i .
- 0714944 AM administrator admp-wzks admpw2ks. com obiect ou=testS,ou=test?, ou=testl, OU=AuditOU,DC=admpwZks,DC=com'was created |
Enable Disable Users in Audit OU o waJs 'ADMPW 2KS\ administrator,
ted,
Deleted Usars create
A
computer modification on damain directory o .
ook 15,2009 service Organizational Unit
computer modification based on = D?'49"44 AN adrinistrator  adrip-wzkg admpwzks. com obiedt ‘ou=test4,ou=test?,ou=testl, OU=AuditO U, DC=admpwzks,DC=com'was created t
computer e wajs 'ADMPW ZKE\administratar',
computer modification based an created.
group A
directory _— .
cornputer modification based on OU oot 15,2009 semice Organizational Unit
- D?-49-’34 M administrator  admp-w2kE admpwzkg com obiect ‘ou=testd,ou=testZ,ou=testl, OU=AuditO L, DC=admpwzks,DC=com'was created t
group maedification based on T waJs 'ADMPW ZES  administratar’,
darnain group created,
TP A
directory
0U management based on all 0Us O AS,2005 ke adreuskE. o SEMICE  Organizational Unit 'austest?,oustest],OU=AuditoU,DC=admpu2k, DC=om'ya:
f domain 07:49:24 AM P : P : object  created by 'ADMPW2KS\adrministrator,

Was

GPO2 ranagernEnt TOF cheation
created,

mj ManageEngine
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Alerts Tab of ADAudit Plus

Also explained configuration of Alerts
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* Receive alerts on desired change events - right
in your inbox/ the product.

* Alerts in ADAudit Plus include

— Default Web Alerts and configurable email
notification of the alerts.

— They are categorized under
* Alert Profile Based Alerts and
* Report Profile Based Alerts.

R
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Default Alerts configured in ADAudit Plus
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Alert Profile Based
Alerts and
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Alert Profile Based Alert

* An Alert Profile based alert is the alert that
vou would like to see in totality for a desired
change.

— |t is configured by combining one or all of the
below. Done in the configuration Tab of ADAudit
Plus

* Name
* Description
* One or a combination of multiple Report Profiles.
* An alert message (configurable)
If the alert is to be email notified.

R
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Configuring an Alert Profile based Alert

MarageEngine phas Welcorne, admin Licer

AD Audit

Sign Qut , Change Passw

Home Reparts Alerts Admin Support

sonnected Domain: admpwzkd.com

Report Profile Categories

Account Logon

Modify Alert Profile

Select the severity from the Marme : Logon Failures for Admin Users in child |"‘
H Description i ini i i i i
drop down ”Attentlon”, P Loagan Failures for Administrative Users in domain child

Local Logon-Logoff

Account Creation

“Troublesome” or “critical” *
alert”

Uszer Modification

Cormputer Modification

Severity attention

| "=rort Profiles i i
il ©°) Select Report Profiles: - Mozilla Firefox 10l =i Logon Failures for Admin Users ﬂ s

Group Modification

2l Managerment

| P |http:,l',l'admp—vista64:8081,l'EcIitF\IertPrDFiIe.dn?methodToCaII= 57

GPO Managerment

Cornain Policy Changes

Available Report =7 Crea
Profiles epor

rt Message ! Lagin failure for User "% [Add]

Domain: | adrmpwzkg.com ;I Cateqory: | -----

Nanme 2rt message: User %ACCOUNT_MAMES: was created
My Report Profiles ; C CALLER_USER_MAMES
[T Modified Computers = Send E-mail Motification
[T Enabled Computers L/ Mail To !
~ert Profiles
. For multiple recipients,separate email addresses with
[T Disabled Computers
Wiew /vodify Alert Profiles One or all report ernmEs %) Edit Alert Message - Mozilla Firefox
| . . .
™ Domain Policy Change prOﬁIeS can be @ J L3 [ httasdfanimp-vistas:308LiExitalertMessage do
B s e added to be alerted I
[T oUs Deleted S
Add Text : [Distribution Graup Created || ada |
Advanced Configurations
[ ©uUs Modified Provide a check to Add variable:  [Access Mask || add
. . Alert Message : || ggin fal|:JTE for User '%USERNAM?%' in "% CLIENT_HOST_NAME%:'.
‘ ™ GPOs Crested email notify the Reasoni "ERROR_CODE_TEXT.
| e s s configured alert

Sample Alert message: User %ACCOUNT_NAMES was created by
% CALLER_UISER_MAMES

(o118 Cancel

Custom configuration of alert message.

1
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Active Alert seen from the product

Home Reports Canfiguration Adrnin

Connected Domain: admpwzks.com

Selgctable period t.o view 3 £t etiFeation | @ Save Alact Pl
Active Alerts list of alerts received.

All Period

Dornain Sett

Logon Failures for Admin Users in
admpw2k8.com

Uszers Created in admpwzkE.cam

Period [AI_ " ¢ Select to view
SEYERITY BASED ALERTS “Active Alerts”
or “All Alerts”

Deleted Users in admpwz ks, com

Deleted Security Groups in
admpw2k8.com

Madified Admin Groups in
admpw2k8.com

Damain Policy Changesin
admpw2k8.com

<) deleted in admpw 2 kE.com

GP O deleted in admpw 2kS.com

Report Profile Based Alerts »

| Attention e Troule @ Critical

Q-Q_u,i_;hj_g_auh qclear ”Delete . . showing:1-25 ofgoln.:. Sh0w|25 = | perpage,

T sowce Domain Severity Alert Message Time Generateds

Lagin failure for User

T admp-wzks admpwzkd.com 1 Attention ‘ddministrator’ in ‘admp-w2ka', Cct 15,2009 10:51:39 PM
Reason: 'Bad password',
. Login failure for User
[T admp-wzks admpwzkd.com 1 Attention ‘Administrator’ in ‘admp-w2ka', Cct 15,2009 10:51:32 PM
Reason: 'Bad password',
[ admp-wzks admpwzk s .cam €3 cCritical Dornain Policy was Changed by 1 4 e 5000 07,5125 am
! ‘administrator’ ! e
_ ) Troubl User 'AuditUserl’ was deleted by e
I~ admp-wzks admpwzkd.com W) Trouble ADMEW ZKEhadministrator Oct 15,2009 07:49:04 AM
[T admn-wska adrnnw?k f .cam b Trouble Group 'S55] was deleted by Oct 152009 N7:4R:0A AM

Consolidated list of all event details configured to be alerted. You will be

able to view it just on clicking the Alerts Tab
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Viewing a Alert Profile Based Alert

Admin Support Dormain Setting

Horme Repo@iguration

Connected Domain: admpw2zks.com

S E-Mail Notification | i New Alert Profila

‘ Alert Profile Based Alerts

>

Alerts for Alert Profi ogon Failures for Admin Users in

all Period Show |.C\ctive Alerts vl

Period | all -

ogon Failures for Admin Users in
child

Usars Created in child

Celeted Uszers in child

Celeted Security Sroups in child SEVERITY BASED ALERTS
Modified Admin Groups in child

Cornain Policy Changes in child

<U deleted in child

GPO deleted in chilg alert in totality

Logon Failures for A
xchange

Click on the alert to view complete
data for the change event.(See
next page)

Users Created in xchange

CDaleted Usears i

Removes the alerted event
LA from Active Alerts. You can still
Pieeifies] Aehmin view them under “All alerts”

Dornain Policy Changes in =change

Qouick search & Clear # Delete EBEN -4 of 11 Show |25 'l per page.
<l deleted in xchange

GRO deleted in xchange [ source Domain Severity Alert Message Time Generatedw
L il o Aol 1) ; . Login failure for User
dfi?dc‘” afiuras tar Adrin Lzers in [T emp-dcz child 1 Atkentio ‘administrator’ in 'emp-dez' Mar 08,2009 03:41:20 PM
Reason: 'Bad password',
Users Created in child . Login failure for User
™ emp-dcz child 1 Attention ‘Administrator’ in ‘emp-dcz’. Mar 08,2009 03:41:16 PM
Deleted Users in child Reasaon: 'Bad password'.

Lagin failure for User

. ; ‘administrator’ in
- 1 Attention . 33
[ emp-dez child I8 ‘ernp-del ohacorpin.cam's Mar 07,2009 02:33:21 PM

Reason: 'Bad password'.

Celeted Security Sroups in child
Modified Admin Groups in child
Dornain Policy Changes in child Login failure for User

™ emp-dcz child I Attention Administrator” in Mar 07,2009 09:44:20 &M

Sl deleted in child 'emp-dcl_.zoh_ocorpin.cq_m'.
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What event detail does each alert provide.

) Event Details - Mozilla Firefox

Eile

Edit  ‘iew History Bookmarks  Tools  Help

I |j |http:Il',l'saravanann:SEIS1,I'.C\udit.ﬁ.lerts.l:Il:n?meI:hl:n:lTDCa||=shl:nw.f\IertDetails&alert_id=33D1

Event Details

User Mame Adrministrator
Client IP Address 127.0,01
Client Host Nanve admp-wzka This will be the event detail information that
receive when .
Domain Controller adrmp-wzksa . yourece e_ enyou
Click on any row in web alert and

Logon Time ock 15,2009 10:51: - g

In your Mailbox with each event occurrence.
Event Type Failure
Failure Reason Bad password E
Domain krbtgtf ADMP W 2 K2
Remarks Kerberos pre-authentication failad.
Logon Service krbtat/ ADMP W 2 KE
SID S L5-1-5-21-1210557647-56512861-3602752779-500%
Event Number 4771
Event Code 16
Failure Code Ox=1%

Clase I
Done WEB
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Report Profile Based Aler

ManageEngine PL\s welcome, admin License | Help | TalkBa
'n'n Audit Sign Cut , Change Passwaord

Horme Reports Configuration Adrin Support Cormain Settic

Connected Domain: admpwZzks.com

Alert Profile Based Alerts » S E-mail Notification |% New Alert Profile

Alerts for Report Profile: Logon Failures for Admin Users

All Period show | Active Alerts =
Report Profile Based Alerts |

~ admpwZk8.com Period | all >

Logon Failures for Admin Users
Local Logeff for DCs SEYERITY BASED ALERTS
Local Logon Failures for DCs
Local Logon Success for DCs
Uzers Craatad
Deleted Users
Deleted Security Groups
Modified Adrmin Groups

Cormain Policy Changes

CUs Deleted

GPOs Deleted Attention

. admp.com

quick Search @ Clear # Delete . . Showing:1-19of19 Show |25 'I per page.
[ pmp

b m:hange I_ Source Domain Severity Alert Message Time Generatedw

Login failure for User
‘administrator' in 'admp-
wzks.admpwzkd.com'. Reason:
'‘Bad password'

;- child [T admp-wzks.admpwzka.com admpwzka.com 1 Attention Oct 15,2009 10:51:39 PM

Lagin failure for User
R | Attention ‘ddministrator’ in 'admp- Bl a
[T admp-w2ké.admpwzka.com admpwZkd.com X w2ka .admpwzka.com', Reasan: Cet 15,2009 10:51:32 PM
'‘Bad password',

Login failure for User
1 Attention ‘Bdministratar’ in ‘adrnp-

[T admp-wzks.admpwzka.com admpwzkd.com w2k admpwzks.com', Reasan:

Qct 15,2009 01:50:11 AM

This alert is based on “Report Profile”. One or more Report Profile based alerts combine to form an Alert profile

based alert. Information is limited to the Domain object .
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Allows you to define actions that are added
for a report profile.

The Actions are based on a combination of
one or more Rule-Groups.

Rule Groups are formed using Rules — using
“and” or “or” operators.

Each Rule is based on specific attributes of

Active Directory c
ADAudit Plus inte

nange .

ligently understands

categories and groups them for defining rules.

ManageEngine”



Configuring an Action in ADAudit Plus

License | Help | Talkbadl

ManageEngine phas Welcarme, admin

Audit Sian Qut , Change Password
Home Reparts Alerts Configuration Adrnin Support Domain Settine
connected Domain: admpwZks.com
Modify Account Logon Action
Report Profile Categories
Account Logon Action Narne: Logan Failure Events 2000 AD *
Local Logon-Logeff Description: [Monitoring Logon failure events

Account Crestion

User Modification
Computer Modification
Sroup Maodification

QU Mansgerment

GPO Management

Dornain Policy Changes

My Report Profiles

Alert Profiles

The Logon Failure

events 2000 AD under
Account Logon Actions
Category. Is defined
using the listed 8 Rule
Groups

& Group Mame : |Wrong username

ilter Rules

[Evertio =
[Usertame =]
[Failire code =]
[EventType =]

Hide filter

& Match all of the following {AND) © Match any of the fallowing (OR}

76 L
&
&
&

Delete Rule Group

@

o
X
o

=
@

Rule Group Mame : |Pwd expired user

Filter Rules

[eawss ]
[notends with =]
[eavss =]
[eawss =]

iHide Filte

@ Match all of the following (AND) © Match any of the fallowing (OR)

576 & ®
o
F0%
F %

Delete Rule Group

Rule Group Mame : |Logon to Restriction

Rule Group Name : |D|sab|e User

Rule Group Mame : |wrong password

Rule Group Name : |Accuunt Expired User

Rule Group Mame : |account lockaout

Rule Group Name : |Lugcm Hours Restnction

Show filker

Show filter

Show filker

Show filter

Show filker

Show filter

—_

O
o
O




Advanced Configuration - A Rule Group Explained

Operators used to

define a filter rule.

Computer Modification

Rule Groups
Group Modification
Gl o r e Fule Group Mame : |wrong username ( \ Hide f
GPC Management Filter Rules & Match all of the following {AMND)  fateh any of the following (C
Dorain Policy Changes
| Event ID | equals = [676

|

Inot ends with "l [ |
I equals -l |Dx6 |
|

| User Mame

I Failure Code

My Report Profiles

Do [ L e 1

wEnt [ ¥pe | equals = [18
Event IC
Time Generated
Alert Profiles Il:ogon _Ird .
ogon Type y s f
Wiew/Modify Alert Profiles Dornain i n n u I I l e r O
[ User Mame pired user

Client Address
Service Name
Supplied Realm Marne
Tirme Written —
Fluser ID o Regtriction |
UserMarne
Advanced Configurations Lagon GUID
Error Code
| Source Warkstation s
Failure Code
Logon attenmnpt by
Result Code

'ILogon Account > hasspord

Filter Rules can be

Create Alert Profile

Any number of Rule
Groups can be added.
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Admin Tab of ADAudit Plus
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* The Admin tab of ADAudit Plus allows you to
configure the various settings for working with
the product.
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Personalize Tab

MarageEngine P'\o\i Welcome,  admin License | Help | TalkBac

n-nAUdlt Sign Out , Change Passward

Harne Repaorts Alarts Canfiguration m

Connected Domain: admpwzks.com

Support CLormain Settin

; @ . .
_ GeneralSettings| ™ personalize Seftings

_ Perzanalize thermas for ADAUdit Plus

Connection change admin Password

Old Pazzword: | |

Server Mew Password: | |

Confirm Password: | |

Mail Server Settings

Administration
Themes « Blue Theme @ Green Theme

Domain Sethings

ManageEngine pl»\‘s Welcorm ManageEngine plu&'s Welcarn

Alerts AD Audit sign ou MEAD AU auas o
Schedule Reports
Event Cleanup

Tachnicians

| Save Changes || Cancel |

This Tab allows you to personalize ADAudit Plus by selecting a theme and

changing the default password to desired.
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Connections

ﬁ%MamgeEngine phﬁ Welcorme, admin
nn Audit Sign 2wt , Change Password

Home Reports Alerts Caonfiguration m Support

Connected Domain: admpwzkd.com

General Settings [ ) connaction Settings
Configure ADAudit Plus's settings.

Perzonalize

_ ADAudit Plus Port [hitp]: 8081 |[changes will reflect only on restart of ADAUdit Plus]

Server
Mail Server Settings
| Enable S5L Paort [https]: 8444 | [Changes will reflact only on restart of ADALdit Plus]
Administration
Carnain Settings
Session Expiry Time: 60 = | minutes
Alerts
Archive Settings
Save Changes || Cancel

Schedule Repaorts

Event Cleanup

Technicians

The connections Tab allows you to select the port and to set session

expiry. Running ADAudit Plus as a secure connection is possible with this.
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Server Settings

MarageEngine p'u\s
AD Audit
Horme Reports

Welcome,

License

admin

Sign Out , Change Password

Alerts Support

connected Domain: admpw2ks.com

General Settings

Personalize
Connection

Server

Mail Server Settings

Adniinistration

Comain Settings
Alerts

Archive Settings
Schedule Reports
Evert Cleanup

Techricians

=
| Server Settings
Configure ADAudit Plus's startup & log settings.

|7 Start the product autornatically on Windows Startup [2pplicsble for service install stion, Start--=2ll prograrms--=aDaudit Plus--=NT Serice--=Install A0 A udit Plus Serice]

p Launch the ADAudit Plus client upon successful startup

Made

Current Log Lewel: [The default warking rmode for A0 A udit Plus and which will have rinirmal set of debbuging information.]

Save Changes H Cancel |

Settings required for ADAudit Plus to start and for debugging can be set

in this Tab.

ManageEngine



Mail Server Settings

MarageEngine P'ws.
0N AD Audit

Welcorne, admin

Sign Qut , Change Password

Harne Reports

Support

Alerts Configuration m

Connected Domain: admpw2ks.com

General Settings

i3 Mail Server Settings

Perzonalize

Connection

Server

Administration

Configure Mail Server Settings

Configure Mail Server Settings

Mail Server: |SMTF‘

Mail Port: |25

M authentication

Carmain Settings
Alerts

Archive Settings

Schedule Reports
Event Cleanup

Technicians

[Pravide uzernarne/password if rail(SMTP] server raquires authentication, ]

UzerMarme : |administratu:|r

Password : |||I||..I...

Configure EMail Addresses

Frorn Address |nnrep|y@adauditplus.cnm

| Save Changes || Cancel |

Settings required for ADAudit Plus to send emails

gsend test mail

ManageEngine



Domain Settings

License | Help | TalkBs

MarageEngine P"-\S Welcome,  admin DO ma i n Setti ngs

nn AUdlt Sigm Cut , Change Passwaord H 1
onfiguration Admin Support Conflguratlon for
Use the refresh Icon ADAudit Plus.

to update the Domain

Controller Settings.

Domain Name : child

Authentication : Suc

Actions :@ @ ﬁ
Available Domain Controllers
Actions Domain Controller Name Event Fetch Interval Last Event Read Time Status
Q jm} emp-dc2 Every 2 hours [chanae] Oct 16,2009 05:06:44 AM [Run now] Success

Add Domain Controllers

Domain Mame : admpw2k&.com

Authentication : Success

Actions :@ @ z ﬁ
Available Domain Controllers Eve nt Fetc h

Actions Domain Controller Name Event Fatch Interval Last Event Read Time

(v] im} admp-wzkd.admpwzkd.com Ewery 15 minute(s) [changs] < et 16,2009 04:54:47 AM [Fun now] inte rva IS

Add Dromain Controllers

*The Domain Settings Tab allows to add or remove Domain controllers from which event log data is to be collected.

*The event fetch interval can set and also modified.
- based on license purchase. The trial version fetches

*Any number of Domain Controllers can be included
event_viewer data from 5 Domain Controllers.
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Adding Domain and Domain Controllers

-101X)
- =
ManageEngine phis Welcome, admin I D |htt|:-:,I',I'Icu:alhost:EEDEil,I'jsp,l'-:nmmon,l'AddDC.jsp?domainName=exchange.com&operation=add 'ﬂ"

AD Audit .
Sign Cut , Change Password .
Add Domain Controllers

m Reports Alarts Configuration Adrnin Support

connected Domain: admp.com Click here to Discover DCs

=

Add Domain Details

Domain Controller Name : ||3I'I'||J-l:|C:2J emp-dcl

Enter ',' separated values for multiple DC

Domain Details Add .

i Troubleshooting Tips:
Dormain Name :|exchange.com |

® Ersure that the DHS Server is propetly configured for this darnain and the
v Authentication corresponding DGs of that domain.
Anonymous login is used when no authentication is given, ® Confirm that the mfc is able to ping the appropriate domain or any one of the
| Cormain Controllers.
® Check the connectivity between this mdc and the Dormain Controller iz not blocked

Dormain Password :|O0.00000000 | Cone # GPB Y

Domain Userdame :|administrat0r

[Click here to discover Domain Controllers]

Save Cancel

Adding a Domain controller.
Multiple DC’s added by
separating them using comma
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Schedule Deletion of Alerts

MaragaEngine PLA“E Welcorne, admin
Audit Sign Out , Change Password

Horne Repaorts Alerts Configuration m Support

:onnected Domain: child

General Setbings

% Delete Alerts

Personalize Alerts of all severity[ Critical, Attention, Warning and Clear] will be delated

Connecktion
3 Schedule Delete Alerts

Server
Delete Alerts older than days

Mail Server Settings

| Save | | Cancel

Administration

Cornain Settings
Archive Settings

Schedule Reports
Event Cleanup

Technicians

On providing a check again “Schedule Delete Alerts” option. Alerts older than specified number of

days are deleted from the Web Alerts displayed.
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Archive Settings

admin

Sign 2wt , Change Password

MarageEngine P'w; welcorme,
AD Audit
Horme Reports

Alerts Suppaort

:onnected Domain: child

General Settings

Personalize
Cannecktion
Server

Mail Server Settings

Administration

Cornain S5ettings
Alerts

Schedule Reports

Event Claanup

Technicians

Filtered raw eventlog data are archived under the folder mentioned. The time and folders are

t’ Archive Settings

Filtered raw event log data will be archived under the folder specified below

F Enable Archiving

EvVErY hours
EvVErY hours

Mew File creation interval ;

Mew Zip creation interval ;

Archive Directory ; |C:HPngram Files (x8a1NOctl2%ManageEnginebaDaudit Plusharchive', |

| Save | | Cancel |

configured here.
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Scheduled Reports

@iannageEngine P'u\s Welcome, admin Licenze | Help | TalkBack
Audit

Sign Qut , Change Password

Home Reports Alarts Configuration Admin Support

tonnected Domain: adrmp.com

Dornain Setting:

9 Schedule Report

A tive SChedUIe = CIiCk to disable Successfully enabled the scheduled report

Schedule Reports

R schedule New Reports
A

T

Last Modification Time = Schedula Time Last Schedule Time

fishok-lasté0minutes Oct 06,2009 01:50 PM Everyday at 02:00 PM Oct 08,2009 02:00 PM

Last Schedule Status eport Details

Successfully sent Wiew Reports

/] i =8 Ashaokz-Previoushour Ok 02,2009 05:01 PM Every hour at 15th minute Oct 08,2009 06:36 PM Successfully sent Wiew Reports »
(] o) = Chject Update Daily Scheduls - Everyday at 01:00 AM
O o =4 Horme Graphs Daily Schedule - Everyday at 0&:00 AM

This report can also be accessed from the Reports Tab on clicking the
Schedule Reports Link

Viewing all Scheduled

reports

2010 ne)
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Scheduling a Report

MarageEngine phas Welcome, admin License | Help | TalkBack

AD Audit Sign Out , Change Password

Home Reports

Alarts Configuration Adrnin Suppert Dornain Settings
Connected Domain: admp.com
:-Y') Schedule Report 5) View Scheduled Reports

# Schedule Name: [Ashok2-Previoushour |

* Description: [This report will schedule the extraction =]
of event every hour for =
1. Logon Failures -

Domain Name: admp.com

Scheduler Creation —_—

a Select Reports:

Available Reports: Selected Reports:

User Logon Reports = User Logon Reports =
Logemn [Fefflores Aclele] Domain Contraller Logon Activity ADMP-DCL,... more 1B dRemowe
Domain Controller Logon Activity Added .

Logon Failures “Rernove

Member Server Logon Activity Add®
Workstation Lagon Activity add®
User Logon Activity Adds
Resent User Lagan Actvity addn — One or all available reports can be
L Lo T 2dd» selected to the list using the add
User's Last Logon Addw

Local Logon-Logoff bUtton'

User Management e =

o Schedule Report Frequé

@ Hourly c Draily c Wealkly c Monthly

Gemerate howty eports starting rom th tie v er T The schedule report frequency allows schedules

e el 10 be run at specified times for report extraction.

e Schedule Report Storage Opt{@ns: al File Storsge Pata

Select the format of your

Schedule report Storage path and reported /
stored format are provided here.

o Email Motification:
M Email this scheduled report.

B2 1.9

Specify email address: |dashok@zohocorn‘cum,saravanann@zahocl

Use cormra to ple erail ids.

The scheduled reports will be sent Via e-mail if

this option is checked. And for the configured
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Event CleanUp

@MamgeEngine phﬁ Welcorne, admin
ll] Audit Sign ©ut , Change Password

Horme FRepaorts Alarts Configuration m Suppor

Connected Domain: child

General Settings %Event CleanUp

Proceszed event log data older than the specfied nurnber of days are archived and then ceared from the database

Personalize

Connection
Categories

Server

Mail Server Settings W~ Accaunt Logan

Administration r Account Creation

Dornain Settings r Uzer Maodification

Alarts Caomputer Maodification

Archive Settings Group Modification

Darain Policy Changes

Schedule Reports

U Managerment

JOoooooe &

D B B .

GPO Managerment
Technicians g

Processed eventlog data older than the specified number of days are archived and then cleared from

the database. Categories that are not checked for Event CleanUp are not cleared.

mj ManageEngine
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Technicians

Select any user do

_ delegate Technician
ManageEngine phis welcorne, admin ) User List - Mozilla Firefox - ! !
I% 'nn Audit Sign ©ut , Change Password I |j |http:,l',l'admp-vistaﬁ4:BDBI,I'UiewObjects.do?methodToCaII:showObj p rivi Ieges In ADAU d It Pl us.

Horme Reports Alerts Configuration m Select Users

Guaick Find
Go

Connected Domain: child

| showing : 1-25 of 280 L0 W show I Z5 'l per page,

Delegate “admin” or

Name Canonical Name
“operator” roles for the O bulkuserasstests admpw2k. com/AuditOU/bulkuseraadtests 2]
user Selected above. " bulkuserae9tests admpw2ks. corfAuditOlU/bulkuseraeJtests *[M
 bukuserssitresio ppEasn
Mail Server Settings " bulkuseraslStestls ff;l’kpu“’sze"*rg:fg:i’:tuli
it o o AmPR2KE: comiAL List of Technicians and
Darnain Settings [ i johnz admpwzke, comdal . .
e € bulkusersfiotestao s their ADAudit Plus roles.
Archive Settings 16 adrpwzka, corn/ALTS
Schedule Reports ¢ bulkuseraclétestls cEmpr AL e el

fbulkuseraclétestle

=

Event Cl : - o
vant leandup Available Technicians |DUHB

Technician

Actions Name Role Gnain Name
&8 oW adrmnin adrmin ADAuditPlus Authentication
& 2w Johnz Operator ADMPWZKE

Multiple Technicians can be allowed to access ADAudit Plus web portal. ADAudit Plus allows to

configure any of “Admin” or “Operator” role for the selected technician. An operator will only be
able view reports. “Admin” has complete privileges on the product.
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Conclusion

Kindly Visit : http://www.adauditplus.com for more
information on product and pricing.

Take a walk through on the User Interface at
http://demo.adauditplus.com

For any technical queries or assistance contact
support@adauditplus.com

You can contact us also via. Toll Free: 1-888-720-9500

P
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