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1. NTLM authentication

1.1 To enable NTLM-based single sign-on

Note:

ADAudit Plus uses Jespa for NTMLv2 SSO authentication. In builds 7082 and above, the

Jespa JAR file has to be downloaded and added to ADAudit Plus' lib folder before enabling

NTMLv2 SSO. To do this:

1. Download the latest Jespa JAR file.

2. Extract the downloaded ZIP file, move the JAR files to <Installation_folder>\ManageEngine\
ADAudit Plus\lib, and restart ADAudit Plus.

If you are running build 7081 or older and have NTLMv2 SSO enabled, you can continue using this

feature without any changes.

To enable NTLM-based single sign-on:

1. Log in to the ADAudit Plus web console.

2. Navigate to Admin > Administration > Logon Settings.

3. Check the Enable Single Sign-On box.

4. Select the domains from the Select Domains drop-down. These are the domains that contain
the user accounts used to access ADAudit Plus.

5. Click Save Settings.

Logon Settings

Single Sign On Two-Factor Authentication

Enable Single Sign-on with Active Directory

NTMLv2 Authentication SAML Authentication

Select Domains auto.adap.com v


https://www.manageengine.com/products/active-directory-audit/?source=sso
https://ioplex.com/downloads.php

Note:

ManageEngin@

ADAudit Plus

If ADAudit Plus is installed as a service, ensure that ADAudit Plus is run using a service account

with admin privileges:

e Click Start > Run > Type services.msc.

® |Locate the ManageEngine ADAudit Plus service.

® Right-click on the service, and select Properties > Log On > This account.

e Check if suitable credentials are used. If not, enter suitable credentials.

1.2 To modify existing single sign-on settings
1. Log in to the ADAudit Plus web console.
2. Navigate to Admin > Administration > Logon Settings.

3. Click on the domain that you wish to modify the settings for.

Jumpto License M’ Jobs ? o -

Q Search.. £ Domain Settings

ADAUd it PIUS ) Home Reports File Audit Server Audit Analytics Alerts Configuration Admin Support
Administration - Logon Settings
Alert Me Login to ADAudt Plus h
Domain Settings
TS Single Sign On Two-Factor Authentication

Logon Settings
/| Enable Single Sign-on with Active Directory
Schedule Reports

Custom Reports (%) NTMLv2 Authentication SAML Authentication

Disk space analysis Select Domains | auto.adap.com v

Exclude User Accounts
Business Hours Save Settings

Configuration - @ ADAudit Plus eate a computer account for NTLM authentication in the

Alerts/Reports

Domain Computer Account Status
Archive Events

adapauto ADSComputerlxb Configured
Restore Archived Events

4. In the Modify computer account window that pops-up, enter the Computer Name and

Password in the respective fields.

5. If the computer is not already in the domain, check the box next to Create this computer

account in the domain to create a computer with the provided credentials.

6. Under Advanced, if the DNS Servers and DNS Site are not filled automatically after entering

the computer name and password, enter them manually.
7. Click Save.
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¢ Tofind the IP address of the DNS server: Open Command Prompt from a machine belonging

to the domain that you have selected, type ipconfig /all and press Enter. The first IP address

displayed under DNS Server is the IP address of the DNS server.

¢ To identify the DNS site: Open Active Directory Sites and Services on the left tree,

expand Sites, and identify the site on which the Domain Controller configured under the

selected domain appears. This is the DNS site.

Modify computer account adapauto X

@® A computer account is mandatory to configure SSO using NTLM. Learn more...

Domain

* Computer Name

* Password

DNS Servers

DNS Site

adapauto

ADSComputerlxb

Create this computer account in the domain

= Advanced

172.24.156.241

Default-First-Site-Name

Cancel

1.3 Troubleshooting steps for NTLM-based SSO

1.3.1 Change browser settings to allow single sign-on

Trusted sites are the sites in which NTLM authentication can occur seamlessly. If SSO has failed, then the

most probable cause is that ADAudit Plus isn't a part of your browser's trusted sites.

To add the URLs of ADAudit Plus in the trusted sites list, follow the steps given below:
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Internet Explorer (IE):

1. Open Internet Explorer, and click on Tools located in the top right-hand corner of the screen.
Then go to Internet Options > Security. Under Select a zone to view or change security settings,
select Local Intranet > Sites.

2. If you're using any versions lower than IE 11, add the URL of ADAudit Plus to the list of intranet sites.
If you're using IE 11, click on Advanced, and add the URL of ADAudit Plus to the list of intranet sites.

3. Click Close > OK. Finally, close all browser sessions, and reopen the browser.

Google Chrome

1. Open Control Panel > Network and Internet > Internet Options. In the Internet Properties
window that opens, click Security > Local Intranet > Sites > Advanced, and add the URL of
ADAudit Plus to the list of intranet sites.

2. Click Close > OK. Finally, close all browser sessions, and reopen the browser.

Mozilla Firefox

1. Open Firefox, and type about:config in the address bar. Click Accept the risk and continue.
In the search field, type network.automatic-ntlm-auth.trusted-uris.
Click the edit icon next to network.automatic-ntim-auth.trusted-uris, and type the URL
of ADAudit Plus. Use a comma to separate multiple URLs.

2. Click OK. Finally, close all browser sessions, and reopen the browser.

Note:
¢ It's recommended that you close all browser sessions after adding the URL to the trusted

sites list for the changes to take effect.

e Google Chrome and Internet Explorer use the same internet settings. Changing the settings

either in Internet Explorer or in Chrome will enable NTLM SSO in both browsers.

1.3.2 Check the computer account configuration

Status: Error in Creating Computer Account. This error can be due to any of the reasons listed below:

1. Invalid domain credentials in ADAudit Plus

The credentials of the user account specified in the domain settings section might have expired.

To update the credentials:

e Logintothe ADAudit Plus web console with admin credentials.

® Click on Domain Settings, hover over the relevant domain, click on Modify credentials, and update

the username and password.
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2. Domain controllers (DC) are not accessible from ADAudit Plus

ADAudit Plus might not be able reach the specified DCs. To add another DC that

ADAudit Plus can access:

e Logintothe ADAudit Plus web console with admin credentials.

e Click Domain Settings, select the relevant domain, click Add Domain Controller, and specify

the name of the relevant DC.

3. Non-conformance to password policy
The password of the automatically created computer accounts for NTLM authentication might
not be meeting the domain password policy settings. To create a computer account manually
and assign it a password that meets the complexity requirements of the domain policy settings,
follow the steps given below:
e Loginto ADAudit Plus web console with admin credentials. Navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select NTLMv2 Authentication.
® Click on the error message Error in creating a new computer account in the status column
next to the domain in which you wish to create a computer account.

e Create a computer account manually by entering a Computer Name and Password.

2. SAML authentication

You can set up single sign-on to access ADAudit Plus through any of these popular identity providers.
Note:

SAML-based SSO cannot be enabled if a reverse proxy is enabled.

2.1 Configuring single sign-on to ADAudit Plus using Okta

Step 1: Configure ADAudit Plus in Okta

1. Log in to the Okta portal.

2. Under the Apps tab, click Add Application > Create New App.

3. Select Web as the Platform and SAML 2.0 as the Sign on method, and click Create.

4. In General Settings, enter the SAML application name (for example, ADAudit Plus) in the
App namefield. Upload a logo for the application if needed, and click Next.

5. In the Configure SAML section, enter the values for: Single sign on URL and Audience URL.

6. Click Finish.
Note:
To find the values for the Single sign-on URL and Audience URI, log in to the
ADAudit Plus console, navigate to Admin > Administration > Logon Settings > Single Sign-On.
Check the box next to Enable Single Sign-On, and select SAML Authentication > Identity
Provider (IdP) > Okta. Copy the ACS/Recipient URL value, and paste it in the Single sign-on
URL field. Copy the Issuer URL/Entity ID value, and paste it in the Audience URI field.

7. Once the configuration is complete, navigate to the Sign on tab to download the

identity provider metadata file.
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Step 2: Configure Okta in ADAudit Plus

1. Log in to the ADAudit Plus web console with admin credentials. Navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable
Single Sign-On, and select SAML Authentication.

2. Select Okta from the Identity Provider (IdP) drop-down. Under SAML Configuration Mode,
select Upload Metadata File. Click Browse and upload the metadata file obtained at
the end of the Step 1.

3. If you want to enable single logout, follow these steps:

® Copy the Issuer URL/Entity ID and SP Logout URL, and download the X.509 Certificate.

Log in to Okta, go to the Configure SAML page, and click Show Advanced Settings.

Check the Enable Single Logout option, paste the Issuer URL/Entity ID in SP Issuer field and
the SP Logout URL in the Single Logout URL field.

Click Browse next to Signature Certificate, and select the X.509 Certificate you downloaded.
Click Upload Certificate.

4. Click Save.

Single Sign On Two-Factor Authentication

Enable Single Sign-on with Active Directory

NTMLvZ2 Authentication SAML Authentication

Configure Identity Provider

Identity Provider (IdP) Okta v
SAML Configuration Mode Upload Metadata File Manual Configuration
- Browse file - I I

Sign SAML Logout Request

Sign SAML Logout Response

Service Provider (SP) Details
ACS/Recipient URL nttp://john-4419:8081/samliLogin/5
Issuer URL/Entity 1D nttp://john-4419:8081/samliLogin/5

SP Logout URL nttp://john-4419:8081/samlLogout/

@@y Download X.509 Certificate

2.2 Configuring single sign-on to ADAudit Plus using OneLogin

Step 1: Configure ADAudit Plus in OneLogin
1. Log in to the OnelLogin portal.
2. Click on the Apps tab, select Add Apps > SAML Test Connector (IdP).

3. Enter the Display Name, and upload the icon for the application. Click Save.
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4. Under the Configuration tab, enter the values for ACS (Consumer) URL Validator and
ACS (Consumer) URL.
Note:
To find the values for the ACS (Consumer) URL Validator and ACS (Consumer) URL, log in to
the ADAudit Plus console, navigate to Admin > Administration > Logon Settings > Single Sign-On.
Check the box next to Enable Single Sign-On, and select SAML Authentication > Identity
Provider (IdP) > OneLogin. Copy the ACS/Recipient URL value, and paste it in these two fields.

5. Click More Actions in the top panel. Click SAML Metadata to download the

metadata file, and click Save.

Step 2: Configure OnelLogin in ADAudit Plus
1. Log in to the ADAudit Plus web console with admin credentials. Navigate to Admin >

Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,

and select SAML Authentication.
2. Select OneLogin from the Identity Provider (IdP) drop-down. Under SAML Configuration

Mode, select Upload Metadata File. Click Browse, and upload the metadata file

obtained at the end of Step 1.
3. If you want to enable Single Logout, copy the SP Logout URL in ADAudit Plus, and

paste itin the Single Logout URL field in OnelLogin’s Configuration page.
4. Click Save.

Logon Settings

Single Sign On Two-Factor Authentication

Enable Single Sign-on with Active Directory

NTMLv2 Authentication SAML Authentication

Configure Identity Provider

Identity Provider (IdP) Onelogin A4
SAML Configuration Mode Upload Metadata File Manual Configuration
- Browse file - I Browse) I

Sign SAML Logout Request

Sign SAML Logout Response

Service Provider (SP) Details

ACS/Recipient URL nttp://jonn-4419:8081/samlLogin/5
Issuer URL/Entity ID http://john-4419:8081/samlLogin/5

SP Logout URL http://john-4419:8081/samlLogout/
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2.3 Configuring single sign-on to ADAudit Plus using Ping Identity

Step 1: Configure ADAudit Plus in Ping Identity
1. Log in to the Ping Identity portal.
2. Click Applications > My Applications > SAML > Add Application > New SAML Application.
3. Onthe Application Details page, enter Application Name, Application Description, and
Category. You can choose to assign an application icon. Click Continue to Next Step.
4. On the Application Configuration page, provide the ACS URL and Entity ID.
Note:
To find the values for the ACS URL and Entity ID, log in to the ADAudit Plus console,
navigate to Admin > Administration > Logon Settings > Single Sign-On. Check the box next
to Enable Single Sign-On, andselect SAML Authentication > Identity Provider (IdP) >
Ping Identity. Copy the ACS/Recipient URL value, and paste it in the ACS URL field.
Copy the Issuer URL/Entity ID value, and paste it in the Entity ID field.
5. Click Save & Publish.

6. Once the configuration is complete, the metadata file can be downloaded.

Step 2: Configure Ping Identity in ADAudit Plus
1. Log in to the ADAudit Plus web console with admin credentials. Navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select SAML Authentication.
2. Select Okta from the Identity Provider (IdP) drop-down. Under SAML Configuration Mode,
select Upload Metadata File. Click Browse, and upload the metadata file obtained
atthe end of Step 1.
3. If you want to enable single logout, follow these steps:
e Copy the SP Logout URL in ADAudit Plus, and paste it in the Single Logout Endpoint field in
Ping Identity’s SAML Application page.
e Download the X.509 Certificate in ADAudit Plus. In Ping Identity’s SAML Application page,
click on Browse next to Primary Verification Certificate, and upload the downloaded certificate.

4. Click Save.
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Single Sign On Two-Factor Authentication
Enable Single Sign-on with Active Directory
NTMLvZ Authentication SAML Authentication
Configure Identity Provider

Identity Provider (IdP) | Pingldentity v

SAML Configuration Mode Upload Metadata File Manual Configuration

- Browse file -
Sign SAML Logout Request

Sign SAML Logout Response

Service Provider (SP) Details
ACS/Recipient URL http://john-4419:8081/samlLogin/5 |
Issuer URL/Entity ID http://john-4419:8081/samlLogin/5 |

SP Logout URL http://john-4419:8081/samlLogout |

@ Download X.509 Certificate

2.4 Configuring single sign-on to ADAudit Plus using

Active Directory Federation Services (AD FS)
Step 1: Configure ADAudit Plus in AD FS

Prerequisites
To configure AD FS for identity verification in ADAudit Plus, you need:
1. Toinstall the AD FS server. The detailed steps for installing and configuring AD FS can be
found in this Microsoft article.

2. An SSL certificate to sign your AD FS login page and the fingerprint for that certificate.

Configuration steps

Note:

Only the Forms Authentication method is configured for users trying to access ADAudit Plus
through AD FS authentication. You can view this setting in the AD FS console under

Authentication Policies > Primary Authentication > Global Settings.

Claim rules and Relying Party Trust
During configuration, you will need to add a Relying Party Trust and create claim rules.
A Relying Party Trust is created to establish the connection between two applications for

authentication purposes by verifying claims.
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In this case, AD FS will trust the relying party (ADAudit Plus) and authenticate users based on the
claims generated. Claims are generated from claim rules by applying certain conditions on them.
A claim is an attribute that is used for identifying an entity to establish access. For example, the

Active Directory SAMAccountName.

1. Open the AD FS Management console.
2. The connection between AD FS and ADAudit Plus is created using a Relying Party Trust (RPT).
Select the Relying Party Trusts folder.

: ADFS
ﬁ! File Action View Window Help
e 2 @
| ADFS Relying Party Trusts
> & iemcs ) Display Name Enabled  Type Identfier
4 [ Trust Relationships Device Registration Service Yes WS-Trust... um:ms-drs:mickey-adfs-dc 1 mickeyadf
Claims Provider Trusts MICKEY Yes WS-Trust me.com

| Relying Party Trusts
_| Attribute Stores
p | Authentication Policies

3. Click Actions > Add Relying Party Trust. When the Add Relying Party Trust Wizard
opens, click Start.

4. Inthe Select Data Source page, click on Enter Data About the Party Manually, and click Next.

1 Add Relying Party Trust Wizard

Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Corfigure Certfiicate
@ Configure URL

@ Configure Identifiers

@ Configure Muttifactor
cation Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

Example: fs.contoso.com or hitps://www .contoso.com/app

() Import data about the relying party from a file

Use this option to import the necessary data and cedificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizand will not
validate the source of the file.

Federation metadata file location:

®) Enter data about the relying party manually

Use this option to manually input the necessary data about this relying party organization

<Previous | [ Net> |[ Cancel

5. In the Specify Display Name page, enter a display name of your choice and add additional

notes if required. Click Next.
6. In the Choose Profile page, click AD FS profile. Click Next.

7. In the Configure Certificate page, the default settings would have already been applied.

Click Next.

10


https://www.manageengine.com/products/active-directory-audit/?source=sso

ManageEngin@

ADAudit Plus

8. In the Configure URL page, check the box next to Enable Support for the SAML 2.0 WebSSO
protocol. The relying party SAML 2.0 SSO service URL will be the ACS URL of ADAudit Plus.
Note:

There is no trailing slash at the end of the URL. For example:
https://ADAuditPlus-server/samlLogin/955060d15d6bb8166c13b8b6e10144e5f755¢c953

To get the ACS URL value, open the ADAudit Plus console, navigate to Admin >

Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select SAML Authentication > Identity Provider (IdP) > ADFS. You can find the

ACS URL/Recipient URL value here.

9. On the Configure Identifiers page, in the Relying party trust identifiers field, paste the

Entity ID value.

Note:

To find the Entity ID value, log in to the ADAudit Plus console, navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select SAML Authentication > Identity Provider (IdP) > ADFS. You can find the

Entity ID value here.

10. In the Configure Multi-factor Authentication Now? page, you can choose to configure

multi-factor authentication settings for the relying party trust. Click Next.

11. In the Choose Issuance Authorization Rules page, you can choose to Permit all users to access
this relying party. Click Next.

12. The next two pages will display an overview of the settings you have configured. In the

Finish page, click Close to exit the wizard.
Keep the Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

option selected to open the Claim Rules editor automatically.

¥ Add Relying Party Trust Wizard -
Finish
Steps

The relying party trust was successfully added to the AD FS configuration database.

@ Wek

o Hieicome You can modify this relying party trust by using the Properties dialog bax in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name

[v] Open the Edit Claim Rules dialog for this refying party trust when the wizard closes

@ Choose Profile

@ Configure Cerfficate
@ Configure URL

@ Configure Identfiers

Configure Multifactor
Authertication Now?

[

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

n
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13. In Claim Rules Editor, under the Issuance Transform Rules tab, click Add Rule.

14. From the Claim rule template drop-down, select Send LDAP Attributes as Claims, and click Next.

_

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The iption provids
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attibute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a nule that will extract attibute values for authenticated users from the displayMName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous H Next > || Cancel

15. In the Configure claim rule page, provide a Claim rule name, and select Active Directory
from the Attribute store drop-down. In the LDAP Attribute column, select User-Principal-Name.

In the Outgoing Claim Type column, select Name ID, and click Finish.

@ Add Transform Claim Rule Wizard [ x|

Configure Rule

Sepe ‘You can corfigure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

@ Configure Claim Rule

(laim nde nama-
[ADAP 550 Clams
Rule template: Send LDAP Aftributes as Claims

Attribi fa etrine

‘Adrve Directory v|

Mapping of LDAP attributes to outgoing claim types:

e Culect srtipte Outgoing Claim Type (Select or type to add more)

»  [UserPrincipal-Name v [Name ID v

* v v

[<Provous | [ Freh ][ Corcel ]

12
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16. You can now view the rule that has been created. Click OK.
17. Next, download the metadata file by clicking on the Identity Provider metadata link.
For example: https://<server_name>/FederationMetadata/2007-06/FederationMetadata.xml.
Note:
Replace <server_name> with the AD FS hostname.
Save this file, as you will need it while configuring SAML authentication in ADAudit Plus.
18. Navigate back to Relaying Party Trusts, and find the rule you've created. Right-click on the rule,

and click Properties. In the window that opens, click on Endpoints > Add SAML > OK.

-
§p File Adion View Window Help

== |25 BE
ADFS LETL A T Actions
| service ... - .. .. . 1 )
PR Diaplay Hame Enatled  Tipe kienifier Pocesa Cor, | Refying Party Trusts -
Refving Party Trusts Valcation t Eacmd fcle Subuing arhe Truct
_ Llms Provider (st ADAP 550 ot — . — e /| Add an Endpoint X
Application Groups i " TPl gnabure epted Clal 70,
Ovgarization  Endpamia  Proxy Endpoirte  Notes  Advancsd Endpoint typs:
Soecy the endpaiils 1o use for SAML and WS-FederationPassive protoccls SAML Logou: v
URL Index  Bidrg  Defat  Re Binding
SAML Assertion Cansumer Endpoints FOST i
Hitpe., A= [ FOST Mo
SAML Lagout Endpaints
s AN 5. POST Mo ity hdex:
Trugted URL
I
Example: Htps //ete corfioso com/adfsds
Resporae URL-
< > Exampie: hipa://ats.cortoso. comooatt
Add SAML
Cancel
Add WS-Fedoration... Fismava Edn.. -
0K Cancel
< >

19. In the Trusted URL field, paste the SP Logout URL.
Note:
To get the SP Logout URL, open the ADAudit Plus console, navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select SAML Authentication > Identity Provider (IdP) > ADFS. You can find the SP
Logout URL value here. Click OK.
20. Next, click on Signature, and upload the X.509 Certificate.
Note:
To get the X.509 Certificate, open the ADAudit Plus console, navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to
Enable Single Sign-On, and select SAML Authentication > Identity Provider (IdP) >
ADFS. You can find the X.509 Certificate here. Click OK.
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Step 2: Configure AD FS in ADAudit Plus
Prerequisites
Enable RelayState in AD FS.

For Windows Server 2012

¢ Navigate to the
%systemroot%\ADFS\Microsoft.ldentityServer.Servicehost.exe.config
file in your AD FS server.

¢ |Inthe <microsoft.identityServer.web> section, enter the following code:
<useRelayStateForldplnitiatedSignOn enabled="true" />
Sample code:

<microsoft.identityServer.web>

<useRelayStateForldplnitiatedSignOn enabled="true" />
</microsoft.identityServer.web>
e Restart the AD FS server.

For Windows Server 2016:

e Open an elevated PowerShell Prompt (right-click PowerShell, and select Run as administrator)
in your AD FS server.

® Run the following command to enable IdP-initiated SSO: Set-ADFSProperties
-EnableldPInitiatedSignonPage $true

® Runthe following code to enable RelayState: Set-ADFSProperties
-EnableRelayStateForIDPInitiatedSignon $true

e Restartthe AD FS server.

Log in to the ADAudit Plus web console with admin credentials, and navigate to
Admin > Administration > Logon Settings > Single Sign-On. Check the box next to
Enable Single Sign-On, and select SAML Authentication > Identity Provider (IdP) > ADFS.

Click Browse, and upload the metadata file you downloaded from Step 1: 17. Click Save.

Accessing ADAudit Plus through AD FS

1. To access ADAudit Plus, use the URL provided below:
https:// <ADFSserver>/adfs/Is/idpinitiatedsignon.aspx
Where ADFSserver is the server in which AD FS is deployed.

2. Inthe AD FS web console, select ADAudit Plus from the list of applications.

14
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2.5 Configuring single sign-on to ADAudit Plus using a
custom identity provider
2.5.1 Configuring single sign-on to ADAudit Plus using any custom identity provider

You can configure any custom identity provider of your choice to enable single sign-on to access
ADAudit Plus. To do this, follow these steps:

Configure a custom identity provider in ADAudit Plus:

Log in to the ADAudit Plus web console with admin credentials, and navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select SAML Authentication > Identity Provider (IdP) > Custom Identity Provider. Upload the

metadata file of the custom identity provider, and click Save.

Logon Settings

Single Sign On Two-Factor Authentication

Enable Single Sign-on with Active Directory

NTMLvZ2 Authentication SAML Authentication

Configure Identity Provider

Identity Provider (IdP) = Custom Provider

* |dP Provider Name

I <

IdP Provider Logo | - Browse file - Browse

SAML Configuration Mode Upload Metadata File Manual Configuration

- Browse file - Browse

Sign SAML Logout Request

Sign SAML Logout Response
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1. Login to your Azure Portal and navigate to Enterprise Applications > All Applications >

New Application.

Home > zohoadapazure > Enterprise applications

Enterprise applications | All applications

20hoadapazure - Azure Active Directory

== Columns

Overview
O Overview

K Diagnose and solve problems Application type

Preview features

Applications status

@ Tiy outthe new Enterprise Apps search preview! Click to enable the preview. =

2 Got feedback?

Application visibility

v RN

[ Enterprise Applications | [ any v [ay
Manage
[ .2 First 50 shown, to search all of your applications, enter a display name or the application ID.
£ Application proxy Name Homepage URL Object ID Application ID
B} User settings Acid Test htp://localnost4200 1c21bf14-07cd-4b83-8128-49d81d2b75af  24eeedf1-f7b6-4784-891d-44127b424772
B8 Collections acid_test_2 https://localhost:44302/ e7e1df6a-89e4-4f55-86df-aae0072e200b  e1d6ffb1-1f14-44ba-8dea-7d49100fe519

i ADAudit PLus App
Security

ADAudit Plus Application
& Conditional Access P

© Consent and permissions ADAudit Plus Read Disable
ADAudit Plus Workshop

Activity
ADAuditPlus Application
D Ssign-in logs
ADAuditPlus Deng

Usage & insights

applicationtest

Audit logs
o applicaton
& Provisioning logs
) appps
‘= Access reviews
M Rala Tact

http://localhost

http://localhost
http://localhost
http://localhost:9090/
http://localhost.com
http://localhost:3081
httpi//localhost:3800

http://localhost:3800

8f2248b6-73c4-4152-2826-607ebdf7f979

5d56cf0e-7490-4073-9e62-d53b078478ed

dof59da3-daf2-466d-85f0-f75b15a9c732

b7e2a186-baab-4ada-976-9c04cfI6aedf

9fe2ea32-e802-439c-acc2-685886c4efbe

b735698b-2d36-443a-a48c-a70eb560abd6

242e65a5-3b8f-41cb-aaf6-2acfd49fd919

31bfccec-ff7e-4562-a376-3dcc339899¢ef

afb52097-2f8c-4bdd-9afc-20cf63e83099

021 AECAS 2 A4le ARAN 014 NEROANAYT~1

ee4c9ff1-78a1-4719-89d3-03be7d2468c9

5c01118f-c384-43dl3-9efd-520c68219af8

deB8c5d99-f6e1-4acd-85fa-4077bc5db62a

3acd19d2-426a-4bf1-86e0-28d0f42f0d84

eeeab179-22f6-44ec-a829-1f3492ef6bfa

C91¢169f-a216-47b3-a7a7-06434314c90

4dac33ec-2769-48a3-a23d-6ab6d6cdc5ad

4c390f63-6982-4c27-bd 1f-868f31842dd8

a400c451-d587-4b31-a057-fe7fb505cef7

AV AAAA AEA ATEA OmEdlaclafddn

2. In the New Application page, click Create your own Application > Give a name for the

application and click Create.

Home > zohoadapazure > Enterprise applications >

Browse Azure AD Gallery

(@ Requestnew gallery app | & Got feedback?

@ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

[0 search application Single Sign-on : All User Account Management : All Categories : All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle

aws

Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy

Configure Azure AD Application Proxy 1o enable secure remote Learn how to use Application Proxy 10 provide secure remote access
access 10 your on-premises apslicatons.

3. In your application, click Single Sign-On > SAML.

Create your own application X

A7 Got feedback?

What's the name of your app?

[(apap ssa v

What are you looking to do with your application?
(O configure Application Proxy for secure remote access to an on-premises application
(O Register an application to integrate with Azure AD (App you're developing)

(®) Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
We recommend using gallery applications when possible.
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Home > zohoadapazure >

Enterprise applications >

3 ADAP SSO_1 | Single sign-on

Enterprise Application

B Overview
Deployment Plan
Manage

1} Properties

2 Owners

&, Roles and administrators
(Preview)

2 Users and groups

D single sign-on

@ Provisioning

B} Application proxy
G Self-service
Security

& Conditional Access
5 Permissions

@ Token encryption

Activity

D Sign-inlogs
«

Selecta

O

ADAP SSO_1

single sign-on method

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Linked

Link to an application in My Apps

and/or Office 365 application launcher.

Help me decide

&

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

&

ManageEngin@
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Password-based
Password storage and replay using a
web browser extension or mobile app.

4. Under Set up Single Sign-On with SAML > Basic SAML Configuration, click Edit.
e Copy the ACS URL from ADAudit Plus and paste the it under Identifier and Reply URL.

Note:

To find the values for the ACS URL, log in to the ADAudit Plus console, navigate to Admin >

Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,

and select SAML Authentication > Identity Provider (IdP) > Custom Identity Provider.
You can find the ACS URL value here.

e Copy Logout URL from ADAudit Plus and paste it under Logout URL.

Note:

To get the Logout URL, log in to the ADAudit Plus console, navigate to Admin > Administration

> Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On, and select

SAML Authentication > Identity Provider (IdP) > Custom Identity Provider. You can find the

Logout URL value here.

Home > zoho,

ADAP SSO | SAML-based Sign-on

pazure > Enterprise applications > ADAP SSO

7 Upload metadatafile 9 Change single sign-on mode = Test this application

h SAML

for help integrating ADAP S50.

D singlesign-on

19:8444/samlLogin/677606291b0ab1866
42062

Basic SAML Configuration

A7 Got feedback?

A7 Got feedback?
Identifier (Entity ID) * ©

fier will be the audience of the SAML response for ID

Default
https://john-4415:8444/samlLogin/6776062691b0b186637c12957240e0834642c62
amiLogin/6776062691603b1856 Reply URL (Assertion Consumer Service URL) * ©
The default reply URL willbe the destination inthe SAML response for IDP-iniiated SSO
Default

@ Provisioning iy
637c1295724de08a4642c62

usermail

@ Token encrypti

Activity

D signiniogs

= Access reviews

Set up ADAP 55O

Logo!

https://john-4419:8444/samlLogin/6776062691b0ab 18663

& kit
Sign on URL ©
Enter a sign on URL
Relay State ©
5 Enter a relay state
2 &t
Logout Url ©
https://j g 5637c129572
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5. Click Download against Federation Metadata XML.

Home > zohoadal

ADAP SSO | SAML-based Sign-on - X

Enterprise Application

zure > Enterprise applications > ADAP SSO

« T Upload metadata file 9 Change single sign-onmode = Test this application | 2 Got feedback?

i Overview
Deployment Plan

Set up Single S n with SAML

Manage Read the configur: 7 for help integrating ADAP SSO.
1l properties

1 S Configuration 2 et
2 Ouwners o

Identifier (Entity ID) amlLogin/6776062691b03b1866
2

&, Roles and administrators (Preview)
/ URL (Assertion Consumer Service URL miLogin/67760b2¢91b03b1
2 Users and groups Reply URL (Assertion Consumer Service UR amiLogin/67760b2e01b02b1866

D single sign-on Sign on URL
Relay State
 provisioning Logout Ur john-4419:8444/samlLogout/6776062e91b0ab186

637c1295724de08a4642¢62
£ Application proxy

© Sself-senvice o

User Attributes & Claims

2 it

Security

givenname user givenname
& conditional Access sumame
o emailaddress

permissions

name
@ Token encrytion Unique User Identifier
Activity
9 (=] SAML Signing Certificate 2 it
D sign-inlogs 2 i
fidl Usage & insights Status

Thumbprint
@ Auditiogs
& Provisioning logs =
Y= Access reviews 6

0 -
I Federation Metadata XML
O nomesso N

6. Log in to the ADAudit Plus console, navigate to Admin > Administration > Logon Settings >
Single Sign-On. Check the box next to Enable Single Sign-On, and select SAML Authentication >
Identity Provider (IdP) > Custom Identity Provider > Enter a suitable name against the IdP
Provider Name field > Upload the Federation Metadata XML file downloaded in the

previous step > Click Save.

7. Inthe Azure portal, click Users and Groups > Add the required users and groups.

Home > zohoadapazure > Enterprise applications > ADAP SSO

® ADAP SSO | Users and groups - X

Enterprise Application

« columns | &7 Got feedback?
# ovenview

The application will appear for assigned users within My Apps. Set Visible to users? to no in properties to prevent this.
Deployment Plan © e o 7 " " ”

Manage [0 First 200 shown, to search all users & groups, enter a display name.

1 roperties Display Name Object Type Role assigned
2 Ouners m User User
4. Roles and administrators (Preview)

D single sign-on

® Provisioning

£ Application proxy

© selfservice

Security

& conditional Access

% Permissions

@ Token encryption

Activity

D signinlogs

i Usage & insights

@ Auditlogs

& Provisioning logs

= Access reviews
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2.6 Troubleshooting tips for SAML-based SSO

1. Error: Unable to connect. The requested page could not be loaded.
This error can occur when:
e Direct access to the URL is restricted.

e The product is being accessed from multiple tabs.

Solution: Re-enter the ACS/Recipient URL in the respective IdP console, and try again.

Note:

To find the value for ACS/Recipient URL, log in to the ADAudit Plus console, navigate to Admin >
Administration > Logon Settings > Single Sign-On. Check the box next to Enable Single Sign-On,
and select SAML Authentication > Identity Provider (IdP). Select the relevant IdP. You can find the
ACS/Recipient URL value here.

Our Products

AD360 | Log360 | ADManager Plus | ADSelfService Plus | DataSecurity Plus | M365 Manager Plus

ManageEngine)
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ManageEngine ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps

keep your Active Directory, Azure AD, Windows servers, and workstations secure and compliant.
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