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Overview

Windows PowerShell is a scripting language that is used to automate system tasks. It can be
used to gather data, steal system information, dump credentials, and more. This is why

tracking PowerShell activity is imperative.

ADAudit Plus' PowerShell auditing reports help track PowerShell processes that run in your

environment along with the commands executed in them.

ADAudit Plus enables you to audit the following versions of PowerShell:
© PowerShell version 5.0

o PowerShell version 4.0

1. Configure PowerShell auditing in ADAudit Plus

To configure PowerShell auditing on a domain controller (DC), configure the domain and the
DC in ADAudit Plus. Click here to see how.

To configure PowerShell auditing on a Windows server, configure the Windows server in

ADAudit Plus. Click here to see how.

2. Configure audit policies in your domain

Audit policies must be configured to log events whenever any activity occurs.

2.1. Automatic configuration

ADAudit Plus can automatically configure the required audit policies for PowerShell auditing.

To learn how to enable audit policies automatically for PowerShell auditing on a:
© Domain controller, click here.

o Windows server, click here.
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2.2. Manual configuration

2.2.1. For module logging
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1. Log in to any computer that has the Group Policy Management Console

(GPMC) with domain admin credentials.

2. Open the GPMC and, based on your setup, edit the:

Default Domain Controllers Policy to enable module logging on a DC.

o ADAuditPlusMSPolicy to enable module logging on a Windows server.

3. Inthe Group Policy Management Editor, go to Computer Configuration > Policies >

Administrative Templates > Windows Components > Windows Powershell.

Navigate to the right pane, and right-click on Turn on Module Logging > Enabled.

4. In the Options pane, click on Show.

all modules, and press OK.

In the Module Names window, enter * to record

File Action View Help
e pE = A@T
*| HomeGroup ~ Windows PowerShell
7 Internet Explorer . s 5 ‘
| Internet Information Services Turn on Module Logging etting tate omment
Location and Sensors {8 Tum on Module Logging Not configured No
| Meintenance Scheduler Edit policy cefting =/ 1Um on rowersnen script siock Logging Not configured No
| Maps Requirements: Turn on Script Execution Mot configured No
9 MDM At least Microsoft Windows 7 or Turn on PowerShell Transcription Not configured No
7| Miicrosoft Secandary Authentication Factor Windows Server 2008 family |i2] Set the default source path for Update-Help Mot configured No
| Microsoft User Experience Virtualization
Description:
| NetMeeting A
| OneDrive This policy setting allows you to
% Online Assistance tum on logging for Windows ES] Tum on Module Logging Next Setting
| Portable Operating System Powershell modules.
| Presentation Settings If you ensble this policy setting, O Net Configured ~ Comment:
7 Remote Desktop Services pipeline execution events for
7| RSS Feeds members of the specified medules @ Enabled
9 Search are recorded in the Windows
9 Security Center PowerShell log in Event Viewer. O Disabled
7 Shutdown Gptions Enabling this policy setting for 2 Supported on: [ a¢ jeact Microsoft Windows 7 or Windows Server 2008 family
module is equivalent to setting the
1 Smart Card LogPipelineExecutionDetails property
| Software Protection Platferm of the module to True. Show Contents o x
| Sound Recorder Options:
Store If you disable this policy setting,
3 sync your settings logging of execution events is Module Names
J Tyh\ ync 9 disabled for all Windows PowerShell To tum on logging for one or more modules, click
- e meodules. Disabling this pelicy setting Show, and then type the module names in the list oy
7 Task Scheduler foramodule is equivalent to setting Wildcards are supported -
7 Windows Calendar the LogPipelineExecutionDetails
Windows Color System property of the module to False, Module Names .
| Windows Customer Experience Improvement Pr !
Windows Defender If this policy setting is not To turn on logging for the Windows PowerShell core
- configured, the modules, type the following module names in the
| Windows Error Reporting LogPipelinebrecutionDetails property Jise:
| Windows Hello for Business of a module or snap-in determines
Windows Ink Workspace whether the execution events of a Microsoft. PowerShell.*
2 Windows Instal module or snap-in are logged. By
| Windows Installer default, the MicrosoftWshMan.Management
- Windows Legon Options LogPipelineExecutionDetails property
| Windows Mail of all modules and snap-ins is set to
| Windows Mediz Digital Rights Management False,
5 Windows Media Player Cancel
Windows Messenger To add modules and snap-ins to
e 9 the policy setting list, click Show, and arelogged. By default, the LogPip: Jetails property
diiceddabilam then type the module names in the of all modules and snzp-ins s set to False.
“| Windows PowerShell list. The modules and snap-ins in the v
T ysis list must be installed on the
“ Windows Remete Management (WinRM) computer. oK Cancel Apply
| Windows Remate Shell Note: This policy setting exists
| Windows Update under both Computer Configuration
7 Work Folders 2nd User Configuration in the Group
% Al Settings Policy Editor, The Computer
Preferences Configuration policy setting takes
. precedence over the User
2 User Configuration Configuration policy setting
| Policies
| Preferences
< \ Extended { Standard
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2.2.2. For script block logging
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1. Log in to any computer that has the GPMC with domain admin credentials.

2. Open the GPMC and, based on your setup, edit the:

o Default Domain Controllers Policy to enable module logging ona DC.

o ADAuditPlusMSPolicy to enable module logging on a Windows server.

3. Inthe Group Policy Management Editor, go to Computer Configuration > Policies >

Administrative Templates > Windows Components > Windows Powershell. Navigate to

the right pane, and right-click on Turn on PowerShell Script Block Logging > Enabled.

File Action View Help
s rEzHE= T
- HomeGroup . Windows PowerShell
7 Internet Explorer
. Turn on PowerShell Script Block ~ Setting State Comment
7 Internet Information Services Lo
| Location and Sensors 0gging = Tirm an Madule | nnnina Enabled No
Maintenance Scheduler —— % Tum on PowerShell Script Block Logging Not configured No
al ys
9 Maps et LU Gn SCipL EReCOLon Not configured No
| MDM Requirements: Turn on PowerShell Transcription Not configured No
*| Microsoft Secondary Authentication Factor At least Microsoft Windows 7 or i) Set the default source path for Update-Help Not configured Ne
Windows Server 2008 family
| Microsoft User Experience Virtualization
| NetMeeting Description & Tum on PowerShell Script Block Logging o x
7 OneDrive
| Online Assistance This policy setting enables ES] Tum on PowerShell Script Block Logging pEm— ————
| Portable Operating System logging of all PowerShell script input e .
Dresentation Settings to the Microsoft-Windows-
4 & PowerShell/Operational event log. If O Mot Configured ~ Comment:
J Remote Desktop Services you enable this policy setting,
7RSS Feeds Windows PowerShell will log the ® Enabled
7| Search processing of commands, script
“| Security Center blocks, functiens, and scripts - O Disabled
Shutdown Options l":‘ﬂhiz '"Vt“"‘ﬁ‘jt‘"‘““‘“‘yr or Supported on: [ ¢ jeast Microsoft Windows 7 or Windows Server 2008 family
o rough automation.
| Smart Card 9
| Software Protection Platform If you disable this policy setting,
| Sound Recorder logging of PowerShell script input is Options: Help:
| Store dissbled.
| Sync your settings ; ~
If ble the Script Block Log script block invocation start / stop events:
| Tablet PC |nwca’$ﬁ?ggig emhel [Jteg rie " This policy setting enables logging of all Powershell script
Task Scheduler additionally lags events when input to the Microsoft-Windows-PowerShell/Operational event
7 Windows Calendar invocation of a command, script log. f you enable this policy setting,
! block function, or scipt Windows PowerShell will log the processing of commands,
| Windows Color System terts or stops. Enabling script blocks, functions, and scripts - whether invoked
1 Windows Customer Experience ImprovementPr ||\ SE TR SRS L interactively, or through sutomation.
1 Windows Defender volume of event logs.
“| Windows Eror Reporting If you disable this policy setting, logging of PowerShell
| Windows Hello for Business Note: This palicy setting exists scriptinput is disabled.
der both Computer Configurati
| Windows Ink Workspace ::d E’s;m:{;j‘;tzn fn"tﬁ.i“c'fa'ﬁ,: If you enable the Script Block Invocation Logging,
| Windows Installer Policy Editer. The Computer PowerShell additionally logs events when invocation of 2
7 Windows Logon Options Configuration policy seiting takes command, script block, function, or script
Windows Mail precedence over the User starts or stops. Enabling Invocation Logging generates a
“| Windows Media Digital Rights Management Configuration policy setting high volume of event logs.
| Windows Media Player Mote: This policy setting exists under both Computer
| Windows Messenger Configuration and User Configuration in the Group Policy Editor.
Windews Mahiliny Canter The Computer Configuration policy setting takes precedence
Windows Powershell over the User Configuration policy setting. .
T i
7 Windows Remote Management (WinRM) Cancel Apply
7 Windows Remote Shell
| Windows Update
| Work Folders
7 Al Settings
| Preferences
~ i User Configuration
| Policies
7 Preferences
< > |" Extended [ Standard
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3. Configure the log size

We recommend setting the maximum log size of PowerShell logs to 150MB. To do this, follow

the steps outlined below.

1. Log in to any computer that has the GPMC with domain admin credentials.

2. Open the GPMC and, based on your setup, edit the:
© Default Domain Controllers Policy to enable module logging on a DC.

o ADAuditPlusMSPolicy to enable module logging on a Windows server.

3. Inthe Group Policy Management Editor, go to Computer Configuration > Preferences >

Windows Settings, and right-click Registry > New > Registry Item.

4. In Action field of the New Registry Properties wizard, select Update from the drop-down.
In the Hive field, select HKEY_LOCAL_MACHINE from the drop-down.
In the Key Path field,
enter:SOFTWARE\Microsoft\Windows\CurrentVersion\WINEVT\
Channels\Microsoft-Windows-PowerShell\Operational. In the Value name field, uncheck
the box beside Default, and type in MaxSize. In the Value type field, select REG_DWORD
from the drop-down. In the Value data field, type in 153616384. In the Base field,

select Decimal, and then click Apply.

File Action View Help

e @b mcdz BRI RO +

[ Default Domain Contrellers Polj

New Registry Properties X
v @ Lomputer Lontiguration
| Policies General Common
v Preferences
v Windows Settings gg;’

[3E] Environment Action:  |Update e
3" Files
(3¢ Folders
- Hive: HKEY_LOCAL_MACHINE v
2| Ini Files
ﬁ’ Registry Key Path: | SOFN'ARE\Mlcrosoft\'x-‘n‘lndaws\Current\/ersm‘

g Network Shares
[#] Shortcuts
(9] Control Panel Setting []Default | MaxSize J
v % User Configuration

Value name

Policies

Preferences Value type: REG_DWORD ~

Value data: [ 153616384 |

Base

(O Hexadecimal
(®) Decimal

Cancel Apply Help

< >

Registry
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4. Troubleshooting

1. How to verify if the desired events are getting logged?
Open the Event Viewer on a computer where PowerShell auditing has been configured.
Navigate to the left panel, and click on Application and Service Logs > Microsoft >

Windows > PowerShell > Operational. Verify if events 4103 and 4104 are getting logged.

Our Products

AD360 | Log360 | ADManager Plus | ADSelfService Plus | DataSecurity Plus | M365 Manager Plus
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'ManageEngine ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps

keep your Active Directory, Azure AD, Windows servers, and workstations secure and compliant.
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