
ADManager Plus
Access Certification
Campaign
Preventing privilegecreep and meeting
compliancerequirements



Imagineaworldwhere managing user

accessisstreamlinedandefficient.With

today'sdigitalsecuritydemands,wouldn'tit

beamazingto haveastructured processthat

guaranteesthe rightaccessforevery user?

ADManagerPlus'accesscertification

campaignsofferastructured processto

ensurethe rightsand privilegesassignedto

usersareaccurateand up-to-date



Whydoorganizationsneed
accesscertificationcampaigns?

Byregularlyreviewingandcertifyingaccess

rights,organizationscandemonstrate

compliancewithregulatoryrequirementsand

industrystandards,avoidingpenaltiesand

legalconsequences

Mitigateaccess-related risks Ensurecompliance

Accesscertificationcampaignsensurethat

access rightsalignwithorganizational

policies,reducingtheriskofunauthorized

accessandpotentialsecuritybreaches



ADManagerPlus'Access
Certification Campaign

Anaccesscertificationcampaignisaprocessthat involvesreviewing

andvalidatingusers'accessrightsandprivileges

Accesscertificationcampaignscanbeutilizedtorecertifyandrevoke

users'accessrightsand implementtheprincipleofleast privilegeand

role-basedaccesscontrol

WiththeaccesscertificationcampaignsinADManagerPlus,user

accessrightscanbevalidatedinbulk,resulting in improved

operationalefficiency



Componentsof
accesscertificationcampaign

Auditcampaignsthatcanbescheduledandprioritized

accordingtotheentitlementstobeassessed

Certificationcampaigns

Akeystakeholderintheprocedure

responsibleforreviewingandmanagingusers'

accesspermissions.Theroleofacertifiermay

befulfilledbyanadministrator,helpdesk

technician,auser'smanager,ortailored

accordingtotheorganization’srequirements

Certifier

Users'groupmembershipsandaccesspermissionsthat

will bevalidatedbythecertifier

Entitlements

Certifierassigning rules

Rulesthatcanbeconfiguredtodynamicallyassign

certifiersfortheauditcampaigns



Campaigncreation

Thecampaigncreation processinADManagerPlusinvolvesdefiningthecampaign

details,selectingtheentitlementsandobjectsfor review,choosingcertifiersand

schedulingthecampaign,configuringsettings,and reviewingthesummaryofthe

campaignsettings



Campaigndetails

Set the name, purpose,and priorityfor
the campaign



Entitlementssupported
ADManagerPlusallowsyouto reviewthefollowingentitlements:

ADentitlements

Groupmemberships

NTFS permissions

Microsoft365

entitlements

Groupmemberships

Roleassignments

Applicationassignments



Assigningacertifier
Selectacertifierforthecampaignandschedulethe processto runautomatically

Youcanselectanyoneof
thetechniciansascertifiers
toreviewtheaccess request
andtheywill beassignedby
defaultoncethetask is
created

Youcanschedulethe
campaigntorun
automaticallyat preferred
intervals(i.e.,weekly,
monthly,quarterly,
semi-annually,annually)



CertifierAssigning Rule

TheCertifierAssigningRulewilldynamicallyassign

techniciansascertifiersforaccess reviewcampaigns

basedontheconditionsspecified

Adminscanalsoconfigureaworkflowwithreviewers,

approvers,andexecutorsthroughwhichtherequests

needtobereviewed



Customizeyour
campaign

Configuration

Customizetheaccesscertificationprocessby

mandatingcommentsforapprovaland revoke

operations,preventingself-certification,andenabling

bulkcertificationsforefficient managementofaccess

permissions

Campaignsettings

Configureactionsforcertificationrequeststhat have

not beenrevieweduponcampaigncompletion,

includingsetting requestexpirationtime,sending

reminderstocertifiers.Definedefaultactionsfor

approvedorunapprovedrequests,suchastakingno

action,approvingall,orrevokingall



Certification process
Oncethecampaign iscreatedandexecuted,anaccessrequestisgeneratedandassignedto

theappropriatecertifiers,eitherbydefaultorbasedontheassigning rule.



BenefitsofADManagerPlus'Access
Certification Campaign

Compliancereadiness

Adheretoregulatoryrequirements

andorganizationalpoliciesby

maintainingaverifiablerecordof

access reviewsandmodifications

Elevatedsecurity

Mitigatethepotentialfor

unauthorizedaccessbyidentifying

andrevokingusers'unnecessary

access rights

Preventprivilegecreep

Reviewaccesspermissionsregularly

topreventtheaccumulationof

privileges,leadingtoamoreefficient

andmanageableaccesscontrol

system

Byreviewingandrevokingusers'

accesstoenterpriseresourcesand

groupmemberships,organizations

caneffectively lowerlicenseand

subscriptionexpenses

Efficientresource
management

Improvedefficiency

Streamlineaccessmanagement

processesbyrunningautomated

campaignsto identifyand revoke

accessforover-privilegedaccounts

Regularlyreviewusers'access

rightsto identifyand revoke

unnecessaryprivileges,thus

deterringmalicious insider

activities

Mitigated insiderthreats



Why
ADManagerPlus?

iOSandAndroidmobileappsfor
on-the-gomanagement

IntegrationwithpopularSIEM,
HCM,ITSMandhelpdesktools

Securedatabackups
andrecovery

Multi-levelbusiness
workflows

Streamlinedidentity life
cyclemanagement

200+pre-packaged
reports

Template-based,
event-drivenautomations

Periodicaccesscertification
campaigns

ExploreADManagerPlus'fullpotential!Signupnowforafree

productdemotoexploreadditionalfeaturesandfunctionalities

https://www.manageengine.com/products/ad-manager/?acc_ppt
https://www.manageengine.com/products/ad-manager/?acc_ppt
https://www.manageengine.com/products/ad-manager/demo.html?acc_ppt
https://www.manageengine.com/products/ad-manager/demo.html?acc_ppt


GOT
QUESTIONS?
Reachout to us

support@admanagerplus.com

manageengine.com/products/ad-manager/

https://www.manageengine.com/products/ad-manager/

