ManageEngine)
ADManager Plus

The JML automation blueprint:

A complete guide to

joiners, movers,
and leavers automation

Applicable for enterprises of all industries




Table of
contents

What is JML life cycle management?

The three pillars of JML

The tangled wires of manual JML management

The pain points of manual JML management

The blueprint for better identity management: JML automation
Introducing ADManager Plus: Your JML automation solution
Technical architecture

Key features for JML automation

The joiner journey: Automated onboarding
9.1. Streamlined account creation

9.2. Role-based access control

The mover journey: Effortless role changes
10.1. Seamless role transitions

10.2. Access review campaigns

The leaver journey: Secure and swift offboarding
11.1. Automated account deactivation

11.2. Comprehensive audit trails
Key features that drive JML automation in ADManager Plus
Why choose ADManager Plus for JML automation?
Implementation planning and best practices
Common challenges and solutions

Getting started with JML automation



What is JML life cycle management?

Joiner-mover-leaver life cycle management (JML) defines the structured approach to managing user
accounts and access rights throughout an employee's tenure within an organization. This critical IT
process ensures security, compliance, and operational efficiency by automating the provisioning,
modification, and deprovisioning of user accounts and associated resources. Effective JML

management minimizes risks, streamlines IT operations, and enhances user productivity.
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‘I Joiners
o (onboarding)

When new employees join your organization, they need immediate access to systems, applications,
and resources to be productive from day one. The onboarding process includes:

O  User account creation: £ Resource provisioning:
(7 Establishing accounts across multiple = Providing access to necessary files,
systems (e.g., Active Directory, shared folders, and applications.
Microsoft 365, and Google

Communication setup:

Setting up email accounts, distribution
O  Permission assignment: groups, and communication tools.

(o) Granting appropriate access rights

Workspace).

e

Security policy configuration:
Applying relevant security policies and

and group memberships based on the

L,

employee's role, department, and
location. baseline configurations.



Movers
o (internal changes)

Employee roles, departments, and responsibilities frequently change over time. The mover process

involves adjusting access rights to align with new responsibilities, which include:

N
22!

Role-based access updates:
Modifying permissions and group
memberships to reflect new roles.

Department transfers:
Adjusting access based on changes in
departmental affiliation.

Promotions and demotions:
Updating privilege levels according to
changes in organizational hierarchy.

O
s

=

Temporary access grants:
Providing time-limited access for
specific projects or roles, with
automated revocation.

Periodic access reviews:
Conducting regular validations to
ensure users retain only the necessary
permissions, adhering to the principle
of least privilege.

Location changes:
Updating access related to
geographical or site-specific resources.



Leavers
(Offboarding)

When employees leave the organization, proper and timely deprovisioning is crucial for maintaining
security and compliance. The offboarding process includes:

O  Immediate access removal: @ Equipment recovery:
C® Revoking all system and application C Managing the return of company
access to prevent unauthorized use. assets.
Account disabling or deletion: .—) Compliance documentation:
G Securely disabling or deleting user HO“ Generating and retaining records of
accounts across all platforms. the offboarding process for audit
purposes.

@ Data backup and transfer:
<> Ensuring critical data is backed up and
transferred to appropriate custodians.



The tangled wires of manual
JML management

In today’s hyper-digital world, where operational speed is paramount, many HR and IT
teams still rely on manual processes for JML management. This often translates into
excessive paperwork; convoluted email chains; and tedious, repetitive tasks that consume
significant IT resources and introduce substantial risks. Each new hire, role change, or

employee departure triggers a cascade of manual interventions by the IT team.

Imagine a different scenario. What if your JML life cycle could largely manage itself? With
ADManager Plus, this vision becomes a reality. Instead of your IT team manually creating
accounts across multiple systems, granting varied access, and configuring permissions for

a new employee, these actions occur automatically.

ADManager Plus serves as a centralized command center for automating your employees'
entire identity life cycle. This guide will illustrate how you can transition from JML chaos to
orchestrated efficiency, detailing how ADManager Plus enables rapid employee
onboarding; precise handling of role changes; and secure, gap-free offboarding. Whether
you are an IT administrator seeking practical solutions, a potential customer evaluating

options, or a partner aiming to understand the capabilities of ADManager Plus, this guide

provides comprehensive insights.
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The pain points of manual
JML management

Reliance on manual JML processes incurs significant hidden

costs and operational inefficiencies:

Time-consuming:

Manually creating and
modifying accounts across
various systems consumes
valuable IT hours that could be
dedicated to strategic

initiatives.

Error-prone:

Human error during data entry
or permission assignment can
lead to incorrect access rights,
security vulnerabilities, or
forgotten steps, potentially

compromising data integrity.

Security risks:

Delayed or incomplete
offboarding procedures can
leave former employees with
unauthorized access to
sensitive company data,
increasing the risk of data

breaches and insider threats.
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Inconsistency:

Manual processes often result
in inconsistent configurations
and access privileges across
users and systems,
complicating management

and auditing.

Compliance challenges:
Achieving and demonstrating
compliance with regulatory
standards (e.g., the GDPR,
HIPAA, and SOX) becomes
difficult due to inconsistent,
unaudited, and

non-standardized processes.

Poor user experience:
Delays in onboarding or
access adjustments can
negatively impact employee
productivity and morale,
hindering their ability to
perform their duties

effectively from the outset.



The blueprint for better identity management:
JML automation

The JML life cycle is a continuous and dynamic process within any organization. Effectively managing
each stage is paramount for operational efficiency, robust data security, and regulatory compliance.
Without automation, this cycle can become a significant drain on IT resources, leading to the pain points

described above.

JML automation transforms these complex, manual workflows into streamlined, policy-driven
processes. By leveraging automation, organizations can ensure that user access is provisioned,
modified, and deprovisioned accurately and promptly, aligning with business needs and security

policies.

Introducing ADManager Plus:
Your JML automation solution

ADManager Plus is a comprehensive Active Directory and identity governance and access management
solution specifically designed to empower organizations to automate every stage of the JML life cycle.
By centralizing user management and providing powerful automation capabilities, ADManager Plus
effectively eliminates the inefficiencies and risks associated with manual processes. It serves as a unified
platform for managing user identities across on-premises Active Directory, Microsoft 365, Google

Workspace, and other integrated systems.

Streamlining IT Management with ADManager Plus

o ®) AN,

User Automation Efficiency Risk
Mangement Capabilities Improvement Reduction
Centralizes Automates IT Enhances Minimizes
user account processes operational security risks

control efficiency




Technical architecture

ADManager Plus operates through a secure, scalable, and robust architecture designed for high

availability and performance in enterprise environments.

88%
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0 Management console o Reporting engine
Web-based interface configuration Generates insights and compliance
and monitoring documentation
e Workflow engine e Security layer
Processes automation rules and Ensures secure communication and
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Key features for JML automation

ADManager Plus provides a robust set of features specifically engineered to streamline and secure the

entire JML life cycle.

Template-based account creation:

Utilize predefined templates to ensure consistent, error-free
user account setup across various systems, enforcing
standardized naming conventions and attribute population.

Bulk operations:

Efficiently create, modify, or delete multiple user accounts
simultaneously, significantly reducing manual effort for
large-scale operations.

1. Automated

.. Seamless integration:
user provisioning Integrate directly with HR applications (e.g., Workday,
SAP, or BambooHR via APl or CSV import) to

automatically trigger user account creation upon new

\ employee data entry.

\ Multi-domain and multi-tenant support:
\ Manage user accounts across multiple Active Directory
\ domains, Microsoft 365 tenants, and Google
\ Workspace instances from a single, centralized
\ console.

\ Intuitive workflow designer:

\ Create approval processes and task sequences without

\ requiring any coding, enabling IT administrators to easily
define JML workflows.

Multi-level approvals:

2. Workflow Implement hierarchical approval chains for sensitive JML
automation actions, ensuring proper oversight and adherence to
organizational policies.

Automated notifications:
Send customized messages to all technicians and users
who need to be informed of status updates and required

actions.



3. Role-based
access control

4. Integration
capabilities

Intelligent group membership:

Assign users to appropriate security and distribution groups
based on their role, department, or other attributes with
intelligent recommendations.

Temporary access granting:

Provide time-limited group memberships or permissions that
automatically expire and revoke access after a specified
duration, ideal for project-based roles or contractors.

Scheduled access reviews:
Perform periodic validation of user permissions through
access certification campaigns, ensuring users maintain
only the necessary access and adhering to the principle
of least privilege.

HR systems:

Leverage direct integration with leading HCM platforms like
SAP, Workday, BambooHR and support for custom HR
solutions via APls and webhooks.

Cloud platforms:
Seamlessly manage identities and licenses across Microsoft
365, Microsoft Entra ID, and Google Workspace.

Ticketing systems:

Integrate with ITSM platforms such as ServiceNow and Jira
Service Management, allowing JML requests to be
initiated and tracked through help desk tickets.

Security systems:

Integrate with SIEM tools like Splunk, Syslog, PowerBlI,
and EventLog Analyzer for enhanced security
monitoring, auditing, and compliance reporting.

10



5. Comprehensive

reporting and
auditing

Real-time dashboard:

A customizable dashboard provides an at-a-glance overview of
JML activities, request statuses, and key metrics, offering
real-time operational insights.

Compliance reports:

Prebuilt reports tailored to common regulatory standards
such as HIPAA, SOX, the GDPR, the PCI DSS, and the GLBA
simplify the process of demonstrating compliance.

Custom reports:
Create specific reports to meet unique organizational
requirements or internal audit needs.

Detailed audit trails:
Maintain a complete and immutable log of all JML
activities, including who performed what action, when,
and on which object. This ensures transparency and
accountability, and provides irrefutable evidence for
forensic analysis or compliance audits.

1



The joiner journey: Automated onboarding

Getting new employees productive quickly and securely is paramount for any organization. With

ADManager Plus, the entire user provisioning process can be automated, ensuring a smooth, consistent,

and secure experience from day one.

Streamlined account creation | Role-based access control

Streamlined account creation

ADManager Plus eliminates manual account setups by automating user account creation across various

systems the moment a new hire joins. This ensures immediate access to necessary tools, significantly

boosting productivity from day one.

ADManager Plus integrates seamlessly with your HR solutions such as UltiPro, Workday, BambooHR, and

others (via APIs). This integration enables automatic user creation in Active Directory, Microsoft 365, and

Google Workspace based on data from your HR system.

Furthermore, user creation templates ensure consistent, error-free setup by allowing you to predefine

user attributes, naming conventions (e.g., for usernames and email addresses), and default group

memberships. You can even apply custom naming formats to avoid duplicates during bulk provisioning,

ensuring unique and standardized identity attributes.

Directory/Application Settings (%
Active Directory Microsoft 365 Google Werkspace Application Integrations

Custom HR integration Configuration ¢ Back

Enable Custom HR integration Integration

Authorization (x)

Custom HR integration Endpoint Configuration @
=+ Add API Endpoint
¥ APl Endpoint Configuration 1 o
Data Source - LDAP Attribute Mapping )

Outbound Webhook (%

Custem HR integration Webhook Configuration D]

Figure 1: Custom HR application integration.
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AD Explorer | TalkBack

ADManager Plus )

Home Management Reports Microsoft 365 Delegation Automation Backup Support % Directory/Application Settings

Scheduled Automation

PRI Using this scheduler ye pecified time ¢ pack
Automation
[PV <o e ptomstlon |
Configuration - * Automation Name | atomationi Description
Automation Policy 4
Orchestration Template Automation Category | User Automation ~ Select Domain  admanagerplus.com v

Application Integrations
Access Certification @ ~ Tasks to automate
Specify the task you want to automate
Access Certification Campaign
Automation Task/Policy | create Users

Certifier Assigning Rule

Select Template  User Creation with basic Attributes | v

Implement Business Workilow ()
Data Source | pirect CSV' ~| | Enter the €SV file or folder path

/| Select only the appended objects from the fil

Exeeution Time
Specify the timeyinterval at which the task should be run.

Runat | Hourly ~ ForEach: 13 |+ hrs

Notification
Notify the technician when the automation executes.

Enable Notification

Personalized

Figure 2: Automation for user onboarding.

User Creation Templates.

View Templates

« Templte Name | Createlsertemplte1 oescrpen
St caman | simanagaris com v 4 Coegory: Deaue -

[ Layout View 2 Copy User htbutes [ Evble B aneidn
) et Drectory ] iersot 365

Gonerst Accout contac excnge Remot Watbox Tormna ocsiymssipe Mo 265 s Teams Custom arses

Geneen

st name a

st rame a

Logon tame Fratiaan ¥ @ [samamsperpiscom - samnsgerhscom [

Crete your onn naming frmat

Logoncame(es-windows [ AOWAL e DI ——

2000)

ol rame Frstame + Wadehama + Lasthamd .| <5, e K S

Dlayrame Frsttams + Waddohame + astamd ¥ | <g. 0w K S |13

Employes 1D L]

oeserptin

oftee - selcspcty a vave - v

[R—— a

- Same s e ¥ @ [samamsperpiscom e —

e age

Proect abject from acedenal deletion

Figure 3: User creation template configuration.
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Customize Maming Formats < Back
* Format Name eg. LogonName Format

Select Data FirstMame ~ | All words w | with: | Al w Characters | Given Case »

*Format Value

Limit the resultant format value length to:
Remove umlaut accents
Remove Specfied Characters

Trim unwanted spaces and dots

Word delimitar | <space>

Cancel

Figure 4: Custom naming formats setup.

Once accounts are created, ADManager Plus automates the assignment of permissions based on an
employee's role, department, or location. This ensures users are granted only the necessary access to
relevant resources, significantly enhancing security and data protection by enforcing the principle of

least privilege.

ADManager Plus empowers IT administrators to provision users with the minimum required access. You
can manage NTFS and shared folder permissions by automatically assigning access based on
organizational units (OUs) and group memberships. For temporary roles or project-based assignments,
access can even be granted for a specific period, with automatic revocation upon expiration, minimizing

the risk of stale or excessive permissions.

User Creation Templates

* Tempiate Name | CreateUserTemplate1 Description

Select Domain | agmanagerplus.com - 4 Category: Defaut

[7# Creation Rules < Layout View

& ek Daee Lror w Ve nin
~Rule 1 Bf

Conditions

e oo 365 group memsership | to | AsureGroup oem

Append to existing Value.

Figure 5: User creation rule.
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Create Modification Request

Subject Limited folder permission

Priority High hd
Request Action Set Folder Permissions b4

Select Domain admanagerplus.com -

User 1Smith

Select Folders

Permission List folder/ read data, Read E... ~

Duration Mext 10 Days 4

Cancel

Figure 6: Assigning time-limited permissions.

The mover journey: Effortless role changes

ADManager Plus simplifies internal transfers and role changes, minimizing downtime and ensuring
employees consistently have the appropriate access as their responsibilities evolve. This phase is critical

for maintaining productivity and security.

Seamless role transitions | Access review campaigns

When employees change roles, their access needs inherently change. ADManager Plus automates the
update of permissions and access rights, ensuring employees instantly have the correct privileges for

their new positions, free from delays or manual intervention.

IT administrators can easily adjust Active Directory group memberships and other permissions using
user modification templates in ADManager Plus. This is particularly effective for team transfers, as
admins can modify folder permissions and group memberships with predefined templates that align

with new roles.

ADManager Plus also offers robust workflow capabilities to supervise and verify all Active Directory user
management activities. Through this feature, you can set up a hierarchical approval process for
automations, defining who can initiate, review, approve, and execute automation requests. Adding
these supervision steps minimizes errors and helps maintain compliance with internal IT policies and

external regulations.
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User Modification Templates <

Ty Copy User Atrbutes.

Custom tsributes Merosoft 365

“ Temglate Name | ModiyUserTempiatex
Select Domain | sgmanagerpus.com v
[E Layout view
Ganeral ccoune Contact Exchange Terminal ocs/ync/siype
Genzral
Fistname. n
e
Last name a
Logontame [ rame Jastoame. ~| @ samanagerpius.com ] eg. john smith@agmansgerplus.com
“Logon name(pre-viindows | ADVAL Empryy <] <. cempry)
2000)
“Full name Frstiame + WiadieName + Lasthame | <. Jonr K St
Display name Fretiitasn <] eg.osme [
Employee 10
Description
offe ~n
Telephane number a
Emai ~e
web page

Protect abject from accdental daletion

ot

Figure 7: User modification template for role changes.

Sy
WHO SHOULD

HANDLE THE
REQUEST?

Requester
Initiagtes the request for action.

Reviewer
Assesses the request and offers
recommendations.

Approver
Finalizes the action with
authority

Exector

Executes the approved action.

Figure 8: Multi-level approval workflow.

View Templates.

Category: Defasls
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Access review campaigns

To bolster security and compliance, ADManager Plus facilitates regular access review campaigns to

validate and adjust access rights to match a user's current role. This proactive approach minimizes the

risk of excessive privileges, strengthens your security posture, and ensures ongoing alignment with

internal policies and regulatory requirements.

ADManager Plus provides access certification capabilities to streamline your access control methods.

Access certification campaigns allow you to assign, recertify, and revoke user access rights based on a

periodic review by data owners or managers. This promotes the principles of least privilege, segregation

of duties, and role-based access control, thereby helping organizations prevent privilege abuse attacks

and enhance network security. With ADManager Plus, these campaigns allow bulk validation of user

access rights, significantly improving operational efficiency for security and compliance teams.

Campaign initiation

Campaign notification

Create and schedule an

access certification compaign

Inform stakeholders about the campaign

Achieve compliance

meet compliance requirements

Figure 9: Access reviewer process.

T . Request raised and assigned
\ to technician for review based

@ AD Group Membership on default settings or assigning rule

Upcoming

& NTFS Folder Permission

Access certification
campign in progress

&

User with access

@ vaesRoles ' o , ®

Figure 10: Access certification campaign.

Py

Recertification

Certifier revokes or approves users’ rights

35

|
|
i
i
|
© |
|
Access will be retained |

®
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The leaver journey:
Secure and swift offboarding

Inconsistent or delayed offboarding procedures pose significant security risks to an organization.
ADManager Plus ensures a streamlined and secure departure process, preventing unauthorized access,

protecting sensitive company data, and maintaining compliance.

Automated account deactivation | Comprehensive audit trails

When an employee leaves, ADManager Plus promptly deactivates or deletes their accounts across all
systems and applications. This critical step prevents unauthorized access, significantly reducing the risk

of data breaches and security incidents.

A user offboarding automation policy in ADManager Plus can be triggered by specific events, such asan
account being disabled or a date-based trigger. This comprehensive automation policy can include

several vital steps:

Group membership removal:
All group memberships are systematically removed, safeguarding resources and ensuring

former employees lose unnecessary permissions.

OU segregation:
Departing user accounts are moved to a dedicated OU for better organization and streamlined

management throughout the offboarding process.

User account deletion:
Disabled user accounts can be automatically deleted after a predefined quarantine period,

preventing any unauthorized activity and mitigating long-term security risks.

License revocation:

Automatically remove associated licenses in cloud platforms like Microsoft 365.

Furthermore, event-driven automation can be configured in ADManager Plus to seamlessly execute
additional offboarding actions. This includes tasks like removing Microsoft 365 licenses, disabling user
mailboxes, archiving data, and revoking access to other applications, ensuring a clean and secure IT

environment upon an employee's departure.

18



Automation Poli

i ¢ Back
By applying this policy while automating n determine what ather tasks shauld fol when they should be executed. Leam more,
Autemation Policy Name | Uizar offaarding Description
P
Automatien Catagory  User Automatien - Selact Domain  agmanagerplus.com -
Instant Tasks
+ X Disable users
Successive Task(s)
~ Task Group Agvanced @
After | 15 Days  +  from the time of executing the previous task
+ X Move Users CN=Users,BC=admanagerplus,DC=.
~  Task Group Advanced T
After | 10 Days v from the time of executing the previous task
+ x Delete Usars

#Add Successive Task

ES o

Figure 11: Automation policy for user offboarding.

Event-driven Automation
Create customized Event-driven AUTHMation for yor :-rqanl:a? on. Learn mors

= Automation Mame User offbcarding Description
* Action Is - Delete Users
Criteria
1. | Demain Name w || Is ~ | | admanagerplus.com w
Criteria : (1)

* Orchestration Template Ramoving M365 licensas and mailbo

o S

Figure 12: Event-driven automation trigger setup.



Every employee life cycle event—from onboarding and role changes to offboarding—generates
comprehensive audit trails within ADManager Plus. These detailed records of user activities, access
permissions, and administrative actions enhance transparency, enable accountability, and critically

support compliance efforts.

With critical actions often delegated to help desk technicians and HR personnel, accurate records of
their activities are vital. ADManager Plus provides help desk audit reports, offering administrators a
detailed view of all changes made by technicians. These reports track task status, object names, action
categories (e.g., password resets or user deletions, creations, or modifications), allowing close

monitoring of all events and adherence to the principle of least privilege in delegated administration.

Organizations can protect employee data and maintain compliance with regulations like SOX, HIPAA,
the PCIDSS, the GLBA, and the GDPR with exclusive, prebuilt compliance reports. These reports provide
verifiable evidence for auditors, demonstrating that appropriate JML processes and controls are in place

and being followed.

Requests

Requests created by me ; 21271 Requests pending with me ; 9896
Awalling Resiew : 583 | Awarsng Appraval 73 | Awalting Executon ; 18730 Awating Review ; 52 | Awalting ApRraval 1@ | Awaling Executian ; 5837

L2 Export a5

QB fiterey: OpenRequest  « |« ¢ 110009896 > » | 10 v | @

AssignedTo  SLA Due Soon N - - estea Date - ate Reviewed By

sase0 apen Raised 20250603 02:04:51
as767 open 2024-12:09 19:49:56
asra pen 2024-12:09 18:47:37
as763 open 2024-12:09 18:08:32
asre1 Open 2024-12:09 17:46:09
as760 Open 2024-12:09 17:06:45
as7sa open 2024-12.09 16:56:01
as7se open 2024.12.09 16:04:15
as7s7 open 2024-12.09 16:08:47
as756 Gpen 2024.12.09 15:54:27
as75 Gpen 2024.12.09 15:42:39
as753 Gpen 2024.12.09 15:12:04

8752 pen 2024-12-00 15:03:05

8750 pen 2004-12-00 14:62:13
5749 Open Cancelled 2024-12-09 14:40:38
as7an Open Cancelled 2024-12-09 14:00:23
as747 open Cancelea 2024-12:09 13:50:23
as7as open Cancelea 2024-12:09 13:38128
as7as open Cancelea 2024-12:09 12:57:48
5744 Open anceled 2024-12-09 12:48:16
5743 Open canceled 2024-12-09 12:36:32
5740 Open Cancelled 2024-12-09 11:44:56

5738 Open

=
<

asra open Cancelied 2024-12:09 11:55119
<
Cancelied 2024-12:09 11:3%:57
e

as737 open Cancelled 2024-12:09 10:53:39

Note: Cas:

Figure 13: Logs of access requests.
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| UserReports ~ | Password Reports ~ | Group Reports ~

User Reports User Reports

Password Reports General Reports

Group Reports Al Users

Computer Reports Users with Empty Attributes

Users with Duplicate Attributes
Exchange Reports

Users Without Managers
Cao Sea Manager Based Users

Tarminal Service Raports All Managers

GPO Reports
OU Reports
zon Reports
NTFS Reports
Inactive Users
Security Reports

Real Last Logon
Other Reports Recently Logged On Users

Compliance Reports Logan Hour Based Report

Google Workspace Reports Usars Haver Loggad Ga
Enabled Users
Custom Reports

Figure 14:

Help Desk Audit Reports
Shows tha audt aaals of 3 the

@
Object Domal Action Catagory  Action Name Technictan Name.
aamanagerplus.com  Crate Users Create Single User seminusar
aamanagerplus.com  Crate Users. Create Singe User seminusar
admanagerplus.com  Create Users. Create Single User acminuser
admanagerplus.com  General Attributes  Reset Password acminuser
admanagerplus.com  General Attributes  Move Users acminuser
admanagerplus.com  Create OU Create Single U acminuser
admanagerplus.com  Create Users. Create Single User helpdesic
admanagerplus.com  Create Users Create Single User helpdesic
admanagerplus.com  Create Users Create Single User adminuser
admanagerplus.com  Create Users Create Single User adminuser
admanagerplus.com  Create Users Create Single User adminuser
admanagerplus.com  Create Users Create Single User adminuser
sdmanagerplus.com  Create Users Creste Single User scminusar
sdmanagerplus.com  Create Users Creste Single User scminusar
sdmanagerplus.com  Create Users Creste Single User scminusar
sdmanagerplus.com  Configuration Manage File Servers scminusar
b saminuser
sdmanagerplus.com  Create Users Creste Single User sdminusar
sdmanagerplus.com  Create Users Creste Single User sdminusar
admanagerplus.com  Create Users Create Single User sdminusar
sdmanagerplus.com  Create Users Create Single User sdminusar
admanagerplus.com  Configuration Manage File Servers sdminusar
admanagerplus.com  Configurabon Manage File Servers seminusar
aamanagerplus.com  Configurabon Manage File Servers seminusar
admanagerplus.com  Configuration Manag File Servers acminuser

‘Compliance Reports
SOoX
All Users
All Groups
All Computers
All Contacts
All OUs

All GPOs & Linked AD Objects

Microsaft 365 Users

GLBA

Recently Logged On Users

Recent Logan Fallures

Real Last Logon

Users with Password Never Expires
password Changed Users

Security Groups

Distribution Groups

Select Help Desk Technicians | Al

Reports ~ | Exchange Reports ~ | GPO Reports ~ | NTFS Reports = | More ~

Users in More Than One Group Lync/Skype Enabled Users

Recantly Deleted users Lync/Skype Disabled Usars
Recently Created Users Dial-in Allow Access
Recently Modified Users Dial-in Deny Access
Photo Basad Reports Users witn Logon Script

Usars withaut Logan Seripe

Nested Reports €SV Import

Users in Groups Report from CSV

Groups for Users

Period | Last 30 days

Module Ussd Object Name [ —
Py ——— Falure  Ermor Code - 80070005 : Erro I creating user, Acesss s Senicd
A0 Manzgement jeon Falure  Error Code - 80070005 : Erro I ereating user, Acesss s fenied
4D Management  jaon) Falure  Error Code - 80070005 : Error n creating user, Aceass s denied
40 Management  srdar Falure ‘Password mover expirs' s aiready se forthis usar

D Management  srdhar Falurs  Unab to mody the user. Eror: Access s denied. - Erar Cace : B0070005
ADManagemert  InActiveUsers  Falurs  Error Code - 80070005 : Err n creating object Access is nisd.
4D Manzgement  davidk Falurs  Error Code - 80070005 : Error I creating user, Aceass s cenied
AD Management  davidk Falure  Error Code - 80070005 : Error I creating user, Aceess s denied
D Management  davide Falure  Error Code - 80070005 : Error n creating user, Aceess s denied
D Management  davidk Falure  Error Code - 80070005 : Error I creatig uses, Aceass s denied.
D Management  cavide Falure  Error Code - 80070005 : Error I creating uses, Aceass s denie.
D Management  davidk Falure  Error Code - 80070005 : Erro I creating uses, Aceass s denie.
0 Mansgemert  snars Fallure  Error Code - 80070005 : Ervo i creating user, Acesss = Geniec
A0 Mansgemert  snars Falurs  Error Code - 80070005 : Ervo i creating user, Acesss = Geniec.
0 Mansgement Moz Fallure  Error Code - 80070005 : Ervo i creating user, Acesss = Geniec
AOMansgemert  GEOSSNSILS  Falurs  Unable aad the il server Abeacy addsd or existing s sarver
0 Mansgemert  testuser2 Falure  Access s caniad. - Error Cods : 80070005

40 Mansgemert twarc Fallurs  Error Code - 80070008 : Ervo n creating user, Acesss = deniec.
40 Mansgemert twarkc Falure  Error Code - 80070005 : Ervo n creating user, Acesss = deniec
A0 Mansgemert twarkc Falurs  Error Code - 80070005 : Ervo n creating user, Acesss = deniec
D Mansgement  TWork Falure  Error Code - 80070005 : Ervo n creating user, Aceess = denie
D Mansgemert  Wanchal Success  Succassfuly added.

40 Manzgemerelinu Suctass  Succssstuly sdéed

ADMansgimert  GEOSSMSIE  Sumass  Succssstuly sdéed
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Figure 15: Help desk audit reports.
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Figure 16: Prebuilt compliance reports.
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Key features that drive JML

automation in ADManager Plus

Feature

Automation

Description

Design automations and automation
policies that automatically trigger JML
actions (e.g., user creation, disable user, or
group modification) based on predefined
conditions, data changes in integrated HR
systems, or scheduled events.

Benefit

Significantly reduces manual effort,
ensures process consistency, and
enforces organizational policies.

Onboarding and
offboarding

Create custom templates with predefined
user attributes, security settings, and
permissions for different roles and

Speeds up the JML process, minimizes
human errors, and ensures consistent
application of security and compliance

templates
departments, ensuring standardized and policies.
error-free provisioning and deprovisioning.
Role-based Define granular access permissions based Enhances security by enforcing the

access control

on user roles, automatically granting or
revoking access as users join, move, or
leave. Includes capabilities for periodic
access reviews via certification campaigns.

principle of least privilege and
simplifies complex access
management.

Integration
with HR systems

Connect directly with your HR applications
(e.g., Workday, SAP, or BambooHR) via APIs
and webhooks, allowing automatic data
flow to trigger user account and mailbox

creation, permission assignment, and more.

Eliminates the need for manual data
entry, ensures timely execution of JML
processes, and improves data
consistency.

Multi-system
management

Manage user accounts and access rights
across on-premises Active Directory,
Exchange, Microsoft 365, Microsoft Entra
ID, Google Workspace, and other critical
applications from a single, centralized
console.

Provides a single point of control,
simplifies administration, and improves
cross-platform operational efficiency.

Comprehensive
reporting

Generate detailed reports on user
accounts, group memberships, access
privileges, and all JML process activities.
Provides robust audit trails of
administrative and delegated actions for
accountability and compliance.

Offers valuable insights into user
management, facilitates proactive
security monitoring, and helps meet
regulatory requirements.
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Why choose ADManager Plus
for JML automation?

ADManager Plus offers a powerful, user-friendly, and secure solution for automating your JML life cycle,

()

helping you save time, enhance security, and improve overall IT efficiency.

Comprehensive feature set:

A complete management and @
reporting solution for Active 8
Directory and broader IT

infrastructure management,

including robust, end-to-end

JML automation capabilities.

User-friendly interface:

An intuitive, web-based, and
easy-to-navigate interface that f;fg
requires minimal training, e
accelerating adoption and

reducing the learning curve for

IT teams.

Seamless integrations:

Integrates seamlessly with

leading HR systems, identity
management solutions, ITSM

platforms, and other business

applications to create a truly

automated identity life cycle.

Scalability:

Designed to handle the user @
management needs of

organizations of all sizes, from

small businesses to large

enterprises with complex,

multi-domain environments.

Granular access control:
Enables you to review and
manage the access rights of users
with periodic and automated
access certification campaigns,
ensuring the principle of least
privilege is continuously

enforced.

Robust security architecture:
Built with security as a core
principle, helping you protect
sensitive data, prevent
unauthorized access, and
maintain compliance with

industry standards.

Proactive risk management:
Identifies potential security risks
in your Active Directory and
Microsoft 365 environments,
allowing for proactive

remediation.

Excellent support:

Backed by a dedicated and
responsive support team to assist
you with implementation,
configuration, and ongoing
management, ensuring a smooth
operational experience.
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Implementation planning and best practices

Implementing JML automation effectively requires careful planning and adherence to best practices

to ensure a smooth transition and maximize benefits.

Phased rollout
strategy

Data
cleansing and
standardization

Define clear
workflows and
policies

a. Pilot program:

Start with a small, contained pilot group (e.g., one department
or a specific role) to test workflows, identify issues, and refine
processes before a broader rollout.

b. Gradual expansion:

Expand automation incrementally, phase by phase, allowing
your team to gain experience and adapt to the new automated
workflows.

a. HR data accuracy:

Ensure your HR system is the authoritative source of truth for
employee data. Inaccurate or inconsistent data in your HR
information system will directly impact the effectiveness of
JML automation.

b. Standardized naming conventions:
Implement consistent naming conventions for users, groups,
and OUs to simplify management and automation.

a. Map existing processes:
Document your current manual JML processes to identify
bottlenecks and areas for automation.

b. Define automation policies:
Clearly define the rules, triggers, and actions for each JML
automation policy within ADManager Plus.

c. Approval hierarchies:
Establish clear approval hierarchies for sensitive actions,
ensuring the right individuals have oversight.

24



Security
best practices

Training and
documentation

Performance
and scalability
considerations

a. Principle of least privilege:

Continuously apply the principle of least privilege to
ADManager Plus service accounts and delegated
administrators.

b. Regular access reviews:

Utilize ADManager Plus' access certification campaigns to
regularly review and validate user access rights, especially for
privileged accounts.

c. Audit logging and monitoring:

Leverage comprehensive audit trails and reporting capabilities
to monitor all JML activities and identify suspicious patterns.
Integrate with SIEM solutions for centralized logging and
alerts.

d. Secure integrations:

Ensure all integrations (e.g., HR, cloud platforms, and
ticketing) are configured using secure protocols (e.g., OAuth
or APl keys) and strong authentication.

a. Administrator training:

Provide thorough training for IT administrators and delegated
help desk personnel on how to configure, monitor, and
troubleshoot JML automation workflows in ADManager Plus.

b. User guides:
Create clear documentation for common scenarios and
troubleshooting steps.

a. System sizing:

Ensure the ADManager Plus server and database resources are
adequately sized for your organization's user volume and
anticipated workload.

b. Monitoring:
Regularly monitor server performance, database health, and
automation task statuses to ensure optimal operation.
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Data inconsistencies

Solution: Implement robust data
validation rules in ADManager Plus
and enforce data quality standards
in your HR system.

Complex custom

&' & workflows

Solution: Leverage

User resistance to COMMON ADManager Plus' flexible
change CHALLENGES AND workflow designer, breaking
Solution: Communicate SOLUTIONS down complex processes
A BEnETis 6 - into smaller, manageable

automation clearly to all sub-workflows.

stakeholders. Involve end
users and department
heads in testing phases to
foster buy-in.

Integration failures

Solution: Utilize ADManager Plus'
logging and notification features to
quickly identify and troubleshoot
integration issues. Ensure API
connectivity and credentials are
correct.

Getting started with JML automation

Ready to transform your user management with ADManager Plus? Take the next step towards
a more efficient, secure, and compliant JML life cycle.

Request a free demo Download a free trial




ManageEngin@

ADManager Plus

Our Products

AD360 | Log360 | ADAuditPlus | ADSelfService Plus
M365 Manager Plus | RecoveryManager Plus

About ADManager Plus

ADManager Plus is an identity governance and administration (IGA) solution
that simplifies identity management, ensures security, and improves
compliance. With ADManager Plus, manage the user life cycle from
provisioning to deprovisioning, run access certification campaigns,
orchestrate identity management across enterprise applications, and protect
data on your enterprise platforms with regular backups. Use over 200 reports to
gain valuable insights into identities and their access rights. Improve the
efficiency of your IGA operations with workflows, automations, and role-based
access control policies. ADManager Plus' Android and iOS applications help
with on-the-go AD and Entra ID management.

For more information about ADManager Plus, visit
manageengine.com/products/ad-manager/.



