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About us 
 

Mobile Device Manager Plus is a mobile device management solution developed by 

ManageEngine. Mobile Device Manager Plus provides admins the power to perform device 

management from a single point. It is available on premise and also as a cloud based service. 

Mobile Device Manager Plus integrated with Desktop Central provides a complete desktop 

and mobile device management solution. 
 

How we help? 
 

With the ever growing use of mobile devices in enterprises, it has become inevitable to 

manage all the mobile devices coming into the company, to ensure the security of corporate 

data.  Mobile Device Manager Plus provides a complete device management solution for 

managing both BYOD and corporate devices running on Android, iOS and Windows. 

It allows the user to group devices for better management, apply various restrictions on 

devices, distribute store and enterprise apps, blacklist apps, locate devices on demand, and 

much more. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Benefits of choosing Mobile Device Manager Plus 
 

Mobile Device Manager Plus is a web based server that manages thousand of mobile devices 

from a central location. It automates the entire device management process from  enrollment 

to retirement. Following are the benefits of using Mobile Device Manager Plus as your device 

management tool: 
 

● It is an affordable web-based solution. 

● Facilitates Over-The-Air device management. 

● No formal training is required to work with the software, minimal network administration 

knowledge is sufficient. 

● Enhances productivity of network administrators by reducing their workload. 

● Reduces maintenance and support expenditures associated with manual device 

management. 

● Increases device security thereby reducing business losses. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

System requirements: 
 

Following are the system requirements to use Mobile Device Manager Plus for managing 

mobile devices. 
 

Hardware requirements for Mobile Device Manager Plus Server: 
 

No. of Devices 
Managed 

Processor 
Information 

RAM Size Hard Disk Space 

1 to 250 

Intel Core i3 (2 
core/4 thread) 2.0 
Ghz  3 MB cache 

2 GB 5 GB* 

251 to 500 

Intel Core i3 (2 
core/4 thread) 2.4 
Ghz  3 MB cache 

4 GB 10 GB* 

501 to 1000 

Intel Core i3 (2 
core/4 thread) 2.9 
Ghz  3 MB cache 

4 GB 20 GB* 

1001 to 3000 

Intel Core i5 (4 
core/4 thread) 2.3 
GHz. 6 MB cache 

8 GB 30 GB* 

3001 to 5000 

Intel Core i7 (6 
core/12 thread) 3.2 
GHz. 12 MB cache 

8 GB 40 GB* 

5001 to 10000 

Intel Xeon E5 (8 
core/16 thread) 2.6 
GHz. 20 MB cache 

16 GB 60 GB* 

 

* May increase dynamically with the frequency of scanning. 
 

NOTE: While managing more than 1000 devices it is recommended to install Mobile Device 

Manager Plus on a Windows Server Edition. 
 

 

 

 



 

 

Software requirement for Mobile Device Manager Plus: 

Mobile Device Manager Plus can be installed on a computer which satisfies the following 

requirements. 
 

Desktop related operating systems 

● Microsoft Windows 7 

● Microsoft Windows 8 

● Microsoft Windows 8.1 

● Microsoft Windows 10 

 

Server related operating systems 

● Microsoft Windows Server 2003 

● Microsoft Windows Server 2008 

● Microsoft Windows Server 2008 R2 

● Microsoft Windows Server 2012 

● Microsoft Windows Server 2012 R2 

● Microsoft Windows Server 2016 

 

Supported browsers 

Install any of the following browser on the computer to run Mobile Device Manager Plus 

console. 

● Microsoft Internet Explorer 10 and later versions 

● Mozilla Firefox 44 and later versions 

● Google Chrome 47 and later versions 

NOTE: Make sure that the screen resolution is 1024X768 or higher. 
 

Mobile devices supported 

The following are the devices that can be managed: 

● iPhone, iPad and iPod Touch running iOS 4 and above. 

● Smart Phones and Tablets running Android 2.2 and above. 

● Windows Phone 8 and above. 

 



 

 

Mobile Device Manager Plus architecture 
 

The diagram shown below explains the architecture of Mobile Device Manager Plus. 
 

 

 

Components: 

The following are the architectural components of the Mobile Device Manager Plus. 

● Server 

● Forwarding Server 

● APNs,GCM,WNS 

● Mobile Devices 

 

Server: Server is the main component of the architecture. All the devices can be managed 

from the server. The server should be reachable from a Public IP address to manage the 

 



 

mobile devices. Hence, the server should be present on edge of the network.  
 

Forwarding server: Forwarding Server is an optional component of architecture. It is 

configured to ensure that the server is not directly exposed to the internet. This keeps the 

server safe from threats and attacks. 
 

NOTE: The NAT settings need to be configured to ensure that the devices are always in 

contact with the server. 
 

APNs,GCM,WNS: These are mobile notification services that allow third party applications to 

send notifications to mobile devices. Mobile Device Manager Plus contacts these notification 

services to manage iOS,Android and Windows devices respectively. 
 

NOTE: Proxy Settings need to be configured for Mobile Device Manager Plus to connect to the 

internet. 

 Another mandatory requirement before devices can be managed is to configure the Mail 

Server. The Mail Server needs to be configured to send e-mails related to enrollment, 

inventory and reports 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Features of Mobile Device Manager Plus 
 

 Following are the key features offered by Mobile Device Manager Plus. 

● Device Enrollment 

● App Management 

● Profile Management 

● Asset Management 

● Device Security 

● E-mail Management 

● Reports
 

Device Enrollment: 
 

Before the devices can be managed, they need to be enrolled into the server. As there will be 

large number of devices that are to be managed, Mobile Device Manager Plus offers the users 

different types of enrollment methods based on the types of devices to be enrolled. 
 

 

  

 



 

 

App Management: 
 

As the apps present in the mobile devices make use of corporate data it is important to 

manage the apps in the devices as well. Mobile Device Manager Plus allows user to blacklist 

apps that should not be present in the mobile devices. Users can distribute both Enterprise 

and Store apps to the devices Over-The-Air. 
 

 

 

 

 
 

 
 
 
 
 
 
 
 

 



 

 

Profile Management: 
 

Every device is not used to perform the same task, Mobile Device Manager Plus provides the 

user with an option to group devices based on departments and roles. Different restrictions 

and profiles can be applied to these groups. These profiles determine what  features of the 

device  can and cannot be accessed by the device user. 
 

 

 

 

 

 
 

 

 

 

 

 

 

 



 

 

There are different restrictions that can be applied to iOS, Android and Windows devices. 
 

For iOS devices: 
Many restrictions such as CalDAV, Subscribed Calenders, WebClips etc are exclusively for 

iOS devices. 
 

 

 

 

 
 

 

 

 

 

 

 

 

 

 



 

 

For Android Devices: 

 

 

For Windows devices: 
 

 

 



 

 

Asset Management: 
 

As the number of enrolled devices grows, keeping track of all the devices can become a 

cumbersome task. Details about the devices such as the IMEI number, UDID etc along with 

all the devices enrolled is listed. Details such as jailbroken or rooted devices and list of all the 

apps, which are crucial to device security are also provided. 
 

 

 

 

 
 

 
 
 
 
 
 
 
 
 

 



 

 

Device Security: 
 

Loss of devices can put the corporate data at risk, and to prevent this, various security features 

such as remote lock, remote alarm, reset password are provided. In case a device is lost, the 

device can be located on demand. As both BYOD and corporate device are being managed,it 

also provides two data wipe options. 
 

Complete Wipe- This is most suitable for corporate devices which have only corporate data 

and can be wiped completely. 

Corporate Wipe- Corporate wipe clears on the corporate data present in the device while 

leaving the users personal data intact.This is most useful for BYOD when a employee leaves 

the company. 
 

 

 

 

 
 

 

 



 

 

E-mail Management: 
 

E-mails are the preferred method of communication in the corporate sector. It is essential to 

prevent loss of corporate data exchanged through e-mail. Using Mobile Device Manager Plus, 

the user can grant access of the corporate e-mail account to particular devices. In addition to 

this, user can also restrict unapproved app from using the data.  
 

 

 

 

 
 

 

 
 
 
 
 
 
 

 



 

 
 

Reports:  
 

Mobile Device Manager Plus creates reports with various device details such as installed 
apps, blacklisted apps and device model. This helps in analysing and tracking all the devices 
in the network. Another feature that Mobile Device Manager Plus offers is customized 
reports-Users can create reports based on their requirements apart from all the reports that 
are already available.  
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 



 

 

 

 

Product trial and demo 
 

ManageEngine provides the following trials and demo for further evaluation of the product.  
 

● A fully functional, 30 days trial for unlimited devices: 

https://mdm.manageengine.com/free-trial.html  
 

● Help documents and other literature: 

https://www.manageengine.com/mobile-device-management/help.html 
 

● Online Demo: http://demo.mobiledevicemanagerplus.com/ 
 

Pricing 
 

Mobile Device Manager Plus is licensed based on the number of mobile devices and 

technicians. 

 

https://mdm.manageengine.com/free-trial.html
https://www.manageengine.com/mobile-device-management/help.html
http://demo.mobiledevicemanagerplus.com/
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