


Firewall Analyzer

Firewall Log & Configuration Management Software

u Log Collection

m Agentless log collection

m Collects logs from network perimeter security devices such as
Firewalls, Proxy servers, Intrusion Detection System
(IDS)/Intrusion Prevention System (IPS), and Virtual Private
Networks (VPN)

E Security Compliance Reports

m Compliance Reports validates the network security by auditing
and analyzing the device configuration

m Generate security reports such as successful logins, successful
logoffs, failed logins and the commands executed by the users
in multiple report formats, like PDF and CSV

Detect Network Anomalies

® Get detailed information on possible network attacks and
security breaches in your network

m Know which viruses are active on the network, the hosts that
have been affected, and more

Monitor Employee Internet Usage

= Monitor the internet overuse or misuse by the employees in
your organization.

= Get notifications when an employee tries to access restricted
sites, like streaming, chat sites, etc.

Manage Firewall Configuration Changes

® Know 'who' made 'what' changes, 'when' and 'why' to your
Firewall configuration in Real-time

m Get a complete trail of all the changes done to your Firewall
configuration

g Raw Log Search

B Quickly & easily finds the data you're looking for using
advanced raw log search & generate instant reports based on
search results

® Pinpoint the exact log entry which caused the security activity
in minutes

B Measure Network Traffic & Bandwidth

m Find out who is using the bandwidth, how much, when, and
what sites are being accessed

m Perform network behavioral analysis by monitoring for sudden
spikes in bandwidth consumption, get in-depth details about
users accessing web applications like Skype, Facebook,
Youtube etc. and the amount of bandwidth consumed by
these web applications

Real-time Alerts

m Get alert notifications for anomalous events and specific
events in Real-time

m Automatic alerting allows you to receive alert notifications
directly via Email, SMS or Program execution.

m Archive Firewall Logs

m Automatically archives all Firewalls logs to a centralized
repository

m Archived log files are encrypted to make it secure and are
hashed & time-stamped to make it tamper-proof

Minimum System Requirements: Pentium Dual Core, 1GHz, 2GB RAM, 5GB disk space, Windows ™ 2000,XP, Vista,7, Windows ™ 2000,2003,2008 Servers or Linux
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