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The GDPR’s Basic Intent

The countdown to the European Union’s General Data Protection
Regulation (GDPR) has begun and the clock is ticking fast. While
the media is abuzz with commentaries, guides, and solutions for
the GDPR’s guidelines, conclusive interpretations of its various
aspects have yet to be reached. The basic intent of the GDPR,
however, is crystal clear: data protection—more specifically,
making personal data secure.

The term personal data assumes extremely broad coverage in
the GDPR—any data that relates to “an identifiable natural
person” is classified as personal data. Organizations usually
digitally process and store things like customer names, email
addresses, photographs, work information, conversations, media
files, and a lot of other information that could identify individuals.

Personal data is all-pervasive, and is found in nearly every piece
of IT. If your organization wants to comply with the GDPR, then
you need to define and enforce strict access controls as well as
meticulously track access to data.
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Privileged Access and Threats to Data Security

Cyber attacks can originate both from within the perimeters of an
enterprise, and from outside. Analyses of the recent high

profile cyber attacks reveal that hackers—both external and
internal—are exploiting privileged access to perpetrate attacks.
Most attacks compromise personal data that is processed or
stored by IT applications and devices. Security researchers point
out that almost all types of cyber attacks nowadays involve
privileged accounts.

Privileged Accounts—The Prime Target of Cybercriminals

In internal and external attacks alike, unauthorized access and
misuse of privileged accounts—the “keys to the IT kingdom”—
have emerged as the main techniques used by criminals.
Administrative passwords, system default accounts, as well as
hard-coded credentials in scripts and applications have all
become the prime targets cyber criminals use to gain access.
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Hackers typically launch a simple phishing or spear-phishing
attack as a way of gaining a foothold in a user’s machine. They
then install malicious software and look for the all-powerful

administrative passwords—which give unlimited access
privileges—to move laterally across the network, infect all
computers, and siphon off data. The moment the hacker gains
access to an administrative password, the entire organization
becomes vulnerable to attacks and data theft. Perimeter fully
guard enterprises against these types of privilege attacks.

Third Parties and Malicious Insiders

Organizations are required to work with third parties such as
vendors, business partners, and contractors for a variety of
purposes. Quite often, third-party partners are provided with
remote privileged access to physical and virtual resources within
the organization.

Even if your organization has robust security controls in place,
you never know how third parties are handling your data.
Hackers could easily exploit vulnerabilities in your supply chain
or launch phishing attacks against those who have access and
gain entry to your network. It is imperative that privileged access
granted to third parties is controlled, managed, and monitored.

Additionally, malicious insiders—including disgruntled IT staff,
greedy techies, sacked employees, and IT staff working with
third parties—could plant logic bombs or steal data. Uncontrolled
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administrative access is a potential security threat, jeopardizing
your business.

Begin Your GDPR Journey with Privileged
Access Management

Control, Monitor, and Manage Your Organization’s

Privileged Access

The GDPR requires that organizations ensure and demonstrate
compliance with its personal data protection policies. Protecting
personal data, in turn, requires complete control over privileged
access—the foundational tenet of the GDPR. Controlling
privileged access requires you to:

*“| Consolidate all your privileged accounts and put them in a
secure, centralized vault.

| Assign strong, unique passwords and enforce periodic
password rotation.

/| Restrict access to accounts based on job roles and
responsibilities.

| Enforce additional controls for releasing the passwords of
sensitive assets.


https://www.manageengine.com/products/passwordmanagerpro/

ManageEngine) . .
Password Manager Pro Privileged Access Management forms the foundation of GDPR

/| Audit all access to privileged accounts.

| Completely eliminate hard-coded credentials in scripts and
applications.

1<

Wherever possible, grant remote access to IT systems with-
out revealing the credentials in plaintext.

14

Enforce strict access controls for third parties and closely
monitor their activities.

14

Establish dual controls to closely monitor privileged access
sessions to highly sensitive IT assets.

*“| Record privileged sessions for forensic audits.

As explained above, controlling, monitoring, and managing
privileged access calls for automating the entire life cycle of
privileged access. However, manual approaches to privileged
access management are time-consuming, error prone, and may
not be able to provide the desired level of security controls.
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ManageEngine Password Manager Pro
Automates Privileged Access Management,
Helping You Get Ready for the GDPR

Password Manager Pro is a complete solution for controlling,
managing, monitoring, and auditing the entire life cycle of
privileged access. It offers three solutions in a single package:
privileged account management, remote access management,
and privileged session management.

Password Manager Pro fully encrypts and consolidates all your
privileged accounts in one centralized vault, which is reinforced
with granular access controls. It also mitigates security risks
related to privileged access as well as preempts security breaches
and compliance issues before they disrupt your business.

Together, these capabilities empower you to achieve total control

over privileged access in your organization, thereby laying a solid
foundation for GDPR compliance.
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Password Manager Pro: Solution Brief

O01. Privileged Account Management

Password Manager Pro helps secure privileged accounts, the keys
to your kingdom by enforcing password management best
practices such as centralized password storage, use of strong
passwords, regular password resets, and controlling user access
to shared passwords across your organization.

Discovery
Automate discovery of IT assets in your network and
enumerate privileged accounts.

O

Password Randomization

¢
K) Assign new passwords for discovered accounts
automatically to eliminate any vulnerabilities.

Consolidate and Store

L‘ Inventory all your privileged identities in a centralized
vault, protected with AES-256 encryption.
Organize and Declutter
]
— Organize all your resources into uniform groups for
easy navigation.
Password Policies
._E Enforce policies that define character complexities for
>e

password strength, expiration age for periodic
password rotation, and more.
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Secure Sharing

< Securely share administrative passwords with the
members of your team based on need, with granular
access restrictions.

Access Control Workflows

“‘f!\" Require that users go through a request-release
mechanism before being granted access to passwords,
with provisions for time-limited access, least privilege,
and dual controls.

Remote Password Resets

C\J Automatically reset remote resource passwords upon
use.
Regular Integrity Checks

Y Automate Password Manager Pro to conduct password
integrity checks periodically to verify whether the
passwords on record are in sync with remote resources.

Windows Service Account Management

Reset passwords for Windows domain accounts.
Automate password propagation across all dependent
services and application pools.

Post-reset Scripts

-
Perform follow-up actions after remote password resets,
such as service restarts.
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Application-to-Application (A-to-A)
Password Management

m Let your applications securely retrieve passwords from
Password Manager Pro with APIs. Eliminate hard-coded
credentials.

FIPS 140-2 Compliant Mode

[ FiPs
&P  Satisfy compliance requirements with FIPS 140-2
validated cryptographic modules.

Uninterrupted Access

7 Set up high availability for Password Manager Pro to get
continuous access to critical passwords, along with
backup provisions.

Mobility

Access passwords from anywhere with native apps for

iOS, Android, and Windows.
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02. Remote Access Management

Password Manager Pro gives you secure, one-click access to all
remote devices, including those in remote data centers that
require connecting to jump servers first and then hopping to the
target devices. Password Manager Pro centralizes the
management of all those credentials and access controls so your
users don’t have to authenticate themselves at each stage of a
remote access. It handles all login and authentication steps
automatically, giving you one-click access to your remote
resources.

First-in-class Remote Access

G Launch highly secure, reliable, and completely emulated
RDP, SSH, Telnet, and SQL sessions with a single click
from any HTML5-compatible browser, without any
additional plug-ins or agent software.

One-click Loain. Without Even Viewina

‘ With Password Manager Pro’s secure gateways, you can
provide remote access to employees and third party
contractors without disclosing the passwords in plain-
text.

Jumb Server Confiauration

.@. Connect directly to remote data center resources with-
out any hops or jumps.
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Automatic Login to Websites and Applications

Launch automatic connections to websites with
Password Manager Pro’s native extensions for Chrome
and Firefox browsers.

Secure Data Transmission

Achieve data integrity during transit with secure
communication protocols (HTTPS and SSL).

Administrators & Users
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03. Privileged Session Management

Password Manager Pro helps you closely monitor and completely
control your privileged sessions. You can continuously track what
your users are doing with their privileged access, so you're never
caught unaware.

Session Recordina

-‘ Video record and archive privileged sessions launched
from Password Manager Pro to support forensic audits.

Dual Controls

2
-[J_ Shadow privileged sessions in real time to monitor user
activity and terminate if there’s any suspicious activity.
Complete Audit Records

Play back the archived recordings at any time to
scrutinize and answer questions on the who, what, and
when of privileged access.

Compliance Reports

@ With built-in report templates, generate ISO/IEC 27001
and NERC-CIP compliance reports in relation to
privileged session requirements.
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Security Risks Mitigated by

Password Manager Pro

Product Features Vs Risks Mitigated

Accounts Discovery, Password Protection & Management

Password Manager Pro automatically discovers the IT assets in the
network (Windows, Linux, network devices & virtual machines) and
enumerates the privileged accounts associated with them, thus
helping enterprises to quickly secure all their privileged identities.

The discovery process mitigates the
following risks:

|ldentify unauthorized accounts or services:
Password Manager Pro lists all the
privileged accounts found in your critical IT
assets. You can easily conduct an internal
audit and identify the unauthorized ones.

Minimize the number of privileged Yok kokok , ,
accounts: The discovery process also helps R i s

you identify the obsolete accounts. You can e
choose to retain only the accounts that are

absolutely needed.

www.passwordmanagerpro.com
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Prevent unauthorized access: By randomizing passwords of
privileged accounts upon discovery, you can prevent unauthorized
access by present or past administrators who had access to those

passwords previously.

Centralized Password Vault

Password Manager Pro consolidates, stores, and organizes all
your passwords in a secure, centralized repository.

Centrally consolidating the privileged accounts enables you to
combat the following risks:

Prevent passwords falling into the wrong hands due to insecure
storage: Network and IT administrators tend to store sensitive
credentials in text files and spreadsheets — and even on sticky
notes. These insecure storage practices make organizations a
paradise for hackers. Password Manager Pro eliminates the
vulnerabilities by establishing a secure, centralized repository of
passwords.

Overcome system lockout due to outdated passwords: With
multiple copies of electronic files containing sensitive passwords
floating around the organization, there will be increased instances
of outdated passwords and coordination issues, impacting
operational efficiency. With Password Manager Pro serving as the
centralized repository, you can eliminate the coordination issues
and system lockout issues due to outdated passwords.
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Password Ownership and Granular Sharing

The basic design of Password Manager Pro revolves around the
concept of password ownership and sharing. One who adds a
password to the repository becomes the owner of the password
and the owner alone will have access to that password. If the
owner wants others to view it, the password has to be shared.
At any point, all users (including administrators) will only see the
passwords that are owned and shared.

Eliminate orphan accounts: Orphaned accounts are privileged
accounts that remain active but have no associated owner. These
accounts are usually the result of an employee moving
departments or leaving the organization. Failing to shut down or
transfer ownership of these accounts can lead to access control
gaps. Password Manager Pro solves this problem by allowing any
departing resource owner to transfer ownership of their resources
to another authorized employee.
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Overcome security risks due to employee turnover: When an IT
staff member having privileged access to IT resources leaves the
organization, all access to critical IT systems possessed by the
departing member should be immediately disabled. In the
absence of a password management system, it becomes tough to
identify the list of passwords accessed by that user and change
all of them. Password Manager Pro allows transferring ownership
and randomizing passwords after the departure of the IT staff,
thus completely eliminating security issues that could arise due to
employee turnover.

Avoid password leakage due to insecure sharing: IT staff tend
to share common passwords among team members by word of
mouth, email, or phone calls, which lead to password
compromise. Password Manager Pro offers secure, granular
sharing based on job functions and helps avoid password
exposure or compromise.

Prevent unnecessary access: Password Manager Pro enforces
strict access controls and ensures that administrators get access
only to the passwords that they require for their job functions. For
example, Windows administrators will get access only to Windows
passwords and not to database passwords. This way,
organizations can prevent unnecessary access.

Eliminate displaying passwords in plain text: Even while sharing
passwords with others through the most secure means,
passwords may be memorized or noted down, which may in turn
lead to unauthorized access. For ultimate security, Password
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Manager Pro empowers admins to provide access to IT
resources as needed, without disclosing the resource passwords
in plain text. Users will be allowed to launch direct RDP, SSH,
Telnet, SQL console connections with remote resources and
automatically login to websites and applications without seeing
passwords.

AD and LDAP Integration

Password Manager Pro integrates with corporate identity stores
such as Active Directory or LDAP for user provisioning and
authentication. It continuously synchronizes with the directory and
automatically updates the user database whenever users are
added or removed in AD. In addition, Active Directory’s
authentication capabilities can be extended to Password Manager
Pro, letting users log on with their AD credentials.
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Overcome user provisioning, de-provisioning issues: Password
Manager Pro maintains the same user group structure in the
product as in AD. Since permission to access different passwords
can be granted based on AD groups, provisioning and
deactivating password access follow changes in AD itself. This
helps overcome the security issues that normally arise due to
provisioning and deactivating access.

Password Release Control and Advanced Workflow

Password Manager Pro enforces an additional layer of security for
passwords by forcing users to go through a request-release work-
flow. Users requiring access to a password just have to raise a
request with the admin, along with a credible reason. This allows
the admin to scrutinize access requests before approval and
reject invalid requests. If needed, dual approvals can be
configured, which necessitates two or more admins to approve a
request before the passwords are released.

Avoid insecure, permanent access when people need temporary
access: Quite often IT staff or third-party contractors require
temporary access to certain resources to perform troubleshooting
operations. In such cases, passwords are transmitted by email or
telephone and forgotten thereafter. As a result, IT staff will have
permanent access to those resources. Password Manager Pro
allows administrators to release passwords for a time-limited
period at the end of which the password will be automatically
reset and access will be revoked.


https://www.manageengine.com/products/passwordmanagerpro/

ManageEngine) . .
Password Manager Pro Privileged Access Management forms the foundation of GDPR

Prevent exploitation of privileged access by malicious insiders: By
enforcing dual controls on the request-release workflow, malicious
insiders looking to exploit authorized privileged access will come
under scrutiny.

Eliminate coordination issues, conflicting changes: When more
than one administrator happens to access an IT resource, it could
potentially lead to conflicting changes and coordination issues.
Password Manager Pro eliminates this by providing exclusive
access to specific users for a specified time period.

Eliminate lack of control over third-party access: Third-party
users — including contractors, temporary staff, business partners
and vendors who require access to the passwords of critical IT
assets — will have to raise a request for access to passwords.
Administrators can grant time-limited access; and when the time
limit expires, access will be revoked and the password will be
reset. This process grants absolute control over third-party access
to IT resources.
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Password Manager Pro resets passwords of remote IT resources
automatically at periodic intervals or anytime on-demand. It
assigns strong, unique passwords to each account and supports a
wide-range of endpoints and target systems across physical,
virtual, and cloud environments.

Eliminate weak, static passwords; overcome cracking attempts: By
randomizing passwords of remote IT resources at periodic
intervals and assigning strong, unique passwords, Password
Manager Pro helps eliminate static, unchanged passwords across
the network. This, in turn, prevents unauthorized access and
cracking attempts.

Eliminate static service accounts: The very powerful service
accounts used by the system programs to run application
software services or processes often possess high or even
excessive privileges. Service account passwords are generally set
to “never change,” due to the difficulty in discovering all
dependent services and propagating the password change. Static
service accounts make the enterprise a haven for hackers.
Password Manager Pro automatically locates service accounts by
identifying the various Windows server components that are run
using domain accounts and mapping the services and scheduled
tasks to respective accounts. When a service account password

is reset, Password Manager Pro automatically propagates the
change across all dependent services associated with the account
to avoid any service stoppage.
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Mitigate pass-the-hash attacks: Windows domain admin accounts
provide administrative privileges on all workstations, servers, and
domain controllers. Only a few, trusted administrators should use
the domain administrator accounts. And, they should use the ac-
count only to log on to the domain controller systems that are as
secure as the domain controllers.

This is because Windows systems are vulnerable to pass-the-hash
attacks. The single sign-on functionality of Windows allows users
to enter credentials once and then never have to enter the
password again. Windows actually caches the login details within
the system in the form of password hashes. If an attacker
manages to access a system where the domain administrator had
logged on in the past using his domain admin credentials, the
attacker could easily obtain the hash and perpetrate an
unauthorized transaction.

As a best practice approach, domain administrator accounts
should not be used to sign on to any system other than domain
controllers. If there is a strong need to do so, the password access
should go through a workflow for one-time usage, after which it
should be reset. Even if the domain admin accounts are prudently
used from trusted systems, they should be periodically changed.
Password Manager Pro periodically randomizes the domain
administrator credentials and mitigates pass-the-hash attacks.
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Password Manager Pro provides three types of APlIs for
application-to-application password management - SSH-CLI, XML-
RPC, and REST. Applications can programmatically query
Password Manager Pro and get credentials.

Eliminate hard-coded credentials: Normally, various applications
require access to databases and other applications frequently to
query business-related information. This communication process
is usually automated by embedding the application credentials in
clear text within configuration files and scripts. Administrators
usually find it difficult to identify, change, and manage these
passwords. As a result, the credentials are left unchanged, which
may lead to unauthorized access to sensitive systems. Thus,
hard-coded credentials may make technicians’ jobs easier, but this
practice creates an easy launch point for hackers.

Password Manager Pro eliminates the practice of hard-coding of
passwords with secure APIs for application-to-application and
application-to-database password management. The access
credentials don’t need to be embedded in configuration files but
can, instead, be stored in Password Manager Pro’s database.
Whenever an application needs to connect with other applications
or databases, it can query and retrieve passwords from Password
Manager Pro using the APIs. This way, the passwords can also be
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subject to security best practices including rotating passwords
periodically and assigning strong, unique passwords, without the
need for copious manual updates.

Reduce security risks in DevOps environments: DevOps
environments span several stages such as sandbox, development,
unit testing, integration, quality assurance, user acceptance
testing, production, and disaster recovery. They also require
automated access to privileged identities by various stakeholders.
Applications, scripts, and databases running in DevOps
environments require access to privileged identities without any
human intervention. Hard-coding credentials is the most
dangerous programming practice and invites security issues.
Password Manager Pro’s APIs help grant automated access to
passwords to authorized applications, besides enforcing standard
password practices eliminating security issues in DevOps
environments.
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Password Manager Pro allows authorized users to launch direct
RDP, SSH, Telnet, and SQL console sessions from any HTML5-
compatible browser without end-point agents, browser plug-ins,
or helper programs. The connections are tunneled through
Password Manager Pro’s server and require no direct connectivity
between the user device and remote host.

In addition to superior reliability, the tunneled connection provides
extreme security as the passwords necessary to establish remote
sessions do not need to be available locally on the user’s browser.
The sessions launched from Password Manager Pro’s web
interface can be recorded, archived, and played back to support
forensic audits. In addition, Password Manager Pro allows
administrators to shadow privileged sessions launched by other
users.

Reduce the risks in granting remote access to third parties: By
securing and periodically randomizing the credentials exposed
to third parties, organizations can reduce the risks due to identity
theft in the supply chain.

Reduce the risk of infection at end points with landing server
configuration: In highly secure environments such as data centers,
remote access to sensitive end points can be granted through an
intermediate jump server. Password Manager Pro centralizes the
management of all the credentials, including the jump server and
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handles access. The landing server configuration prevents end
points from getting infected through insecure connecting
machines at third-party locations.

Prevent malicious or suspicious activities through dual controls:
Track the highly sensitive privileged sessions launched by third
parties or internal users in real time and terminate suspicious
sessions.

Eliminate repudiation issues: In the event of breaches or security
issues, third-party contractors or internal administrators cannot
deny performing an activity because Password Manager Pro
records privileged sessions in their entirety.

Audit, Real-time Management, Reports

Password Manager Pro records every user action using text-based
logs in addition to recording sessions. It also raises real-time alerts
and notifications on various password events, including access,
modification, deletion, changes in share permissions, and other
specific events. Password Manager Pro also generates syslog
message and SNMP traps, which can be sent to SIEM tools and
monitoring systems respectively.
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Eliminate accountability issues: Administrative accounts are
normally not tied to an individual and are predominantly used in
shared environments. This could lead to accountability issues
when something goes wrong. When Password Manager Pro acts
as the centralized password vault, administrators will have to
depend only on Password Manager Pro for accessing IT
resources. The audit trails generated by Password Manager Pro
enable tracing access to individuals.

Combat advanced persistent threats: Password Manager Pro
raises syslog messages, which could be sent to SIEM tools for
correlation with the events from the rest of the enterprise. As
advanced cyber-attacks normally span a period of time,
correlating data from various IT assets with the privileged access
data from Password Manager Pro helps detect cyber-attacks that
are in progress or waiting to happen.

Reduce exploitation of privileged access by insiders: Real-time
alerts and notifications on privileged access from Password
Manager Pro help organizations detect unauthorized activities
and exploitation of privileged access by malicious insiders.
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REVIEWS

Great product,
World Class Support Team!

1.8.0.8.8 ¢

The pricing model of the product is very good,
the best I've seen. The product works great and
with issues you can count on the support team
of ManageEngine. They know their product and
help you in every way they can. We even had a
custom patch fixed for us in a day. Never seen
this kind of commitment to a customer ever
before.l am one happy and satisfied customer!
Martijn Dirkx,

System Administrator,
SeaChange International, Netherlands.

Excellent resource. Easy to use and
maintain.

1.8.0.8.8.9

It is great to keep passwords for all devices,
external sites, and internal application
accounts in one centralized server. We even
have this server as part of our disaster
recovery.

Steven.R.McEvoy,
Senior Systems Analyst,
Christie Digital Systems,

Canada.

Powerful application for managing
enterprise passwords.

Yok kK

With Password Manager Pro, we solved
problems revolving around the use of
administrative accounts. Centralized password
management, automated password resets, and
reporting are some features that we like best.

Said Youssef,
Senior Security Officer,
Chisholm Institute, Australia.

Specifications

Discovery: Agentless

Password resets: Agent-based, Agentless

Authentication: Active Directory, LDAP, RADIUS, SAML
Encryption algorithm: AES-256

Product Installation: Windows, Linux (32-bit and 64-bit)
Back-end Database: PostgreSQL (bundled), MS SQL, MySQL
Supported APIs: RESTful API, XML RPC, SSH CLI

Supported platforms for discovery, remote access and
password resets:

A) Operating systems
. Windows (local, domain, and service accounts)
. Linux, UNIX, and Mac OS

o Solaris
. IBM AIX
B) Databases
0 MS SQL
. MySQL
. Oracle

c Sybase ASE

C) Virtual platforms

. VMWare ESXi

D) Network devices

. Juniper Netscreen

0 HP ProCurve

. HPiLO

. Cisco devices (I10S, CatQOS, PIX)
0 Sun Oracle (ALOM, ILOM, XSCF)
E) Directory services

*  Active Directory

+  LDAP-compliant server

F) Cloud infrastructure

0 AWS - IAM

+  Google Apps

o Microsoft Azure

+  Rackspace

Out-of-the-box integrations

+  Active Directory/LDAP-compliant services

. SIEM integration (SNMP traps)

. Enterprise ticketing systems (ServiceDesk Plus, ServiceNow,

and more)
c SAML 2.0 integration
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Disclaimer:

Fully complying with the GDPR requires a variety of solutions,
processes, people, and technologies. As mentioned above,
automating privileged access management serves as the
foundation for complying with the GDPR. Together with other
appropriate solutions, processes, and people, privileged access
management helps reinforce IT security and prevent data
breaches. This material is provided for informational purpose only
and should not be considered as legal advice for GDPR
compliance. ManageEngine makes no warranties, express,
implied, or statutory, as to the information in this material.
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CA 94588, USA
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www.manageengine.com/passwordmanagerpro
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