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Configuring failover deployment in ADSelfService Plus

ADSelfService Plus uses automatic failover to support high availability in the event of system or product
failures. When the ADSelfService Plus service on one machine fails, another instance of ADSelfService
Plus running on a different machine automatically takes over. One instance acts as the primary (active)
server that handles all requests, while one or more instances act as secondary (standby) servers that stay
on standby; all servers share a single database. This ensures that end users get uninterrupted access to
the product's features, such as self-service password management and single sign-on.
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Fig.1: Failover architecture in ADSelfService Plus.
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Prerequisites:
.

Before you configure failover deployment, ensure your environment meets the following requirements.

Permissions:

Administrator access to the ADSelfService Plus console. The account that runs the product service
must be a service account with domain admin privileges, and needs operating system privileges to
bind and unbind the virtual IP when the servers are on the same subnet. The domain admin privileges
are only required during the initial failover setup; once failover is configured, you can switch the service
account to one with lesser privileges, depending on the other features you have configured.

Edition:
You can implement failover deployment only through the Failover and Secure Gateway Services

add-on. Buy it from the store.
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Number of servers:
At least two ADSelfService Plus servers, one primary server and one or more secondary servers.

Download and install ADSelfService Plus on each machine.

Product version:
All servers must run the same ADSelfService Plus build version (build number) and build architecture,
32-bit or 64-bit. If you already have ADSelfService Plus, update your installation to the latest build and

install that same version on every other machine.

Service:

Each ADSelfService Plus instance must run as a service.

Domain:

All servers must be members of the same domain.

Database:
Use an external database (PostgreSQL or Microsoft SQL) for failover. The secondary servers use the
database configured on the primary server. The built-in PostgreSQL database can cause a database

connectivity failure if the primary server goes down, which renders the product non-functional.

Shared resources:
Every server in the setup must be able to access all configured directories, the external database, and

product-related files, with uninterrupted sharing of the installation directory folder.

Network:

The product port (default 9854) must be open and reachable on all servers, and every server must use
the same port as the primary server. The failover service communicates over a separate port (default
7800), so make sure no firewall or antivirus blocks it between servers. If the access URL requires HTTPS,

enable HTTPS on all servers.

Access mode:

The access point end users use to reach the active server depends on whether the servers share a
subnet. When the servers are on the same subnet, end users connect through a virtual IP, an unused
static IP address in the same IP range as the primary and secondary servers, which can optionally be
mapped to a virtual hostname. When the servers are on different subnets, a virtual IP cannot be

assigned, so you must use a virtual hostname instead.


https://www.manageengine.com/products/self-service-password/download.html?utm_source=adssp&utm_medium=kb-page&utm_content=high-availability
https://www.manageengine.com/products/self-service-password/?source=pdf

ManageEngine

ADSelfService Plus

Configuration steps

To set up failover deployment in ADSelfService Plus, define the primary server, add the secondary

servers, and set the access mode. Follow these steps.

1. Log in to ADSelfService Plus as an administrator.

2. Go to Admin > Enterprise Essentials > Failover and Secure Gateway.

3. On the Failover tab, click Click to Configure.

4. In the Deployment Mode field, select Failover.

5. Inthe Primary Server section, confirm the Primary Server URL. ADSelfService Plus fills in the
URL of the server you are currently accessing.

6. Inthe Secondary Server(s) section, enter the Secondary Server URL of the instance you want to
add as a secondary server. The port defaults to the same port used in the primary server.

7. Enter the Admin Username and the Admin Password of the secondary server.

8. To add more secondary servers, click Add Secondary Server, then repeat the secondary
server steps for each one.

9. In the Access Mode section, configure how end users reach the active server.
The fields you complete depend on whether the servers share a subnet. Complete either the

same-subnet option or the different-subnets option below.

Option A - Same subnet

1. Clear the Primary and Secondary Servers are on Different Subnets checkbox.

2. Inthe Virtual IPfield, enter a single IP address that can reach both the primary and
secondary servers.

3. Inthe Virtual Hostname field, enter an alias for the virtual IP.

4. The virtual IP automatically binds to the active server. You can map this virtual IPto a

virtual hostname in the DNS.

Option B - Different subnets
1. Select the Primary and Secondary Servers are on Different Subnets checkbox.

2. In the Virtual Hostname field, enter the virtual hostname.

Note: When your servers are on different subnets and the active server fails, your DNS or

network administrator must update the hostname's DNS record to point to the new active server.

10. Click Configure. After the configuration succeeds, the secondary server restarts and

joins the failover setup.


https://www.manageengine.com/products/self-service-password/?source=pdf

ManageEngine

ADSelfService Plus

License Talk Back &3 @

i ADSelfService Plus ) MicrosoftEntralD

# Tenant Settings

Dashboard Reports Configuration Support

Customine Failover and Secure Gateway

Enterprise Essentials - °
&y This feature is exclusive to ADSelfService Plus Failover and Secure Gateway Services add-on. Please contact our support team to get a trial of ths add-on and enable this feature.
| Fallover and Secure Gateway

Reverse Proxy

Product Settings , Deployment Mode | Failover v @  Fowchart
License Management »
Primary Server
Primary Server URL | hitp://suriva-10104:8888 ®
Secondary Server(s) + Add Secondary Server
- Secondary Server URL  http:// 8888

= Admin Username

= Admin Password

Access Mode

= virtual 1P
Virtual Hostname
Primary and Secondary Servers are on Different Subnets (2

® The virtual IP will automatically bind to the active server in the failover setup. You can
map this virtual IP to a virtual hostname in the DNS.

Cancel

Note
© Make sure the ADSelfService Plus instance in the primary and secondary servers are of the same version.
© All the secondary servers will use the database configurad in the Primary Server.

q
=) Admin Guide ' Need Features 7 Reportanlssue (" User Forums ) Toll free : +1-844-245-1104 () Direct Phone : +1-408-916-9890
d d  Need @ Toll fres @ h

Fig.2: Configuring the failover deployment mode in ADSelfService Plus.

Note: To use RADIUS authentication as an authentication method in the failover setup,
configure every server on the RADIUS server with the same secret key. Use that secret key

to enable RADIUS authentication.

Removing the failover configuration

You can either drop a single secondary server from the setup or dismantle the failover configuration

entirely. Like all other configuration changes, both actions can only be performed from the primary server.

To remove a secondary server:
1. On the configuration page, hover over the entry for the secondary server you want to remove

and click the remove icon.
2. When the confirmation prompt appears, confirm the action. The secondary server is then

dropped from the failover setup.

Note: If a secondary server is offline when you remove the configuration, decommission

that server manually afterward to avoid leaving it in an insecure state.
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To remove the entire failover configuration:
1. Click Remove Configuration to tear down the complete failover setup.

2. Once removal finishes, the primary server restarts and the secondary servers are no longer reachable.

Important:
Once failover is enabled, you must:
* Update the Access URL with the virtual IP (or virtual hostname) value configured in the
Access Mode step.
e Addthe virtual IP value to the Admin Login page's IP restriction list (if it is enabled) under

Admin > Logon Settings > General.

Note for FIDO passkey users:

* If you have already configured FIDO passkey authentication, be aware that changing the Access
URL also changes the preconfigured FIDO RP ID. This wipes out existing enroliment data and
disenrolls every user.

e If you plan to configure FIDO passkey authentication, set the Access URL first, before configuring

FIDO passkey authentication, so that no enrollment data is lost.

Our Products

AD360 | Log360 | ADManager Plus | ADAuditPlus | RecoveryManager Plus | M365 Manager Plus

About ADSelfService Plus

ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise
resources and establish a Zero Trust environment. With capabilities such as adaptive multi-factor
authentication, single sign-on, self-service password management, a password policy enhancer, remote
work enablement and workforce self-service, ADSelfService Plus provides your employees with secure,
simple access to the resources they need. ADSelfService Plus helps keep identity-based threats out,

fast-tracks application onboarding, improves password security, reduces help desk tickets and

empowers remote workforces.

For more information about ADSelfService Plus, visit
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