How to prevent
password mismanagement
of remote employees
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Introduction
Now that everyone has come to terms with remote working, it feels like things can't get much worse.
Unfortunately, hackers are leveraging the buzzing topic of the pandemic as bait.
Compromised passwords are one of the more common ways by which hackers can get into your
organization. So, it's imperative that your organization has a solid password management and
security system. Remote work brings with it a new set of password management issues and
loopholes. Let's take a look at how we can tackle these remote work woes.

Employees can't change their account passwords
Under normal circumstances, most employees would be in the ofﬁce. Should their passwords expire
or their accounts get locked out, they would just contact the help desk to get things ﬁxed. However,
the process becomes cumbersome while working from home, and it can cost time, which can end
up costing your business.
To tackle this challenge, admins can enable remote users to change their passwords or unlock their
accounts by themselves. Solutions like ADSelfService Plus allow admins to enable password
self-service for remote users. This allows users to change their passwords right from their logon
screens. This saves time and reduces help desk costs of your organization.

Fig 1: Self-service policy conﬁguration tab in ADSelfService Plus
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Employees aren't able to update their passwords
Now that there's a way to let remote users update their passwords, there's still the issue of their
passwords not being updated in the directory network. While in ofﬁce, employee devices are
connected to your organization's directory network, which means updating their passwords isn't be
a problem. While working remotely, their cached passwords can't be updated, and the users might
be locked out of their accounts.
Updating users' cached credentials over the users' home network can ﬁx this problem. However, the
users' home network may not be as secure as your organization's network. Solutions such as
ADSelfService Plus have a neat function that securely updates the cached credentials through a
VPN. This negates the possibility of bad actors gaining users' credentials through insecure home
networks.

Fig 2: Cached credentials update process in ADSelfService Plus

Employees are setting weak/compromised passwords
Passwords are the ﬁrst line of defense against an intruder attempting to get inside an organization.
While working from home without proper monitoring and policies in place, users may be tempted to
set weak passwords. This compromises the security of the entire organization. An organization's
security is only as strong as its weakest password.
To prevent users from setting weak and compromised passwords, stringent password policies can
be implemented across your organization, even for remote employees.
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With a solution like ADSelfService Plus, not only can admins set strong password policies, they can
also conﬁgure different policies to different OUs and groups based on their privilege. This way, user
accounts with higher privileges get better security. Admins can also ensure that users don't set
dictionary words and already compromised passwords; they can even upload their own dictionary
of breached passwords.

Fig 3: Password policy enforcer tab in ADSelfService Plus

There is no secure way to authenticate employees
There shouldn't be just one line of security to protect your organization. There should always be a
second factor in case a users' password gets compromised, so that a malicious actor can't get inside
your organization with stolen credentials alone. Users need to authenticate themselves in more than
one way.
Enabling two-factor authentication for remote users can bolster the security of your organization.
Authentication mechanisms like ﬁngerprints or one-time passwords (OTPs) ensure that only
legitimate users can gain access to their accounts. Solutions like ADSelfService Plus enable
two-factor authentication right in the users' logon screens, and it supports strong authentication
mechanisms such as RADIUS authentication, push notiﬁcations, and ﬁngerprint authentication
among many others. The tool also allows admins to set up multi-factor authentication for all
SAML-enabled applications combined with enterprise single sign-on, so users don't have to
remember multiple passwords.
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Fig 4: Multi-factor authentication tab in ADSelfService Plus

Summary
Without necessary security measures, organizations working remotely can become an easy target
for hackers. To ensure that the hackers don't take advantage of the current situation, your
organization must have a strong security infrastructure. Since passwords play such an important
role in security, having a strong password management solution, especially for remote working
conditions, can go a long way in keeping your organization secure.

ADSelfService Plus is an integrated self-service password management and single sign-on solution. It
oﬀers password self-service, password expiration reminders, a self-service directory updater, two-factor
authentication for Windows logons, a multiplatform password synchronizer, and single sign-on for cloud

applications. ADSelfService Plus’ Android and iOS mobile apps, as well as Windows, macOS, and Linux
login agents, facilitate self-service actions for end users anywhere, at any time.

