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Document summary

This document describes ADSelfService Plus login agent, its uses, and the method to install it using a
GPO. The document is written for a system administrator with a basic understanding of the Windows
operating system, Active Directory, and enterprise software deployment. However, care has been taken

to keep the installation steps as simple as possible.

The ADSelfService Plus login agent

With the ever-changing technological landscape, attackers are finding new methods to crack user
credentials and gain access to their AD domain accounts. Although good password hygiene and
advanced password policies can help create strong passwords, depending on a single level of

authentication isn't a secure move.

Moreover, when using web-based self-service software, end users no longer need help desk personnel
for password reset and account unlock operations. However, using web-based self-service means that a
user who has forgotten their password, and therefore has no access to their machine, either needs a

colleague's machine or a dedicated kiosk to carry out the required self-service operations.

ADSelfService Plus addresses the above scenarios through its login agent. The ADSelfService Plus login
agentis an extension of the standard Windows login screen. When installed, it enables MFA for Windows
logins and adds a button labeled "Reset Password/Unlock Account" to the native Windows login screen,

allowing users to reset their passwords and unlock their accounts right from that screen.

The ADSelfService Plus Windows login agent is compatible with the following operating systems:

© Windows Vista ©  Windows Server 2008
o Windows 7 © Windows Server 2008 R2
o Windows 8 o Windows Server 2012
© Windows 8.1 ©  Windows Server 2012 R2
© Windows 10 ©  Windows Server 2016
© Windows 11 © Windows Server 2019

© Windows Server 2022
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ADSelfService Plus login agent installation via GPO

Important: Before starting with the steps below, place the ReinstallAgent.vbs and
ADSelfServicePlusClientSoftware.msifiles in a network shared folder on your server.

The ADSelfServicePlusClientSoftware.msifile is available in the bin directory of the
ADSelfService Plus installation folder. The default location is C:\Program
Files\ManageEngine\ADSelfService Plus\bin.

The ReinstallAgent.vbsfile is available for download from the ADSelfService Plus admin portal.
Log in to the product admin portal and go to Configuration > Administrative Tools > GINA
/Mac/Linux (Ctrl+Alt+Del). Under the Installation Help Guide section, click on GINA Login
Using GPO (Group Policy Object). Download the file using the link available in Step 5.

Note: If a new Installation Key is generated, the admin will need to download the
ReinstallAgent.vbs file from the product admin portal and use it to replace the existing file it in
the Network Share.

Best practice: Create a group and add all the computers on which you want to install the
ADSelfService Plus login agent. Create a GPO and apply it to this group.

Login agent Installation Key

The Installation Key links the ADSelfService Plus Server and agent securely. To generate a new
Installation Key, login to ADSelfService Plus' Admin portal, and go to Configuration > Administrative
Tools > GINA /Mac/Linux (Ctrl+Alt+Del). Under the Installation Help Guide section, click on Manual

Installation Steps. Regenerate the Installation Key using the link in Step 4.

Manual Installation steps X
Windows macOs Linux

Steps to manually install the GINA Login Agent on Windows

Copy the ADSelfServicePlusClientSoftware.msi file from the product
<Installation_Directory>/bin folder.

Paste the msi in the Machine where the Login Agent is to be installed. Run as Administrator.

Sample Preview
Click Next. Enter the Hostname or IP Address, Port humber and Protocol of the machine on which ADSelfSevice Plus is
running.
Click the|E] icon below to copy the Installation Key. Paste it into the Installation Key field in the installtion wizard and click
Next.

abcdefghijklmn*#*&=**&x*gpgrstuvwxyz

ICI\ck to Regenerate Installation Keyl If regenerated , the new Installation Key must be used for further installation of the Login
Agent via GPO, SCCM or other software deployment tools.

Click Next to start the installation.

Close
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Note:

o Please treat the Installation Key like a password. It is sensitive information and must not be shared.
Please regenerate a new Installation Key using the link in the product GUI if the current Installation
Key is compromised.

o If anew Installation Key is regenerated, copy the command with the new Installation Key from the
product admin portal and update the Installation Command field with the new command for all
new installations.

o The generation of a new Installation Key will not affect the existing installations of the login agent
on installed machines.

Prerequisites

1 ADSelfService Plus with Endpoint MFA is required to enable MFA for Windows logins.For more details,
please contact sales@manageengine.com.

2 The ADSelfService Plus Professional Edition is required to enable self-service password reset and
account unlock on Windows login screens.
3 Avalid SSL certificate must be installed in ADSelfService Plus, and the Access URL must be configured

to use the HTTPS protocol. You can find the steps in this guide.

For successful installation, do the following steps in order.

Step 1: Create a Group Policy Object

For Windows Server 2008 and above

1. Open the Group Policy Management console.

2. Onthe left pane, right-click the Group Policy Objects container and select New.

i, Group Policy Management - a
B Fle  Adion Veew Windew Hilp - *i%
o9 amOo & Hm
& G‘;wp Palicy Managormnit Group Policy Objects in
~ i Formt Contants Delega
- [ Domains
- 3 mngercom Hame PO Status WM Fitee Modfad aner
o Defoul Domain Policy L s ikt Enabled Hane THR025 90T AW Drortan Aderures LANGER Deenars
o Detitop eonligusstion Add aederin roup b moaming ot A satings destiod Hone TR0 104892 A Domain Adming ZANGER Doman
+ mapped-drives adsp goo Al sattngs dastied Hone THI02S 104816 AN Domain Adirs (ANGER Do
a0 ADSSP Automatcaly ogol ROP Al satings destied None T025 104820 AM Doman Adming (ZANGER Domain
A America Copy of Add sdmin group 10 roaming peofie. Al setings desbied None TH202S 104822 AM (Domain Adming (ZANGER Dormain
5 Content creatons Dtk Doman Conteders Poley AL satings dastied Hone TINT028 104820 AM Doman Admins (ZANGER Doman
21 Domain Contecliers | Dafaut Deens Poloy Enablsd Hona TIA202S T1226 AM Doman Adeir (ZANGER Doman
2 B Dipsinesy eesfguentasn Al sattngs dastied Hone TIPS 104526 A Doman Adming (ZANGER Doenan
D bewtok ! mappedcioms Al gatings dabind None THI02S 1043284 Domsn Adrire (ZANGER Dornan
3 e — L madatog tam Ensbled Naone TR0 100046 A Domain Admins ZANGER Doman
+ Geoup Palicy OB Farw Al wattngs dnabiod None TATR02E 104530 A Doman Admes (TANGER Doman
¥ W Filters Newr Al sattings deabied Honw TIHTE 104832 A Domain Admins ZANGER Domain
2 Back U AL 1 controler with POCe Enabied Hone AZVHREESTHAM (Doman Adming (ZANGER Dormain
W siarr 0905 > Enabied None 4112025 6:14:50 AM Domain Admins RANGER Doman
8 Sne Manage Backups.. Enabisd Hom A0S EZENE AN Doman Admirs (ZANGER Doman
o Group Polecy Maodeling Opon Migration Table Edior

%, Group Policy Results
View

Hew Windiow from Hero
Rlafresh
Help
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3. Give a descriptive name to the GPO and click OK.

& Group Policy
2 File Action
e 2@ B8l 6

ent

View Window Help

For Windows Server 2003 and Windows Server 2003 R2

1. Open the Active Directory Users and Computers console.

2 Group Policy Management Group Policy Objects in
v A\ Forest: Contents Delegation
~ |35 Domains
v &4 zangercom Name. GPO Status WMI Fiter Modified Owner
aih Default Domain Policy 1=/ account lockout Enabled None 71182025 9:10:12 AM Domain Admins (ZANGER\Domain
=/ Desktop configuration Add admin group to roaming profie. Al settings disabled None 71712025 10:48:12 AM Domain Admins (ZANGER \Domain
» mapped-drives adssp gpo Al settings disabled None 711712025 10:48:16 AM Domain Admins (ZANGER\Domain ...
21 ADSSP Automatically logoff RDP Al settings disabled None 7/17/2025 10:48:20 AM Domain Admins (ZANGER\Domain
&1 America Copy of Add admin group to roaming profile Al settings disabled None 711712025 10:48:22 AM Domain Admins (ZANGER\Domain
Cortatraatins Defautt Domain Controlirs Polcy Al settings disabled None 71712025 10:48:24 AM Domain Admins (ZANGER Domein .
Doniain Controllers =/ Dafault Domain Policy Enabled None 711812025 7:12:26 AM Domain Admins (ZANGER\Domain
U Desktop configuration Al settings disabled None 7/17/2025 10:48:26 AM Domain Admins (ZANGER\Domain .
E1 New York ‘mapped-drives Al settings disabled None 7/17/2025 10:48:28 AM Domain Admins (ZANGER\Domain
B Usci ot =/ marketing team Enabled None 712912025 10:02:46 AM Domain Admins (ZANGER\Domain
o G Foiley OBeEE New Group Policy Object Al settings disabled None 711712025 10:48:30 AM Domain Admins (ZANGER\Domain
] i setting up start menu Al settings disablec None 711712025 10:48:32 AM Domain Admins (ZANGER\Domain
:7 Start GQPOS -/ Time source for the domain PDCe Faahiad i 4/23/2025 6:51:24 AM Domain Admins (ZANGER\Domain
B starter GPOs ] Tum_off_controkpanel New GPO X 47112025 6:14:50 AM Domain Admins (ZANGER \Domain
48 Sites =] Windows update settings 47712025 6:28:18 AM Domain Admins (ZANGER\Domain
{2 Group Policy Modeling o
%, Group Policy Results 055 GINA Insall
Source Starter GPO
(none) -
Cancel

2. Right-click the parent container of all the computer objects (which are added to a group—refer to

the best practice above) and select Properties.

@ File  Action View

Window  Help
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-1 System
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K |
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e
[+
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£
[*

7-(£4) Validation_&_Santron

[ (] ADMpE.0 | computers 1
(€] Arun —-
52 s Type Description
2 ayvanar Adrmp-G-com-11 Camputer
(&3] Balatest ) aprap-£x07 Computer
23 Builtin gndmps—cnmp—l Computer
anntac 093434 Camputer
(&) contact_5:  Delegate Contral... 021 Computer
{28 Customerl,  Find... -1 Computer
®-{& poMotDel o2 Computer
-{&] Domain Co el P hoss Computer
B D ForeignSe: st k T0-4 Computer
B HODGPO gy » 05 Computer
&1 home_Fold ey, window from Here Computer Sa test
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- LostandFo  Refresh
[ [] Microsoft B Export List..,
-] Microsoft
-] MTDS Qu
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‘Opens the propetties dialog

bt For Ehe current selection,
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3. Inthe Properties dialog box that appears, select the Group Policy tab. Under this tab, click New
to create a GPO.

4% Active Directory Users and Computers _[O =]
< Bl Acion Yiew  Window Help ‘ 18]

e | DEEXFER B EBBTE D |

{541 Arun
-
@ Hae Tupe Desgrpten
% S::;::st GINA - Computers Properties HE
.'%ﬂl computers General| Managed By | Obiect | Secury | COM
contact 8 _tesl
(&) Customerlssue T improve Group Policy management, upgiade to the Group Policy
{£] Do Mot Delete Management Conzale [GPMLC),

-{&] Domain Controliers i

1 ForsignsecuriyPrincipals g Current Group Palicy Object Links for GIMNA - Computers

o

(€] HOD-GPO

(€3] home_Folder_TEst

{21 Mani Gioup Policy Dbject Links Mo Override | Disabled

(2 LostAndFound
[#-{&] Micrasoft Exchange Secur
[ Microsoft Exchange Syste
-] NTDS Quotas

€3] Neest

-{€] NTest-Disabladlsers

{] MTest-Enabled Group Policy Obijects higher in the list have the highest pricrity.
-] NTest-Move This list obtained from: admp-de1 . admp.com
{£] NTestContact
[-{£] NTestCreatelser Hew Add. | Edit | Up |
(& praveent 465 Options.. | Delete.. | Properies | Down |
(-] Program Dats

(&) rkeest

(&) subathra I™ Block Policy inheritance

(23 system

(€] test_oujou

() testou Close || Concel || zenh |

(-] Users

{2 vaideeTest OU

[#-{&] Walidation_6_Santron
(&) GINA - Computers

Step 2: Configure script settings to run ReinstallAgent.vbs at start-up

1. Right-click the GPO you just created and click Edit to open the Group Policy. Management Editor.

4 Group Policy Management - o
& File Action View Window Help - &%
e @ L0/ Xa Bm
(8 Group Policy Management ADSSP GINA Install
* A Forest: Scope Detais Setings Delegation  Status
~ [ Domains
Links
~ &3 zangercom
s Default Domain Policy Display links in this location: zanger.com -
a. Desktop configuration The following sites, domains, and OUs are linked to this GPO:
a1/ mapped-drives
& ADSSP Location Enforced  LinkEnabled  Path
51 America
5] Content creators
51 Domain Controllers
e
51 New York
5] User computers
~ [ Group Policy Objects
(7] account lockout
Add admin group to roamir
Automatic  GPO Status
Copy of Ac
Default D Back Up-.
=/ Default Dc Restore from Backup..
Desktop < mport Settings..  can only apply to the following groups, users, and computers:
i
Save Report..
mapped-d =
1 ers
o marketing  View
NewGroul New Window from Here
setting up
Copy
Delete
Rename
3 Starter GPOs. g
1 Sites Help
§¥ Group Policy Modeling
%) Group Policy Results
Add.. Remove Properties

WM Filtering
‘This GPO is inked to the following WMI iter:

<none> - Open
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_:,r ADSSP GINA Install [4253-WS22-

~ (A Computer Configuration
v [ Policies

| Software Settings

~ [] Windows Settings

» | Name Resolution

. Depending on your operating system, do the following:

5,’ Group Policy Management Editor

o 2m B He

Startup

Display Properties

Description:

" Scripts (Startup/S|

Security Settings
wlll Policy-based QoS
» ] Administrative Templ
» [ Preferences
v i User Configuration
» [ policies
] Preferences

3. Right-click Startup and select Properties.

10

_:_J' Group Policy Management Editor

File Action View Help

o 2@ E= HE

_i_.r ADSSP GINA Install [4253-WS22-
~ % Computer Configuration
« [ Policies
» ] Software Settings
« ] Windows Settings
[ Name Resolution
=, Seripts (Startup/S|
T Security Settings
alli Policy-based Qos
> 1 Administrative Templ
o [ Preferences
- ﬁ User Configuration
1 Policies
» [ Preferences

Startup

Display Properties

Description:
Contains computer startup scripts.

Contains computer startup scripts.

|= Shutdown

Help
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For Windows Server 2003 and Windows Server 2003 R2: In the Group Policy Object Editor, on the

left pane, double-click Computer Configuration > Windows Settings > Scripts (Startup/Shutdown)
> Startup.

For Windows Server 2008 and above: Double-click Computer Configuration > Policies >
Windows Settings > Scripts (Startup/Shutdown) > Startup.

www.adselfserviceplus.com
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jf Group Policy Management Editor

File Action View Help

e =

RS o e [
=g IStartupPerertiesI

(=[ ADSSP GINA Install [4253-WS22-
« (& Computer Configuration
~ [ Policies
» | Software Settings
~ ] windows Settings
» | Name Resolution
(= Scripts (Startup/s|
> i] Security Settings
>l Policy-based Qos
> | Administrative Templ
» [ preferences
- 155 User Configuration
» [ Policies
» ] Preferences

Scripts  PowerShell Seripts

—
«—3)

Startup Scripts for ADSSP GINA Install

Parameters

Up
Down

Remove

To view the script files stored in this Group Policy Object, press

the button below.

I

Cancel

Apply

I
< > \ExtendedAStandard/

b. Paste the ReinstallAgent.vbs script file in the startup folder window that opens, then

close the window.

& Group Policy Management Editor - ] K
File Action View Help | < | Startup - ] x
= | 75 | B [ starup properties Home  share  View ~ @
=/ ADSSP GINA Install [4253-WS22- = X
5 14253 Scripts  PowerShell Sci d cut Moveto - | 3¢ Delete - FH select al
pts “«
v % Computer Configuration S| R Copy path 99 Select none
~ [ Policies 5 Pin to Quick Copy Paste I copy to =l Rename New Properties. ol -
» 51 software Settings :%: Startup Scripts for ADS  access E] Paste shortcut Py I ol -~ EEI Invert selection
~ ] Windows Settings Clipboard Organize New Open Select
S .
| Name Resolution . .
« Machine > Scripts > Startu v O P
= Scripts (Startup/s| | Name Paral T p P
~
’ i Security Settings [ Desktop ~ Name Date modified Type Siz
> gl Policy-based QoS .
> (1] Administrative Templ Documents ReinstallAgent 2/26/2025 6:53 PM VBScript Script File
P! ) P P’
» [ Preferences ¥ Downloads
v iR User Configuration b Music
» [ Ppolicies =i
» ] Preferences Pictures
i Videas
% Windows (C)
o - New Volume (D:
To view the script files stored in this
the button below. =~ Shares (S)
Show Files... é M
< >
« 1item ==
1
I |
E >\ A / !
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c. Inthe Script Parameters field, enter /MSIPATH:"%msifilepath%" (here, replace %msifilepath% with the

path to the Network Share folder location where ADSelfServicePlusClientSoftware.msiis stored.)

Example: /MSIPATH:"XYZ\Jone\ADSelfServicePlusClientSoftware.msi”

/SERVERNAME:”XYZ /PORTNO:"8888" /[FRAMETEXT:"If you've forgotten your password.”
/BUTTONTEXT:”Reset Password”/PROD_TITLE:"ADSelfService Plus” /PROTOCOL:”https”
/WRAPPINGPROVIDER:“{6f45dc1e5384-457a-bc13-2cd81b0d28ed}” /IMAGEPATH: "\\XYZ\Jone\key.
png”/WINDOWSLOGONTFA:"true” /BYPASS: "false”

MSIPATH is a mandatory parameter. If the admin would like to customize the installation, the following

parameters can also be used during this step.

Note: The starred(*) parameters are applicable only in cases where the server is offline or unreachable.

Otherwise, the enforced status will be decided in real time based on the policy configuration

settings in the product.

MATCHING DEFAULT
ZAAI:;IQQAETER REGISTRY PARAMETER DESCRIPTION
VALUE VALUE
SERVERNAME ServerName The server on which Specifies the ADSelfService Plus DNS
ADSelfService Plus hostname to be contacted, after the
is running (based on Windows login agent startup during
the Access URL machine logins or self-service password
configured) reset or account unlock.
PORTNO PortNumber The port number of Defines the port number used by the
the ADSelfService ADSelfService Plus server.
Plus server (based
on the Access URL
configured)
SERVER- Server- None The context path of the ADSelfService
CONTEXTPATH ContextPath Plus server.
To know more about the context path,
click here.
INSTALLATION_ InstallationKey None The installation key that links the
KEY ADSelfService Plus server and client
securely.
BUTTONTEXT ButtonText "Reset Password / Specifies the button text visible on the
Unlock Account" Windows login to launch the Reset
Password/Account Unlock wizard.

www.adselfserviceplus.com
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BYPASS Bypass FALSE Determines whether MFA should be
bypassed when the ADSelfService Plus
server is unreachable during machine
logins.

FRAMETEXT FrameText "Can'tlogon? Please | Specifies the text to be displayed as the

click Reset Password = description. (Applicable only for
/ Unlock Account Windows XP.)

button to reset your

password or unlock

your account."

GINAHOSTE- GinaHostExclude okta, onelogin Specifies the hosts to which a connection

XCLUDE can be established from the login agent.
By default, all hosts except the
ADSelfService Plus server will be
restricted. But this parameter must be
used if SAML authentication is enabled
for MFA and third-party IdPs are
configured.

MFAENROLLMENT | MFAEnrollment "Multi-Factor Defines the text that will be used as the

WINDOWTITLE WindowTitle Authentication - title in the MFA enrollment window.

Enrollment" Applicable only when enrollment is
enforced for MFA for machine logins.

MFAWINDOWTITLE MFAWindowTitle "Multi-Factor Defines the title of the MFA window

Authentication" displayed when MFA gets prompted
by the login agent.

PPE_POPUP PpePopUp TRUE Determines whether password policy
requirements must be displayed in the
Ctrl+Alt+Del change password
screen or not.

PROD_TITLE ProductTitle ADSelfService Plus Specifies the title to be displayed when
the login agent window opens during
self-service actions or MFA.

RESTRICTBADCERT RestrictBadCert TRUE Determines whether to restrict usage of

expired, self-signed, or invalid SSL
certificates during self-service
actions and MFA.

www.adselfserviceplus.com
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SERVERUNREACH  ServerUnreach Server unreachable Defines the error message to be
due to intermittent displayed if the server is unreachable
network connectivity  during password reset, account
orimproper SSL unlock, or MFA.
certification, or as
the Domain
Controller configured
in ADSelfService Plus
isdown. Please
contact your
administrator.
SHOWADSSPLINK ShowADSSPLink TRUE Determines the ADSelfService Plus link
in the Ctrl-Alt-Del screen.
SHOWADSSPTILE | ShowADSSPTile TRUE Determines whether the Reset Password/
Account Unlock button is displayed as a
credential tile on the login screen.
WINDOWSLO- WindowsLogonTFA  FALSE Determines whether MFA for Machine
GONTFA Login has been enabled.
MACHINEMFA- MFAUsage 5 Determines whether the MFA for
USAGESCENARIO*  scenarioMask Machine Logins feature will be enabled
for specific scenarios based on the
value provided. Learn more.
SCENARIO
WHERE MFA CﬁECEAETER
IS REQUIRED
For machine login 1
For locked machines 2
For RDP server 4
For UAC 8
For RDP client 16
10 www.adselfserviceplus.com
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Note 1: If you wish to enable MFA for multiple scenarios, you will have to mention the value of the sum of
those scenarios in the MACHINEMFAUSAGESCENARIO parameter.

For instance, if you want to enable MFA for both logging in to a machine and unlocking a machine, add

their respective values (1+ 2) and pass the result (3) as the parameter.

Note 2: If your organization uses the context path functionality of the Tomcat Server, use the
SERVERCONTEXTPATH parameter in the ADSelfService Plus login agent installation command.

Configure Access URL

“ Server Name abc.se!fserwce.co

“protocol () HTTP (&) HTTPS

“port 443

Save

The context path can be found at the end of the ADSelfService Plus Access URL. In this example,
it is /adssp. If this parameter is used in the installation command, it will look like this example:

msiexec /i "\\ADSelfServicePlusClientSoftware.msi"
SERVERNAME=abc.selfservice.com" PORTNO="443"
INSTALLATION_KEY="19d82629b4e540fc873df8775d3630cb"
SERVERCONTEXTPATH="/adssp"

This functionality is available only for Windows.

1 www.adselfserviceplus.com
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PARAMETER
NAME

ISMACHINEMEF-
AENFORCED*

MATCHING
REGISTRY
VALUE

DEFAULT
PARAMETER
VALUE

isMFAEnforced FALSE

ManageEngin?’
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DESCRIPTION

If set to true, MFA will be enforced for all
users accessing the machines
irrespective of their enrollment status,
self-service policy membership, or
ADSelfService Plus connectivity status.

SHOW_SELECTED
_TILE

ShowSelectedTile TRUE

If set to true, the machine will prompt for
a password by default at the machine
login screen. If not, the prompt for the
last login method used to access the
machine will be displayed by default.

WRAPPINGPRO-
VIDER

WrappingProvider None

GUID of your third-party GINA/CP
extension.

IMAGEPATH GPO script parameter Enter the file path of the BMP file to be
used as the client software icon. The
filename should be reset_icon.bmp.

CUSTOMTITLE GPO script parameter Specifies the network share or path of

ICONPATH the icon file used as the client software

favicon. Ensure that the custom title
icon is uploaded at C:\\Windows\\
System32\\ADSSPDesktop.ico. The
filename should be ADSSPDesktop.ico.

www.adselfserviceplus.com
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Note: For Windows Server 2003 and Windows Server 2003 R2, the parameters for the script should be

enclosed within double quotes to support multiple parameter values.

PARAMETER

NAME

OFFLINEMFA

MATCHING
REGISTRY
VALUE

OfflineMFA

DEFAULT
PARAMETER
VALUE

FALSE

DESCRIPTION

Specifies whether offline MFA is

enabled or not.

LOCALE_ID

Localeld

NONE

Specifies the display language used

for some parts of the login agent.

LANGUAGE

Simplified Chinese

KEY

zh-cn

Japanese

ja

French

fr-fr

German

de-de

Turkish

tr

Spanish

es-mx

Polish

pl

OFFLINE_WEB_
LOGO_NAME

OfflineWebLogo-

Name

NONE

Specifies the filename and the format of
the custom logo to be displayed during
offline MFA. The filename must be in the

format customLogo.png. The supported
formats are JPG, JPEG, BMP, PNG, and GIF.

LOGOIMAGEPATH

13

GPO script
parameter

NONE

Mentions the network share path of

custom logo used during offline MFA
(this will be copied to C:\\Windows\\
System32\\ folder location).
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Step 3: Configure Administrative Templates settings

1. Depending on your operating system, do the following:
o For Windows Server 2003 and Windows Server 2003 R2: On the left pane of the Group Policy
Object Editor window, double-click Computer Configuration > Administrative Templates > System.
o For Windows Server 2008 and above: On the left pane of the Group Policy Management Editor window,

double-click Computer Configuration > Administrative Templates > System.

2. Under System, configure the following settings:

a. Scripts:

o Ontheright pane of the Group Policy Object Editor, double-click Run logon scripts synchronously
and select Enabled. Click Apply, then click OK.

o Double-click Specify maximum wait time for Group Policy scripts and select Enabled.

Click Apply, then click OK.
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Y Configuration takes pr ensures that logon script processing is complete before the user
_ Troubleshc the ch“:y setting setpl starts working, but it can delay the appearance of the desktop.
| Trusted Ple Configuration.
| User Profil If you disable or do not configure this policy setting, the logon
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b. Logon

FEornl e . B iin i’y
Group Pali . . L .
Specify maximum wait time for Setting State Cony
Internet Cc G Poli .
1 iscs) roup Policy scripts Not configured
1 KDC Edit policy settin ] Specify maximum wait time for Group Policy seripts Not configured L
Kerberos & Specify maximum wait time for Group Policy scripts m] X
Kernel DM Requirements:
At least Windows 2000 4 A s A
LAPS
1 [} Specify maximum wait time for Group Policy scripts Preious Seting | ‘ Next Setting
Locale Sen got |
- Description:
gon This policy setting determines e
Mitigation || how long the system waits for O Not Configured
Net Logon scripts applied by Group Polic:
OS Policies .
Disabled
PIN Compl This setting limits the total tim: Q0 Supported on:
Power Mai__|| allowed for all logon, logoff, PPOMECOm: | at least Windows 2000
Recovery startup, and shutdown scripts
Remote As applied by Group Policy to fini |
Remote Pr || running, If the scripts have not| _ !
finished running when the Options: Help:
Removabl¢ ¥
. specified time expires, the systs
- Sefipts stops script processing and Seconds: 1600 = | This policy setting determines how long the system waits for i
Secirity Ad records an error event. scripts applied by Group Policy te run.
Server Mai " Clethiasattiiath Range is 0 to 22000, use 0 for infinite wait time
Service Co thy"s“e:"“d eb' i5'setting: then, This setting limits the total time allowed for all logon, logoff,
Shutdown n:mbe:?min ?i’ay;;‘;)n';yrﬁi startup, and shutdown scripts applied by Group Policy to finish
SR running. If the scripts have not finished running when the
number of seconds you want ing. It ' & ’
Storage He system to wait for the set of specified time expires, the system stops script processing and
Storage Se scripts to finish. To direct the records an error event.
system to wait until the scripts
/ System Re: have firished, nia matter how | If you enable this setting, then, in the Seconds box, you can type a
- Troubleshc | 11 take, type 0. number from 1 1o 32,000 for the number of seconds you want the
Trusted Ple system to wait for the set of scripts to finish. To direct the system
User Profil This interval is particularly to wait until the seripts have finished, no matter how long they
1 Windows | important when other system take, type 0.
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[ Windows Corr || €OMPlete. By default, each star This interval is particularly important when other system tasks
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© Double-click Always wait for the network at computer startup and logon and select Enabled.

& Group Policy Management

File Adion View Help

Click Apply, then click OK.
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c. Group Policy

Disk Quoti ~

Always wait for the network at
computer startup and logon

Edit policy setting

Requirements:

At least Windows Server 2003
operating systems or Windows XP
Professional

Description:
is

whether Group Policy processing
is synchronous (that s, whether
computers wait for the network to
be fully initialized during
computer startup and user logon).
By default, on client computers,
Group Policy processing is not
synchronous; client computers
typically do not wait for the
network to be fully initialized at
startup and logon. Existing users
are logged on using cached
credentials, which results in
shorter logon times. Group Policy
is applied in the background aft
the network becom ble.

Note that because this is a
background refresh, extensions
such as Software Installation and
Folder Redirection take two
logons to apply changes. To be
able to operate safely, these
extensions require that no users
be logged on. Therefore, they
must be processed in the
foreground before users are
actively using the computer. In
addition, changes that are made
to the user object, such as adding
a roaming profile path, home
directory, or user object logon
script, may take up to two logons
to be detected.

If a user with a roaming profile,
home directory, or user object
logon script logs on to a
computer, computers always wait

Setting State Comment
Allow users to select when a password is required when resu..  Not configured No
Turn on convenience PIN sign-in Not configured No
Tum on security key sign-in Not configured No
] Tun off picture password sign-in Not configured No
Assign a default credential provider Not configured No
Assign a default domain for logon
Exclude credential providers & Always wait for the network at computer startup and logon o x
|2 Block user from showing account details on sign-in - _— "
: o v [resens |
Do not process the legacy run list
Do not process the run once list O Not Configured ~ Comment:
] Tun off app notifications on the lock screen
Tur off Windows Startup sound
Do not display network selection Ul O Disabled
Do not enumerate connected users on domain-joined com SUpPOrted oni: [ ot jeast Windows Server 2003 operating systems or Windows XP Professional ‘
Show first sign-in animation
Enumerate local users on domain-joined computers
Hide entry points for Fast User Switching Options: Help:

Always use dassic logon

Do not display the Getting Started welcome screen at logor

Run these programs at user logon
I! Always wait for the network at computer startup and \ogonl
TWays use custom fogon backgrount

This policy setting determines whether Group Policy processing is
synchronous (that s, whether computers wait for the network to
be fully initialized during computer startup and user logon). By
default,on dlient computers, Group Policy processing is not
synchronous; dient computers typically do not wait for the
network to be fully initialized at startup and logon. Existing users
arelogged on using cached credentials, which results in shorter
logon times. Group Policy is applied i the background after the
network becomes available.

Note that because this is a background refresh, extensions such as
Software Installation and Folder Redirection take two logons to
.To

require that no users be logged on. Therefore, they must be
processed in the foreground before users are actively using the
computer. In addition, changes that are made to the user object,
such as adding a roaming profile path, home directory, or user
object logon script, may take up to two logons to be detected.

If a user vith a roaming profil or user object

Cancel

Apply

o

Extended / Standard /

© Double-click Configure Group Policy slow link detection and select Enabled. Click Apply,
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Step 4: Apply the GPO

1. Onthe left pane of the Group Policy Object Editor, right-click the GPO you are working on

(available in the top-left corner) and select Properties.

=[ Group Policy Management Editor - o X

File Action View Help

o B EE HE

-/ ADSSP GINA Install [4253-Ws22- II‘__

v &% Computer Configurat View

> B Policies ew its description.  Name

. [ Preferences Export List.. & Computer Configuration
v % User Configuration I Benmiis I i User Configuration

> [ Policies

» [ Preferences Help

2. Inthe Properties dialog box that appears, click the Security tab.
a. Important note: On this tab, under Permissions for Authenticated Users, uncheck the

Apply Group Policy permission before proceeding.

L& Group Policy Management Editor — O X

File Action View Help

e ENES ADSSP GINA Install [4253-WS22-2. 1Poli.  ? %
=] ADSSP GINA Install M253-WS22 oreral Links | Securty Jcomment

v &% Computer Configuration

» [ Policies Group or user names:
[ Preferences 2.8 CREATOR OWNER N
= n
v & User Configuration
[ Policies '
» [ Preferences ﬂDomaln Admins (ZANGER\Domain Admins)
£ Enterprise Admins (ZANGER\Enterprise Admins)
£2 ENTERPRISE DOMAIN CONTROLLERS ¥
Add... Remove
Pemussions for Authenticated Users Allow Deny
Read = oy
Write o, [m]
Create all child objects O, (m]]
Delete all child objects 0, ]
Apply group policy [0 or .
For special permissions or advanced settings, click .
Advanced.

I
L \ Extended /( Standard /
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3. Click Add to open the Select Users, Computers, or Groups dialog box.

a. Click Object Types and make sure Groups is checked, then click OK.

_:-j Group Policy Management Editar
File Action View Help

= = H 5 | aosspaina insta

[4253-WS22-2. ZANGER.COM] Poli... g X
] ADSSP GINA Install [4253-WS22  Goneral Links [ Securty Jcomment \_I
v Computer Conﬁguration

7 Policies Group or user names:
| Preferences S8 CREATOR OWNER s
+ & User Configuration BR Authenticated Users
1 Policies HL sysTEM
| Preferences S8 Domain Admins ZANGER\Domain Admins)
H8 Enterprise Admins (ZANGER\Enterprise Admins)
£2 ENTERPRISE DOMAIN CONTROLLERS >
R ]| Remow

Select Users, Computers, Service Accounts, or Groups X

Select this object type:

Users, Groups, or Builtin security principals

Object Types

Select the types of cbjects you want to find.

Object types:
[71 42, Buit-in secuity principals

=/ Windows update settings
¥ WMI Filters
3 Starter GPOs

=
n Paliry Madealina e

4. Enter the name of the group that contains all the computers set for login agent installation and
click Check Names.

© Highlight the desired group and click OK to return to the Security tab.

© The group will now be added to the list of Group or user names.

L=l Group Policy Management Editor

ADSSP GINA Install [4253-W522-2 ZANGER.COM] Poli... ? N . ~
File Action View Help

** B General Links Secunty Comment

Group or user names:

=/ ADSSP GINA Install [4253-WS22-

B2 Authonticated Users = |
~ ﬂF,‘J Computer Configuration nSYSTEM
; 'j Policies #2 Domain Admins (ZANGER\Domain Admins)
[ Preferences

H% Enterprise Admins (ZANGER\Enterprise Admins)

v & User Configuration {8 ENTERPRISE DOMAIN CONTROLLERS

[ Policies v
» [ Preferences

Add... Remove

n PN nALLAIL

Select Users, Computers, Service Accounts, or Groups

Select this object type:

Users, Groups, or Built-in securnity principals

From this location:

zanger.com

Enter the object names to select (examples):

GINA Computers| I

Advanced... Cancel

v

Extended /( Standard /
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5. With the newly added group highlighted, apply the following permissions:
a. For Read, check Allow.

b. For Apply Group Policy, check Allow.
c. Click Apply, then click OK.

ADSSP GINA Install [4253-WS22-2. 1 Pali... ? X

General Links Commsnt

Group or user names:

S8 sYSTEM ,.
S8 Domain Admins (ZANGER\Domain Admins)

SR Enterprise Admins (ZANGER\Enterprise Admins)

SR ENTERPRISE DOMAIN CONTROLLERS

; \GINA Computers)

Add... Remove
Permissions for GINA Computers Allow Deny
Write o, gl B
Create all child objects a, mf
Delete all child objects 0, =]
Apply group policy = 1
Special permissions i (I

For special permissions or advanced settings, click Advanced
Advanced.

6. Reboot the computers to apply the GPO and wait until the next start-up for the
Reset Password/Unlock Account button to appear on the Windows logon screen.

ADSSP GINA Install [4253-W522-2, 1 Pali... ? X

General Links Security Comment

Group or user names:
S sYSTEM A
n Domain Admins (ZANGER\Domain Admins)
£ Enterprise Admins (ZANGER!Enterprise Admins)

4%, ENTERPRISE DOMAIN CONTROLLERS
SEJGINA Computers \GINA Computers)

Add... Remove

Pemissions for GINA Computers Allow Deny
| Read = | gl

Write O, (m]]

Create all child objects O, (m]]

Delete all child objects 0, (]|

roup poli =] e

For special permissions or advanced settings, click S
Advanced.
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To apply the GPO directly to computers:

If you prefer to apply the GPO directly to computers instead of the group, please follow

the steps below:

1. Follow the first two steps as outlined above for applying the GPO

2. Click Object Types. Make sure Computers is checked. Click OK.

3. Use Check Names to find the necessary computers. Highlight the computers you want to
add and click OK to return to the Security tab.

4. Setthe Read and Apply Group Policy permissions to Allow, for every computer that
you just added.

5. Important note: After completing all these steps, remember to uncheck the
Apply Group Policy permission.

6. Reboot all the client machines.

Testing and diagnostics

To test whether the installation was successful:

1. In the Command Prompt of your client machines, type gpresult /v.

2. Ensure that:

© The GPO you configured appears under the subheading Applied Group Policy Objects.

o ReinstallAgent.vbs appears under the subheading Startup scripts.

To diagnose, please check the AdsspScriptlog.txt file in the Windows directory (stored in C:\\Windows

by default) or go to Start > Run and type %windir%\AdsspScriptlog.txt.
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Updating the Windows login agent via GPO

To update the login agent via GPO, you will have to replace the existing
ADSelfservicePlusClientSoftware.msifile in the network shared folder with its updated version.
You will also need to replace the existing ReinstallAgent.vbs file in the network shared folder with the

updated version available in the the ADSelfService Plus admin portal.

Note: The Windows login agent cannot be uninstalled or reinstalled to the same version using GPO.

To uninstall or reinstall the agent manually, please refer to this guide.

If you need any further assistance or have any questions, send us an email at
support@adselfserviceplus.com, or give us a call at +1.408.916.9890.
Visit: www.adselfserviceplus.com
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ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise resources and
establish a Zero Trust environment. With capabilities such as adaptive multi-factor authentication, single sign-on,
self-service password management, a password policy enhancer, remote work enablement and workforce self-service,
ADSelfService Plus provides your employees with secure, simple access to the resources they need. ADSelfService Plus
helps keep identity-based threats out, fast-tracks application onboarding, improves password security, reduces help
desk tickets and empowers remote workforces.

For more information about ADSelfService Plus, visit
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