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Introduction

ADSelfService Plus is an identity security solution that provides secure, seamless access

to enterprise resources and facilitates workforce self-service. With ADSelfService Plus, end users can:

u> Secure endpoint (machine, VPN, and OWA) logins and cloud application logins using adaptive MFA.
i Access multiple cloud applications seamlessly in a single click using SSO.

o> Perform self-service password resets and account unlocks.

o> Synchronize AD passwords across all cloud applications in real time through the Password Sync Agent.
o> Receive password and account expiration notifications.

o> Integrate, secure, audit, and improve the flexibility of ITSM, SIEM, and IAM tools.

1> Update directory information and search the corporate or employee directories.

ADSelfService Plus login agent

When installed, the ADSelfService Plus login agent can enable MFA for local and remote machine logins as
well as User Account Control prompts to protect machines from credential-based attacks. It also adds a
button labeled Reset Password / Unlock Account to the native Windows logon screen, allowing users to
reset their passwords and unlock their accounts right from that screen.

The ADSelfService Plus login agent is an extension of the standard credential provider from Microsoft. Such
credential provider extensions are now widely used by third-party software providers to offer a wide range of
capabilities, like secure VPN access and full-disk encryption. However, some of these extensions may not be

compatible with others, which limits the features that can be added to the Windows logon screen.

The ADSelfService Plus login agent can be configured to work with your third-party credential provider
extension. Below are some of the third-party credential providers supported by ADSelfService Plus:

o>  ZENworks Endpoint Security Agent
o> Parallels Client

1> Toshiba Logon Provider

o> Cisco NAC Agent

o> OneX Credential Provider

Note: You need to configure the Windows Registry settings to make the ADSelfService Plus login agent
compatible with the credential providers above. Please click here for the configuration steps. Additionally,
by editing the Windows Registry settings, more third-party credential providers can be made compatible

with the ADSelfService Plus login agent.

This document will provide you with all the information you need to seamlessly integrate the ADSelfService

Plus login agent with your third-party credential provider extension.
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Before installing the login agent, ensure that these prerequisites are met:

License prerequisites

1. The Endpoint MFA Add-on for ADSelfService Plus is required to enable MFA for machine logins.

Visit the store to purchase the add-on.

2. ADSelfService Plus Professional Edition is required to enable self-service password reset and account

unlock on machine login screens.

3. A valid SSL certificate must be installed for ADSelfService Plus, and the access URL must be

configured to use the HTTPS protocol. You can find the relevant steps in this guide.

Support for third-party Credential Providers

Important note: Care must be taken before making any changes to Windows Registry. Make sure

that you have backed up your Registry settings before proceeding further.

If the ADSelfService Plus login agent has not been installed yet, follow the steps given below:

1. Open the Registry Editor (open Run > type regedit and click OK).
2. Get the unique global unique identifier of your third-party Credential Provider from the registry

key given below:

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\
Credential Providers

Select the GUID of your 3rd
party Credential Provider

3. Use that GUID in the command shown below during installation of ADSelfService Plus
login agent:
msiexec.exe /i ADSelfServicePlusClientSoftware.msi
SERVERNAME="SERVER_NAME” PORTNO="8888"
WrappingProvider="<GUID>" /qn
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4. Reboot the machine.
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Alternatively, if you have already installed the ADSelfService Plus login agent and plan to deploy a third-party

credential provider in your environment, then follow the steps given below:

1. Open Registry Editor (open Run > type regedit > press OK).

2. Navigate to ADSelfService Plus Client Software > New > String Value and create a new String Value

called WrappingProvider in the following registry key:

For 32-bit machines:

HKEY_LOCAL_MACHINE\SOFTWARE\ZOHO Corp\ADSelfService Plus Client Software

For 64-bit machines:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ZOHO Corp\ADSelfService Plus Client Software

HKEY_CLASSES ROOT
HKEY,CURRENT_USER
| HKEY_LOCAL MACHINE
£CD00000000
DRIVERS
HARDWARE
sam

SYSTEM
HKEY_USERS
HKEY,CURRENT_CONFIG

omputer HKEY LOCAL MACHINE

Tipe
REGSZ
REG.SZ
REG.SZ
REG.SZ
REGSZ
REGLSZ
REGLSZ
REGSZ
REGSZ
REGSZ
REG.SZ
REG.SZ
REG.SZ
REGSZ
ReGLSZ
REGLSZ
REGSZ
REGSZ
REGSZ
REG.SZ
REG.SZ
REG.SZ
REGSZ
REGSZ
REGLSZ

ADSeKSenice Plus
tps

3. Provide the unique GUID of your third-party Credential Provider as its value.

HKEY_CLASSES ROOT
HKEY_CURRENT USER.

| HKEY_LOCAL MACHINE

BCD0DO00000.

DRIVERS

HARDWARE

sam

SECURITY

STETEM
HKEY_USERS
HKEY_CURRENT_CONFIG

i sting x
Vel name:

[Frapprgprover ]
Vaio data

[FoAT 78704 BAT AT AZT)

oK Cancel

(ComputerHKEY_LOCAL Wy

=1

Type
REG.SZ
REG.SZ
REG.SZ
REGSZ
REGSZ
REG.SZ
REG.SZ
REG.SZ
REGSZ
REG.SZ
REG.SZ
REGSZ
REG.SZ
REGSZ
REGSZ
REG.SZ
REGSZ
REG.SZ
REGSZ
REG.SZ
REG.SZ
REG.SZ
REGSZ
REGSZ
REG.SZ
REG.SZ

o
2

P

P

c

c s (:86)\Z0HO Corp\ADSefService lus Client Soft.
false

Mati-Factor Authentication - Entollment

4. Reboot the machine.
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Steps for bulk configuration via Group Policy

In a large IT environment, configuring credential providers individually for each machine is not feasible. In
such cases, you can follow the bulk configuration steps given below to make your third-party credential

providers compatible with the ADSelfService Plus login agent.

Important: Before starting with the process, download the ConfigureCP.bat files (download and

extract it from the zipped folder) and place it in one of the server's shared network folders.

Create a Group Policy Object

First, you have to create a new Group Policy Object (GPO). The GPO will be configured to run
ConfigureCP.bat and will be applied to the group containing Windows Server machines running version
2008 and above and client machines running version Vista and above. Follow the steps given below to create
a GPO:

1. Open the Group Policy Management console.

2. Onthe left pane, right-click Group Policy Objects and select New.

Group Policy Objects in adssp.com
Corterts  Delegation
[ Name - PO Satus WM Frer Modhed Ourer

i Defaut Domain Contrlles Polcy Enabled None /17202235200 AM Domain Admins (ADSSP\Domain Adrins)
! Defauit Domain Polcy Enabled None: 17202235830 AM Domain Admins (ADSSP\Dormain Admins)

Create an unlinked GPO

3. Give a descriptive name to the GPO and click OK.
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5 Domains
© 55 adsspcom
./ Defautt Domain Polcy
 Domain Contrallers
i1 Primary OU
51 Pruvieged Users
21 Secondary OU
. Group Policy Objects
5 WM Fitrs
2 Steter GPOs
i Sites
i Group Policy Modeling
& Group Policy Results

Contents  Delegation

Neme

Domain Adrins (ADSSP\Damain Adins)
Doman Adrins (ADSSP\Domain Adnins)

670 Stus
1 Defut Domai Corrolers Polcy Eied
/ Dtk Doman Polcy Enatied
NewGPO
[ADSSP Agert sl
Soure StaterGPO
pone)

Configure script settings

After creating the GPO you have to configure its script settings to run the batch file. Follow the

steps given below:

1. Right-click the GPO that you just created and select Edit to open the Group Policy Management Editor.

12 Group Policy Management
& File Action View Window Help
e 2@ o|c dm

15 Group Policy Management

Group Policy Objects in adssp.com
v 4\ Forest: adssp.com

3 Domains

Conterts  Delegation

v 4 adssp.com
] Default Domain Policy

rivileged Users

econdary OU

 Group Policy Objects
] ADSSP Agent

Name
2] ADSSP Agent sl

GPO Status

Enabled
=/ Defauit Domain Controlers Policy Enabled
=] Defaut Domain Policy Enabled

Edit... |

=/ Default Domain Po
5 WM Fikers
3 Sterter GPOs
 Sites
$if Group Policy Modeling
2 Group Policy Resuits

GPO Status >
Back Up.
Restore from Backup.
Import Settings.
Save Report.
New Window from Here
Copy
Delete
Rename
Refresh

Help

Open the GPO editor

Domain Adrins (ADSSP\Domain Adrins}
Domain Admins (ADSSP\Domain Admins}
Domain Adrins (ADSSP\Domain Adrins)
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2. Inthe Group Policy Management Editor, on the right pane, double-click Computer Configuration >

Policies >Windows Settings > Scripts (Startup/ShutDown) > Startup.

| Seripts (Startup/Shutdown).
3. Right-click Startup and select Properties.

. Scripts (Stortup/Shutdown).
Startup

Display Properties

Description:
Conts

startup scripts

tive Templates: Policy definitions|

< > |\ btended /St
T e

4. Inthe Startup Properties dialog box, click Show Files.
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DSSP Agent Insall [ADSSP-DCT.ADSSP.COM] Policy _
v % Computer Configuration
b ity s
5 1 SoftwareSetings
Display ropertes
v [Z] Windows Settings e
> [ Name Resoluton Policy Descripton:
El p scrip
1 Deployed Printers
> B Securty Settings
5 gl Policy-based QoS
5 [ Administrative Templates: Policy definitions|
‘Startup Properties. g x
Scrbt Powershel Sors
‘Startup Scripts for ADSSP Agent Instal
Name p—
Up.
Do
o
=S
Remove
To view the sciiot files stored in this Group Policy Object. press
e buton oo
[k [caneal | [
< > |\ Extenced (Standrd

5. Paste the ConfigureCP.bat file into the Startup folder that opens, and then close the window.

g

File Action View Help

e a@mEE Hm

oup Polic

1] ADSSP Agent Install [ADSSP-DC1.ADSSP.COM] Policy

o) Sei
% Computer Configuration
i P
> [ Software Settings B startup.
- Display Propertes 2
~ [ Windows Settings e 24 Shutdown ‘
> [ Name Resolution Policy Description: |2 E- Manigy o
& startup scripts Home  Share  View  Application Tools )
> 1 Deployed Printers
> B Security Settings A [ « Policies » (286DAT0A-SBC9-4EBT7-8930-COEB5289581A) > Machine » Scripts » Startup »
> gl Policy-based QoS
5 [ Administrative Templates: Policy definitions|| Startup 1 ? X # Quickaccess
5 1 Preferences
~ 4§, User Configuration Scripts  PowerShel Scrpts. B Deskiop »
> 1 Policies & Downloads
5 (5] Preferences Statup Scrts for ADSSP Agent it B v
| configure-cp.
] Pictures »
Name Parancters 0 ThispC
o =
e = Network
Ea
Ramove

the button below.

| ShowFles...

To view the scrt ies stored inthis Group oty Obiect, ress

| Clicking Show Files will open the startup folder window.

Paste the ConfigureCP.bat file there.

[ ok Cancel sy .

> |\ Btended ( Standard /

6. Click Add in the Startup Properties dialog box.
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. Scripts (Startup/Shutdown)
Startup Neme

B starup
Display Properties ) Skt

Description:
c startup scripts.

Startup Properties 70X

Scrpts  Powershel Scrpts

= St Scrptsfor ADSSP Aget el

Name Parameters
o view the scipt fies sored inthis Group Polcy Object press.
the button below.

Show s,

< > |\ Etended [ Standard

7. Inthe Add a Script dialog box do the following:
i. Under Script Name, click Browse and select ConfigureCP.bat.

ii. Enter the GUID of your third-party Credential Provider as Script Parameter.

For example, if the GUID of your third-party credential provider is 6f45dc1e-5384- 457a-bc

13-2cd81b0d28ed, then the syntax for the parameter is {6f45dc1e-5384-457a-bc

13-2cd81b0d28ed}.

 Scripts (Startup/Shutdown)
startup Name

B strp
Display Popestes B,

Description:
<

Scipts  Powershel Scrpts

=|  Swtup Sorpisfor ADSSP Agert st

Name Parameters

=

Edt

To view the scritfes stored inthis Group Polcy Object, press
the button below.

Show s,

> |\ Eended (Sndrd ]
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iii. Once set, click OK to return to the Startup Properties dialog box.

8. Click Apply first and then click OK to complete the procedure.

Important: Before setting the parameter, check the accessibility of the ConfigureCP.bat file.

Configure important settings

Once you have completed the steps above, configure the Administrative Template settings as shown below:

1. On the left pane of the Group Policy Management Editor, go to Computer Configuration >

Administrator Templates > Systvem.

= Local Group Policy Editor = O X

File Action View Help
s [ D= HemE

. Local Computer Policy || | Lecal Computer Policy
« & Computer Configuration
| Software Settings
| Windows Settings
v || Administrative Templates
| Control Panel
1 Network

Select an item to view its description.  Name
&= Computer Canfiguration
iﬂ) User Configuration ]

| Printers
| Server
_| Start Menu and Taskbar
~ L] System
Access-Denied Assistance

- App-V

Audit Process Creation

| Credentials Delegation

Device Guard

| Device Health Attestation Service
Device Installation
Disk NV Cache

_| Disk Quotas

Display

Distributed COM

< H '\I Extended _,{ Standard /

2. Under System, configure the following settings:

a. Scripts
e On the right pane of the Group Policy Management Editor, double-click Run logon scripts

synchronously and select Enabled. Click Apply, then OK.
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File Action View Help

s 2@z Bm T
| File Clossfication Infrastructure ~ e
1 File Share Shadow Copy Provider
iy Run logon scripts synchronously  Setting State Comment
| Folder Redirection TN ] Allow logon scripts when NetBIOS or WINS is disabled Not configured No
=] Group Palicy it policy setting. Specify maximum watttime for Group Policy scripts Not configured No
| Intemet Communication Management Requirernents: Run Windows PowerShell scrips first at startup, .. Not configured No
3 iscsi At least Windows 2000 [E Rontogon scripts synchronously ] Not configured No
I KpC L Display nstructions in shutdown scrpts as they run Not configured No
erberos 3, un startup scripts asynchronous ot configure o
Ko This policy setting directs the system ) Run startup scripts asynchronously Natcotfiguicd b
| Keel DMA Protection i o0 scii Display instructi tart run No
| Locale Services running before it starts the File |2 Run Windows PowerShell scripts fist at user logon, logoff  Not configured No
| Logon Explorer interface program and
| Mitigation Options creates the desktop.
P
| NetLogon LT - & Run logon scripts synchronously o x
il 0 pPoficies Explorer does not start unti the logon
| PIN Complerity scripts have finished running. This [] Run legen scripts synchronously Previou=Seting | || NextSating
| Power Management policy setting ensures that logon
Réc script processing is complete before
Weies a7 O Notcontgued Conment
- delay the appearance of the desktop
| Remote Procedure Call
Removable Storage Access IF you disable or do not configure tis
Scripts policy setting, the logon scripts and O Disabled
T Tnager File Explorer are not synchronized and Supported on: [ At ieast Windows 2000
S ien can run simultancously.
| Shutdown Options This policy setting appears in the.
| Storage Health Computer Configuration and User Options: Help
| System Restore Configuration folders, The policy
Troubleshooting and Diagnostics setting set in Computer ThE iy Selting Hre Hhe Sy St W Tar Bt
| ey o O is policy setting directs the system to wait for logon scripts ta
| Trusted Platform Module Services 9 finish running before it starts the File Explorer interface program
User Profil the poficy stting st n U and creates the desktop,
B Uses Profiles Configuration.
Vil i e i s oy sting Fi s doss ettt
= Pt the logen scripts have finished running. This policy setting
| Windows Components
", AllSettings starts working, but it can delay the appearance of the desitop.
| Preferences
il e Corfratin Ifyou disable or do not configure this policy setting, the lsgon
e scripts and File Explorer are not synchronized and can run
v poicies simultaneoust
 Software Settings >
| Windows Settings This policy setting appears in the Computer Configuration and
v (1 Administrative Templates: Policy definitions (ADM: User Configuration folders. The policy setting st in Computer
P Configuration takes precedence over the policy setting set in
~Hideay User Configuration.
) Network
| Shared Folders
| Start Menu and Taskbar
1 System
| Windows Components e oo
. AllSettings
~ [ Preferences
| Windows Settings
(59 Control Panel Settings =
< > |\ Extended /(Standard
B settinals)

¢ Double-click Specify maximum wait time for Group Policy scripts and select Enabled.

Click Apply, then OK.

File Action View Help

«s 2@ HE| 7
| File Classfication Infrastructure N =
| FileShare Shadow Copy Provider — o
3 Fiesystem Specity maximum wait time for  Setting State Comment
| Folder Redirection Crmp Polcrscpts Allow logon scripts when NetBIOS or WINS is disabled Not configured No
= Group Policy sl [E Speciy maximum wat Eme for Group Policy scripts ] Not configured No
| Internet Communication Management Bree Rar Windows Powershell B No
2 isest Requirements: Run logon scipts synchronously Not configured No
5| koc At least Windows 2000 Display instructions in shutdown scripts s they run Not configured No
| Kerberos — |12 Run startup scripts asyn chronously Not configured No
| Kemel DMA Protection This polcy setting determines how £ Display instructions n strtup scripts s they run Not configured No
| Locale Services long the system waits for scripts Run Windows Powershell scriptsfirst at user logon, logoff Nt configured No
| Logon applied by Group Policy to run.
Mitigation Options
B Mo o Thissetting limits the total time & Specify mayimum wait time for Group Policy scripts o X
=i |5 allowed for all logon, logoff, startup,
0% policies and shutdown scripts applied by T e o e
2 PIN Complexity Group Policy to finish running. If the = sl Next Setting
| Power Management cripts have not finished running
3 Recovery when the specified time expires, the O NotConfigured  Comment
oot fsiiinee system sops s procesang and
| Remote Procedure Call i T e
Removable Storage Access Ifyou enable this setting, then, in the O Disabled
Seriptz Seconds box, you can type a number Supported on
Server Mlanager from 1 to 32,000 for the number of i R R a0
i o secands you want the system to wait
- oo for the set of scriptsto finish. To
ll stitdown Dplors: direct the system to wait until the
] Storage Heslth cripts have inished, no matter how SHEB Hel
| System Restore long they take, ype .
Troubleshooting and Diagnostics Seconds: 600 - “This policy sefting determines how long the system waitsfor | A
~ A o ol This interva is particulary important scripts applied by Group Policy to run.
= ‘when other system tasks must wait Rangeis 0 to 32000, use 0 for infinite wait time:
Bl Usei Profiles whill the scripts complete. By This setting limits the totaltime allowed for all logon, logoff,
| Windows File Protection default, each startup script must startup, and shutdown scripts applied by Group Policy to finish
1 Windows Time Service running. Ifthe scripts have not finished running when the
Windows Components specified time expire, the system stops script processing and
= Al seting direct the systen to waitfor the s e
1 Preferences IR SRS L2l betors If you enable this setting, then, n the Seconds box, you can type
4 User Configuration loading the desktop. anumber from 1 to 32,00 for the number of seconds you want
v [ Policies the system to waitfor the set of scrits to finish. To direct the
3 Software Settings An excessivelylong interval can delay sysemto wat untith cpt haveinished o mtier how
| Vi et e e e s
~ (11 Administrative Templates: Policy definitions (\DM: || prerequisite tasks might not be done, This interval s particularly important when other system tasks
Control Panel and the system can appear to be must wait while the scripts complete. By default, each startup
| Desktop readly prematurely. script must complete before the next on runs. Also, you can use
Network the “*Run logon scripts synchronously"” setting to diect the
S Ifyou disable or do not configure this system to wait for the logon scripts to complete before loading
=) sefting the system lets the combined the desktop. <
Stan MEnGHRS TiskaT, set ofscripts un for up to 600
) System seconds (10 minutes). This is the
5 Windows Components: defaut, Cancel Apply
. Allettings
~ [ Preferences
" Windows Settings
(50 Control Panel Settings &
< > Extended / Standard

b. Logon
e Double-click Always wait for the network at computer startup and logon and Enabled. Click Apply,

and then OK.

10
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L Ao NERN 7 o 4
| Audit Process Creation ~ I
| Credentials Delegation
s Always wait for the networkat  Setting State Comment
=) Device Health Attestation Service ‘compsiter;siasiup and logom. [ Allow users to select when a password i required when resu... Not configured No
| Device Installation i el A L] Tum on convenience PIN sign-in Not configured No
| Disk NV Cache BESEE Turn off picture password sign-in Not configured No | 8 Aways wait for the network at computer startup and logon o x
Disk Quotas Requirements: |1 Assign a default credential provider Not configured No
| Display At feast Windows Server 2003 i) Assign a default domain for logon Not configured No [} Aways wait for the network at computer startup and logon T o
Distribted COM operating systems or Windows X2 1 yclude credential proviers Not configured Mo 2 &
Driver Installation |2 Block userfrom showing account details on sign-in Not configured Mo ooyt
Not Configured  Comment
| Early Launch Antimalware Description: Do not process the legacy run list Not configured No o 2
| Enhanced Storage Access This policy setting determines |21 Do not process the run once st Not configured No
| File Classifcation Infrastructure: whether Group Policy processing o i
File Share Shadow Copy Provider Esynchicnans sl s Whether = O Disabled
2l Py computers wait for the network to “Tum off Windows Startup sound Not configured Mo Sipponeton
| Filesystern be fl intiahzed during 1B D ey it et Nt W ‘At least Windows Server 2003 operating systems or Windows XP Professional
| Folder Redirection computerstartup and user logon). o L - Y
| Group Policy By difaul, on client computers, :
G ot e ot | Show irst sign-in animation Not configured No
| Internet Communication Management p Policy p 9 Dians Help:
o synchronous; 5] users on computers Mo
e typically d the b 9 Not configured No
=) network to be fully intilized at = e, Vo oo b This policy setting determines whether Group Policy processing | »
| Kerberos startup and logon, Bisting users | L1 "y Use classiclogon oL COnfiure 2 is synchronous (that is, whether computers wait for the netw
| Kernel DMA Protection are logged on using [/ Do not display the Getting Started welcome screen st logon Nt configured e to'be full initialized during computer startup and user logon).
credientiols, which resultsin Fun No By default, on client computers, Group Policy processing is not
shostes ogon:mes: Group Rabcy, En\wayswa\tfmthenetwmk at computerstartup and logon |  Not configured No Sy:‘;mk":f ;“ﬁ""im‘pufiwff”y d::‘ﬂtwa‘gz
Rifigation Options pepHedD “Riways use custom logon background Not configured No i el i R

Net Logon
1 0 Policies

| PIN Complesty

| Power Management
| Recovery

1 Remote Assistonce

Remote Procedure Call
| Removable Storage Access
I Seripts
1 Server Manager
Shutdown
| Shutdown Options
I Storage Health
1 System Restore
| Troubleshooting and Diagnostics
| Trusted Platform Module Services
| User Profiles
| Windows File Protection
| Windows Time Service
| Windows Components
L, All Settings
| Preferences
~ 1 User Configuration
v ] Policies
" Software Settings
Windows Settings o

c. Group Policy

the network becomes available.

Note that because this is 2

logons to apply changes. To be
able to operate safely, these
extensions require that no users be
logged on. Therefore, they must
be processed in the foreground

totwo logons to be detected,

Ifa user vith a roaming profile,
home directory, or user object
logon script logs onto a
computer, computers always wait
for the netuwork to be intialized

always wait for the network to be.
initialzed.

If you enable this policy setting,
computers wait for the network to

are logged on using cached credentials, which results in shorter
logon times. Group Policy is applied in the background after the.
network becomes available.

Note that because this is 2 background refresh, extensions such
as Softwere Installation and Folder Redirection take two logons.
t0 3pply changes. To be able to operate safely, these extensions
require that no users be logged on. Therefore, they must be
processed in the foreground before users are actively using the
computer. In adition, changes that are made to the user object,
such s adding a roaming profile path, home directory, or user
object logon script, may toke up to two logons to be detected.

If 2 user with a roaming profile, home directory, or user object
logon script logs on to a computer, computers always waitfor |,

Cancel Apply.

Extended { Standard

¢ Double-click Configure Group Policy slow link detection and select Enabled. Click Apply, then OK.

File Action View Help
R ] -ollRER 7 Hol 4

| Control Panel
Network

| Start Menu and Toskber
v [ System
| Access-Denied Assistance
1 App-v
1 Audit Process Creation
| Credentials Delegation
. Device Guard
| Device Health Attestation Service
= Device Instalation
= Disk NV Cache
. Disk Quotas
| Display
" Distrbuted COM
. Diiver Installation
. Early Launch Antimahware
| Enhanced Storage Access
1 File Classification Infrastructure
. File Shere Shadow Copy Provider
] Filesystem
Folder Redire:

Group Policy.
Eeret Communication Management

| Kerberos

| Kernel DMA Protection
| Locale Services

1 Logon

| Mitigation Options

“| PIN Complesity

| Power Management
| Recovery

Remote Assistance

| Remote Procedure Call

| Removable Storage Access

| Scripts

| Server Manager

1 Shutdown

| Shutdown Options

Storage Health

| System Restore

| Troubleshosting and Diagnostics
| Trusted Platform Module Senvices
| User Profiles

| Windows File Protection o

| Group Policy.
Configure Group Policy slow link
ection

Edit policy sefting

Setting

C P 9
Configure P security poliey processing
Configure registry policy processing

This poliey setting defines 2 slow
connection for purposes of
applying and updating Group
Policy.

Ifthe rate at which data is
transferred from the domain
controller providing s policy
Update to the computers n this
groupis slower than the rate
specified by this setting, the
system considers the connection
tobeslow.

The system's response to a slow.
policy connection varies smong
policies. The program
implementing the policy can
specify the response to a slow link,

Requirements: Configure scripts policy processing
Atleast c policy processing
Dk Configure wired policy processing

Configure wireless policy processing

pecity workpl time for policy processi,
Determine f nteractive users can generate Resultant Set of .
Turm off Group Pelicy Client Service AOAC optimization
Turn off background refresh of Group Policy

] Tun off Local Group Policy Objects processing
Remove users' ability to invoke machine policy refresh

] Configure web-to-app linking with app URI handlers
1] Continue experiences on this device

Configure Group Policy Caching

Enable Group Policy Caching for Servers

Phone-PC linking on this device

JB Contgre Group oty sl demtion

Sef Group Policy refresh Interval for computers

] Set Group Palicy refresh interval for domain controllers

[ Confi Script Delay.

Also, the policy p g
settings in this folder ets you
overide the programs' specified
responses to slow links,

[ bie thi you can,

£] Always use local ADM files for Group Policy Object Editor

[ Turn off Resultant Set of Policy logging
Enable AD/DFS domain controller synchronization during p..
c fast network

ifyou
in the " Connection specd" box,
type a decimal number between 0
and 4,204,967,200, indicating a

transfer rate n kilobits per second.

Chenge Group Policy processing te run asynchronously wh...
Specify startup policy processing wait time.
Configure user Group Policy loopback processing mode

Any connection
rateis considered to be siow. If
youtyped, all connections are
considered to be fast,

If you diszble this setting or do
not configure i, the system uses
the default value of 00 kilobits
per second.

This setting appears in the
Computer Configuration and User
Configuration folders. The setting
in Computer Configuration
defines aslow link for policies in
the Computer Configuration
folder, The setting in User
Configuration defines a slow link
for settings in the User
Configuration folder

B} Group Policy p g whenlog..
Configure Applications preference extension policy processi.
Configure Data Sources preference extension policy process.

=) policy p q
Configure Drive Maps preference extension policy processing
Configure Environment preference extension policy process
Configure Files preference extension policy processing
Configure Folder Options preference extension policy proce.

|:£) Configure Folders preference extension policy processing
Configure Ini iles preference extension policy processing
Configure Internet Settings preference extension policy proc..
Configure Local Users and Groups preference extension poli
Configure Network Shares preference extension palicy proc.
Configure Network Options preference extension policy pro,

5] Configure Power Options preference extension policy proce.

] P
Confiqure Printers preference extension policy processing

State
Not configured
Not configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not confiqured
Not configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not confiaured

Comment

No
No

No | & Canfigure Group Policy slow link detection
No

No | Bt Configure Group Policy slow link detection
No
No

Previous Setting | | Next Setting

No | O NotConfigureg ~ Comment

No |[@® Enabled
| =22

No | O Diobled

o Supperted o

No

‘At least Windows 2000

No
No | Options:

No

Help:

No || Connection speed (Kbbps): (500 E
No
No
No || Enter to disable slow link detection,
No
No
No
No
No
No
No
No
No
No
No
No
No

] Always treat WWAN connections a5 a slow link

This policy setting defines o slow connection for purposes of
applying and updating Group Policy.

If the rate at which data i transferred from the domain controller
providing = policy update to the computers in this group is
slower than the rate specified by this setting, the system
considers the connection to be slow.

The system’s response to a slow policy connection varies among
policies. The program implem enting the policy can specify the
response to a slow link. Also, the policy processing settings in
this folder ets you override the programs” specified responses to
slow links.

If you enable this setting, you ean, i the “Connection speed”
oy, type a decimal number between 0 and 4,294,967,200,
indicating a transfer rate i kilobits per second. Any connection
slower than this rate is considered to be slow. Ifyou type 0, al
connections are considered to be fast.

If you disable this setting or do not configure i, the system uses

No
No
No

Cancel

Apply

No
No
No
No
No
No
No
No
No
No

STEP 4

Once the Administrative Template settings are configured, apply the GPO to the desired computers

btended /(Stondord

Apply the GPO

in the network by following the steps below:

1


https://www.manageengine.com/products/self-service-password/?source=IntegrationofADSSPloginagentwiththird-partyCP

ManageEngin’?

ADSelfService Plus

1. Onthe left pane of the Group Policy Management Editor, right-click the GPO you are working on
(available in the top-left corner) and select Properties.

= Group Policy Management Editor
File Action View Help

a9 2= HE

= ADSSP Agent Inct=ll [ANCED_NC1 ANSSP,COM] Policy e o
~ i Compu Properties
o = PEI Select an item to view its description.  Name
: Pre a3 _| Policies
w2, User Configuration _| Preferences
~| Policies
| Preferences

2. Click Security tab, in the properties dialog box that appears.

Important note: On the Security tab, remember to uncheck the Apply group policy permission under
Authenticated Users before proceeding further.

File Action View Help
ez |mEEEE

=/ ADSSP Agent Install [ADSSP-DC/| - aDSSP Agent Install [ADSSP-DC1.ADSSP.COM] Poicy
+ % Computer Configuration
) Select an item to view its description.  Name

| Policies

7| Preferences & Computer Configuration
v 4, User Configuration 1 User Configuration

I Policies

7| Preferences

ADSSP Agent Install [ADSSP-DCT.ADSSP COM] Policy 7 X
General  Links Commert
Group or user names:
§2,CREATOR OWNER
Prlamemcaei tses ]
82 SYSTEM
$2 Domain Admins (ADSSPADomain Admins)
82 Erterpriss Admins (ADSSP\Enterprise Admins)
2 ENTERPRISE DOMAIN CONTROLLERS d
Add Remove
Pemissions for futherticated Users Alow Deny
Wrte ] O &
Create all chid objects a [m]
Delete all chid objects 0 [m]
Aoply group polcy b o
Special permissions v
For special pemissions or advanced settings, cick e
Cancel Aoply

Extended  Standard

3. Enter the name of the group that contains all the computers running Windows Server 2008 and

above as well as Windows Vista and above, then click Check Names. Highlight the desired group
and click OK to return to the Security tab.
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-/ ADSSP Agent
i Computer Configuration
> [ Poicies
> (5] Preferences
4 User Configuration
> (1 Policies
5 [ Preferences

A 5P-DCT

Selct an tem to view s description,  Neme.
% Computer Configuration
8 User Configurstion

< > |\ Bxtended { Standard

install [ADSSP-DC1,

ADSSP Agent
General Links  Securty Comment

Group or usernames:

CREATOR OWNER

SYSTEM

 Domain Adrins (ADSSP\Domain Admins)

L Enterprse Adnins (ADSSP\Enterprise Adrins)
e

EEEEE
o

Ad.. | [ Remove |

Select Users, Computers, Service Accounts, or Groups

‘Select this object type:
[ or G ==
= | =

‘Enterthe object names to select (examples)
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The group will now be added to the list of Group or user names under the Security tab

1 Group Policy Managem:
File Action View Help

e |mHE= 0o

% Computer Configuration
> 1 Policies
5 ] Preferences
v 8 User Configuration
> 1 Policies
> 1 Preferences

Select an item to view its description.  Name
& Computer Configuration
& User Configuration

ADSSP Agent Install ADSSP-DC1.ADSSP.COM] Policy .. 7

I T

X

'B3,CREATOR OWNER
.

a2
8 Domain Adrins (ADSSP\Domain Adimins)
| 82 Entemrise Adnins (ADSSP\Erterpise Admins)

[ T
Pemissons for CP Compuers Mow___Deny
Foll control o (g
Read (]
Wite [m] (]
Create all chid objects [m) o
Delete all chid obects o 0.
For special pemissons oradvanced seings.cick =
Advanced. detimced

[ ADSSP Agert nsall ADSSP-0C [ AbSgp AgentinsllADSSP-OC1 A0S COMOPORY

4. With the newly added group highlighted, set the Read and Apply group policy permissions to Allow.
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5. Click Apply, then OK.

1 ADSSP Agent tllADSSP-DC1 ADSSP COMIBotiey
ey

6. Reboot the computers to apply the GPO and wait until the next startup for the settings to take effect

If you prefer to apply the GPO directly to the computers instead of the group, please follow the
steps given below:

1. Follow steps 1and 2 shown above.
2. Click Object Types. Make sure Computers is checked. Click OK.

3. Use Check Names to find the necessary computers. Highlight the desired computers you
want to add and click OK to return to the Security tab.

Set Read and Apply Group Policy permissions to Allow for each and every computer that you just added

Important note: After completing all of these steps, remember to uncheck the

Apply group policy permission under Authenticated Users.

4. Reboot all the client machines.
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Troubleshooting tips

If you are experiencing any problems on the Windows logon screen after installing the ADSelfService Plus

login agent and making the Registry changes, try the following steps to solve the problem:

1. Restart your machine in Safe Mode.

2. Remove the registry key {B8OBO99C-62EA43cd9540-3DD26AF3B2B0} found under KEY_LOCAL _
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\ Credential Providers.

Our Products

AD360 | Log360 | ADManager Plus | ADAudit Plus | RecoveryManager Plus | M365 Manager Plus

ManageEngine)
ADSelfService Plus

ADSelfService Plus is an identity security solution to ensure secure and seamless access to enterprise resources

and establish a Zero Trust environment. With capabilities such as adaptive multi-factor authentication, single

sign-on, self-service password management, a password policy enhancer, remote work enablement and

workforce self-service, ADSelfService Plus provides your employees with secure, simple access to the resources
they need. ADSelfService Plus helps keep identity-based threats out, fast-tracks application onboarding,
improves password security, reduces help desk tickets and empowers remote workforces. For more information
about ADSelfService Plus, visit

$ Get Quote ¥ Download <) Support
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