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Additionally,healthcareorganizationsmustcomplywithvarious
regulations, includingHIPAA, HITECH,GDPR,andPCI DSS

Inordertoprotectsensitivedata,streamlineuseraccess,andmaintain
regulatorycompliance,healthcareorganizationsimplement
comprehensiveidentitysecuritysolutions

Doctors,clinicalstaff, ITstaff, researchers,andpatientsstruggleto
rememberpasswordsformultipleapplications, resulting inrepetitive
time-consuminglogins

ByimplementingSSO, userscanaccessapplicationswithjustoneclick,
eliminatingtheneedtoentermultiplepasswords
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ManageEngineADSelfService Plusisan identitysecurity

solutionwith MFA,SSO,andself-service password

managementcapabilities

ADSelfService Plusoffersthefollowing

solutions:

Self-servicepassword
management

AdaptiveMFA

SSOforapplications
Remotework
enablement

Enterpriseself-service

An
all-encompassing
identitysecurity
solution



How

ADSelfService Plus
mitigates cybersecurity
risks for healthcare
organizations



Self-servicecapabilities

When patientsand healthcare professionalssendemailsforpassword resetsand

accountchanges,adminsforgetto resolvetheticketsortake longerto respond

Gartneranalystssay40%ofhelpdeskcallsare relatedto password resets. Duetothis,

critical tasks—suchasproviding network infrastructure,maintainingservers,or

deployingsoftware—aredelayed

When hospitalstaffand ITadminscreateand update userrecords,theycanencounter

delaysormakeerrors,which leadsto longerpatientwait times, unsatisfiedstaff,and

lowproductivity
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https://blog.hypr.com/how-much-does-a-password-reset-cost


Self-servicecapabilities

Userscan resettheirpasswords,change

passwords,unlocktheiraccounts,and

self-update personal information—allwithout

helpfromthe ITteam

Byclickingthe Reset Password/Account

Unlockoption inthe GINA/CPclient, users

can resettheirpasswordsand unlocktheir

accountsthemselves

Adminscan restrictwhatfieldsuserscan

self-update,andalsowhatfieldstheycan

view
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Password policyenforcer

Whilecreating passwords,clinicalstaffand patientsoftenchooseeasy-to-type

passwordsthat includesimple patterns,hospital names,orcommondictionarywords

Moreover,thedefault password policy inAD maynotsupportpasswordcomplexity

requirementslike unicodecharacters.Attackerscanexploitthisweaknessbytargeting

passwords,makingthemeasiertocrack
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Password policyenforcer

By implementingfine-grainedpassword

policies,adminscan protect usersbasedon

theirmembershipinan OU,group,ordomain

It ispossibletoset passwordcontrolsnot

available in native policies, including:

AfterADSelfServicePlus

MandatoryuseofUnicodecharacters

Restrictionsagainstcharacter repetition in

usernamesand reusingold passwords

Limitationsonweakpasswords,dictionary

words,and palindromes

Enforcepasswordsto matchtheregexpattern



Password policyenforcer
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By integratingwiththe "Have I been Pwned?"service,usersare preventedfrom using passwords

involved in previoushacking incidents

Moreover,the password policyenforceralignswiththe password best practicesoutlined in NISTSP

800-63B



Multi-factor authentication

Shareddevicesin healthcaresettings, like thosefound inemergencyroomsand

laboratories,createadditionalsecurityvulnerabilities,especiallywhen password

sharing isinvolved

Thisbehaviorallowsa maliciousemployeetoexploitshared passwords,potentially

gaining unauthorizedaccesstosensitive information

Moreover, ifthere islimited networkaccess,traditionalauthenticationmethodsthat rely

on internetconnectivitymay result indelayedverification
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Multi-factor authentication

AfterADSelfServicePlus

Enablescustomized MFAbyconsideringeach

usergroup'scapabilitiesand responsibilities

using20authenticationmethods

Also,offline MFAissupportedforWindows,

macOS,RDP,and UAClogons

Adding MFAcomplieswith NIST'sSP 800-63B

and CISA'srecommendationstoaddanextra

layerofsecurity

https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-3/sp800-63b.html
https://www.cisa.gov/MFA


Multi-factor authentication
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Adminscanconfigure MFAfor:

Machinelogins(Windows, macOS, Linux,servers)

VPN logins

OWAand EAClogins

Applicationaccess

Self-servicepassword resetandaccountunlock

RemoteDesktopProtocol(RDP)

WindowsUserAccountControl(UAC)



Single sign-on

Healthcarecompaniesrequireemployeesand patientsto use longandcomplicated

passwords,andtheyneedto remembermultiple passwords

Staffmembersuse multipleapplicationssuchasEHRsystems, patientmanagement

software,andothersacrossvariousdevices

However, repetitive loginsandcomplexpasswordsreduce productivityandconsume

valuabletime
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Single sign-on

Userscanaccessallcloudapplicationswith

justonesetofcredentials

OurcomprehensiveSSOsolutionsupports:
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SAML-enabledapplicationslikeGoogle

Workspace, Microsoft365,and

Salesforce

OAuth-and OIDC-enabledapplications

Customapplications



Single sign-on
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SSOallowsusersto log in usingtwo methods:

Identityprovider(IdP) initiated SSO(ADSelfServicePlus)

Serviceprovider(SP) initiated SSO(cloudapplicationorservice)

Bookmarkfunctionalityforseamlessaccesstoapplicationsthatdo notsupportstandard SSO

protocolslikeSAML, OAuth,orOIDC.



Conditionalaccess policy

Physiciansaccessingthe hospital'selectronicmedical recordssystemvia personal

smartphonesoutsidethe premisesfacean increased riskofdevice hackingwhen

connectedto publicnetworks

These networkslacksecuritymeasures, leavingthemvulnerableto hackers. Personal

smartphonesmayalso lack hospital-ownedsecurity,riskingsensitive patient

informationexposure
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Conditionalaccess policy

Enablingconditionalaccessautomatically

assignsaccesspoliciestodetermine

whethertoenable MFAbasedon users'

parameterssuchasIPaddress,device,time

ofaccess,andgeolocation

Thisallowsadminstoeffectivelymanage

accessbygrantingcompleteaccess,

limitedaccess,ordenyingaccessto

resources

Basedonthe risk level, usersare prompted

to provideadditionalauthenticationfactors.

Thisenhancessecuritybyprotecting

endpointsagainstunauthorizedaccess

attempts
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Conclusion

The healthcaresectorfaceschallengesin managing

identitiesdueto itsongoingdigital transformationand

expansiveattacksurface

Prioritizingcyberhygiene hasbecomecrucialas

healthcareorganizationsare lucrativetargetsfor

cybercriminalsseekingfinancialgains

WithADSelfService Plus, healthcareorganizationscan

enhancetheircybersecuritypostureand mitigate

identitymanagement risks
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