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Password policy enhancement
with ADSelfService Plus

Fortify user passwords with strong password policy controls




Are your users constantly creating weak passwords

and putting your company at risk?

Strong passwords can only be achieved with
strong password policies!

Are ACtive Di reCtO I‘y - Be tailored for specific OUs
paSSWO I‘d pO I iCieS - Restrict character repetition, dictionary words, and patterns

Strong enoug h? - Defend against today's sophisticated password attacks

Active Directory password policies cannot: - Make passwords comply with regulatory standards




ADSelfService Plus

is the answer!

Implement strong and sophisticated password policies

with ADSelfService Plus' Password Policy Enhancer.
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With ADSelfService Plus' Password
policy enhancer, you can:

Enforce custom, fine-grained, and strong password policies

Specify character types to include

Restrict consecutive characters from usernames and previous passwords
Restrict custom dictionary words, patterns, and palindromes

Enforce passwords to match the regex pattern : **:**

Specify the minimum and maximum length of passwords

Restrict compromised passwords Strengthen your users' passwords using
the Password Policy Enforcer in

Overcome drawbacks of AD password policies ADSelfService Plus
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Create passwords that comply with regulatory standards
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ADSelfService Plus

Self-Service Password Policy Enforcer

Policy Configuration Select the P

Multi-factor Authentication

2 = Enforc tom Password Policy

Password
Restrict Characters

& gl Disallow palin
Restrict Repetition el

Conditional | Restrict Pattern Disallow the use of dictionary words |

Directory Self Sen. Restrict Length Dictionary

Administrative Tools

Security Center
Disaliow the use of these patterns.

Restrict
characters

Enforce passwords to match the regex pattern.

Override all complexity rules if password length is at least
Password must satisfy at least of the above comple: requirements.
Show this policy requirement in Reset and Change Password pages ¢

Enforce this policy in GINA/CP (Ctrl+Alt+Del) screen and ADUC Password resets through P; d Sync Agent.
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Self-Service

racters from

Restrict Length

Restrict IR ———
repetition

Y requirements.
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Configuration

Password Policy Enforcer

Disallow palindrome passwords
Disallow the use of dictional

Restrict Length Cho

Administrative Tools

Security Center

Restrict
pattern

rride all compl ¥ i word length is at least

of the above complexity requiremen
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Minimum pass

Maxmum pass:

length
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Profile Change Password Enroliment

Change Password The entered password is considered unsafe according to the
Have I Been Pwned service.
Old Password

New Password

@
Confirm New Password |
I O+ Use a Securely Generated Password
@
View Saved Logins
C o m p I O m I S e No. of passwords remembered is 24

*The password complexity property is enabled

passwords
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Switch to
ADSelfService Plus today

and enjoy enhanced identity security for your organization!

Guaranteed ROI

ADSelfService Plus gives you an immediate ROI by nearly Calculate ROI
eliminating password-related tickets.
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https://www.manageengine.com/products/self-service-password/adselfserviceplus-roi-calculator.html
https://www.manageengine.com/products/self-service-password/adselfserviceplus-roi-calculator.html
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For technical support:

Contactus -

& support@adselfserviceplus.com

@ www.adselfserviceplus.com

[J Chat live with our support team

Personalized web demo

Download ADSelfService Plus now



https://www.manageengine.com/products/self-service-password/
https://www.manageengine.com/products/self-service-password/
https://www.manageengine.com/products/self-service-password/
https://www.manageengine.com/products/self-service-password/demo-form.html
https://www.manageengine.com/products/self-service-password/demo-form.html
https://www.manageengine.com/products/self-service-password/demo-form.html
https://salesiq.zoho.com/signaturesupport.ls?widgetcode=fa572ce5a3f849baaaad78e37f06c6adce5455e7c77d9ae6bcaac012e9ca3b2c85e900f168e35752dd851f73da394ccc
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https://salesiq.zoho.com/signaturesupport.ls?widgetcode=fa572ce5a3f849baaaad78e37f06c6adce5455e7c77d9ae6bcaac012e9ca3b2c85e900f168e35752dd851f73da394ccc
https://salesiq.zoho.com/signaturesupport.ls?widgetcode=fa572ce5a3f849baaaad78e37f06c6adce5455e7c77d9ae6bcaac012e9ca3b2c85e900f168e35752dd851f73da394ccc

