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The unified
SIEM for MSSPs




What does
Log360 MSSP offer?

¢ Centralized license management

¢ Centralized technician management
< Single sign-on

¢ Client health monitoring
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Centralized
License
management

Log360 Mssp )

Administration
Manage Clients
Manage Client License
Manage Technicians
Logon Sestings

Beverse Proxy

General Settings

Clients' S50 Status

-

Manage Client License

o

Client Name Last Updated By
Chent2 admmn

Chentl admn

Chent3 admmn

Chentd admen

Success @ Failed

Most Used License Components

Clients' License Status

Applied @ Trial Expired

® Allocated Available

Status

Allocated to 7/8 components
Aligcated to 5/6 components
Allocated to 5/6 components

Allgcated to 5/6 components

Registered @ Failed @ Component Down
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Centralized dashboard to monitor
and manage licenses for all clients

License visibility:
Easily view clients' license status from the main dashboard or client
management page

Detailed license information:

Access comprehensive license details for each client on the client
management page (including expiration dates), enabling prompt action if
licenses are nearing expiration
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Centralized technician
management

Log360 MssP J

Administration - Manage Technicians
Manage Clients Select Category  All Technicians w
Manage Client License .
e 1-20f2 10% 2
Manage Technicians
Actions. Technician Name Description Role Delegated Clients Status
Logon Settings
-1 = 3dmin Mo Description Admin A Success
Reverse Proxy
L] - Operstor No Description Operator Clientl Success
General Settings ] = _
[} & Techl Mo Description Operator Clientl Success
B «» Tech2 lo Description Admin Al uctess
B : Mo Desersption Operator Chentl,Client2 Success
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Centralized technician management
and resource allocation

Create technicians
Easily onboard technicians with predefined roles and
access levels

Delegate to clients
Assign technicians to clients based on expertise and
workload
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Log360 Mssp )

Adrinistration - Manage Clients

Manage C

Manage C

cense

Manage Technicians

Client Name Client Mail Clienk URL

Logon Settings
/A 8 8 1 Chent) client1 @logIetms

Reverse Proxy
/s F @9 1L Chent2 client2@log340msspdema. com

General Settings *

B s 8 @ i Chent3 client3@log360mospdemo.com hatps://its| 360msspdema

A E 2 1 Chents client4 $logI60msspdemo.com

Hircens Alerts e

/ @ cla-w2016-3

- .““--._ @ ela-2k15-ai0
\H-.‘" 192168111061
-
. 192.161.25.41

(5} Mo Data Available

() Mo Data availabic
® ML Logs

® MSSOL Audit Logs
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Integrated SSO functionality to allow
technicians to seamlessly access client
environments

Streamlined access management:
Securely access multiple applications with one set of
credentials

Unified access:
Technicians seamlessly access client environments
through a single portal
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Client Health

monitoring

Log360 MssP J

Cliesks’ Heath Stome

Clhunts’ S50 Salure

a0

Elents Component Dtk

Cliuri Litamser Slaturs (7

Appie

Licerse Expiry Iin 3 monds]

31 e

Guanural Artivitive,

CentL: Lics

CllentL: Liceras fas beer medfied by mérmin

ChlentL: Lizaras fas baer

ChlentL: Licaras fas baar razfied by wérmin

ChentL: Naw L eer

Settings

Administration
Manage Chents

Manage C

cense

Manage Technicians

Logon Sethings
Reverse Proxy

General Settings

bt
[- -}

N
ol

9 @ 4 a
oo om

~,

Health Monitoring -

Component Name

EventLog Analyzer

Cloud Security Plus

Manager Plus

Log360UEBA

Build number

5410

7260

12400

4170

Status

Up
Up
Up
Up

Up
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Real-time health monitoring of each client's
network and its network components

Proactive issue detection:
Detect and address potential issues in both client environments
and network components

Real-time monitoring:
Ensure the health and stability of client environments and
network components
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Core SIEM

functionalities
of Log360 MSSP
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# Suspicious

process hunting

# Forensic analysis
# Risky user/entity

detection

®  Security visibility

»

o

o
»
»

Insider threat
detection

Account
compromise
Lateral movement
Privilege escalation

Malicious traffic
blocking

# Dataexfiltration

# Brute force attack
detection

# Password attacks

# Unsanctioned application
access

# Non-owner mailbox access

& mfmg’)’"“’m’"‘ Malicious website blocking

Case management
Attack evidence production Compenents
Breach notification
and incident @ Shadow IT
reporting monitoring
@ Cloud security
Incident monitoring
workbench @ M365 security
S0C dashboard auditing
Ticketing tool
integration
@ SOAR
Cloud

2 Dashboard

© Reports XY
@ Alerts -
@ Incident work T8
bench fé’
g Log360
4. Unified SIEM
s 2
@ Real-ti =
c:arrdla':i‘;nengine %% %
© ML-driven UEBA £% %
@ Advanced threat %
analytics
@ MITRE ATT&CK
framework
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Log360

tagging

® Sensitive data leak
prevention

% Riskassessment

# File integrity
monitoring

@ Data discovery

@ Data
classification
@ File analysis
# Easy
compliance
auditing
# Evidence
@ Pre-defined and prachiciian
custom reports ® Sucu rity
and posture
Alerts management
Percentage dashboard # Compliance
@ Risk posture gap analysis
management for
Active Directory, MS
SQL and Windows
F
5
g; 5 @ Log collection
@5‘0 @ Log parsing
N @ Loganalysis
@ Log storage #® 750+log
@ Security auditing b
# Reports
® Logsearch
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Log3€0 )

ashboard

SIEM  AD Audit  H355 Manager Plus  Exehasge Sarvar  UEBA  ADManager Flus Mk Pesturs 20 o &

Logs Trend Top 5 Dievices Recent Alerts

FRUEZNISIS7 101443500052 410
SEION_MANAGER SARHETET

10k

® cla-w2016-3

P - § 2AUDEIIS0621 0144050005141 00001 01 paul-SE45AR
® da-2k19-ai0 SUFMESYA 001 LSAMECO paul-BE45
182168111161

® 192.161.23.41

A comprehensive §
SIEM solution for

Acoownt Management ]

- 1 ZAUDZ0150521 004 35500051400000000paul-BS45AFY SUAL
SAFMESYA 001 1SAMBCO paul-BE45

201506210028230008 1410000101 paul-E: suaL

¥4 D01 1SAMBEG paul-BE45

Windonws: Severtty Events

Security Bvents

Objonct Actass a

[ERT S — n
Sysdog Severity Events Top & File Integrity Monitoring Events Application Events

4 Persanaitzed
Damo

(3 Mo Data Avaiiabie
& MySOL Logs
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Single console for network information

Collect, analyze, and report events
from more than 750+ log sources

Get complete visibility into log data,
network traffic, and security events

Use advanced threat analytics to get
valuable insights into the severity of
threats with reputation-based
scoring

Leverage STIX/TAXIl and AlienVault OTX
threat feeds to discover malicious IPs,
domains, and URLs

Gain actionable insights with an intuitive
dashboard that gathers the log data and
assists you in developing an effective
incident response plan
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https://www.manageengine.com/log-management/supported-data-sources.html
https://www.manageengine.com/log-management/supported-data-sources.html
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Threat detection
and investigation
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Correlation

Powerful correlation engine
equips you with 30 predefined
attack patterns

Custom correlation builder allows you to
create custom correlation rules, specify
time frames, and use advanced filters for
detecting attacks
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How correlation works

! An account was
Indicates that a

How correlation successfully logged
process has

works for on & special
accessed another i
pass-the-hash attack e privileges have been
b assigned
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Adaptive threshold

Leverage a ML-based dual The adaptive threshold sets a baseline
layered TDIR engine with smart of normal activity to flag anomalous
activity or suspicious correlation of

threshold capability to eliminate '
events instantly

false positives
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Log Receiver

Settings LogMe Support Log Search

Log360 ) y :
Dashboard Reports Compliance Search Correlation

Add Alert Profile

* Alort Mame Possible ransomware activities

)
Critical v

SIEM Severity
* Select Log Source FINANCE-TAX
Q
AD Audit * Select Alert File Modified
* Alert Format Message HSOURCES : ®MESSAGESR
a
M365
:(9: Advanced Configuration =
UEBA
| Threshold

Aggregate evenis basedon  Smart Threshold | v | within 1 minuze(s) (7)

(@ On removing the Smart Threshold configuration, the information from the trained machine learning model will be deleted.

Exchange
A
et | Time Range
AD
Management Custom w  From g w | Hours To | 18 | Heers
Adert Notification Notification Settings Workflow

+/|  Enable Werkflow

* Salect Workflow Log Off and Disable User

Cancel
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MITRE ATT&CK

Stay up to date with the specific
tactics and techniques used by

threat actors when carrying out
an attack

Gain insights into the 12 ATT&CK
tactics and their corresponding
techniques through the security
analytics dashboard
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Log Receiver

Dashboard Reports Compliance Search Correlation Alerts Settings LogMe Support

oo Events Overview Network Overview Security Overview Incident Overview Mitre ATTACK TTP{S) £ Log Sources Last 30 Days i s £

@ Mitre ATT&CK TTP(S) Dashboard @ "o Recent Mitre ATT&CK Events

The Windows Filtering Platform has permitted a connection. Application
Initial Access Executicn Persistence Privilege Escalation Information: Process ID: 40792 Application Name:

FQ 30 142 84 1 16 Execution 2023-08-22 17:54:32

The access history in hive WPAC:\Users\paul-
845\ ppData\Local\Temp\SAMsettings.dmp was cleared updating 33 keys

1 | Credential Access 2023-08-22 17:54:32
M35E
Defense Evasion Credential Access Discovery Lateral Movement A new process has been created. Creator Subject: Security ID; 5-1-5-21-
3466521138-3413589505-1493347802-1002 Account Name: NT
© 281 48 41 42 ; e
4 ommand and Control 2023-08-22 17:54:32

An operation was performed on an object. Subject : Security ID: 5-1-5-19
Account Name: LOCAL SERVICE Account Domain: NT AUTHORITY Logon ID:

Collection Exfiltration Command and Control Impact Doy 2028 B dUoes

1 7 7 1 5 7 A handle to an object was requested. Subject: Security [D: 5-1-5-21-2

A Account Name: scott Account Demain: ELANEW2014 Logon |D: 0x3D5BE2
Credential Access 2023-08-22 17:54:32

change

A new process has been created. Creator Subject: Security ID: 5-1-5-21-
3466521 138-3413589505-1493347802-1002 Account Name: admin Account

Privilege Escalation 2023-08-22 17:54:32
Top 5 Mitre Events Top 5 Actors

A new process has been created. Creator Subject: Security ID: 5-1-5-21-
10k 3466521138-3413589505-1493347802-1002 Account Name: admin Account

Privilege Escalation 2023-08-22 17:54:32
@ Mavinject Process In... 100 )
: A handle to an object was requested. Subject: Security ID: 5-1-5-18 Account
@ Non Interactive Powe.. Name; PAUL-8845% Account Domain: ZOHOCORP Logon [D: 0x3E7 Object:
Encoded IEX 0 - . - Credential Access 2023-08-22 17:54:.
@ Execution in Non-Exe... & ¢ & N g
,bb"“ i Q}'*} o 3 \,'b“" An account failed to log on. Subject: Security ID: 5-1-0-0 Account Name: -
@ Executables Started ... e-\s\‘ Q@O Account Damain: - Lagan 10: Ox0 Logon Type: 3 Account For Which Lagon
ey

Event Count

v Lateral Mevement 2023-08-22 17:54:32
UseriName

A new process has been created. Creator Subject: Security ID: 5-1-5-21-
g . .

A AR S A AEARSAT & GANS STIAAS RS & Wi
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UEBA

Use machine learning to analyze Spot anomalies using time-based,
patterns of users and other entities count-based, and pattern-based
in the network to detect behavioral detection techniques

anomalies and anomalous activity
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Overview

@

Log360 )

Dashboard Anomaly Reports

Q Anomaly Trends ; Users

Recent Alerts View All

ueba_user2 - Insider Threats
20 -22 00:05:51

ueba_userl - Insider Threats

ueba_user2 - User : 192,168.6.1\ueba_user2,
Obtained : 200 events, Threshold : 36 events
Jul-22 00:05:46

2020

397 events, Threshold : 56 events

2020

| 192.168.5.1 - Entity : 192.168.5.1, Obtained :

22 00:05:46

192.168.5.1 - Entity : 192.168.5.1, Obtained :
396 events, Threshold : 55 events

ueba_user2 - User : 192.168.6.1\ueba_user2,
Obtained : 200 events, Threshold : 36 events
2020-Jul-22 00:05:45

ueba_user2 - User : 192.168.6.1\ueba_user2,

Recent Anomalies Q

4 Multiple Services Installed On ...
Mow20  Entity: 192.168.22.1 100
Obtained : 250
Threshold :

I - Windaws - New Sarvice Tnstallad

E Entities

Number of Events Ingested

359554

Anomaly Trends

10k

0k
Apr 2020

Top 10 Anomalous Activities

72710 'Q

Anomalies Detected

May 2020

W Windows Registry Activities

M Windows File Activities

M AD Logon
Windows Application Whitelisting
Windows USE Activities

B Windows System Activities

M User Activities

I 53 Bucket Activity Reports

W 1AM Activity

M Windows Logon

Jun 2020

Anomalies Based on Categories

10k
3
:_: 5k
o
<

Ok

O; Search..

Period | 2020-May-01 12:30:00 - 2020-Aug-01 12...

1688/1448

Tracking Users and Entities

Jul 2020
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Threat investigation
workbench

Add, compare, and analyze core
digital artifacts like users, devices,
and processes using Log360's threat
detection workbench

Analyze IPs with Log360's advanced
threat analytics (ATA) integrations,
including VirusTotal (one of the largest
live threat feeds offering domain risk
scores consolidated from multiple
security vendors), Whois information of
the threat source, and the associated files
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Personalized Demo  Log Receiver [ & 8 -

EventLog Analyzer )

Home Reports Compliance
Search | © How to search? W, Incident Workbench + Add to Incident  ExportAs + F&  — X
o a Pick Log-Seurcs Windows. 1234 A User Syed x @& Process ID: Ox2eled X D Device syed & User Jaga X £ User Hemaachandar X -
mt. (' -
Basic Advanced i User Risk Analysis User Activity Overview User Details
Parent Process Name = "svchost.exe”
Period 2017-09-22 to 2017-09-22
iM
o
8 100K
[
%
=
&
o W
]
oY a Q? o g o Q@
& & & & & [\ &
2000
Risk Score Trend
£ 1500
2
o
Y 1000
500 .
u Domair Microsoft.com Cards Based Peak Risk Score
23 00 o1 02 03 04 0s Department Finace
o Insider Threat ast Update: 03/12/2018 08:30 P
— 91
Current Risk Score
: 30 Data Ex-Filtration L date: ( /2018 0 P
© How to extract fields? 12
Peak Risk Score . 2
S 31 Dete Bt rakion Qg Lot Hpces (NG S 2010 o0 0
65
Message: -
Time: 2020-04-26 12:21:03 Event ID: 192.168.1.23 Process Id: Ox2e0ed User
Parent Process Id: Ox268 Parent Process Path: C:\Windows\System32\ Account N
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Incident response and
management
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Single console for network information

Strengthen your incident Reduce the mean time to detect (MTTD)
management with Log360's and the mean time to resolve (MTTR) an
dedicated incident overview incident by quickly detecting, categorizing,
dashboard analyzing, and resolving an incident

accurately with a centralized console
Gain insight into incidents that are

active, unresolved, recent, or critical Get instant alerts (categorized into three
to manage and prioritize incident severity levels: Attention, Trouble and
resolution Critical) to prioritize and remediate the

threat accordingly
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Dashboard

Search Correlation

Personalized Demo

Log Receiver A% ? - e

Log360 )
i Alerts Incident
e -
Select view ; Active alerts -
@

Critical Alerts

STEM 0 35

(e}
AD Audit q
1 2019-06-21 14:14:39
M365
20190621 14:14:05
Lo 20190621 13:13:59
UEBA

2019-06-21 12:58:23

20192-06-21 12:58:23

2019-06-21 12:55:06
& 2019-06-21 12:55:06
Maragement 2019-03-01 03:03:45

2019-03-01 02:03:45

2019-03-01 03:03:45

Reports

Compliance Settings LogMe Support

Trouble Alerts Attenition Alerts

0 2

Failed Logons - Test Profile2

Alert Format Message

Aaa: SAAA-4-LOGIN_FAILED : user admin failed to login [from: ] [service: login] [reason: Authentication falled - Bad secret]

Time : 2019-03-01 03:03:45

Device
192161.2341

Status

Open =

Notification Status

@ Falled

testmai@zoho.com

‘Workflow Status

Run Waorkflow

T

o

Q,  LogSearch

Exportas = [® | [E Add Alert Profile | %
2018-05-21 00:00:00 - 2022-05-21 23:59:59
All Alarts

37

More Details
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Active Directory (AD)
auditing and reporting
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Audit critical changes

Monitor all security group
membership changes, unauthorized
logon attempts, account lockouts,
OU permission changes, and any
other security event of interest
occurring in AD with extensive,
predefined audit reports

Get real-time alerts on user activities,
AD object changes, account
lockouts, and more, helping you to
instantly detect changes that pose a
threat to security
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i Log360.)

Dashboeard

Overview S AD Audit M365 Manager Plus Exchange Server UEBA ADM L 15 Risk Posture LOGQA w~ eu | & ﬁ-

Top User Logon Failures Account Management . Logon Failures - Error Code

=
- 3 ifi
=z // \ -# Account Modified
o e - -+ Account Deleted
- L]

Account Creation

Logon Peak Hour Usage Account Locked Out Users . Password Changed/Set Users

@ User Account password set
& 06 Mar 24

® Change Password Attempt

|||H|’||||||H|‘||| iy
coeanoma BRNLLLELLLLLLBLLNLLLELL @ fallue

ADFS Logon History

@ No Data Available
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Data security
monitoring
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Monitor access
to sensitive data

Discover sensitive data (PIl, PHI, etc.) across your network using
predefined and custom policies

Ensure integrity of confidential files and folders with file integrity

monitoring

Get real-time alerts for unauthorized file accesses, permission
changes, and modifications
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a. DataSecurity Plus

Risk Analysis

Dashboard Reports Ownership Analysis Configuration

Sensitive Data by Owner

20

\fap

Sensitive Data by File Type

docx 5
pdf 3

Xla 3

File Type

dotm 2

12

admanag

plus\dsp

Sensitive Data by Policy

32

GDPR Policy

Sensitive Data by Polic

Sensitive Data by Source Type

12

32

Sensitive Data by Rule

. 100k

: 72.40K

G 8

= go 41.64 K

£ Slk 31.25K 31.25K
12 o Ok

2 & C
5 & 3 g
301 e © 5 &
3
Rul
. A
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Thank you!

Contact

log360-support@manageengine.com



