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m EDR Detection Validation Test 2026
EDR Executive Summary

AV-Comparatives conducted this EDR Detection Validation Test in March 2026, with the report published
in May 2026.

The test evaluates the ability of EDR solutions to detect and provide visibility into a multi-step attack
scenario consisting of 14 stages, as well as their behaviour in Signal-to-Noise situations. For this purpose,
the product was configured in detection-only mode to enable a consistent assessment of detection and
visibility across all attack steps. This approach focuses on how effectively individual techniques are
identified and investigated, independent of prevention mechanisms.

ManageEngine Endpoint Central with EDR demonstrated detection visibility across
multiple stages of the attack scenario, providing a combination of alert-based
detections and telemetry that supports effective threat hunting and investigation.

ManageEngine Endpoint Central with EDR was Certified in the EDR Detection
Validation Test.

CERTIFIED

The product provided detection coverage across a substantial portion of the steps, EDR Detection
based on the presence of alerts and/or relevant telemetry.

2026

The table below differentiates between alert-based detection (Active Response) and telemetry-based
visibility that can be identified through threat hunting. Detection coverage is based on the presence of
either alerts or relevant telemetry.

Active
Response

Telemetry

While not all steps resulted in immediate alerting, the available telemetry provided sufficient visibility to
identify and investigate the underlying activity through threat hunting. The distinction between alerting
and telemetry reflects differences in operational effort rather than detection capability.

In addition to the attack scenario, five Signal-to-Noise scenarios were executed to assess alerting behaviour
during benign administrative activities. The product handled these scenarios appropriately, without
generating excessive or misleading alerts.

Validated

Active Response Not Validated
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Introduction

Every year, AV-Comparatives conducts the EPR Test, which focuses on measuring the quality of prevention
provided by EPP, EDR, and XDR products. In addition, AV-Comparatives conducts the EDR Detection
Validation Test, which evaluates the detection and visibility capabilities of these products, complementing
the prevention-focused assessment of the EPR Test. The test design is informed by industry feedback and
evolving enterprise requirements, reflecting current expectations around detection, visibility, and
operational usability in modern security environments. It is continuously refined on an annual basis.

Methodology

Detection Evaluation Approach

EDR Detection Validation Test 2026

This test focuses on the ability of EDR solutions to detect and provide visibility into individual attack
steps, rather than to prevent them. To enable this, all products were configured in detection-only mode.

This visibility may be provided in two forms:

o Active Response (Alerting):
The product generates an alert in the management console or locally, highlighting the activity and
bringing it to the immediate attention of the analyst.

o Telemetry (Threat Hunting):
The activity is recorded as part of the product’s telemetry and can be identified through manual
investigation or threat hunting queries.

Both forms represent valid detection capabilities, although they differ in terms of operational effort required
for identification.

To reflect this, we differentiate between:

o Immediate detection (Active Response), where the product generates an alert
o Investigative detection (Telemetry), where the activity is discoverable through telemetry

This distinction allows us to evaluate not only whether an activity is visible, but also how easily it can be
identified during real-world operations.

This configuration differs from typical enterprise deployments, where products are usually operated with
prevention and automated response enabled. In some cases, such a detection-only configuration is not
directly supported and requires adjustments. The purpose of this approach is not to simulate a default
deployment, but to isolate and evaluate detection capabilities in a controlled and comparable manner across
all tested products. As a result, the findings of this test should be interpreted in the context of detection
and visibility, and not as a measure of full protection effectiveness. The absence of an alert should not be
interpreted as a lack of detection capability if sufficient telemetry is available to identify the activity.

4



AV

comparatives

EDR Detection Validation Test 2026

Step Evaluation Logic

Each attack step may consist of multiple sub-steps. A step is evaluated based on the overall visibility of the
activity:

e Validated: Relevant detection is available (via alert or telemetry), providing sufficient context for
an analyst to identify the activity.
e Not Validated: No relevant detection or telemetry was observed.

A step is considered detected if relevant visibility is available, either through alerts or telemetry.

Note on Early-Stage Activity (Initial Access)

For early-stage activities such as initial access, the absence of an alert does not necessarily indicate a
detection gap. Depending on the technique used, these stages may generate either low-signal or clearly
suspicious events. In some scenarios, immediate alerting may not be expected or appropriate in order to
avoid false positives. In other cases, alerting may be possible depending on the characteristics of the
activity and the product’s detection logic. Where no alert is generated, the availability of structured
telemetry and contextual information is considered sufficient to support detection and investigation.

Test Configuration and Retesting Policy

To ensure fairness and comparability across all tested products, each solution must be configured correctly
prior to the start of testing. Vendors are given the opportunity to review and confirm the configuration
during the setup phase. Once the test has started, the configuration is considered final. If a product deviates
from the intended test configuration during execution (e.g. due to misconfiguration, product limitations,
or unexpected behaviour such as blocking activity despite detection-only settings), the observed results
will be used for the evaluation. This policy will apply to all EDR tests conducted from 2027 onwards.
Retesting will generally not be performed in such cases, as this would compromise consistency across
participants. Exceptions may be considered only in rare cases at AV-Comparatives’ discretion, for example
in the event of demonstrable test environment issues. Vendors are responsible for ensuring that their
product behaves according to the agreed configuration during the test.

Configuration Considerations

Products are expected to be configured in a manner that reflects realistic enterprise deployments. While
detailed logging and telemetry can improve visibility, configurations that significantly impact system
usability, performance, or operational practicality are not considered representative of typical production
environments. The evaluation focuses on detection capabilities under balanced and practically usable
configurations, rather than extreme settings designed solely to maximize data collection. Vendors are
responsible for ensuring that their product configuration reflects an appropriate balance between visibility
and operational usability. If a configuration is observed to significantly impact system performance or
usability, this will be clearly noted in the report to ensure an accurate interpretation of the results.
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Attack Scenario

As mentioned above, this test is not designed to evaluate the quality of prevention mechanisms but rather
the detection capabilities of individual attack steps and techniques in EDR products. To facilitate this, each
product in the test was configured to operate in detection-only mode. This approach allows us to closely
examine how well separate techniques are detected, even for actions or activities that the product would
typically block in its default configuration. Additionally, it ensures that a Security Officer receives sufficient
Threat Intelligence information for later analysis.

The complexity of configuring products for detection-only mode varies from vendor to vendor. Some vendors
provide an easy-to-use switch to activate this mode, while others do not, as their solutions are designed to
operate in an automatic mode, blocking and remediating all malicious activities while accumulating related
technical information about the prevented attack. To ensure consistency and accuracy, we worked directly
with each vendor during the setup process and thoroughly documented all configuration changes made.

Why do we configure products in detection-only mode instead of attempting to bypass them with an initial
access malware sample before moving on to post-exploitation? The main reason is simple: we cannot reliably
create a malware sample that is guaranteed to bypass every product and establish a command-and-control
(C2) channel. Even if we could, the likelihood of successfully bypassing all products in the test using the
same sample is quite low. While it might be possible to craft a sample that evades multiple products with
enough time and effort, this would require tailoring different samples for each product.

To streamline the testing approach, it is far more efficient to configure all products in detection-only mode.
This ensures consistent initial access across products using the same malware sample, or more precisely,
the same malware type or technique (recompiled as needed for each test). This method provides a
standardized starting point for post-exploitation activities, making comparisons between products fairer
and more reliable.

It is important to note that no vendor knows in advance which APT threat model, chain of attack techniques,
or execution flow will be used in the test. Each product is evaluated blindly, meaning vendors have no prior
knowledge of the exact attack sequence. This approach ensures a real-world simulation of how their product
would perform against an unknown advanced persistent threat (APT). Future test scenarios will not be
identical and may evolve over time, ensuring a balanced and fair evaluation across all tested vendors.

Signal-to-Noise Analysis

In addition to the primary attack scenario, we designed five distinct Signal-to-Noise scenarios to measure
noisy alerting behaviour . Unlike several other test labs, we deliberately excluded these scenarios from the
main attack simulation based on several key considerations.

In real-world attack scenarios and enterprise threat investigations, Signal-to-Noise analysis provides critical
insights for threat hunting. However, integrating these scenarios into the primary attack simulation could
introduce additional variables that may obscure the true detection effectiveness of the tested products.
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To maintain clarity, we conducted Signal-to-Noise testing as a separate activity. For example, consider an
organization where an EDR triggers an alert for a scheduled task executing a script from the SYSVOL share
on a workstation. While this activity might be completely legitimate within the organization, it could also
indicate an attack. Investigating such detections requires resources, including personnel, time, and tools,
to determine whether the activity is benign or part of a malicious campaign.

By decoupling the Signal-to-Noise test from the primary attack scenario, organizations gain a clearer
understanding of the impact of Signal-to-Noise (noisy alerting behaviour ) without conflating it with actual
attack indicators. This separation not only ensures a more accurate assessment of an EDR’s detection
capabilities but also helps prevent unnecessary investigations triggered by unrelated Signal-to-Noise
scenarios. Ultimately, this approach reduces operational overhead and enhances efficiency in threat
detection and response.

Starting from 2027, alerts on legitimate system or trusted processes observed during the test scenarios may
be considered in the signal-to-noise assessment, particularly where such alerts impact the clarity, relevance,
or usability of the detection results.

Certification Criteria

Certification is granted based on a product’s ability to provide consistent and meaningful detection coverage
across the attack chain, while maintaining acceptable signal-to-noise levels.

To achieve certification, a product must:

e Provide sufficient visibility into at least two-thirds of the attack steps, either through alerts or
telemetry, enabling an analyst to identify and investigate the activity

e Demonstrate the ability to correlate and contextualize events across multiple stages of the attack

* Not generate alerts in more than three Signal-to-Noise scenarios

The evaluation considers not only whether individual steps are detected, but also whether the overall attack
sequence can be understood and reconstructed based on the available data. Detection coverage is based on
the presence of relevant visibility, regardless of whether it is provided through alerts or telemetry. Threat
hunting results are based solely on information available via the central management console, without
performing additional endpoint-side evidence collection or local artefact analysis. Only certified products
will have their reports published.
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Tested Product

ManageEngine Endpoint Central with EDR was tested as part of AV-Comparatives' EDR Detection Certification
Test in March 2026. The tested product version was 11.5. The test aimed to validate the product's threat
detection capabilities.

Test Setup

The test environment consists of an internal lab setup with Windows 11 workstations/clients, along with a
file server and a domain controller, both running Windows Server 2022.

The command-and-control (C&C) infrastructure was hosted in Microsoft Azure, with the C&C server deployed
on a Kali Linux virtual machine. A redirector was used to forward traffic from the implant/payload to the
C&C server, providing an additional layer of obfuscation.

Spear-phishing emails were delivered to the target machine (WS01) within the internal lab environment
using a standard mail account.

Microsoft Azure Internal Network - LAB

C&C Server:
Kali Linux

Workstation WS01:

Windows 11
C&C Redirector:
Linux Debian

Firewall - :
Domain Controller DCO1: Fileserver FS01:
Windows Server 2022 Windows Server 2022
Email Server Workstation WS02:
Windows 11

Figure 1 Test Setup Infrastructure
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How We Tested

EDR Detection Validation Test 2026

For the attack scenario, a commercially and publicly available command-and-control (C2) framework was
used, deployed on a Linux-based system hosted in Microsoft Azure.

To manage communication between the implant (payload on the targeted client) and the C2 server, an
additional system was configured as a redirector. This intermediary routed command-and-control traffic from
compromised endpoints within the internal test network to the C2 server, providing an additional layer of
obfuscation and reflecting common real-world attacker practices.

To increase the plausibility of the external infrastructure, the redirector was configured to resemble a
legitimate service, including the use of a realistic domain name and appropriate web categorization. These
measures help simulate realistic conditions and reduce the Llikelihood of trivial detection based on
infrastructure characteristics alone.

While more complex infrastructures (e.g. involving multiple redirectors or proxy layers) are often used in
real-world scenarios, the setup used in this test was intentionally kept controlled and reproducible.

For the initial access phase, a malicious payload was delivered via a spear-phishing email containing a
download link. The payload was designed to simulate a realistic user-driven execution scenario.

The scenario was designed to represent realistic attack techniques while maintaining a controlled and
comparable test environment.
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The attack scenario is designed to simulate a realistic red team engagement, informed by practical
experience and influenced by techniques observed in Advanced Persistent Threat (APT) activity, with this
year’s scenario primarily drawing on groups such as APT29 (Cozy Bear / Nobelium), APT41 (Winnti / Barium
/ Wicked Panda), APT27 (Emissary Panda), APT10 (Stone Panda) and FIN7 (Carbanak group). These groups
are referenced as representative examples of advanced adversary behaviour , rather than as direct emulation
targets.

Rather than replicating a specific APT group, the focus is on a broader set of Tactics, Techniques, and
Procedures (TTPs) that are commonly encountered in real-world environments. This approach enables the
evaluation of detection capabilities across a diverse range of attack techniques, reflecting threats that
organizations are likely to face in practice.

To ensure a realistic assessment, vendors are not informed in advance about the specific techniques used
during the test. This reflects real-world conditions, where attackers do not disclose their methods, and
allows for an unbiased evaluation of how effectively products identify and respond to previously unseen
activity.

Windows 11- WS01
Target Host

Win Server 2022 - FSO1

Target Host Win Server 2022 - FSO1

Target Host

Step 1 - Initial Access
Delivery spear phishing email
to target WS01, open email and
download malware.

Step 8 - Process Injection &
Process injection from
rundll32.exe into a locally
started msedge.exe process.

Step 9 - Persistence
Creating persistence through
a local administrator account.

4

Windows 11 - WS01

Windows 11 - WS01 Target Host

Target Host

Win Server 2022 - FSO1
Target Host

Step 7 - Lateral Movement
Move laterally from WS01 to
FS01 using the credentials
from the Kerberoasted
service account.

j 1

Step 2 - Execution
Execution of malware in the
context of the domain user on
WS01 (medium integrity).

Step 10 - Impersonation
Impersonating a privileged
domain user account via
token stealing.

Windows 11- WS01
Target Host

Step 3 - Process Injection
Process injection from
rundll32.exe into a locally
started chrome.exe process.

Windows 11 - WS01
Target Host

Step 6 - Credential Access
Credential access through
Kerberoasting.

Y

Win Server 2022 - FSO1
Target Host

Step 11 - Lateral Movement
Move laterally from FSO1to
DCO1 using the credentials
from the impersonated
domain user.

Win Server 2022 - DCO1
Target Host

Step 14 - Credential Access
Credential access through
DCSync.

Windows 11- WS01
Target Host

Step 4 - Persistence
Establish local unprivileged
persistence through a
scheduled task using a COM
object.

L

Windows 11 - WS01
Target Host

Step 5 - Discovery
Enumeration of installed
security software, user
sessions, UAC level, and

related system information.

Y

Win Server 2022 - DCO1
Target Host

Step 12 - Process Injection
Process injection from
wsmprovhost.exe into a
locally started wuauclt.exe
process.

Y

Win Server 2022 - DCO1
Target Host

Step 13 - Persistence
Creating persistence through
a domain admin account.

Figure 2 Detection Test Workflow
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The following list provides an overview of the steps and sub-steps executed during the attack scenario.

Step 1: Initial Access Malware Delivery

Step 2: Initial Access Spearphishing Link & User Interaction Simulation
Step 3: Command and Control Browser-Parented Beacon Execution

Step 4: Persistence Scheduled Task Creation

Step 5: Discovery Local System & Domain Enumeration

Step 6: Credential Access Kerberoasting Service Account

Step 7: Lateral Movement Service Account Authentication to FSO01

Step 8: Command and Control Browser-Parented Beacon Execution

Step 9: Persistence / Privilege Escalation Local Administrator Account Creation on FSO1
Step 10: Privilege Escalation / Discovery Domain User Impersonation & Privilege Assessment
Step 11: Lateral Movement Domain Admin Pivot from FSO1 to DCO1

Step 12: Command and Control Parent/Child Process Masquerading on DCO1

Step 13: Persistence / Privilege Escalation = Domain Admin Account Creation

Step 14: Credential Access DCSync Attack (Domain Credential Replication)

Signal-to-Noise Test Workflow

We designed and tested five distinct Signal-to-Noise scenarios to evaluate the quality of detections and
alerts, focusing on over-alerting prevention. As previously mentioned, to ensure accurate results, we fully
separated these tests from the attack scenario, preventing any interference with the assessment of detection
effectiveness. Each Signal-to-Noise scenario was tested independently, allowing for a clear evaluation of
how well products differentiate between benign activity and real threats.

11
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Alerting and Incident Generation

Security products differ in how detection events are presented. Some generate a high number of individual
alerts, while others correlate multiple events into a smaller number of incidents.

For this reason, both raw alert counts and, where applicable, incident counts are provided. These metrics
offer an indication of operational workload and alert correlation behaviour.

A higher number of alerts combined with a lower number of incidents may indicate stronger correlation
capabilities. Conversely, a high number of alerts without corresponding correlation may increase analyst
workload.

A low alert count should not be interpreted as better performance, as it may also indicate reduced visibility.

Incident definitions are product-specific and may vary between vendors; therefore, these values are provided
for informational purposes and are not directly comparable across all products.

This metric reflects how detection information is presented to analysts, rather than how effectively threats
are detected.

ManageEngine generated 12 alerts.

A 10 e 6 J Seddaanide D 2
Al Unresolved  Resolved v Q & &
Name Detection Source Detected On N Severity Alerts Infected Devices Incident Status Detection Status Action
powershell.exe Script Detection Engi... Aedium 4 1 Unresolved Open [cD)
msedge.exe Behavior Detection E.. Aedium 1 1 Unresolved Open [co)
wmiprvse.exe Behavior Detection E... Aedium bl 1 Unresolved Open =

e5043bd exe DeepAV Engine High 1 1 Unresolved Open D

msedge exe DeepAV Engine High 2 1 Unresolved Open (o]
Reader_en_installcpl  DespAV Engine High 2 1 Unresolved Open [cD)

Rows per page 25 1-60f6
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Test Results in Brief

Detection Test Results
This section presents the detailed detection results for the attack scenario, which consists of 14 steps.

The table below summarizes detection outcomes on a step-by-step basis. Active Response indicates that an
alert was generated in the product interface. Telemetry indicates that the activity was recorded and could
be identified through threat hunting. A step is considered detected if either alerting or relevant telemetry
is available.

Active
Response

Telemetry

Tab 1 Detection Test Results

Validated Not Validated

In cases where no active alert was generated and no relevant telemetry could be identified during our
analysis, vendors were given the opportunity to assist in reviewing the data to confirm whether any relevant
events were available within the product. This approach helps ensure that results are not affected by
differences in threat hunting techniques or product-specific knowledge. Any additional findings identified
during this process must be reproducible and consistent with the original test conditions.

The image below shows an overview of the command-and-control sessions in the C2 framework related to
the attack scenario.

L1-HTTP_Test jackwhite [labl\svc_sglservice] W01 chrome.exe 5748 x64 27s 15 seconds (47% jitter)
L1-HTTP_Test SYSTEM * [LAB‘\alice jones] F501 msedge.exe 10164 x64 309ms 14 seconds (67% jitter)
L1-HTTP_Test SYSTEM™ FS01 rundll32. exe 9144 x64 1s 9 seconds (39% jitter)

L1-HTTP_Test jackwhite W301 rundll32. exe 2004 x64 33s 13 seconds (33% jitter)
L1-HTTP_Test alice.jones * DCo wsmprovhost exe 1960 x64 10s 19 seconds (67% jitter)
L1-HTTP_Test alice.jones * DCo wuauclt exe 4176 x64 1s 14 seconds (64% jitter)

Figure 3 Command-and-Control sessions

13
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Interpretation of Detection Results

The following section provides guidance on how to interpret these results in the context of detection
visibility and operational usability.

When interpreting the results, it is important to consider not only whether detection data is present, but
also how this information is presented to analysts. EDR products differ significantly in how detection events
are structured, correlated, and visualized. A product that generates a high volume of raw telemetry or alerts
may provide broad visibility but can also increase analytical complexity if the information is not effectively
organized. Conversely, a product that presents fewer but well-correlated and clearly structured events may
enable faster and more efficient investigation, even if not every individual activity is surfaced
independently.

For this reason, the results should not be interpreted purely as a quantitative comparison of detection
points, but also in the context of usability, correlation, and the overall ability to support effective incident
analysis. The evaluation therefore considers both detection visibility and operational usability as key aspects
of effective detection.

As a result, direct comparisons between products based solely on the number of detected steps or alerts
may not fully reflect their effectiveness in practice. The results should be interpreted in the context of both
detection coverage and how effectively the product supports analysis and investigation.

14
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Signal-to-Noise Test Results

This section presents detailed results for all Signal-to-Noise scenarios, each of which was executed
independently and decoupled from the attack scenario.

Additional manual investigation of telemetry-based events was conducted primarily in the context of
validating alert-based detections, as threat hunting itself is outside the primary scope of this test.

Active Response

Tab 2 Signal-to-Noise Test Results

Validated Not Validated

15
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Test Results in Detail: Detection Test

In this public report, certain sensitive information has been blurred in the screenshots. This includes details
that could reveal aspects of the test setup or methodology beyond what is necessary for interpretation of
the results. These measures are taken to ensure fairness, maintain confidentiality, and preserve the integrity
of the testing process. Test scenarios are newly developed for each test cycle and are not reused, ensuring
continued relevance and a balanced evaluation across all participating vendors.

Step 1. Initial Access

Description In the first step, we simulated an Initial Access scenario by delivering a malicious payload to the
domain user Jack White on WS01 via a targeted spearphishing email. A malicious Control Panel
applet (.cpl) was crafted to mimic a legitimate Adobe Reader update. The payload was packaged in
a password-protected .7z archive to emulate common evasion techniques and hosted externally on
pCloud. The phishing email contained a hyperlink to the hosted archive and was designed to
resemble an internal IT notification requesting an urgent update.

TTPs e T1566.002 - Spearphishing Link

Delivery of a malicious hyperlink within a targeted phishing email directing the user to an
external file hosting service.

e T1036 - Masquerading
The malicious Control Panel applet was disguised as a legitimate Adobe Reader update to
deceive the user.

e T1105 - Ingress Tool Transfer
Retrieval of malicious tooling from an external hosting provider into the target environment.

e T1027 - Obfuscated/Compressed Files and Information
Use of a password-protected archive to evade automated inspection mechanisms.

Performed on Wso01

Host IPv4 10.10.70.202

User context jack.white@lab.local
Integrity level medium integrity

Result / Observations We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting provides useful confirmation for this step because it shows the phishing chain at
process level on WSO1. The screenshots capture OUTLOOK.EXE launching chrome.exe under user
jack.white, with the Chrome command line containing a direct pCloud public link. That is a
meaningful finding, because it ties the mail client directly to browser execution and preserves the
URL-based context of the user interaction. The hunting metadata also classifies this as Email Client
Executing Child Process, which is a sensible analytic for this stage and gives a clear indicator that
the transition from email to external content was visible.

16
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The additional hunting results further support the download phase by showing chrome.exe creating
files in the user's Downloads directory. In particular, the screenshots show creation of
Reader_en_install.7z:Zone.Identifier, which is a strong indicator that a file downloaded from the
Internet was written to disk, and another temporary file in the same location that is consistent with
browser download activity. Together, these artefacts make the sequence fairly easy to reconstruct
from a hunting perspective: Outlook opened Chrome, Chrome accessed the pCloud-hosted content,
and browser-related file artefacts were created in Downloads.

At the same time, the hunting evidence is somewhat stronger for the email-to-browser handoff
and the download artefacts than for the full malware-delivery chain end to end. The screenshots
do not clearly show the actual contents of the downloaded archive being extracted, nor do they
prove from hunting alone that the malicious CPL payload was already executed at this specific point.
In that sense, the hunting coverage is helpful but still somewhat partial: it confirms suspicious user-
driven access to the hosting link and associated file creation on disk, but it stops short of fully
demonstrating the complete transition from download to payload execution. From a defensive
standpoint, that is still valuable, although for a step labelled malware delivery one would ideally
want equally direct hunting evidence for the archive itself and its immediate follow-on execution.

Step 1 Manual investigation for telemetry / Threat hunting

Syntax Classic

s~ Chart Summary

Events Count

Hunting Result

Timestamp

a

class_name - Fr

status- 5
status_detail

logtype="edrevents” and device hostname contains “WS501" and process parent_process file.name contains 111 ,\f_,\’ L1 Add oA
"outlook.exe” and activity_name contains "Launch” and process.cmd_line = "\C:\\Program
FilesWGoogle\ChromeApplication\ichrome exey"

() Valid Query, Press space to add more criteria.

Collapse
1
Time Range
Event Meta Device details Event details Actor details Behaviour details
device hostname

processname - chrome exe actor.process.name - finding_info.created_time -

class_uid - 1007 device.type - OUTLOOKEXE

associated_class_name - device.ip - actorprocess.pid - 113 finding_info.src_url -
associated_class_uvid - device uid 4430 actor process uid - 1 e - [f
activity_name - Launch B db26-4¢73-13628

activity_id- 1 actor.process.cmd_lin

category_name - Systemn Activity M

category_uid - 1 Off EX

type_name - Fr E

Launch actor.process.created_time -

type_uid - 100701 process.created_time -

status_code - actor process file name -

status_id process terminated_time - OUTLOOK EXE

actor.process filepath - C'\Program

process filepath -

&\ Chro

Office 16VOUTLOOKEX

process file sha256 -
59507,

tor.process file.sha256 -

o B MO T

S name"; "attack
OE03CI5D206 OE03CY5D206 finding_info title -
processfiletype_id- 1 actorprocess fileext - EXE Executing child pro

process.parent_process.name - actor.process filetype_id- 1 finding_info.analytic.n

OUTLOOK EXE actor.user.name - Clier
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Syntax Classic

~~ Chart Summary

"

Events Count

o

Hunting Result

Timestamp

Syntax Classic

~~ Chart Summary

Events Count
e

Hunting Result

Timestamp

]

logtype="edrevents” and device hostname contains "W501" and process.parent_process.file.name contains
"outlook.exe” and activity_name contains "Launch” and process.cmd_line = "C\\Program
FileshGooglehChromebhApplicationchrome.exe\" —single-argument

(=) Valid Query, Press space to add more criteria.

Event Meta
wpp
status_code - 0

status_id - 1

status - Success

status_detail - Launch Success

Device details

Tirne Range

Event details

B s La e

process.terminated_time -
process.filename - chromeove
process.filepath - C'\Program

Files\Google\ Chrome Applicationch
O e
process.filesha25é -

635 D7ASO6AF2C5B076087 36467
1AT56896319C1DTF177913CICEF
ADED3CY5D208
process filetype_id- 1
process.parent_process.name -

QUTLOOKEXE
process.parent_process.pid -

11380
process.user.name - jackowhite
process.user.type - Admin
processlineage_uid - [

"process lineage_uid™: "1cb79ela-
507e-db26-4c73-13628bd41d95" |,
{ “process.lineage_uid™: "c0561293-
$75b-d18§-0093-bBdA053132ed" ], {
"process lineage_uid": "fe570e37-
&fce-2038-2cfe-Flchade06467" 1]

logtype="edrevents” and device hostname contains "WS01" and actor.process.file.name contains “chrome.exe"
and class_name contains "File Activity" and activity_name contains "Create” and fle.path contains "Downloads”

Event Meta

class_name - File Activity
class_uid - 1001
associated_class_name -
associated_class_uid -
activity_name - Create
activity_id- &

category_name - System Activity
category_uid- 1

type_name - File System Activity:
Create

type_uid - 100101

status_code- 0

status_id- 1

status - Success

status_detail - Create Success

() Walid Query, Press space to add more criteria.

Device details

device hostname - W501

device type - Laptop

deviceip - 10.10.70.202
deviceuid - b7a91ded-1519-4430-
Bobe-aBbeZecd 66b

Time Range

Event details

file.name -

reader_en_install 7z-zone identifier
file.path -
chusershjackwhitéydownloads\read
er_en_install 7z-zone identifier
filetype_id- 1
fileext - identifier
file_result.name -

reader_en_install 7z-zone identifier
file_result path -

chusershjack whitéydownloadsiread
er_en_install 7z-zone identifier
file_resulttype_id - 1
file_resultext - identifier
is_remote -
src_endpoint.ip -
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- @ | | O Addioa

Actor details

actor process file name -

OUTLOOKEXE
actor.process.file.path- C:\Program
Files\Micrasoft
Office\root'Office 1640UTLOOK EX
E
actor.process. file sha256 -

6507 AS06AF2CSBORE08T 36467
1AT756896319C1DT177I13CICER
AQDEQ3CY5D206
actor.process fileext - EXE
actor.process.file.type_id - 1
actor.user.name -
actor.process. parent_process.name
actor.process.parent_process.pid -
actor.process. parent_process.uid -

Collapse

Behaviour details

“finding_info attacks tactic name":
“attack execution”.
“finding_info.attacks technigque name
" “attackuser_ewecution”,
“finding_info.attacksversion™ "15.1",
“Ainding info.attacks sub_technigue.
uid™: "attack T1204.002",
“finding_info.attacks sub_technigue.
name": "attackmalicious_file” }
finding_info_title - Email Client
Executing child process
finding_info.analytic.name - Email
Client Executing child process
finding_info_.analytic type - Rule
finding_info.analytic.category -
behaviour

- @ | L AddioA

Actor details

actorprocess.name - chromeexe
actor process.pid - 2608
actorprocess.uid - b453d91f-Acfa-
dbec3-4572-293bbd32fBF2
actor process.cmd_line -
“CAProgram
Files\Google\Chroma\ Application\ch
rome.exe" —type=utility --utility-sub-
type=quarantine.mojom. Guarantine
--lang=en-US —service-sandbosx-
type=none -—-ho-pre-read-main-dll -
metrics-shmem-
handle=2532,,1593930475414734
136,1032434217352475626881,5242
88 —held-trial-
handle=1792,,1099774173110165
5165,14094778315228758200,252
144 —variations-seed-
version=202480405-
030043.742000-production —
pseudonymization-salt-
handle=1794.9535316476313062
066,17901517131948785184.4 -
trace-process-track-
uuid=31%0702020982419%07 -
mnin-nlatform-channel-

Collapse

Behaviour details
finding_info.created_time -

finding_info.src_url -
finding_info.types - [{
“finding_infotypes": "behaviour" 1.{
“hinding_infotypes": "detection” }
finding_info.attacks - ||
“finding_info.attacks tacticuid":
“zttack TADOD1",
“fhinding_info.attacks technigue.uid™:
“attack T1566"

“finding_info attacks tactic name”:
“attackinitial_access”,

“finding info.attacks technigue name
" "attackphishing",
“finding_info.attacksversion™ "15.1",
“finding info.attacks sub_technigue
uid": "attack T1564.001"
“finding_info attacks sub_technigue
name":

“attack spearphishing_attachment" }

finding_info.title - File Created by
Browser
finding_info.analytic name - File
Created by Rroweor
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Ewvents Count

Syntax Classic

Chart Summary

Hunting Result

s

Timestamp

Syntax Classic

Chart Summary

Hunting Result

i

Timestamp

logtype="edrevents” and device.hostname contains "W3s01" and actor.process.file.name contains “chrome.exe”
and class_name contains "File Activity" and activity_name contains "Create” and file.path contains "Downloads™

() valid Query, Press space to add more criteria.

Time Range

Event Meta Device details Event details

file.name - 478b3293-%e54-4d00-
afhd-9064d0e 73910 tmp
file.path -

device hostname - W501
device type - Laptop
deviceip- 10.10.70.202

class_name - File Activity
class_uid - 1001
associated_class_name -

associated_class_uid - device.uid - b7291ded-1519-4430- chusershjack white\downloads\478
activity_name - Create Bebe-aBbeZecd 666b b3293-%e54-4d00-afb4-

activity id- & F064d0e73910Lmp

categorv name - Svstem Activity file.tvoe id- 1

logtype="edrevents” and device.hostname contains "W3s01" and actor.process.file.name contains “chrome.exe”
and class_name contains "File Activity" and activity_name contains "Create” and file.path contains "Downloads”

() Walid Query, Press space to add more criteria.

Event Meta

class_name - File Activity
class_uid - 1001
associated_class_name -
associated_class_uid -
activity_name - Create
activity_id - &

category_name - System Activity
category_uid - 1

type_name - File System Activity:

Create

type_uid - 100101
status_code - 0

status_id- 1

status - Success
status_detail - Create Success

class_name - File Activity
class_uid- 1001
associated_class_name -
associated_class_uid -
activity_name - Create
activity_id - &

category_name - System Activity
category_uid- 1

Device details

device hostname - Ws01

device type - Laptop

deviceip- 10.10.70.202
device.uid - b7a%1ded-1519-4430-
Bebe-aBbeZecd 6660

device hostname - Ws01

device type - Lapiop

deviceip- 10.10.70.202
deviceuid - b7a91ded-1519-4430-
Bcbe-aBbeZecd 666b

Event details

file.name - 478b3293-9254-4d00-
afb4-9064d0e73910.tmp

file.path -

chusershjack whitehdownloads\478
b3293-9e54-4d00-afb4-
9064d0e73910tmp

file.type_id - 1

fileext- tmp

file_result.name - 478b3293-9e54-
4d00-afbd-2064d0e73910 tmp
file_result_path -

chusers\jack whitehdownload\ 478
b3293-9254-4d00-afbd-
$064d0e73910tmp

file_result type_id - 1
file_resultext - tmp

is_remote -

src_endpoint.ip -

file.name -

eicar_com zip-zone identifier
file.path -

chusersjack whitehdownloads\eica
r_com.zip:zone.identifier
filetype_id- 1

file.ext - identifier
file_result.name -
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Actor details

actor.process.created_time -

actor process file name -
chrome.exe

actor.process.file path- C:\Program
Files\Google\Chrome\Application\ch
O e

actor.process. file.sha256 -

69507 AS06AFZC5BOPE08736467
1AF5E6B96319C1DT1T7913CICEF
ADE03CY5D206
actor.process.fileext - EXE
actor.process.filetype id - 1
actor.username - jackwhite
actor.process.parent_process.name
actor process parent_process pid -
actor.process.parent_process.uid -

actor.process.name - chromeexe
actorprocess.pid - 9324
actor.process.uid - 1d2830%-
7028-4509-66ec-B7593978186C
actor.process.cmd_line -
“C:\Program
Files\Google\Chromel Anolicationich

Actor details

actor.process.name - chrome exe
actor.process.pid - 9324
actor.process.uid - 1d2830%-
T028-4509-66ec-B7593778186¢
actor.process.cmd _line -
"C\Program
Files\GooglehChrome\Applicationich
rome.exe"
actor.process.created_time -

actor.process.file.name -
chrome.exe
actor.process.filepath- C\Program

Files\GooglehChrome\ Applicationich
FOMme e
actor.process.file.sha256 -

69507 AS06AF2C5B096087356467
1A756B94319C1DT1T7913C1CEF
ADED3CISD206
actor.process.file.ext - ExXE
actor.process.file.type_id - 1
actor.username - jackwhite
actor.process.parent_process.name

actor.process.parent_process.pid -
actor.process.parent_process.uid -

actor.process.name - chromeexe
actor process pid - 12614
actor.process.uid - 798c4545-f4a1-
b972-430d-dadceb137clf
actor.process.cmd_line -
"C\Program
Files\Google\Chrome\Application\ch
rome.exe” —-type=utility --utility-sub-

- @ | | Q addioa

Collapse
@
Behaviour details
finding_info.analytic.category -
behaviour

finding_info.created_time -
finding_info.src_url -
finding_info.types -
finding_info.attacks -
finding_info.title -
finding_info.analytic.name -
finding info.analvtic.tvoe -

- @ | | O Addioa

Expanc

Behaviour details

finding_info.created_time -
finding_info.src_url -
finding_info.types -
finding_info.attacks -
finding_info.title -
finding_info.analytic.name -
finding_info.analytic type -
finding_info.analytic.category -

finding_info.created_time -

finding_info.src_url -
finding_info.types- [{
“finding_info.types": "behaviour"},{
“Anding_info.types": "detection™ }
finding_info.attacks - [{
“finding_info.attacks tactic.uid":
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Syntax Classic

“ Chart Summary

Hunting Result

Timestamp

Event Meta
category uid - 1

type_name - File System Activity:

Create

type_uid - 100101
status_code- 0

status_id - 1

status - Success
status_detail - Create Success

(=) Valid Query, Press space to add more criteria.

Device details

logtype="edrevents” and device hostname contains "WS01" and actor.process.file.name contains “chrome.exe"
and class_name contains "File Activity" and activity name contains "Create” and filepath contains "Downloads”

Event details

file_result.name -
eicar_com.zip:zone identifier
file_result path -

chusers\jack whitedownloadsheica
r_com.zipzoneidentifier

file_result type_id - 1
file_resultext - identifer
is_remote -

src_endpoint.ip -
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Actor details

rome.exe" —type=utility —-Utility-sub-
type=quarantine. mojom.Quarantine
--lang=en-US5 —service-sandbox-
type=none —-ho-pre-read-main-dil —
metrics-shmem-
handle=7012i3627641787555102
737,114383455B0691896349,5242
88—feld-trial-
handle=1872i1138215030980600
2726,3230853404720199889,2621
44 —variations-seed-version —
pseudonymization-salt-
handle=18746,1,1063675743773583
4873,15807184472828533293.4
lrac?pmcess-tratk-
uuid=319070905284 1842773 -
mojo-platform-channel-
handle=8044 forefetch 14

actor process created_time -

actor.process file.name -

chrome exe
actor.process filepath - C:\Program
Files\Google\Chrome\ Application\ch
rome.exe
actor.process file.sha256 -

69507 AS06AF2C5B09408736467
1AT56B96319C1DT177913C1CEF
ACQEQ3CI5D206
actor.process file.ext - EXE
actor.process file type_id- 1
actorusername - jackwhite
actor.process. parent_process.name

actor process parent_process pid -
actor.process. parent_process.uid -

@ | | L AddIOA

Expah

Behaviour details
“hnding_info.attacks tacticuid":
“attack TADDO1".
“finding_info.attacks technique uid":
“attack T1566"

“finding_info.attacks tacticname":
“attack initial_access”
“hinding_info.attacks technique.name
" "asttack phishing",
“finding_info_attacksversion™ "15.1",
“hinding_info.attacks sub_technigue.
uid": "attack T1566.001",
“finding_info.attacks sub_technique
name':

“attack spearphishing attachment" ]

finding_info.title - File Created by
Browser

finding_info.analytic.name - File

Created by Browser

finding_info.analytictype - Rule

finding_info.analytic category -
behaviour
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Step 2. Initial Access

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this phase, we simulated typical user behaviour by having Jack White open a crafted phishing
email in Microsoft Outlook and click the embedded hyperlink. The link redirected to an externally
hosted archive containing the C2 payload in the form of a malicious Control Panel applet (.cpl)
masquerading as an Adobe Reader installer (Reader_en_install.cpl). We then simulated extracting
the archive and executing the malware in the context of the unprivileged user Jack White.

A User Account Control (UAC) prompt was triggered because the malware package also included a
legitimate installer serving as a decoy. However, since execution occurred within a medium-integrity
context, the UAC prompt was not approved and was therefore ignored.

e T1566.002 - Spearphishing Link

Delivery of a malicious hyperlink within a targeted phishing email.
e T1204.001 - User Execution: Malicious Link

User interaction with a phishing link initiating payload retrieval.
e T1204.002 - User Execution: Malicious File

Execution of the downloaded payload by the user.
e T1105 - Ingress Tool Transfer

Retrieval of malicious tooling from an external hosting provider into the target environment.
e T1027 - Obfuscated/Compressed Files and Information

Use of a password-protected archive to evade automated inspection mechanisms
e T1071.001 - Application Layer Protocol: Web Protocols

Use of HTTP/HTTPS communication to blend C2 traffic with legitimate web traffic.

WSo01
10.10.70.202
jack.white@lab.local

medium integrity

In this step, the user-driven execution chain resulted in the malicious Control Panel item
Reader_en_install.cpl being accessed from the Downloads directory on WS01. The active-response
evidence identifies Reader_en_install.cpl as an unsigned and malicious file and further shows
7zG.exe associated with extraction activity in the user context LAB\jack.white. The available
screenshots therefore support that the archive contents were extracted with 7-Zip and that the
resulting .cpl file was subsequently involved in the malicious execution flow.

The telemetry also shows control.exe and rundll32.exe in the execution chain, which is consistent
with Control Panel-based execution of the downloaded item. In the threat-hunting view, 7zG.exe is
linked to reads of the non-standard Control Panel file from
C:\Users\jack.white\Downloads\Reader_en_install.cpl, while additional hunting detections flag
suspicious RunDLL32 DLL loading, indirect command execution through trusted processes, and use
of a non-Windows Control Panel item. Together, these findings indicate that the file was not only
present on disk but was actively invoked through legitimate Windows binaries, giving the execution
chain a more legitimate appearance.

21



m EDR Detection Validation Test 2026

A User Account Control prompt was triggered during the execution sequence, indicating that the
package also contained a decoy installer component. However, the observable malicious activity
continued in a medium-integrity user context, and the beacon later appeared within the context of
rundll32.exe. From a detection perspective, the screenshots show that both static file classification
and behavioural telemetry were available: the .cpl file was classified as malware by the security

engine, while the surrounding process chain exposed the abuse of trusted Windows components for
execution.

Step 2 Detection (Active response)

Reader_en_install.cpl
@ _en_| P . . .
Most Recent Detection : Severity: High |  Incident Status: Unresolved

Summary Alerts(2) Devices (1)
Signer Unsighed SHA-256 VirusTotal Organization Information Process Information
Signed C File Ty Product Versi
&0 & | B6926BOC2AEB34037152DA27C2706B8BDF2.. 0 e (I} e @ ) uct Yersion
No n/a DLL n/a
Sign Algorithm Product Original File Name Internal File Name
. . . . z . B ,
s First Infected Device Information e i fva
Signer Name Device Name Time Description Copyright
B nfa = W501 © @ n/a © n/a
E] ‘ Reader_en_install.cpl Fl DLL Oocur ) Detected

-~ Asuspicious DLL was discovered loading into the system, displaying anomalous and potentially harmful

" behavior.

File Path : Chlsers\jackwhite Downloads'\Reader_en_install.cpl €0
File SHA : B&926BOCZAEB34037152DAZTC2706BEEDF2AAB14L. 10 VirusTotal
Signed : No

B Alert : Malware detected by DeepAV Engine
Machine learning assisted static analysis has dassified the binary as a malware.
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Step 2 Manual investigation for telemetry / Threat hunting

Incident Summary Expand all ©1 Trgexe B
51 | TzGexe i Execution Details
Command Line  :  "C\Program Files\7-Zip\72G.exe” x -0"C:\Users\jack whité\Downloa... i) Pracess . Trpexe
Image Path . C\Program Files\7-Ziph72G exe ‘D Process Start
Time
Process SHA : B126AB3EEABD6947C6BABFOBEBEA6927458521BFF.. i) VirusTotal Process End Time
Sighed ;Mo
Process ID o 4128
User Name o Jackwhite
Command Line . "CA\Program Files\7-Zip\7zG.exe” X -a"... ‘0]
User Domain : LAB
User Name o jackwhite
User SID : 5-1-5-21-934274510-1384776283-4208465934-1115
User Domain o LAB
User 51D : 5-1-5-21-734274510-1384776283-
~ Ec:—, control.exe v 4208465934-1115
File Details
|:1 Behavior : Reads Internet Settings
=% Reads Internet Settings File o Tigexe
MITRE Info : +1012- system_Information_Discovery Image Path 1 Ci\Program Files\7-Zip\72G.exe ‘D
File Path - SHAZ56 : B126AB3EEABO6947C6BABFOBESE.. ()
Event Type :  Registry Event Signer ;o
Operation . "regNtPostSetValueKey” Issuer : 7-Zio
Device Details Network Quarantine
& Behavior : Non-Windows Control Panel Item D
=® " Non-Windows Control Panel Item eviee * v ws01
Incident Summary Expand all E Tzgexe B
& Behavior : Indirect Command Execution via Trusted Processes Execution Details
“®  ndirect Command Exacution via Trusted Processes
Process o Trgexe
MITRE Info : T105%- Command and Scripting Interpreter
Process Start
Time
Process End Time
E\ Behavior : Lolbin Chaining Detection
= Lolbin Chaining Detection Process ID o 4128
MITRE Info : T1202- Indirect Command Execution Command Line : "CH\Program Files\7-Zig\72G.exe” X -0"... ‘()
User Name o jackwhite
& Behavior : Suspicious RunDLL32 DLL Loading User Domain : LAB
=& Suspicious RunDLL32 DLL Loading
User 51D : 5-1-5-21-934274510-1384776283-
. . 4208465934-1115
MITRE Info 1 t1218- Systern Binary Proxy Execution
File Details
. File : Jrgexe
& Behavior : Non-Windows Control Panel ltem &
& Mon-Windows Control Panel Item . )
Image Path : CA\Program Files\7-Ziph7zG.exe )
MITRE Info 1 T1218- System_Binary_Proxy_Execution e . B126AS3EEABOSSATCEBASFOBESE. )
File Path o chusers\jackwhite\downloads\reader_en_install.cpl Signer :onfa
Event Type - File Event lssuer : 7-Zip
Operation : Read Device Details Network Quarantine
Device Il wsD1
& Behavior : dropping files
— dropping files Protection Status  :  Active
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®@ | | O Addioa

Syntax Classic logtype="edrevents" and device.hostname contains "W501" and actor.process.uid
contains "78eae7d5-e7fc-ff45-bea¥-5bba39f23%ec" and class_name = "Network

Activity" and dst_endpointip=" "

(=) Valid Query, Press space to add more criteria.

~ Chart Summary Expand
Hunting Result )
Timestamp Event Meta Device details Event details Actor details Behaviour details
D] class_name - Merwaork device.hostname - Ws01 src_endpoint.ip - actor.process.name - finding_info.created_time -
Activity devicestype - Lapto 10.10.70.202 rundll32.exe finding_info.src_url -
class_uid - 4001 device.ip- 10.10.70 src_endpoint.port - 54497 actor.process.pid - 2064 finding_info.types -
associated_class_name - device.uid - b7291dcd-1519- dst_endpointip - actor.process.uid - 78eae7d5- finding_info.attacks -
associated_class_uid - 4430-8cbe-a8belecdb55h e7fc-ff45-bea?-5bba39f23%ec finding_info.title -
activity_name - Traffic dst_endpointport- &0 actor.process.cmd_line - finding_info.analytic.name -
activity_id - 304 connection_info.protocol_num CAWINDOWS\system32run finding_info.analytic.type -
category_name - System -6 dll32 exe" finding_info.analytic.category -
Activity connection_info.protocol_nam Shell32.dIl,Control_RunDLL
category_uid - 1 e- tp Ch\Users\jack v 3\ Download
type_name - MNetwork connection_info.direction - s\Reader_en_install.cpl”,
Activity: Traffic Qutbound actor.process.created_time -
type_uid - 40010& connection_info.direction_id -
status_code- O 2 actor.process.file.name -
status_id- 1 connection_info.protocol _ver - rundll32.exe
status - Success 1P actor.process.file.path -
status_detail - Metwork connection_info.protocol_ver_i CAWINDOWS\system32\run
Connection d- 4 dli32.exe
traffic.bytes - 32 actor.process.file.sha256 -
url.url_string - 4193F529BFF2729769D82C
BA3EE206D2AF16C59208D4
DCSCDEB54CDCE703A11
actor.process.file.ext - FXE
actor.process.file.type_id - 1
actor.username - jaclkowhite
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
Syntax Classic logtype="edrevents" and device.hostname contains "WS501" and actor.process.uid Cl @ ﬁ_k Add |10A
contains "7Beae7d5-e7fc-ff45-bea%-5bba39f23%ec" and class_name = "Network
Activity” and dst_endpoint.ip =
() Valid Query, Press space to add more criteria.
~ Chart Summary Expand

Hunting Result

Timestamp

Event Meta

class_name - MNetwork
Activity

class_uid - 4001
associated_class_name -
associated_class_uid -
activity_name - Traffic
activity_id - 304
category_name - System
Activity

category_uid - 1
type_name - Metwork
Activity: Traffic
type_uid - 400106
status_code- 0
status_id - 1

status - Success
status_detail - Metwork
Connection

Device details

device.hostname - Ws01
device.stype - Laptop
deviceip - 10.10.70.
device.uid - b7291dcd-1519-
4430-8cbe-albe2ecdbbb
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Event details

src_endpoint.ip -
10.10.70.202

src_endpoint.port - 544%7

dst_endpoint.ip -

dst_endpoint.port - 20
connection_info.protocol_num
-6
connection_info.protocol_nam
e- tcp
connection_info.direction -
Outbound
connection_info.direction_id -
2
connection_info.protocol_ver -
1Pvd
connection_info.protocol_ver_i
d- 4
traffic.bytes -
url.url_string -
download windowsupdate.co

m

Actor details

actor.process.name -
rundll32.exe
actor.process.pid - 2044
actor.process.uid - 78ea=7d5-
e7fc-ffd5-bea®-5bbals
actor.process.cmd_line -
CAWINDOWS\system32run
dll32.exe"
Shell32.dIl Contrel_RunDLL
Ch\Users\jack-white\Download

23%c

=\Reader_en_install.cpl”,
actor.process.created_time -

actor.process.file.name -
rundll32.exe
actor.process.file.path -
CAWINDOWShsy:
dll32.exe
actor.process.file.sha256 -
4193F529BFF2729769D82C
B33EE206D2AF146C59208D6
DCECDEB54CDYCA703A11
actor.process.file.ext - EXE
actor.process.file.type_id - 1
actor.user.name - jackwhite
actor.process.parent_process.n
ame -

@

Behaviour details

finding_info.created_time -
finding_info.src_url -
finding_info.types -
finding_info.attacks -
finding_info.title -
finding_info.analytic.name -
finding_info.analytic.type -
finding_info.analytic.category -
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Step 3. Command and Control

Description

TTPs

Performed on
Host IPv4

Integrity level

Result / Observations

In this phase, we used a C2 Framework to establish a legitimate-appearing parent/child process
relationship to simulate a stealthy C2 channel. The payload was spawned under trusted process trees
such as explorer.exe — chrome.exe or explorer.exe —. msedge.exe, blending malicious activity into
normal user-driven behaviour.

This step evaluated whether the EDR solution detects anomalous process creation, suspicious
command-line parameters, or unusual outbound connections, and whether detection relies solely on
process ancestry or incorporates deeper behavioural analysis.

e T1071.001 - Application Layer Protocol: Web Protocols
Use of HTTP/HTTPS communication to blend C2 traffic with legitimate web traffic.
e T1036 - Masquerading
Execution of malicious activity under legitimate browser processes to evade detection.
e T1055 - Process Injection
Injection of Beacon code into a legitimate process to establish covert execution.
e T1105 — Ingress Tool Transfer
Previously delivered payload establishing outbound communication to external C2
infrastructure.

WSo01
10.10.70.202

medium integrity

We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting confirms this step more directly than the active-response evidence because it exposes
the exact process relationship on WS01. The screenshot shows a Process Activity / Launch event
in which chrome.exe is started with rundll32.exe as the actor process. The recorded command line
for the source process includes rundll32.exe Shell32.dll,Control_RunDLL with the
Reader_en_install.cpl path, while the target process is C:\Program
Files\Google\Chrome\Application\chrome.exe. This provides a clear hunting-level validation that
browser execution was not user-driven in the normal sense but was initiated from the malicious
rundll32.exe context.

That visibility is important because it captures the core idea of the tested technique: execution was
moved into a trusted browser process to make the activity appear more legitimate. The hunting data
therefore does not just show that chrome.exe was present but ties it to the malicious CPL-based
execution chain that preceded it. This materially improves interpretability, as it demonstrates that
the browser-parented process was linked to the earlier compromise path rather than appearing as an
isolated browser event.

At the same time, the hunting evidence shown here is still somewhat narrower than the full step
description. It validates the launch of chrome.exe from rundll32.exe, but it does not by itself show
the later injection mechanics, suspicious thread activity, or the subsequent outbound beacon traffic
that would fully demonstrate the complete command-and-control establishment within the browser
process. In that sense, the hunting result is useful and relevant, but it confirms primarily the
process-transition aspect of the technique rather than the entire browser-parented C2 workflow
end to end.
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Step 3 Manual investigation for telemetry / Threat hunting

Syntax Classic logtype="edrevents" and device.hostname contains "W501" and actor.process.uid

contains "78eae7d5-e7fc-ff45-bea$-5bbal?f23%c" and class_name = "Process Activity”

@ | | LA AddioA

() Valid Query, Press space to add more criteria.

~ Chart Summary Expand

Hunting Result

1)

Timestamp

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -

Device details

device.hostname - W301
device.type - Laptop
device.p - 10.10.70.202

Event details

process.name - chrome exe
process.pid - 1260
process.uid - adeb7ézd-51d-

Actor details

actor.process.name -
rundli3Zexe
actor.process.pid - 2084

Behaviour details

finding_info.created_time -

finding_info.src_url -

associated_class_uid - device.uid - b7291dcd-1519- 7599-dé81-53ea29dbbbed actor.process.uid - 75eae7d5- finding_info.types - [{
activity_name- Lzunch 4430-8cée-aBbe2ecdéddh process.cmd_line - e7fc-ff45-bea®-5bba3%f23%ec "finding_info.types™:
activity id- 1 "C\Program actor.process.cmd_line - "behaviour" 1. {
category_name - System Files\Google\Chrome\Applicati "CAWINDOWS system32\run "Ainding_info.types™:
Activity onchrome.exe’ dll32 exe" "detection"}]
category_uid - 1 process.created_time - Shell32.dIl Control_RunDLL finding_info.attacks - [{

type_name - Process Activity:

Launch

type_uid - 100701
status_code- 0O
status_id - 1

status - Success
status_detail - Lzunch

Success
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process.terminated_time -
process.filename -
chrome.exe
process.filepath - C*\Program
Files\Google\Chrome\ Applicati
on\chrome.exe
process.file.sha25é -
S95DTASOSAFZCEBOYE0873
EA6T1ATEE896319CIDT177S

"CAUsers\jackwhite\Download
=\Reader_en_install.cpl’,
actor.process.created_time -

actor.process.file.name -
rundli3Zexe
actor.process.file.path -
CAWINDOWS \system32\run
dll32.exe
actor.process.file.sha256 -

"finding_info.attacks tacticuid™
“attackTAO00Z",
"finding_info.attacks.tacticnam
e": "attack.execution”,
"finding_info.attacks version":
"15.1"}]
finding_info.title - Erowser
Execution
finding_info.analytic.name -
Browser Execution

13C1CEFADEOICTSD206 SY5DTAL0SAF2CEBOY60873 finding_info.analytic.type -
process.file.type_id - 1 S4471AT54896319C1DT1779 Rule
process.parent_process.name - 13C1CSFAQEQ3CYSD206 finding_info.analytic.category -
Explorer.EXE actor.process.file.ext - EXE behaviour

process.parent_process.pid -
4972

process.user.name -
jackowhite

process.user.type - Admin

process.lineage_uid - [}

“process lineage uid"™:

actor.process.file.type_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -

actor.orocess.narent process.u
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Step 4. Persistence

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

After establishing a C2 foothold on WS01, we simulated unprivileged local persistence by creating a
scheduled task. Using the internal CS-Persistence kit (BOF option), a scheduled task was created
under the current user context to re-execute the Beacon at logon or via a defined trigger.

This step emulated a common persistence technique that does not require administrative privileges
and blends into legitimate task scheduling activity. The objective was to assess whether scheduled
task creation is properly monitored and correlated with prior C2 activity. The activity was performed
under the user context jack.white@lab.local on WSO01.

e T1053.005 - Scheduled Task/Job: Scheduled Task
Creation of a scheduled task to achieve execution persistence on the compromised host.
e T1547 - Boot or Logon Autostart Execution
Use of an execution trigger tied to user logon to maintain access.
e T1564.001 - Hide Artifacts: Hidden Files and Directories
If the persistence components were concealed to reduce visibility.
e T1036 - Masquerading
If the scheduled task name was crafted to resemble a legitimate system or application task.

WSo01
10.10.70.202
jack.white@lab.local

medium integrity

On WSO01, persistence was established through creation of a scheduled task that referenced an
unsigned msedge.exe binary written to
C:\Users\jack.white\AppData\Local\Microsoft\Edge\msedge.exe. The screenshots show that the file
was first observed on WS01, identified as Microsoft Edge-named content but lacking a valid
signature, and subsequently classified as malware by the DeepAV engine. The incident summary also
links the file creation back to chrome.exe, indicating that the payload was dropped from within the
active browser context rather than appearing as a legitimate operating system or software-update
artifact.

From a detection perspective, the EDR captured an important part of the persistence chain at file
level before task execution details were shown: the payload write into a user-writable Edge directory
was flagged as browser-related activity and as a suspicious file creation associated with boot or
logon autostart behaviour. That is a relevant and useful signal, especially because the file name and
storage path were clearly chosen to blend in with legitimate Microsoft Edge components. At the
same time, the screenshots suggest that the detection emphasis was placed more on the dropped
binary itself than on the full persistence mechanism, so the visibility into the actual scheduled-task
creation appears somewhat less direct in the evidence shown here.

Overall, the available screenshots indicate that the solution did recognize the malicious persistence
artifact on WS01 and tied it to the broader compromise. However, the fact that the most explicit
evidence shown here centres on file creation and malware classification, rather than a clearly
correlated end-to-end scheduled-task event chain, suggests that persistence coverage was present
but not fully demonstrated in a particularly strong or comprehensive way in these screenshots.
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Step 4 Detection (Active response)

Summary Alerts(2) Devices (1)

Signer Unsigned SHA-256 VirusTotal Organization Information Process Information
Signed - - Company File Type Product Version

- 4E03655584DC0117584DD403D13575E.. (] Microsoft Comporation (] - ® ALl
Sign Algorithm &= Product B Original File Name Internal File Name
n/a First Infected Device Information Microsoft Edge msedge.exe = msedge exe
Signer Name ) Device Name ® Time & Description ® Copyright
na WSs01 Microsoft Edge Copyright Microsoft Corporation. All rights reserved.

] Detected Incident Summary Expand all

msedge exe -

~ foi v
DespAV Engine 2 chrome.exe
L1 wWs0o1
F Behavior : Browser Execution
L -

(] Detected Browser Execution

msedge exe

DeepAV Engine B Behavior : dropping files

] Ws01 i dropping files

MITRE Info : T1547-Boot_Or_Logon_Autostart Execution

File Path o ehusers\jackwhite\appdatatlocalmicrosoft edze\msedge exe
Event Type . File Event

Cperation o Create

Behavior : File Created by Browser

= File Created by Browser

MITRE Info ;. T1566- phishing
File Path o cAusershjack whitehappdatalocalmicrosoft\edge\msedge exe
Event Type o File BEvent
Operation : Create
@ | msedge.exe [F File Created () Detected .~

o A suspicious file was detected being written to the system, exhibiting unusual and potentially harmful

' behavior.

Fila Path o CAUsers\jackwhitdAppData\LoczMicrosoft\Edgehmsedge. axe En|
File SHA o 4E03455584DC0117584D0403D13575EYB33889B4... :l VirusTotal
Signed : MNo

@ Alert - Malware detected by DeepAV Engine
Machine learning assisted static analysis has classihed the binary as a malware.
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Step 5. Discovery

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this phase, we conducted Discovery activities on WS01 under the user context
jack.white@lab.local. The actions simulated typical post-exploitation reconnaissance, including
enumeration of system information, user privileges, network configuration, domain membership,
running processes, and accessible resources.

The objective was to assess whether reconnaissance activity from a non-privileged account is
detected, logged, and correlated with prior C2 and persistence activity.

e T1082 - System Information Discovery

Enumeration of operating system details and host-specific configuration.
e T1033 - Account Discovery

Identification of the current user context and other local/domain accounts.
e T1057 - Process Discovery

Enumeration of running processes to identify security tools or privileged processes.
e T1016 - System Network Configuration Discovery

Collection of network configuration details such as IP address and routing information.
e T1069.001 - Permission Groups Discovery: Local Groups

Enumeration of local group memberships to identify privilege levels.
e T1069.002 - Permission Groups Discovery: Domain Groups

Enumeration of domain group memberships and potential privileged accounts.

Wwso1
10.10.70.202
jack.white@lab.local

medium integrity

We did not observe any active alerts or relevant telemetry related to the activities carried out during
this step. However, from a threat-hunting perspective, the evidence for this discovery step is fairly
limited. The screenshot shows chrome.exe on WS01 loading samlib.dll, which is at least directionally
consistent with account- or security-related enumeration activity and therefore fits the broader
context of local or domain discovery performed from the active beacon process. This is useful insofar
as it shows that the hunting data preserved module-level context for the browser-hosted process
and can surface supporting artifacts beyond simple process creation alone.

At the same time, this evidence is noticeably weaker than what would be ideal for validating the full
scope of the tested discovery actions. The screenshot does not show the actual BOF executions,
specific command lines, returned enumeration results, or a clear sequence covering items such as
session discovery, UAC-status checks, service inspection, or direct user-account enumeration for
jack.white@lab.local. In other words, the hunting view suggests supporting activity that may relate
to reconnaissance, but it does not reconstruct the full discovery chain with the same clarity as a
dedicated process, command-line, or alert-based view would. Overall, the hunting result provides
some contextual visibility for the step, but on its own it is only a partial confirmation of the broader
local-system and domain-enumeration activity.
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Step 5 Manual investigation for telemetry / Threat hunting

oa Syntax Classic logtype~"edrevents” and actor.process.file.name contains “chrome.exe” and actor.process.uld contains “adeb7éad-e514-7599-0581-632a20dbsbed” and class_name - “Module Activity” and

Incidents  Chart Summary

Hunting Result

=]
Devices Timestamp Device details Event details Actor details
o ni} madule Joad_type_id- acton process.name -
maduletaad type - Standard actorprocess.pid - 124
Antl- madule base_address - actorprocessid - b7
o meadule.start_addross - Saeare e
madule.type - actor process.cod lie - T Frograr
o meadule_function_nam - leiiChrametApglicat
NexiCion madule.flenarme - i actor process.created _time -
Antivirus madule.fie:path -
: evice: Har ik Windoes'dyste sl ackorprocess.flename -

e actorprocess.filepath -
module fle:shal - roogeChrome

actorprocess le.shaZss -

O status_dedail - Mecule Lasg Succes shad$h 13C1CEFAOE
ot actorprocess et -

RN le il type_id t s il type_id -

ik madule fletype | atorproces flesype Jd-

actorusername

actorprocess parent_process. name -
B BERGHprGCRSS. Paren_iacess.pid -
actor process. parent_pracess.uid -

Foiicy
o class name - Modise moduieioad_type id - 1 actorprocessame - chrame e
] class ud - 101 module load_type- St actor process pi
Settingr associated class_name module hase_address actorprocess.uid - ek Tad =5 12
assoclatedclass uid module start_address $3ea19ebed
activity_name - Loas madule.type actor process.cod line
B activity 8 - 2ot module function_ name Flled\Google\Chromet
Category_name & module filename « ssmcld ACTOrprocess.created_time -
Pt eategory_ud - 1 module file path
Type_name - M e Act d O e KVohumed teml; Actorprocess filenams « hrom
type_uid - 100501 actorprocess file path - €17
status code - moduie file shal es'Google! Chrame Apglicat
status ki~ 1 CEAASSFCE7PECORDEDA0ADAIFTITATINGA  actorprocess flesha2Ss
status e B &9507A 4 BL9S0E
status_ detall - Mechie Losd Succe: module file shagSt DPATFAIIC
moduie file ext actor process fileext
module filetyoe id- 1 actorprocess letyoe id- £

actorusername - jackytis
BCHOFpIOCESS.parent process.name
actor process.parent_process.pid

Showing 1102 of 2 entries
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L1 AdaioA

Behaviour details -

finding_info.created_time -
finding_infousre_ur -
finding_infotypes -
finding._infoattacks -
finding_infotithe -
firing_info_analytic.name -
finding_info.analytic.type -
firing_info.analytic.category -

findieg_ info.created _time -
finding_ info.src_url
finding_info types.
finding, info sttacks
findirg_info tite -
finding_info analytic name
finding_ info_analytic.type
finding_ infoamalytic category

Rows per page 25 ¥ 1
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Step 6. Credential Access

Description

TTPs

Performed on
Host IPv4

User context

Result / Observations

In this step, we simulated a Kerberoasting attack by identifying the service account svc_sglservice,
which had a registered SPN and was therefore susceptible to ticket extraction. Using a Beacon Object
File (BOF), a Kerberos service ticket (TGS) was requested from the domain controller and extracted
for offline analysis. Brute-forcing the hash was out of scope; for subsequent steps, the password was
assumed to be fall24!.

The objective was to evaluate detection capabilities related to abnormal Kerberos ticket requests
and potential Kerberoasting indicators within the domain.

e T1558.003 - Steal or Forge Kerberos Tickets: Kerberoasting

Requesting service tickets for accounts with SPNs to enable offline password cracking.
e T1003 - 0S Credential Dumping

Extraction of authentication material for offline credential recovery.
e T1087.002 - Account Discovery: Domain Account

Identification of domain service accounts suitable for Kerberoasting.

Wso1
10.10.70.202

jack.white@lab.local

We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting provides useful visibility into the preparation phase of this step and, to some extent,
into the process context in which the Kerberoasting activity occurred. The hunting results on WS01
show a cmd.exe-driven launch of net.exe with the command line net user /domain | findstr /I "svc",
which is a clear indicator of service-account discovery. A second grouped hunting view also exposes
the follow-up command net user svc_sqlservice /domain, confirming that the identified account was
then queried directly. This makes the reconnaissance sequence leading into the attack easy to
validate and shows that the surrounding account-enumeration activity was visible in detail.

The hunting data also ties these commands back to the broader malicious execution context rather
than showing them as isolated administrative actions. In the screenshots, the relevant launches are
associated with the compromised chrome.exe process context on WS01, which helps explain how
the reconnaissance was performed after the earlier compromise. In addition, one hunting result
shows kerberos.dll being loaded within that same process context. That is directionally relevant,
because it is consistent with Kerberos-related activity occurring in the process used during this
phase.

At the same time, the hunting evidence remains incomplete for the actual Kerberoasting action
itself. While it clearly confirms the preparatory discovery commands and shows Kerberos-related
module loading, it still does not provide a direct view of the decisive step, such as an explicit TGS
request for svc_sqlservice, a clearly abnormal Kerberos ticket acquisition event, or another strong
indicator that the service ticket was actually extracted. As a result, the hunting coverage for this
step appears stronger for the lead-up and surrounding execution context than for the credential-
access action itself. That is still useful from an investigative perspective, but it suggests only partial
visibility into the full Kerberoasting workflow.
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EDR Detection Validation Test 2026

Syntax Classic

logtype="edrevents" and device.hostname contains "W501" and actor.process.uid

contains "d8ae728e-c?bd-6812-ddb5-4537d3%97ed73" and class_name = "Process
Activity" and activity_name contains "Launch”

() Valid Query, Press space to add more criteria.

#~ Chart Summary

Events Count
Y

o
Time Range
Hunting Result
Timestamp Event Meta Device details Event details
|:|:| class_name - Process Activity device.hostname - W501 process.name - nef exe
class_uid - 1007 device.type - Laptop process.pid - 452
associated_class_name - deviceip- 10.10.70.202 process.uid - 4cdd7135-2282-
associated_class_uid - device.uid - b72%1dcd-1519- 20bb-97dd-6ccce0d4158c
activity_name - Launch 4430-8cbe-a8belecdébEb process.cmd_line - netuser
activity_id- 1 J/domain
category_name - System process.created_time -
Activity
category_uid - 1 process.terminated_time -
type_name - Process Activity: process.file.name - netexe
Launch process.file.path -
type_uid - 100701 CAWINDOWS\system32\net.
status_code - O exe
status_id - 1 process.file.sha2bé -
status - Success BB3E&38CBBSBEEFS0847ES
status_detail - Lzunch SAAEEF2796CAD2ED3539CF
Success 9B41D3820FA48943E777
process.file.type_id - 1
process.parent_process.name -
Syntax Classic logtype="edrevents" and device.hostname contains "W501" and actor.process.uid
contains "dBae728e-c?bd-6812-ddb5-4537d397ed7 3" and class_name = "Process
Activity” and activity_name contains "Launch”
(%) Valid Query, Press space to add more criteria.
#~ Chart Summary
e 4
a
2
P
ki
o
Time Range
Hunting Result
Timestamp Event Meta Device details Event details
Success 9B41D3820FA48943ETTF
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process.file.type_id- 1
process.parent_process.name -
cmd.exe
process.parent_process.pid -
8384
process.user.name -
jackwhite
process.user.type - Admin
process.lineage_uid - [{
"process lineage_uid™
“d8ac/28e-cPbd-6812-ddb5-
4537d397ed73" 1§
"process.lineage_uid™
“adeb76ad-e51d-7599-d681-
43ea?9dbsbed" | {
"process.lineage_uid™
“c0561293-975b-d15f-0093-
b8dé053132cd" 1. {

m B e

Actor details

actor.process.name - cmd exe
actor.process.pid - 2354
actor.process.uid - dSze725e-
c9bd-6612-ddb5-
4537d3%7ed73
actor.process.cmd_line -
CAWINDOWS\system32ycmd
exe /C net user fdomain |
findstr /1 "svc”
actor.process.created_time -

actor.process.file.name -
cmd.exe

actor.process.file.path -
CAWINDOWS\system32\cmd

exe

actor.process.file.sha256 -
BB3E638CBBSBEEFB084TES

SAAEEF2796CAD25D3539CF

m B e

Actor details

actor.process.file.sha256 -

BB3E438COBLSBAEFE0E47ED
S4AFEF2796CAD25D3539CF
9B41D30820FA48943E777
actor.process.file.ext - EXE
actor.process.filetype_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
actor.process.parent_process.u
id -

L\ AddI0A

Collapse

Behaviour details
finding_info.created_time -

finding_info.src_ur -
finding_info.types - [
"finding_info.types™
"behaviour" ] {
"finding_infotypes™
"detection”}]
finding_info.attacks - [{
"finding_info.attacks tacticuid™
"attack TADOOT",
"finding_info.attacks technique.
uid": "attack T1087",
"finding_info.attacks tacticnam
e" "attack discovery”,
"finding_info attacks technique
name”:
"attackaccount_discovery”,
"finding_info.attackswversion™

L\ Add 10A

Collapse

Behaviour details

name":
"attack.account_discovery”,
"finding_info.attacksversion":
"15.1"
"finding_info.attacks sub_techni
queuid": "attack T1087 002",
"finding_info.attacks.sub_techni
que.name”:
"attack. domain_account” }]
finding_info.title - Discovering
the domain account on a
compromised machine
finding_info.analytic.name -
Discovering the domain
account on 2 compromised
machine
finding_info.analytic.type -
Rule
finding_info.analytic.category -
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[©) L\ AddI0A

Syntax Classic logtype="edrevents" and device.hostname contains "W501" and actor.process.uid
contains "adeb76ad-e51d-7599-d681-63e32%dbsbe8 " and activity_name contains

"Launch" groupby actor.process.file.name, process.cmd_line

) Valid Query, Press space or comma to add more criteria.

~ Chart Summary Collapse
£ N
3 oz -
o
£
1
2
fin}
1}
Time Range
Hunting Result @
Showing all 1 unique actor.process.file.name(s) count Valug(s)
chrome.exe 2 .
process.cmd_line count
CAWINDOWS system32yemd exe /C net user /domain | findstr /1 "svc” 1
CAWINDOWS\system32\cmd exe /C net user svc_sglservice /[domain 1
Syntax Classic logtype="edrevents" and device.hostname contains "W501" and actor.process.uid @ f;‘. Add 10A

contains "adeb7éad-e51d-7599-d681-63ea2%dbébe8" and class_name = "Module

Activity" and module.file.name = "kerberos.dll”

() Valid Query, Press space to add more criteria.

~ Chart Summary Expand
Hunting Result 3
Timestamp Event Meta Device details Event details Actor details Behaviour details
|:|] class_name - Moduls Activity device.hostname - W50 module.load_type id- 1 actor.process.name - finding_info.created_time -
class_uid - 1005 device.type - Laptop module.oad_type - Stzndard chrome.exs finding_info.src_ur -
associated_class_name - deviceip - 10.10.70.2( module.base_address - actor.process.pid - 1250 finding_info.types -
associated_class_uid - device.uid - b7391drd-1519- module.start_address - actor.process.uid - adeh74ad- finding_info.attacks -
activity_name - Load 4430-5cbe-aBbe2ecdsssh module.type - e51d-7599-dé81- finding_info.title -
activity_id - 501 module.function_name - 63ea29dbébel finding_info.analytic.name -
category_name - System module.file.name - actor.process.cmd_line - finding_info.analytic.type -
Activity kerberos.dll C*\Program finding_info.analytic.category -
category_uid - 1 module.file.path - Files\Google\Chrome\Applicati
type_name - Module Activity: Device'\Harddi. Vi on\chrome exe"
Load ndows\System32\kerberos.d actor.process.created_time -
type_uid - 100501 module.file.shal -
status_code- 0 988F02BABASEF348425548 actor.process.file.name -
status id - 1 1194F8BFD7ESCFAFBO chrome.exs
status - Success module.file.sha256 - actor.process.file.path -
status_detail - Module Load module.file.ext - dil C\Program
Success module.file.type_id- 1 Files\Google\Chrome\Applicati
onchrome.exe
actor.process.file.sha256 -

&95D7ALDSAF2CEBO260873
&45671ATRE896319C1IDT1779
13C1CEFAOEO3CYSD206
actor.process.file.ext - EXE
actor.process.file.type_id - 1
actor.user.name - jackwhite
actor.process.parent_process.n
ame -

actor.process.parent_process.p
id -
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Step 7. Lateral Movement

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we used the previously obtained credentials of the service account svc_sqlservice to
perform lateral movement from WSO1 to the file server FSO1.

After confirming that the service account possessed sufficient privileges, we authenticated to FSO01
using the valid domain credentials and established remote access. This activity simulated a realistic
attacker scenario in which compromised service account credentials are leveraged to pivot from a
workstation to a higher-value server system.

The objective of this step was to evaluate whether the use of legitimate service account credentials
for remote authentication is detected, logged, and correlated with prior suspicious activity
originating from WS01.

e T1078 - Valid Accounts

Use of legitimate domain credentials (svc_sqlservice) to authenticate to a remote system.
e T1021.002 - Remote Services: SMB/Windows Admin Shares

Remote access to FSO1 via SMB using administrative shares.

Wso1
10.10.70.202
NT AUTHORITY\SYSTEM

system integrity

On FSO1, the payload e5043b4.exe was written directly into the Windows directory at
C:\Windows\e5043b4.exe, which is a strong indicator of malicious staging rather than normal
service-account activity. The screenshots show that the file was unsigned, first observed on FS01,
and classified by the DeepAV engine as malware. The incident summary further flags the artifact as
an executable dropped in the Windows directory and correlates it with immediate execution
behaviour, which materially strengthens the evidence that the lateral movement was not just an
authentication event but resulted in malicious payload transfer and activation on the target server.

From an active-response perspective, this is a meaningful detection because the solution did not
limit visibility to the use of valid credentials alone but identified the more critical follow-on action:
placement of a suspicious executable on FS01 in a highly sensitive path. That is an important
strength, especially since payload delivery to C:\Windows\ is both operationally relevant and difficult
to justify as benign in this context. At the same time, the screenshots shown here focus mainly on
the dropped binary and its malware classification, so the direct linkage back to the exact remote
execution method is less explicit in this specific evidence set than it could be.

Overall, the available screenshots indicate that the security tooling detected the compromise of FS01
at payload level and provided actionable evidence for response. This reflects solid visibility into
malicious file transfer and execution on the destination system. Still, based on the evidence shown
here, correlation between the service-account authentication from WS01 and the final payload
execution on FSO1 appears present only indirectly, so the end-to-end lateral-movement storyline is
visible, but not fully demonstrated as cleanly as it could be.
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Summary Alerts (1) Devices (1)
Signer Unsigned SHA-256 VirusTotal Organization Information Process Information
Signed = Com File Type Product Version
No AF73BB61D4ACD17377A55B856EEESO0CTDOCFE2731B7.. 0 [ LT G [k} EXE KL @ o
Sign Algorithm @ Product B Original File Name B Internal File Name
na First Infected Device Information e néa hra
Signer Name Device Name Time Description Copyright
nfa = FS01 @ C nfz © nfa
Summary Alerts (1) Devices (1)
_) Detected -
v Incident Summary
e5043bd exe Operation Create
DespAV Engine
L Fs01

Behavior : Executable File Dropped in Windows Directory
Executable File Dropped in Windows Directory

MITRE Info T1570- Lateral_Tool_Transfer
File Path chwindowshe5043b4 exe
Event Type File Event

Operation Create

Behavior : Process Dropped a File and Executed the Same Type
Process Dropped a File and Executed the Same Type

MITRE Info T1544- Phishing
File Path cwindowshe5043bd exe
Event Type File Event
Operation Create
oAy
L) SMSs.exe
E ‘ e5043b4_exe El FileCrested () Detected

o A suspicious file was detected being written to the system, exhibiting unusual and potentizlly harmiul
' behavior.

File Path CAWindews\e504 3k o ‘0
File SHA AF73BB&1D4ACD17377A9558856EEES00CTDOCFRZ.. '] VirusTotal
Signed Mo

Alert - Malware detected by DeepAV Engine
Machine learning assisted static analysis has classified the binary as a malware.
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~ Chart Summary

Syntax

Hunting Result

Timestamp

)]

~ Chart Summary

Syntax

Hunting Result

@

Timestamp

Classic

Classic

logtype="edrevents" and device.hostname contains "F501" and class_name contains "File

Activity” and is_remote = "trug"

() Valid Query, Press space to add more criteria.

Event Meta

class_name - File Activity
class_uid - 1001
associated_class_name -
associated_class_uid -
activity_name - Delete

activity_id- 9
category_name - System
Activity

category_uid - 1
type_name - File System
Activity: Delete
type_uid - 100104
status_code- 0
status_id- 1

status - Success
status_detail - Delete

Success

class_name - File Activity
class_uid- 1001
associated_class_name -
associated_class_uid -

Device details

device.hostname - F501
device.type - Laptop

deviceip - 10.10.70.
device.uid - 599b&38=-fc35-

dele-Baae 458d16a3

device.hostname - FS01
device.type - Laptop

device.ip - 10.10.70
device.uid - 599b838efc:

Event details

file.name - e504304 exe
file.path -
chwindows\e5043b4d exe
filetype_id- 1
file.ext - ==
file_result.name -
e5043bd exe
file_result.path -
chwindows\e5043b4 exe
file_result.type id- 1
file_result.ext - ex=
is_remote - true
src_endpoint.ip -
10.10.70202

file.name - =5043bd.exe

file.path -
c\windows\e5043b4 exe
filetype_id- 1

logtype="edrevents" and device.hostname contains "F501" and class_name contains

"Authentication” and user.name = "svc_sqlservice”

() Valid Query, Press space to add more criteria.

Event Meta

class_name - Authentication
class_uid - 3002
associated_class_name -
associated_class_uid -
activity_name - | Logon |
activity_id - 501
category_name - [dentity &
Access Management
category_uid - 2

type_name - Authentication:

Logon

type_uid - 300201
status_code- 0
status_id - 1
status - Success
status_detail - Logon

successfu

Device details

device.hostname - FSO1
device.type - Laptop

deviceip- 10.10.70.201
device.uid - 599b&38e-fr38-

36

Event details

user.type_id - 2
user.name - svc_sglservice
user.type - Admin
user.domain - LAE
user.uid - 5-1-5-21-
934274510-1384774283-

is_remote - true
src_endpoint.ip -
10.10.70.202
logon_type - MNetwork
logon_type_id - 3
auth_protocol - NTLM
auth_protocol_id- 1

® | O AddIoA

Actor details

actor.process.name -
ntoskrnl.exgs
actor.process.pid - 4
actor.process.uid - dadczibi-
@df-1018-
987203f04726
actor.process.cmd_line -
actor.process.created_time -

actor.process.file.name -
actor.process.file.path -
actor.process.file.sha256 -

CDAS34E1BBSAE1%2D597
45F329702425D21A14195E3
410085ACA30DD3421EDD
actor.process.file.ext -
actor.process.file type_id -
actor.username - zlicejones
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id-
actor.process.parent_process.u
id -

actor.process.name -
ntoskrnl.exs
actor.process.pid - 4
actor.process.uid - dadcarbi-

Actor details

actor.process.name -
5355.6XE
actor.process.pid - 7564
actorprocess.uid - adcs4fs-
3738-1e74-f7c0-
0c1201bceffs
actor.process.cmd_line -
CA\Windows\system32\lsasse
xe
actor.process.created_time -

actor.process.file.name -
5355 ExXe

actor.process.file.path -
C:\Windows\System 32}

xXe
actor.process file.sha256 -
150FFD59CE49555FB74157
3D038B48CATE0262F7220AA2
FADAC46185F5B7ASDAD
actor.process.file.ext - EXE
actor.process file.type_id - 1
actor.user.name - -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
actor.process.parent_process.u
id -

Expand

@

Behaviour details

finding_info.created_time -
finding_info.src_url -
finding_info.types -
finding_info.attacks -
finding_info.title -
finding_info.analytic.name -
finding_info.analytic.type -
finding_info.analytic.category -

finding_info.created_time -

finding_info.src_url -
finding_info.types- [{

@ L\ AddI0A

Expand

&

Behaviour details

finding_info.created_time -
finding_info.src_url -
finding_info.types -
finding_info.attacks -
finding_info.title -
finding_info.analytic.name -
finding_info.analytic.type -
finding_info.analytic.category -
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Step 8. Command and Control

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, the tester leveraged C2 capabilities to establish a legitimate-appearing parent/child
process relationship for the active Command-and-Control (C2) channel. The Beacon was configured
to spawn under commonly observed and trusted process trees such as explorer.exe — chrome.exe
or explorer.exe — msedge.exe. This technique was used to blend malicious activity into normal
user-driven browser execution patterns and reduce suspicion at the endpoint level. The objective
was to evaluate whether security monitoring solutions can detect anomalous process spawning
behaviour, suspicious command-line parameters, or unusual outbound network connections initiated
by browser processes. Additionally, this step assessed whether detection logic relies primarily on
process ancestry heuristics or incorporates deeper behavioural and network-based analytics to
identify covert C2 communications operating under legitimate process names.

e T1071.001 - Application Layer Protocol: Web Protocols
Use of HTTP/HTTPS communication to blend C2 traffic with legitimate web traffic.
e T1036 - Masquerading
Execution of malicious activity under legitimate browser processes to evade detection.
e T1055 - Process Injection
Injection of Beacon code into a legitimate process to establish covert execution.
e T1105 - Ingress Tool Transfer
Previously delivered payload establishing outbound communication to external C2
infrastructure.

FS01
10.10.70.201
NT AUTHORITY\SYSTEM

system integrity

The available telemetry shows that msedge.exe on FSO1 was ultimately detected as suspicious in-
memory execution, even though the file itself appears as a legitimate, signed Microsoft Edge binary.
In the incident details, msedge.exe is shown under the rundll32.exe branch and running in the NT
AUTHORITY\SYSTEM context, which is clearly inconsistent with normal interactive browser activity
and strongly suggests process abuse rather than ordinary browser execution. The detection logic also
links the activity to in-memory execution techniques commonly associated with fileless payloads,
encoded PowerShell, or reflective loading. At the same time, the screenshots suggest that this
detection did not occur immediately at the moment the browser-parented beacon was established.
Instead, it appears to have been raised later, during the subsequent activity associated with lateral
movement from FSO1 to DCO1. That timing is important: while the product did eventually identify
the malicious use of msedge.exe, the detection seems to have been triggered only after follow-on
behaviour made the activity more suspicious. This indicates that the solution was able to surface
the abuse of a trusted browser process, but it may have had more difficulty identifying the browser-
parented execution pattern at its earliest stage, when the technique was still blending into
legitimate process names and signed binaries.

Overall, the screenshots show that the product did generate a meaningful alert for the abused Edge
process and correctly highlighted the in-memory nature of the execution. That is a positive outcome.
However, the delayed alerting reduces its preventive value somewhat, because the suspicious
browser-hosted execution appears to have remained active until later post-exploitation activity
provided stronger detection context.
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Step 8 Detection (Active response)

Summary Alerts (1) Devices (1)
Signer Signed SHA-256 VirusTotal Organization Information Process Information
Signed _ - Company File Type Product Version
o 32A9DBATIAEA49CI0CDOE5S69FFETABBDEBEAS. . 0 73] Micresoft Carporation (] ExE @
Sign Algorithm 5 Product B Original File Name Internal File Name
SHAZ56 First Infected Device Information Microsoft Edge msedge exe msedge_exe
Signer Mame o Device Mame @ Time Description ® Copyright
Micrasoft Corporation FS01 - Microsoft Edge Copyright Microsoft Corporation. All rights reserved.
@ msedge.exe
Most Recent Detection : | Sewerity:Medium | Incident Status: Unresolved
Summary Alerts (1) Devices (1)
o [z Incident Summary Expand all
Suspicious In-Memory Execution .
Behavior Detection Engine
§ MITRE Info + T148%- Service Stop
L Fs01
ran
#~ =i rundll32.exe o
~ @3 | msedge.exe ~
Command Line @ “CAProgram Files (x84)\Microsoft\Edge\Application\msedge.exe” it
Image Path : CAProgram Files (xB&M\Microsoft\Edge\Application\msedge.exe )
Process SHA . 32A9DBATIAEALFCI0CD0S5EFFFETABBDEBEABDE . 1) VirusTotal
Sighed © Yes
User Mama : SYSTEM
User Domain 1 NTAUTHORITY
User 51D : 5-1-5-18

E.[ Alert - Suspicious In-Memory Execution
Detects execution of code directhy in memory, commaonly associated with fileless attacks and technigues such as
encoded PowerShell or reflective loading.

EJ Behavior : Browser Execution
Browser Execution
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Events Count

Syntax

Chart Summary

Hunting Result

a

Timestamp

Classic

logtype="edrevents” and device.hostname contains "FS01” and actor.process.uid contains "7802a32d-242e-

d0fé-cabt-4d5348f68e 29" and dass_name contains "network” and dst_endpointip =

Event Meta

class_name - Metwork Activity
class_uid - 4001
associated_class_name -
associated_class
activity_name - Traffic
activity_id - 306
category_name - System A
category_uid- 1
type_name - MNetwork Activity:
Traffic

type_uid- 400106
status_code- 0O

status_id- 1
status - 5
status_detai
Connection

=

- Metwork

(=) Valid Query, Press space to add more criteria.

Device details

device.hostname - F501

Baae-aTi6458d16a3

and time =

Tirne Range

Event details

src_endpoint.ip - 10,
src_endpoint.port - 50
dst_endpoint.ip -

dst_endpoint_port - 20

connection_info.protocol_num - &

connection_info.protocol_name -
tep

connection_info.direction -
Outbound

connection_info.direction_id - 2

connection_info.protocol_ver -
IPva

connection_info.protocol_ver_id -
4

trafficbytes- 32

url.url_string -

39

Actor details

actorprocess.name - msed
actorprocess.pid - 5368
actor.process.uid - 7E02232d-
4534858229

242,

igehApplication\m

actor.process.created_time -

actor.process.file.name -
msedge.exe
actor.process.filepath - C\Program

Files

(xB&MMics Edge’Applicationtm
sedge e
actor.process.file sha256 -

32APDBATIAEALSCINCD0 9
FE74BBDSBEASDEB2251333424D0
3942EESABFOCT
actor.process. file.ext -
actor.process.filetype
actor.user.name - zlice jones

actor.process.parent_process.name

- @ | L aAddioa

Collaps

Behaviour details

finding_info.created_time -
finding_info_src_url -
finding_info.types -
finding_info_attacks -
finding_info.title -
finding_info_analytic.name -
finding_info.analytic type -
finding_info.analytic.category -
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Step 9. Persistence / Privilege Escalation

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

After successfully establishing a foothold on FSO1, we simulated the creation of a new local
administrator account to maintain persistent privileged access.

Using the active Beacon session, the tester executed native Windows commands to create a new
local user account and add it to the local Administrators group. This activity represents a common
post-exploitation technique used by adversaries to ensure continued access to a compromised
system, even if the initial access vector is remediated.

e T1136.001 - Create Account: Local Account

Creation of a new local user account to maintain access.
e T1098 - Account Manipulation

Modification of account permissions by adding the user to the local Administrators group.
e T1078 - Valid Accounts

Use of legitimate credentials to create and manage additional accounts.

FS01
10.10.70.201
NT AUTHORITY\SYSTEM

system integrity

We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting shows that this step was visible in a fairly concrete way on FSO1. The screenshots
capture the creation of the local account john.doe through net.exe, launched from cmd.exe, with
the command line net user john.doe johndoe24! /add. In addition, the hunting result explicitly maps
this activity to “New User Account Added,” which is a relevant and useful analytic for this
persistence / privilege-escalation step. This means the platform did not only record generic command
execution but also interpreted the action in the correct account-creation context.

The second hunting result strengthens this further by showing netl.exe executing localgroup
Administrators john.doe /add, which was classified as “Account Manipulation.” That provides direct
visibility into the follow-up privilege assignment and ties the newly created account to membership
modification of the local Administrators group. From a hunting perspective, this is a solid result
because both core sub-actions of the step are exposed with their actual command lines and
meaningful behavioural labelling. A slightly more critical point is that the evidence shown is focused
on the executed utilities and the derived analytics, rather than on a richer end-to-end chain showing
the broader malicious context around the account creation. Still, for this specific step, the hunting
coverage appears strong and directly relevant.
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~ Chart Summary

Syntax

Hunting Result

a

~ Chart Summary

Timestamp

Syntax

Hunting Result

1]

Timestamp

Classic

Classic

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Launch
activity_id - 1
category_name - System
Activity

category_uid - 1

type_name - Process Activity:
Launch

type_uid - 100701
status_code - 0

status_id - 1

status - Success

status_detail - Lzunch
Success

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Launch
activity id- 1
category_name - System
Activity

category_uid - 1

type_name - Process Activity:

Launch

type_uid - 100701
status_code - 0
status_id - 1

status - Success
status_detail - Launch
Success

(<) Valid Query, Press space to add more criteria.

Device details

device.hostname - F501
device.type - Laptop
device.ip- 10.10.70.201
device.uid - 599b838e-fc38-
dele-Baae-27f6458d16a3

) Valid Query, Press space to add more criteria.

Device details

device.hostname - FS01
device.type - Laptop
device.ip- 10.10.70.201
device.uid - 599b838e-fc38-
4e3e-8aae-a7f6458d16a3

41

logtype="edrevents" and device.hostname contains "FS01" and finding_info.analytic.name

contains "Account” and finding_info.analytic.name = "Mew User Account Added"

Event details

process.name - netexe
process.pid - 4240
process.uid - 22272705280
f379-3736-5ae29abeb0df
process.omd_line - netuser
john.doe johndoe24! fadd
process.created_time -

process.terminated_time -
processfile.name - netexe
process.file.path -
CWindows\system32\net.ex
e
process.file.sha256 -
F540747022E0D677229897
&5B5DB268707E4E71538AE0
764110EECT7BEDYAEEFS
processfile.type_id - 1
process.parent_process.name -
cmd.exe
process.parent_process.pid -
4340
process.user.name - SYSTEM
process.user.type - System
process.lineage_uid - [
“process lineage_uid™:
“44d956c8-e0c0-5297-3948-
B6acd08f179d" 1.{
“process lineage_uid™:
“7802a32d-242e-d0f6-cabé-

logtype="edrevents" and device.hostname contains "F5S01" and finding_info.analytic.name

contains "Account” and finding_info.analytic.name = "Account Manipulation”

Event details

process.name - netlexe
process.pid - 4240
process.uid - 2623422b-3b85-
0661-c737-53d51bbad0e0
process.cmd_line -
CAWindows\system324netl
localgroup Administrators
john.doe fadd
process.created_time -

process.terminated_time -
processfilename - netl exe
process.filepath -
CAWindows\system32\netle
xe
process.file.sha256 -
B27DDSESDY7ESFE8B2567
1264B3881C523D2C2EASDS
JESPEF&72ZBEOCDAESDEEE
processfile.type_id - 1
process.parent_process.name -
netexe
process.parent_process.pid -
8432
process.user.name - SYSTEM
process.user.type - System
processlineage uid - [
"process lineage_uid":
"917647c6-50ed-1a14-952e-
adadbed0bc 78" 11

=l - e

Actor details

actor.process.name - cmd.exe
actor.process.pid - 4340
actor.process.uid - 44495508
e0c0-5297-3948-
B6acd08f179d
actor.process.cmd_line -
CM\Windows\system32cmd.e
xe /C net user john doe
johndoe24! fadd
actor.process.created_time -

actor.process.file.name -
cmd.exe
actor.process.file.path -
ChNWindows\system32emd e
xe
actor.process.file.sha256 -
F540747022E0D677 229597
&5B5DE268707E4E71538AEQ
764110EECTBEDYAEEFS
actor.process.file.ext - EXE
actor.process.file.type_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
actor.process.parent_process.u
id -

m B @

Actor details

actor.process.name - nestexe
actor.process.pid - 2432
actor.process.uid - 9176475
5S0ed-1a14-95ze-
adadbcdObc78
actor.process.cmd_line - net
localgroup Administrators
john.doe /add
actor.process.created_time -

actor.process.file.name -
net exe
actor.process.file.path -
C\Windows\system32\net.ex
e
actor.process.file.sha256 -
B27DDBEYDY7EBFBEB25B7
12464B3881C523D2C2EASDS
JESPEF672BEOCDAESDEEB
actor.process.file.ext - FXF
actor.process.file.type_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
actor.process.parent_process.u
id -

L\ Add I0A

Expand

@

Behaviour details
finding_info.created_time -

finding_info.src_ur -
finding_info.types - [{
"finding_info.types™
"behaviour"},{
"finding_info.types™:
"detection” }]
finding_info.attacks - [
"finding_info.attacks technique.
uid": "attack T1078",
"finding_info.attacks technigue.
name™: "attackvalid accounts”,
"finding_info.attackswversion™

"151"}]
finding_info.title - Mew User
Account Added
finding_info.analytic.name -

Mew User Account Added
finding_info.analytic.type -

Rule
finding_info.analytic.category -
behaviour

L\ AddI0A

Expand

®

Behaviour details
finding_info.created time -

finding_info.src_url -
finding_info.types - [{
"finding_info.types™
"behaviour" 1.{

"finding_info types":
"detection” }]
finding_info.attacks - [
"finding_info.attacks tacticuid™
“attack TAQD03",

"finding_info attacks technique
uid": "attack T1098"
"finding_info.attacks.tacticnam
e" "attack persistence”,
"finding_info.attacks. technigue.
name":
"attack.account_manipulation”,
"finding_info.attacks.version™
"15.1%
"finding_info.attacks.sub_techni
que.uid": "attack T1098.005",
"finding_info.attacks.sub_techni
que.name":
"attack.device_registration” }]
finding_info.title - Account
Manipulation
finding_info.analytic.name -
Account Manipulation

finding info.analvtic.type -
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Step 10. Privilege Escalation / Discovery

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we impersonated the domain user alice.jones to assess her effective privileges within
the domain environment. After successfully assuming the security context of alice.jones, we
performed privilege validation to determine whether the account possesses:

e local administrator privileges on any workstation or server
e Membership in privileged domain groups
e Domain Administrator rights

This included enumeration of domain group memberships, verification of local Administrators group
assignments on selected systems, and validation of effective access rights.

The objective of this step was to evaluate whether potentially overprivileged domain user accounts
could be leveraged for privilege escalation or further lateral movement within the environment.

e T1134.001 - Access Token Manipulation: Token Impersonation/Theft
Impersonate domain user by using token theft
e T1078 - Valid Accounts
Use of legitimate domain credentials to authenticate and access systems.
e T1069.002 - Permission Groups Discovery: Domain Groups
Enumeration of domain group memberships to determine elevated privileges or Domain Admin
status.
e T1069.001 - Permission Groups Discovery: Local Groups
Verification of membership in local Administrators groups on workstations or servers.
e T1033 - Account Discovery
Identification and validation of user account context and associated privileges.

FS01
10.10.70.201
NT AUTHORITY\SYSTEM

system integrity

We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting provides a useful but somewhat mixed picture for this step. The strongest evidence
is the launch of powershell.exe from msedge.exe on FSO1, where the parent msedge.exe is shown
running as NT AUTHORITY\SYSTEM, while the spawned powershell.exe runs in the context of
LAB\alice.jones and executes an encoded command. That difference in user context within the same
immediate process chain is a strong indicator that the security context of alice.jones was being
used from an already elevated process, which fits the described impersonation scenario. In addition,
the hunting view shows msedge.exe itself flagged in connection with suspicious in-memory
execution, while the related PowerShell activity is separately visible and attributed to alice.jones,
giving good evidence that the platform captured both the elevated host process and the
impersonated downstream execution.
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Step 10 Manual investigation for telemetry / Threat hunting

" Chart Summary

Syntax

Hunting Result

a

~ Chart Summary

Timestamp

Syntax

Hunting Result

a

Timestamp

Classic

Classic

logtype="edrevents” and device hostname contains "FS01" and actor.process.uid contains "7802a32d-242e-
d0f6-cabb-4d5348f68e 29" and dass_name contains "Process Activity” and activity_name contains "Launch”

(=) Valid Query, Press space to add more criteria.

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Launch
activity_id - 1
category_name - System Activity
category_uid - 1
type_name - Process Activity:
Launch

type_uid - 100701
status_code- 0

status_id- 1

status - Success

status_detail - Launch Success

Device details

device hostname - F501
device.type - Laptop

devicedp- 10.10.70.201
device.uid - 5990838e-fc38-dade-
Hase-a7f6458d16a3

Event details

process.name - powershellexe
process.pid - 4184

process.uid - 14566b54-5913-
e7b1-b8d2-dcaBi18dbeals
process.cmd _line - powershell -nop
-exec bypass -EncodedCommand
SOBFAFZAIAACAELAZOBIACOATW
BiAGoAZOBjAHOAIABOAGUALAA
UAFeAZOBIAGMABABPAGUAbEBO
ACKALzBEAGBAAWBUAGWADWEhA
GQALWBOAHIA2QBUAGCAKAANA
GAdABOAHAADZAVACBAMOAYA
DeALEAWACAAMAAUADEAOZAZA
DMANAASACEA IWADAA==
process.created _time -

process_terminated_time -
process.file.name - powershell.exe
process file path -
CAWindows\System32\WindowsP
owerShellwl0\powershell exe
process.file.sha2s6 -
38F4384643B3FA0DET 14023678
712C2EOFAICEIE2CFD1I1AEGBE
31AD?62B1033
process file.type_id - 1
process.parent_process.name -
meedge exe
process.parent_process.pid - 5348
process.username - zlice jones
process.usertype - Admin
process.lineage_uid - [{
"process lineage _uid": "7802a32d-
242e-d0f6-cab6-4d5348f68229" ], {
"process lineage _uid": "a2169d70-

RAER GATA A7 And anThband £01 1

logtype="edrevents" and device hostname contains "F501" and actor.process.uid contains "7802a32d-242e-
d0fé-cad6-4d5348f68e27" and dass_name contains "Process Activity" and activity_name contains "Launch”

(=) Valid Query, Press space to add more criteria.

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Lzunch
activity id- 1
category_name - System Activity
category_uid - 1
type_name - Process Activity:
Launch

type_uid - 100701
status_code - 0

status_id- 1

status - Success

status_detail - Launch Success

Device details

device hostname - F501
devicetype - Laptop

devicelip- 101070201
device.uid - 599b838e-fc38-da3e-
Baae-a7f6458d16a3

Event details

process.name - powershellexs
process.pid - 8352

process.uid - dadabd?7-7dd5-
©526-506F-50b%11afhoF
process.cmd_line - powershell -nop
-exec bypass -EncadedCommand
SOBFAFZAIAACAEAATOB3ACOATY
BiAGnAZOBJAHOAIABOAGUALAL
UAFCAZOBIAGMABABPAGUAbEBO
ACKALgBEAGBAJWBLAGWADWENRA
GOAUWBDAHIA2QBUAGCAKAANA
GeAdABOAHAAOZAVACBAMOAYA
DAl gAwACAAMAALADEAOEARA
DEANWAZADzALWANACKA
process.created_time -

process terminated_time -
process.file.name - powershell.exe
process file.path -
C\Windows\System32\WindowsP
owerShell'w1.0\powershell.exe
process file sha?56 -
38F4384643B3FA0DEF 14023578
712C2E0FALICEPE2CFD131AEGBE
31ADIEIBI033
process filetype_id- 1
Process.parent_process.name -
msedge exe
process.parent_process.pid - 5368
process.user.name - zlicejones
process.usertype - Admin
process lineage_uid - [{
"processlineage uid": "7802a32d-
242e-d0f6-cabb-4d5348F68229" ], |
“process lineage_uid™: "a216%d70-

BAEALRATOCA Dot A N Thrnd £11 T
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Actor details

actor.process.name - msedgeoxe
actor.process.pid - 5368
actor.process.uid - 78022320
242e-d0f6-cads-4d5348f68229
actor process.cmd _line -
"C\Program Files
(#B&\Microsoft\Edge\Applicationm
sedge exe”
actor.process.created_time -

actor.process. file.name -
msedge exe
actor.process.file.path - C\Program
Files
(B&)\Microsoft\Edge\Application’m
sedge.exe
actor process. file sha256 -
38F43845643B3FA0DET 14023678
T12C2EOFAICBRE2CFD31AESBE
J1ADYE2B1033
actor.process.file.ext - EXE
actor.process.file.type_id - 1
actor.user.name -
actor.process.parent_process.name
actor.process.parent_process.pid -
actor.process.parent_process.uid -

Actor details

actor.process.name - msedge exe
actorprocess.pid - 5368
actor process.uid - 7E02232d-
242e-d0fé-cads-4d5348f58229
actor.process.cmd_line -
“C\Program Files
[x8&}\Micresoft\Edge\Applicationm
sedge exe"
actor.process.created_time -

actor process.file.name -
meedge.exe

actorprocess filepath - C\Program
Files

(x8&f\Microsoft\Edge\Applicationtm

sedge eve

actor process file sha?56 -
38F438464383RA0DET 14023678
F12C2EOFAICEIEZCFDI31AESES
31AD%62B81033
actorprocess.fileext - EXE

actor process file type_id - 1
actoruser.name -
actor.process.parent_process.name

actor process.parent_process._pid -
actor process.parent_process.uid -

Behaviour details

finding_info.created_time -

finding_info.src_url -
finding_info.types - [[
‘behaviour"1.{
"detection” }

- I
“finding_info.attacks tacticuid"
“attack TADOD2",
“hnding_info.attacks technique.uid":
“attack T1059",
“Ainding_info.attacks tacticname":
“attack execution”,
“finding_info.attacks technigue.name

“zgttack.command_and_scripting_inte
rpreter”,
“hinding_info.attacksversion®™: "15.1",
“finding_info.attacks sub_technique.
uid": "attack T1059.001",
“hnding_info.attacks.sub_technique.
narm ttack powershell" }]
finding_info.title - PowerShell
executing encoded command
finding_info.analytic.name -
PowerShell executing encoded
command
finding_info.analytictype - Rule
finding_info_analytic.category -
behaviour

Behaviour details

finding_info.created_time -

finding_info.src_url -
finding_info.types- [[
“fnding_info.types": "behaviour" | {
“Ainding_info.types": "detection” }
finding_info.attacks - []
“fnding_info.attacks tactic uid".
“attack TAQDD2".
“Ainding_info.attacks technigque uid":
“attack T1059",
“finding_info.attacks tacticname:
“attack execution”,
“Anding_info.attacks technigue name

“attack command_and_scripting_inte
rpreter”,
“finding_info.attacksversion®: "15.1",
“hinding_info.attacks sub_technigque.
uid": "attack T105%.001",
“finding_info.attacks sub_technique.
name": "attack powershell" }]
finding_info.title - PowerShell
executing encoded command
finding_info_analyticname -
PowerShell executing encoded
command
finding_info.analytic type - Rule
finding_info.analytic.category -
behaviour
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Syntax Classic

~ Chart Summary

Hunting Result
Timestamp

a

Syntax Classic

~ Chart Summary

Hunting Result

Timestamp

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Lzunch
activity_id- 1
category_name - System Activity
category_uid - 1
type_name - Process Activity:
Launch

type_uid - 100701
status_code- 0

status_id - 1

status - Success
status_detail - Launch Success

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Lzunch
activity_id- 1
category_name - Systerm Activity
category_uid- 1

type_name - Process Activity:
Launch

type_uid - 100701
status_code- 0

status_id - 1

status - Succasc

status_detail - Launch Success

(=) Valid Query, Press space to add more criteria.

Device details

device hostname - F501
device.type - Laptop

deviceip- 101070201
device.uid - 599b838e-fr38-dede-
Baae-a7f6458d16a3

(=) Valid Query, Press space to add more criteria.

Device details

device hostname - F501
device.type - Laptop

deviceip- 10.10.70.201
device.uid - 599b338e-fe3B-dede-
Baae-aTfE458d16a3
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logtype="edrevents” and device hostname contains "F501" and actor.process.uid contains "7802232d-242e-
dOfé-cabs-4d5348f68229” and cdlass_name contains "Process Activity" and activity_name contains "Launch”

Event details

Process.name - wWiniprseexe

process.pid - 7100

processuid - 294043 1c-235F-4d 1d-

Fea7-cd2166355¢70

process.omd _line -
CAWindows'\eystem 3 2Zwhemwmi

prvse.exe -Embedding

process.created_time -

process.terminated_time -
process.file.name - wmiprvse.exe
process.file path -
CAWIndows\System 3 ZwbeniWmi
PrvSEexe
process.file.sha256 -
1792731E030B7FE3SATERZ1COF
FOFEAESE4ACIZ1DEFIB003FZT09
185CACEDASA
processfiletype_id- 1
process.parent_process.name -
masdge.ene
process.parent_process.pid - 5348
process.username - SYSTEM
process.user.type - System
processlineage_uid - [
"processlineage uid": "78022324-
24Ze-d0fé-cadd-4d534Bf 825" |
"processlineage uid': "a2169d70-
b450-8270-913c-1c1a07bfael6" 1]
"processlineage_uid"- "ffeeP4ea-
2796-3d56-291a-e22e0bBb13ae" 1. {
"processlineage_uid": "47fdace3-
f013-564¢-6203-5b9c7clebeal”™ }, {
"processlineage_uid": "44ecd712-
e393-bbb0-2ec7-1233493978ed" ]
1

logtype="edrevents” and device hostname contains "F501” and actor.process.uid contains "7802a32d-242e-
d0f6-ca66-405348f68229" and dass_name contains "Process Activity” and activity_name contains "Launch”

Event details

process.name - cmd.exe

processpid - 2418

process.uid - 7d0a70b2-7ofe-aPh7-

AbcB-5dee513d49%ab

process.cmd_line -
CAWindows'system32homd exe /T

net localgroup Administrators

John.doe fadd

process.created_time -

process. terminated_time -

process filename - cmd.ee
process file.path -
CAWindows\eystem 32omd. axe
process file sha?56 -
F0D120880614E 1E2AF406TBAA
D1454B09E2BEFASDAS1BTIEIIC
247077D9FF538

process filetype id- 1
process.parent_process.name -
msedge exe

process. parent_process.pid - 5348
process.usermame - SYSTEM
process.usertype - System
process lineage_uid - [7
"processlineage _vid": "7B02232d-
242e-d0fS-cadb-4d5348F68229" ], {
"process lineage_uid"-"a2169d70-
b450-8270-913c-1c1a07bfae 16" 1{
"process.lineage uid": "HeeBdea-
2796-3d56-291a-222e0b8b13ae" |.{
"processlinezge_uid": "47fdace3-
f013-564c-6203-5b%c7c0ebeal®™ ], {
"process linezge_uid": "8decd712-
e393-bbb0-2ec7-1233d73978ed" ]
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Actor details

actor.process.name - msedge exe
actorprocess.pid - 5348
actor process.uid - 7802232d-
242e-d0f6-cads-4d5348f68e27
actor.process.cmd_line -
"C\Program Files
(xB&\Microsoft\Edge\Applicationm
sedge ene”
actor.process.created_time -

actor.process.file.name -
meedge. oxe
actor process file path - C\Program
Files
(xB&)Microsoft\Edge\Applicationm
sedge exs
actor.process.filesha25é -
1792731E030B7FEISATEB2ICHF
SOFEAESE4ACIBIDEFIB003F2709
1B5CACEDASA
actor.process.fileext - EXE
actor.process.filetype_id - 1
actor.username -
actor.process.parent_process.name

actor.process.parent_process.pid -
actor.process.parent_process.uid -

Actor details

actor.process.name - maedge.eve
actor.process.pid - 5368
actor.process.uid - 7802232d-
242e-d0fS-cadé-4d5348f58209
actor process.omd _line -
"CA\Program Files
(«B&)\Microsoft\Edge\Application’m
sedge exa”
actor.process.created_time -

actor.process.file.name -

msedge exe
actor.processfilepath- C:\Program
Files
(¥B&PMicrosoftyEdgetApplicationym
sedgeexs
actor.process.filesha256 -

200120880614E1E2AF406TBAA
D1454B09E2BETAFDAS1B71E33C
24707709F9538
actor.process.fileext- EXE
actor.process filetype_id - 1
actor.user.name -
actor.process.parent_process.name
actor.process.parent_process.pid -
actor.process.parent_process.uid -

- ® | O Addioa

Expand

Behaviour details
finding info.created_time -

finding_info.src_url -
finding_infotypes- [[
“finding_info.types": "behaviour" 1{
“hinding_infotypes": "detection” }
finding_info.attacks - [
“finding_info.attacks tacticuid":
“attack TADOOZ",
“fiinding_info.attacks technique.uid":
“attack T1189"

“finding_info.attacks tacticname":
“attack execution”,
“iinding_info.attacks technigue.name
" "attackdrivebycompromise”,
“finding_info.attacks version™ *15.1",
“fiinding_info.attacks sub_technigue
ui ttack T1204.002"
“hinding_info.attacks sub_technigue.
" "attackmaliciouslink” 1]
nfotitle - Srowser

=
fin
Bxecuted 2 Non-Browser Process
finding_info.analytic.name -
Browser Executed a2 Mon-Browser
Process
finding_info.analytic type - Rule
finding_info.analytic category -
behaviour

- @ | | O Addioa

Expand
e
Behaviour details
findine infn rreated_time -
finaing_into.sre_url -
finding_infotypes - [{
“finding_info types": "behaviour" }.{

“finding_infotypes": "detection” ]
finding_info.attacks - [[
“finding_info attacks tacticuid":
“attack TADODZ",
“hinding_info.attacks technigue.uid":
“attack T1189"
“finding_info.attacks tacticname":
“attack execution’,
“hinding_info.attacks technigue.name
= "sttack drivebycompromise”,
“finding_info.attacksversion™ "15.1"
“hnding_info.attacks sub technigue
uid": "attack T1204 002"
“finding_info.attacks sub_technique.
name": "sttackmaliciouslink” 1]
finding_info.title - Browsar
Executed a Mon-Browser Process
finding_info.analytic.name -
Browser Executed 3 Mon-Browser
Process
finding_info.analytic type - Fule
finding_info.analytic.category -
behaviour
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comparatives
3 ‘ msedge.exe ~ Execution Details

Command Line  :  "CA\Program Files (x86)\Microsoft\Edge\ Application\msedge exa” ] Process o msedgeexe

Image Path : C\Program Files (x86)\Microsoft\Edge\Application\msedge.exe i) Process Start
Time

Process SHA o 32A9DBATIAEAAPCIOCDOESSFIFETABBDABEABDS. . D VirusTotal ProcessEnd Time : --

Signed  Yes Process 1D : 5368

User Mame : SYSTEM
Command Ling : "CA\Program Files (x86)\Microsoft\Ed.. -0

User Domain ;. NTAUTHORITY User Name . SYSTEM

UserSiD ¢ oS58 User Domain : NTAUTHORITY
User SID : 51518

@ Alert : Suspicious In-Memory Execution
Detects execution of code directly in memory, commonly associated with fileless attacks and technigues such as File Details
encoded PowerShell or reflective loading.
File : msedgeexe
E Behavior : Browser Execution

Ce . r Execution Image Path : CA\Program Files (x86)\Microsoft\Edg.. {0

SHAZ56 : 32A9DBATIAEA49C3I0CDOG5699FE.. ()
~ ﬂr}} powershell.exe v Signer . Microsoft Corporation
. . Issuer : Microsoft Ed

[% Behavior : Detects PowerShell executing Encoded command &=

- Detects Powershell executing Encoded command . i
Device Details MNetwork Quarantine

MITRE Info - T1059- Command_And_Seripting_Interpreter

Device . WW- FS01

Protection Status  :  Active
& Behavior : Encoded PowerShell Command Detection

Encoded PowerShell Command Detection Domain : LAB
Expand all 91 PowerShell EXE B
@ msedge.exe ~ Execution Details
Command Line  : “"C\Program Files (x86)\Microsoft\Edge\Application\msedge.exe” D Process : PowerShel EXE
Image Path : C:\Program Files (xB&)\Microsoft\Edge\Application\msedge.exe ) Process Start
Time
Process SHA : 32A9DBATIAEALYCI0CDOE5699FETABBDSBEABDE... ) VirusTotal Process End Time  : —
Signed P Yes Process ID : 4184
User Name : SYSTEM o
Command Line - powershell -nop -exac bypass -Encode.. ()
User Domain : NTAUTHORITY User Name .
User 51D : 5-1-5-18 User Domain . LAB
User 51D © 5-1-5-21-934274510-1384 776283

[;% Alert : Suspicious In-Memory Execution 4208465934-1110
Detects execution of code directly in memory, commonly associated with fileless attacks and techniques such as File Details
encoded PowerShell or reflective loading.

File : PowerShel EXE
= Behavior : Browser Execution

=B Browser Execution Image Path : C\Windows\System32\WindowsPow.. 0

SHAZ56 . 3BF4384643B3FADDET14D2367B7.. 1
N 33 powershell.exe ~ Sigher : Microsoft Windows

Command Line  :  powershell -nop -exec bypass -EncodedCommand SQBFAFgAIAA... () lssuer 1 Microsoftg) Windows+p Operating System
Image Path : C\Windows\System32Z\WindowsPowerShellw10\powershellee ) Device Details Network Quarantine
Process SHA :  3BF43B4643B3FADDET14D23467B712C2E0FAICETEZ.. ) VirusTotal

Device : WP~ FSD1
Sighed © Yes

ProtectionStatus  : Active
User Name o alicejones

Dormain : LAB
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Step 11. Lateral Movement

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we leveraged the previously obtained credentials of the domain administrator
alice.jones to perform lateral movement from FSO1 to the domain controller DCO1. Prior to initiating
the pivot, a dedicated C2 listener was configured with the appropriate payload type and
communication settings to receive the incoming Beacon session from DCO1. This ensured controlled
session handling and separation from existing C2 channels.

Using the valid Domain Admin credentials, we authenticated to DCO1 and executed the payload
remotely, resulting in the establishment of a Beacon session on the domain controller. This step
simulated a high-impact attacker scenario in which compromised Domain Admin credentials are used
to pivot to critical infrastructure systems. The objective was to evaluate detection capabilities related
to:

e Remote execution on a domain controller

e Administrative authentication from a non-administrative source system

e New service or process creation on DCO1

e (orrelation between credential compromise, lateral movement, and C2 establishment

e T1078 - Valid Accounts
Use of legitimate Domain Administrator credentials to authenticate to DCO1.
e T1021 - Remote Services
Use of remote management protocols (e.g., SMB, RPC, WinRM, or similar) to execute code on
DCo1.
e T1569.002 - System Services: Service Execution
Remote service creation to execute the Beacon payload on the domain controller.
e T1105 - Ingress Tool Transfer
Transfer and execution of the payload to establish a C2 session on DCO1.

FS01
10.10.70.201
alice.jones@lab.local

high integrity

The screenshots show that the activity associated with the pivot from FSO1 toward DCO1 was not
left completely unnoticed. On FSO1, the product generated detections for Suspicious In-Memory
Execution and linked them to trusted Windows components, most notably PowerShell.exe and
WmiPrvSE.exe. Both binaries are shown as signed Microsoft executables, which makes the result
more meaningful: the alerting was not based on an obviously malicious file name alone, but on
suspicious execution behaviour occurring inside legitimate system processes. In the incident chain,
WmiPrvSE.exe appears with the standard embedding command line and runs in the SYSTEM / NT
AUTHORITY context, which is consistent with remote management style execution and strongly
suggests that the lateral movement activity triggered code execution through native Windows
management components rather than a simple, user-driven process launch.
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At the same time, the detection context shown in the incident summary is fairly serious. The chain
references a new service started by Services.exe, Windows Event Log Service terminated, and
Service Stopped, before leading into the later rundll32.exe - msedge.exe — WmiPrvSE.exe branch
where the in-memory execution alert appears. That combination indicates not just remote execution
on a high-value system, but also potentially disruptive follow-on behaviour that would deserve
immediate investigation. From a defensive perspective, it is positive that the product surfaced
suspicious in-memory execution inside trusted Windows processes on FSO1. However, the
screenshots also suggest that the clearest detection signal emerged only once the activity had
already progressed into a more invasive execution chain, which makes the overall result moderately
concerning: the behaviour was ultimately detected, but not necessarily at the earliest and most

preventable point of the pivot.

Step 11 Detection (Active response)

Summary Alerts (4)
Signer Signed
Signed
B
Yes

Sign Algorithm
| = | SHA256

Signer Name
Micrasoft Windows

=)

powershell.exe
Most Recent Detection :

Summary Alerts (4]
J Detected
powershellexe
edrst_ex script_detertion_engine
F501
Detected

powershell.exe

Detected

powershellexe

Detected

powershell.exe

Devices (1)

SHA-256

38F4384643B3FA0DET 14D23467B712C2E0FAICEIEZC.. ‘D

VirusTotal Organization Information

Compan
fio . i

Micrasoft Corporation

Product
. ) ) B e B
First Infected Device Information perating System

Device Name Time

Description
Qo o & P

501 Windows PowerShel

Severity : Medium | Incident Status : Unresolved

Devices (1)

Process Information

File Type
EXE

Original File Name
PowerShell EXE

Copyright

® Product Version
10.0.20348.2849

Internal File Name
POWERSHELL

Microsaft Corporation. All rights reserved

Incident Summary Expand al
= Behavior : Service Stopped
= gervice Stopped
MITRE Info : T1489-Service Stop
~ ) rundil32.exe ~
T ‘: msedge exe i
. Behavior: Browser Execution
~ Browser Execution
A~ i‘é} powershell.exe -~
Command Line - powershell -nop -exec bypass -EncodedCommand SQBFAFZAIAAL.. 0
o C\WindowshSystem3, ind Shellw 1.0\powershell.exe ]
: 3BF4384443B3FAODE714D2367B712C2EOFAICEREZ.. ‘(1 VirusTotal
: Yes
User Name o alice jones
- LAB
© 5-1-5-21-334274510-1384776283-42084465934-1110
D Alert : Suspicious Script Execution Detected AMSI|
N <hil or potentially malicious behavior was executed on the system, indicating
Invake-Command -ComputerName DCO1 -ScriptBlock { Set-StrickM_. -]
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PowerShell EXE

Execution Details

Process :  PowerShell EXE

: 4184

:  powershell -nop -exec bypass

o alicejones
User Domain : LAB
User 51D © 5-1-5-21-934274510-138470
4208445934-1110
File Details
File PawerShell EXE

C\Windows\System32\Wind

: 38F4384643B3FA0DET14DI

: Microsoft Windows

ssues : Microsofty Windows€ Oper

Netwe

" Fs01
otectionStatus  :  Active
Damain : LAB
: 1001070201
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comparatives
Summary Alerts(2) Devices (1}
Signer Signed SHA-256 VirusTotal Organization Information Process Information
Signed = Company File Type Product Version
e 1792731E030B7FE35ATEB2 1C9F07EAESE4ACIB1DE. D 5] e @ 0O == @ AT
Sign Algorithm ] Product B ©Original File Name Internal File Name
SHA256 First Infected Device Information Operating System Wmiprvse.exe Wmiprvse exe
Signer Name Device Name Time Description Copyright
Microsoft Windows = Fs01 @ 8 WMI Provider Host © Microsoft Corporation. All rights reserved.
Surmmary Alerts (2) Devices (1)
Wl Eak== Incident Summary Expand all
Suspicious In-Memory Execution B
Behavior Detection Engine 2 i@, £5043b4.exe V
L Fs01
O Detected Behavior Mew Service Startled by Services exe
. . New Service Started by Services.exe
Suspicious In-Memoery Execution
Behavior Detection Engine MITRE Info T1549- System_Services
< F501
E? Behavior - Windows Event Log Service Terminated
‘Windows Event Log Service Terminated
MITRE Info T1542- Disable Windows Event Logging
E Behavior : Service Stopped
B .
Service Stopped
MITRE Infa T1489- Service Stap
A el rundli32exe R
T
o 108 msedge.exe A4
E? Behavior : Browser Execution
§ Browser Exgcution
‘@3 WIMPrvse.exe ~
Command Line CWindows'system32whbemwmiprvse exe -Embedding Hu)
mage Path CAWindowssystem32whemiwmiprvse exe ‘0
Process SHA 1792731E030B7FE3SATER2ICOFPOTEAESE4ACIBID.. 11 VirusTotal
Signed : Yes
User Name SYSTEM
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Summary Alerts (2) Drevices (1)

[[] Detected
Suspicious In-Memory Execution i

Incident Summary Expand all

Behavior Detection Engine ~ 1§) rundll32 exe b
0 Fso1
o
i A8l msedgeexe s
) Detected
Suspicious In-Memaory Execution

E Behavior : Browser Execution
Behavior Detection Engine &

) Browser Execution
1 FsD1
£33 | WMiprvse.exe ~
Command Line  :  C\Windows\system32whbem\wmiprvse.exe -Embedding [u]
Image Path o ChWindows\system 32whem\wmiprvse.exe i)
Process SHA - 1792731E030B7FE35A7ER21COFP07EAESE4ACIBID.. 1 VirusTotsal
Signed o es
User Mame o SYSTEM
User Domain . NTAUTHORITY
User 51D : 51-5-18

@ Alert - Suspicious In-Memory Execution
Detects execution of code directly in memory, commonly associated with fileless attacks and
technigues such as encoded PowerShell or reflective loading.

I_— Behavior : Browser Executed a Mon-Browser Process
=
Browser Executed a Mon-Browser Process

MITRE Info : T118%- DriveByCompromise

E Behavior : Edge Executed a Non-Edge Process
= Edge Executed a Non-Edge Process

MITRE Info : T1189- DriveByCompromise
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Step 12. Command and Control

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, the tester leveraged the C2 Framework to establish a legitimate-appearing parent/child
process relationship for the Command-and-Control (C2) channel on DCO1.

To blend malicious activity into normal system behaviour, the Beacon was configured to spawn under
trusted Windows processes. The spawnto directive was used to define a legitimate system binary as
the parent process, followed by spawning a new Beacon tied to the configured listener.

e T1036 - Masquerading
Execution of malicious activity under legitimate system binaries to evade detection.
e T1055 - Process Injection
Execution of Beacon code within the address space of a legitimate process.
e T1071.001 - Application Layer Protocol: Web Protocols
Use of HTTP/HTTPS-based C2 communication to blend with normal traffic.
e T1105 - Ingress Tool Transfer
Execution of a staged payload to establish a new Beacon session.

DCO1
10.10.70.200
NT AUTHORITY\SYSTEM

system integrity

We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting provides solid support for this step. The hunting data shows multiple process launches
on DCO1 in the context of alice.jones, including wsmprovhost.exe -Embedding and a subsequent
launch of C:\Windows\System32\wuauclt.exe, which matches the intended move into a trusted
Windows binary. The related process view also reflects the corresponding lineage on the host,
showing the progression through services.exe, svchost.exe, wsmprovhost.exe, and finally
wuauclt.exe. In addition, the network hunting result ties wuauclt.exe to outbound communication
toward 4.184.233.91:80, which is important because it shows that the masqueraded process did
not only start successfully, but was also used for follow-on external communication consistent with
active C2.

At the same time, the hunting evidence is somewhat stronger on the resulting execution chain and
beacon traffic than on the actual injection mechanics themselves. The grouped command-line view
confirms that wuauclt.exe was launched under alice.jones, and the lineage screenshot places it
beneath wsmprovhost.exe, but the screenshots shown here do not expose the low-level injection
events as explicitly as some of the earlier process-injection views did. Even so, the overall picture is
still convincing: the hunt data shows the trusted-process transition on DCO1, the expected process
ancestry, and the subsequent network activity from wuauclt.exe. From a defensive perspective, that
is meaningful visibility, although the evidence suggests the platform is somewhat better at surfacing
the disguised execution context and resulting communications than at making the underlying
masquerading technique immediately obvious from hunting alone.
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Step 12 Manual investigation for telemetry / Threat hunting

Syntax Classic logtype="edrevents" and process.user.uid contains "S-1-5-21-934274510-1384776283- @ ,.‘;', Add I0A
42084465934-1110" and device.hostname = "DC01" and activity_name contains "Launch”

groupby process.cmd_line, process.user.name

(~) Valid Query, Press space or comma to add more criteria.

~ Chart Summary Expand
Hunting Result ]
Showing all 10 unique process.cmd_line(s) count Value(s)
WHC A Windows\system 32\conhost exe Ouxf il -ForceV1 3
process.user.name count
alice jones 3
Wi wrshsyste \ws! host.exe - i
C\Windows\system32ywsmprovhost.exe -Embedding 2 S AT count
alice jones 2
CAWindows'\System32'wuauclt.exe 1
process.user.name count
alice jones 1
Incident Summary Expand all
~ {53 wininitexe v
A (51 services.exe v
~ {51 svchostexe v
~ {91 wsmprovhost.exe v
St

A~ {93 wuaucltexe
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Syntax Classic

~ Chart Summary

Hunting Result

uj

Timestamp

logtype="edrevents" and device.hostname = "DCO1" and actor.process.uid contains
"71646819-d982-Paef-b74b-1323d6fddee8” and class_name contains "Metwork” and

dst_endpointip =

() Valid Query, Press space to add more criteria.

Event Meta

class_name - Metwork
Activity

class_uid - 4001
associated_class_name -
associated_class_uid -
activity_name - Traffic
activity_id - 202
category_name - System
Activity

category_uid- 1
type_name - Metwork
Activity: Traffic
type_uid - 400104
status_code - O
status_id- 1

status - Success
status_detail - Metwork
Connection

Device details

device.hostname - DCO1
device.type - Laptop

devicedp- 10107
device.uid - 295455
4334-998c-6fed3cfbed 68

]
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Event details

src_endpoint.ip -
10.10.70.200

src_endpoint.port - 59410

dst_endpoint.ip -

dst_endpoint.port - &0
connection_info.protocol_num
-6
connection_info.protocol_nam
e- tcp
connection_info.direction -
Outbound
connection_info.direction_id -
2
connection_info.protocol_ver -
1Prd
connection_info.protocol_ver_i
d- 4
traffic.bytes -
url.url_string -
download windowsupdate co

m

EDR Detection Validation Test 2026

@ L\ Add I0A

Actor details

actor.process.name -
wuauclt.exe

actor.process.pid - 4120
actor.process.uid - 71444519
d%82-9aef-b74b-
1323dé4fddeed
actor.process.cmd_line -

“Windows\System32\wuauc

texs
actor.process.created_time -

actor.process.file.name -
wuauclt.exe
actor.process.file.path -
Lo
texs
actor.process.file.sha256 -
3BAD492AE2904F495E8C13
996D142EAS65DDAESFEOZC
ASESFAVECAFS5611DE5C
actor.process.file.ext - ExE
actor.process.file.type_id - 1
actor.user.name -
Administrator
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -

actor.nrocess.narent nrocess.u

Vindows\System32wuauc

Expand

C

Behaviour details

finding_info.created_time -
finding_info.src_url -
finding_info.types -
finding_info.attacks -
finding_info.title -
finding_info.analytic.name -
finding_info.analytic. type -
finding_info.analytic.category -
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Step 13. Persistence / Privilege Escalation

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we simulated domain-level persistence by creating a new domain user account and
adding it to the Domain Admins group.

Using the active Beacon session on DCO1, native Windows domain administration commands were
executed to create the account and assign privileged group membership. This technique represents
a high-impact persistence mechanism, as it establishes long-term administrative access within the
Active Directory environment.

e T1136.002 - Create Account: Domain Account

Creation of a new domain-level user account for persistence.
e T1098 - Account Manipulation

Modification of group membership by adding the account to the Domain Admins group.
e T1078 - Valid Accounts

Use of legitimate administrative credentials to create and manage domain accounts.

DCo1
10.10.70.200
alice.jones@lab.local

high integrity

We did not observe any active alerts related to the activities carried out during this step. However,
threat hunting provides clear and fairly strong evidence for this step. The hunt results on DCO1 show
the launch of net.exe with the command line net user /domain domain.admin admin24! /add, which
directly supports creation of the new domain account. Additional hunting evidence also shows net
user domain.admin /domain, indicating follow-up validation of the account after creation. This
means the relevant account-creation activity was not only visible, but preserved with concrete
command-line detail, which is valuable for investigation and attribution.

The hunting data also shows a second relevant administrative action through netl.exe with the
command line netl group "Domain Admins" /domain domain.admin /add. That is particularly
important because it ties the newly created user to privileged group membership and therefore
confirms the more critical part of the step. At the same time, the platform classifies part of this
behaviour under more generic account-discovery style analytics, which is useful but slightly less
precise than an explicit privileged-group-modification detection would have been. Overall, the
hunting evidence still documents the full sequence well: creation of the domain account, addition
to Domain Admins, and subsequent verification. From a defensive perspective, that represents good
visibility into a high-impact persistence action, even if some of the analytic labelling appears
broader than the actual severity of the activity.
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Step 13 Manual investigation for telemetry / Threat hunting

EDR Detection Validation Test 2026

Syntax Classic

~ Chart Summary

Hunting Result

1§

hv4

Timestamp

Syntax Classic

Chart Summary

Hunting Result

a

Timestamp

logtype="edrevents" and process.user.uid contains "5-1-5-21-934274510-1384776283-
4208465934-1110" and device.hostname = "DCO1" and finding_info.analytic.name

contains "account” and finding_info.analytic.name = "New User Account Added”

(<) Valid Query, Press space to add more criteria.

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Launch

activity_id- 1
category_name - System
Activity

category_uid- 1

type_name - Frocess Activity:
Launch

type_uid - 100701
status_code- 0

status_id - 1

status - Success
status_detail - Lzunch
Success

Device details

device.hostname - DCO1
device.type - Laptop
device.ip- 10.10.70.200
device.uid - 2f25655b-0db5-
4334-998c-6fed3cfbcdsd

Event details

process.name - net.exe
process.pid - 1240
process.uid - 42154d46-
6e30-df55-3460-
0aB751df3405
process.cmd_line - net user
/domain domain.admin
admin24! /add
process.created_time -

process.terminated_time -

process.filename - net exe

process.filepath -
CiWindows\System 32\ net.ex

e

process.file.sha256 -
F540747022E0D677229897

65B5DB268707E4ET1538AE0

764110EECTBBDIAEEFS

process.filetype_id- 1

process.parent_process.name -

wuauclt.exe

process.parent_process.pid -
4120

process.user.name -
alicejones

process.user.type - Admin

process.lineage_uid - [[

"nrocess lineage uid":

logtype="edrevents" and process.user.uid contains "5-1-5-21-934274510-1384776283-
4208465934-1110" and device.hostname = "DCO1" and finding_info.analytic.name
contains "account” and finding_info.analytic.name = "Discovering the domain account on a

compromised maching”

(<) Valid Query, Press space to add more criteria.

Event Meta

class_name - Process Activity
class_uid - 1007
associated_class_name -
associated_class_uid -
activity_name - Launch
activity_id - 1
category_name - System
Activity

category_uid - 1

type_name - Process Activity:
Launch

type_uid - 100701
status_code - 0

status_id - 1

status - Success

status_detail - Launch
Success

Device details

device.hostname - DCO1
device.type - Laptop
deviceip- 10.10.70.200
device.uid - 2f%5455b-0db5-
43a4-998c-6fed3cfbod b8

Event details

process.name - netlexe
process.pid - 4725
process.uid - 52732a7d7-
0560-2e90-c46b-
flcfé9baZaia
process.cmd_line -
CA\Windows\system32netl
user domain.admin /domain
process.created_time -

process.terminated_time -
process.file.name - netlexe
process.file.path -
CWindows\system32inetle
xXe
process.file.sha256 -
B27DDSEYDY7ESFS8B25B7
1264B3881C523D2C2EALD3
TESYEF&72BEOCDAESDERE
process.filetype_id - 1
process.parent_process.name -
netexe
process.parent_process.pid -
8788
process.user.name -
alice jones
process.user.type - Admin
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Actor details

actor.process.name -
wuauclt.exe
actor.process.pid - 4120
actor.process.uid - 71444519-
d982-%aef-b74b-
1323défddeed
actor.process.cmd_line -
C\Windows'System32\wuauc
It.exe
actor.process.created_time -

actor.process.file.name -
wuaudt.exe
actor.process.file.path -
C:\Windows\System32\wuauc
It.exe
actor.process.file.sha256 -
F540747022E0D677229897
45B5DB268707E4E71538AE0
T64110EECTBEDIAEEF&
actor.process.file.ext - EXE
actor.process.filetype_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
actor.process.parent_process.u
id -

Expand

Q@

Behaviour details
finding_info.created_time -

finding_info.src_url -
finding_info.types - [{
"finding_info.types™
"behaviour"}, {
"finding_info.types™
"detection” }]
finding_info.attacks - [
"finding_info.attacks technique.
uid": "attack T1078%
"finding_info.attacks technique.
name™: "attackwvalid accounts”,
"finding_info.attacksversion™

"15.171]
finding_info.title - Hew User
Account Added
finding_info.analytic.name -
MNew User Account Added
finding_info.analytic.type -
Rule
finding_info.analytic.category -
behaviour

- @ L\ Add10A

Actor details

actor.process.name - netexe
actor.process.pid - 5745
actor.process.uid - c732b0f4-
3b45-713f-a2cd-
cd2%=1b8d02d
actor.process.cmd_line - net
user domain.admin /domain
actor.process.created _time -

actor.process.file.name -
netexe
actor.process.file.path -
C\Windows\System32\net.ex
e
actor.process.file.sha256 -
B27DDSEYDY7ESFE8B25B7
1264B3881C523D2C2EASDS
JEBSEF672BEOCDAESDEEE
actor.process.file.ext - EXE
actor.process.file.type_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -
actor.process.parent_process.u
id -

Expand

]

Behaviour details
finding_info.created_time -

finding_info.src_url -
finding_info.types - [{
"finding_info.types":
"behaviour"}.{
"finding_info.types":
"detection” }]
finding_info.attacks - [{
"finding_info.attacks tacticuid™
"attack TAOOOT",
"finding_info.attacks technique.
uid": "attack T1067",
"finding_info.attacks tacticnam
e" "attack discovery”,
"finding_info.attacks technique.
name”:
"attackaccount_discovery”,
"finding_info attacks version":
"15.1%

"finding_info.attacks sub_techni
que.nid™ "attack T1087.002",
"finding_info.attacks sub_techni
que.name”:
"attack.domain_account™ }
finding_info.title - Discovering
the domain account on 2
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Syntax Classic

~ Chart Summary

Hunting Result

uj

Timestamp

logtype="edrevents" and process.user.uid contains "5-1-5-21-934274510-1384776283-
4208465934-1110" and device.hostname = "DCO1" and finding_info.analytic.name
contains "account” and finding_info.analytic.name = "Discovering the domain accounton a
compromised maching” and process.cmd_line = "C:\\Windows\\system32\net group

Y'Domain Admins\" /domain domain.admin /add"

(+) Valid Query, Press space to add more criteria.

Event Meta

class_name - Process Activity
class_uid- 1007
associated_class_name -
associated_class_uid -
activity_name- Lzunch
activity id- 1
category_name - System
Activity

category_uid- 1

type_name - Process Activity:

Launch

type_uid - 100701
status_code- 0
status_id - 1

status - Success
status_detail - Launch

Success

Device details

device.hostname - DCO1
device.type - Laptop
device.dp - 10.10.70.200
device.uid - 2f35655b-0db5-
43a4-998c-6fed 3cfbod 68
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Event details

process.name - netlexe

process.pid - 2614

process.uid - 510d1dd0-b4da-

Tfra-d7e-412743c1a75¢c
process.cmd_line -
CAWindows\system32\netl
group "Domain Admins"
/domain domain.admin /add
process.created_time -

process.terminated_time -
process.file.name - netlexs
process.file.path -
CH\Windows\system32\netle
xe
process.file.sha256 -
B27DDBEYDY7ESFEEB25B7
1264B3881C523D2C2EASDS
7EBYEF472BEOCDAESDEBE
process.file.type_id - 1
process.parent_process.name -
netexe
process.parent_process.pid -
1764
process.user.name -

alicejones

EDR Detection Validation Test 2026
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Actor details

actor.process.name - netexs
actor.process.pid - 1764
actor.process.uid - 13c93848-
bbab-efab-beec-
9b495bd175bf
actor.process.cmd_line - net
group "Domain Admins"
/domain domain.admin /add
actor.process.created_time -

actor.process.file.name -
netexe
actor.process.file.path -
C\Windows\System32\net.ex
e
actor.process.file.sha256 -
B27DDEEYDY7ESFSEB25BT
1264B3881C523D2C2EASD3
TEBYEF472BEOCDAESDEBE
actor.process.file.ext - EXE
actor.process.file.type_id - 1
actor.user.name -
actor.process.parent_process.n
ame -
actor.process.parent_process.p
id -

Expand

Behaviour details

finding_info.created_time -

finding_info.src_url -
finding_info.types - [
"finding_info.types™
"behaviour" ], {
"finding_info.types™
"detection"}]
finding_info.attacks - [{
"finding_info.attacks tacticuid™
“attack TADDO7",
"finding_info.attacks technique.
uid": "attack T1087",
"finding_info.attacks. tacticnam
" "attack discovery”,
"finding_info.attacks technique.
name":
"attack.account_discovery”.
"finding_info.attacksversion™:
"15.1%
"finding_info.attacks.sub_techni
queuid™: "attack T1087.002",
"finding_info.attacks.sub_techni
quename":

"attack. domain_account” }]
finding_info.title - Discovering
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Step 14. Credential Access

Description

TTPs

Performed on
Host IPv4
User context

Integrity level

Result / Observations

In this step, we simulated a DCSync attack to obtain credential material for all user accounts within
the domain lab.local. Using previously acquired Domain Admin privileges, we leveraged the C2
Framework’s dcsync capability to request Active Directory replication data directly from the domain
controller. This technique abuses legitimate directory replication protocols to retrieve password
hashes (NTLM) and Kerberos keys for domain accounts without interacting with LSASS on the domain
controller.

The objective of this activity was to evaluate whether unauthorized replication requests are detected,
logged, and correlated with suspicious administrative activity. This includes monitoring for
anomalous replication traffic originating from non-domain controller systems and identifying misuse
of accounts with replication privileges. This technique represents one of the highest-impact
credential access methods, as it can expose credential material for all domain users, including
privileged accounts.

e T1003.006 - 0S Credential Dumping: DCSync
Abuse of Active Directory replication permissions to retrieve password hashes and Kerberos
keys from the domain controller.
e T1078 - Valid Accounts
Use of legitimate Domain Admin credentials to perform replication requests.
e T1482 - Domain Trust Discovery
Enumeration of domain information to facilitate credential targeting and replication abuse.
DCo1
10.10.70.200

alice.jones@lab.local

high integrity

We did not observe any active alerts or relevant telemetry related to the activities carried out during
this step.
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Product Impression & Insights

We conclude this analysis with a summary of ManageEngine’s detection test results.

ManageEngine delivered a mixed but overall more useful result than a purely alert-driven view would initially
suggest, because the threat-hunting data added meaningful depth across several stages of the intrusion.
The earliest phishing step was not actively detected, but the hunting evidence still reconstructed the initial
user interaction credibly by showing Outlook launching chrome.exe with the pCloud link and related
download artefacts in the user’s Downloads directory. Once execution began on WSO01, visibility improved
clearly: the malicious Reader_en_install.cpl was identified as unsigned and malicious, 7zG.exe was tied to
the extraction activity, and the execution chain through control.exe and rundll32.exe was reconstructed
with useful behavioural context around suspicious RunDLL32 loading and abuse of a non-standard Control
Panel item. The later browser-parented beacon on WS01 did not produce an active alert, but hunting still
showed chrome.exe being launched from the malicious rundll32.exe context, which gave useful confirmation
of the trusted-process transition even if the full browser-based C2 chain was not shown end to end. The
scheduled-task persistence step was also reflected in a meaningful way through the dropped unsigned
msedge.exe payload and its linkage to boot or logon autostart behaviour, although the actual scheduled-
task creation remained less directly evidenced than the malicious file creation itself. The main gaps in the
workstation phase remained the broader discovery activity, which had no meaningful visibility, and the
Kerberoasting step, where hunting exposed the surrounding service-account discovery commands and some
Kerberos-related process context, but not the decisive ticket-request or extraction phase itself.

The later server-side stages were generally stronger, especially when the attack produced concrete artifacts
or suspicious execution inside trusted Windows components. On FS01, ManageEngine detected the dropped
e5043b4.exe payload in C:\Windows)\, classified it as malware, and tied it to immediate execution, which
gave solid visibility into the compromise of the destination system even if the authentication mechanism
behind the pivot was only indirectly reflected. The later msedge.exe activity on FS01 was eventually
identified as suspicious in-memory execution under NT AUTHORITY\SYSTEM, although the evidence suggests
this became clear only after subsequent activity made the abuse more obvious. A notable strength of this
run is that several steps previously visible mainly as context were now reconstructed well in hunting: the
creation of the local john.doe account and its addition to the local Administrators group on FS01 were both
shown with concrete net.exe and netl.exe command lines, the impersonation of alice.jones was supported
by the clear user-context mismatch between msedge.exe running as SYSTEM and a child powershell.exe
executing as LAB\alice.jones, and the later move to DCO1 was surfaced through suspicious in-memory
execution in PowerShell.exe and WmiPrvSE.exe. On DCO1, hunting also gave solid visibility into the
wsmprovhost.exe to wuauclt.exe transition and the subsequent outbound communication, and it
documented the creation of the new domain.admin account together with its addition to Domain Admins
through explicit net.exe and netl.exe command lines. The main remaining blind spot was the final DCSync
activity, which still produced no active alert. Overall, ManageEngine showed that it can provide useful
detection and quite valuable retrospective reconstruction once malicious execution, trusted-process abuse,
or account manipulation becomes concrete, even if some earlier reconnaissance and the final replication
abuse remained less directly surfaced.

57



AV

comparatives

Al-Related Features

EDR Detection Validation Test 2026

The following information is provided by the vendor and highlights selected product features, including AI-
related capabilities where applicable. This section is intended for informational purposes only and is not
part of the evaluation or certification criteria. The content is based on vendor input and has been
summarized and standardized by AV-Comparatives for consistency. The inclusion or absence of such features
does not influence the test results.

ManageEngine Endpoint Central with EDR includes Al-assisted capabilities aimed at supporting alert
triage, investigation, and response.

The platform provides Al-assisted summaries for alerts, offering contextual information such as severity,
affected entities, and suggested next steps. In addition, it includes a conversational investigation
component that allows analysts to interact with the system using natural language, supporting query
generation and guided investigation based on alert context.

The product also offers automated investigation functionality, which analyses alerts and consolidates
relevant findings to highlight likely root causes and suggest response actions.

These features are primarily focused on assisting analysts during investigation and response activities rather
than acting as standalone detection mechanisms.
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In business environments, and with business products in general, it is usual for products to be configured
by the system administrator, in accordance with vendor’s guidelines. Therefore, we asked vendors to request
us to implement any changes they wanted to the default configuration of their respective products. Results
presented in this test were only accomplished by applying the respective product configurations as described
here.

The configurations were applied together with the engineers of the respective vendors during setup.
Below we have listed relevant non-default settings (i.e. settings used by the vendor for this test).

ManageEngine: In the "Ransomware Detection Engine" settings, the "Detection Sensitivity" was set to
“Standard”. Under "DeepAV", the "Detection Trigger" was enabled for "On DLL Load" and for "On Write".
Under "Telemetry", the collection of "Telemetry Activities" was set to "All".

Detection Issue (False Positives)

During the execution of the test scenarios, the product generated alerts on legitimate processes, including
its own components, due to access to lsass.exe. The alerts were observed under normal operation conditions
and did not correspond to malicious activity, indicating overly sensitive detection behaviour in this context.

= ManageEngine Malware Protection 2oz =

Suspicious Behaviour Detected!
Executable Path : C\Program Files
(x86)\ManageEngine\UEMS_Agent\EDR
YAnti-Ransomware\Publich Bin\EXE

"WEARWService.exe
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The table below shows the MITRE (aims) and the of the test scenario
used in this EDR Detection Test.

Phishing ( )

Spearphishing Link ( )
Valid Accounts ( )

Scheduled Task/Job ( )

Scheduled Task ( )
System Services ( )

Service Execution ( )
User Execution ( )

Malicious File ( )

Malicious Link ( )
Account Manipulation ( )

Boot or Logon Autostart Execution ( )
Create Account ( )

Domain Account ( )

Local Account ( )
Access Token Manipulation ( )

Access Token Manipulation: Token Impersonation/Theft ( )
Hide Artifacts ( )

Hidden Files and Directories ( )
Masquerading ( )
Obfuscated/Compressed Files and Information ( )
0S Credential Dumping ( )

DCSync ( )

Steal or Forge Kerberos Tickets ( )

Kerberoasting ( )

Account Discovery ( )

Domain Account ( )
Domain Trust Discovery ( )
Permission Groups Discovery ( )

Domain Groups ( )

Local Groups ( )
Process Discovery ( )

Process Injection ( )

System Information Discovery ( )

System Network Configuration Discovery ( )
Remote Services ( )

SMB/Admin Shares ( )
Application Layer Protocol ( )

Web Protocols ( )

Ingress Tool Transfer ( )
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https://attack.mitre.org/tactics/enterprise/
https://attack.mitre.org/techniques/enterprise/
https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/techniques/T1053
https://attack.mitre.org/techniques/T1053/005
https://attack.mitre.org/techniques/T1569/002/
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https://attack.mitre.org/techniques/T1204/001/
https://attack.mitre.org/tactics/TA0003/
https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1547
https://attack.mitre.org/techniques/T1136
https://attack.mitre.org/techniques/T1136/002
https://attack.mitre.org/techniques/T1136/001
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/techniques/T1134/
https://attack.mitre.org/techniques/T1134/001/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/techniques/T1564/
https://attack.mitre.org/techniques/T1564/001/
https://attack.mitre.org/techniques/T1036
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