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Introduction

The manufacturing industry has been
growing rapidly through the digitalization of
business processes with tools that increase
productivity and profit. The Fourth Industrial
(Industry  4.0)

manufacturers to implement automation to

Revolution encouraged
their operations and move their software to
cloud for simplified management, alongside
providing the benefit for employees to

connect remotely from anywhere.

Many production tasks are now monitored,
managed, and configured through modern
networking tools, which means securing the
connectivity of the organization and data
passing through the network is vital.

Traditional Multi-protocol Label Switching
(MPLS) route-based network architecture
can be challenging for admins to secure the
network, as they are complex to manage and
configure. So, manufacturing industry
require a DDI network solution comprised of

DNS, DHCP and IPAM services.

This white paper shares how DDI solutions
solves the manufacturing sectors' network
demands, by showcasing key benefits
through a product overview, visual insights,

and real life use-cases.



Understanding major cyberattacks in
the modern manufacturing sector

Cyberattacks are a crucial threat to any
industry's network infrastructure, including
the manufacturing industry. Manufacturing
companies invest in technologies to
integrate their information technology (IT)
and operation technology (OT) for elevating

their operational efficiency.

A survey by TrapX Security in 2020 of 150
cyber and IT professionals directly involved
in security strategy, control, and operations,
stated that nearly 49% of the organizations
have their IT and OT infrastructure tightly

integrated.

However, only 41% of organizations employ
a robust IT team to protect their OT assets
and handle OT related cyberattacks, while
the others rely on network technologies or
tactics or common network for IT and OT

communications.

This situation prompted the rapid growth of
IT/OT attacks, with 53% of organizations
agreeing that their network infrastructure is
vulnerable to attacks and many
acknowledging that they have suffered
some type of cyberattack. IT teams are
struggling to manage the increasing number
of technologies implemented, leaving them
seeking more advanced and adaptive

network security solutions.

This situation prompted the rapid growth of
IT/OT attacks, with 53% of organizations
agreeing that their network infrastructure is
vulnerable to attacks and  many
acknowledging that they have suffered
some type of cyberattack. IT teams are
struggling to manage the increasing number
of technologies implemented, leaving them
seeking more advanced and adaptive

network security solutions.

Of the organizations surveyed, the need to
improve visibility to view malicious OT
activities was agreed by 37%, and the need
to improve OT focused threat intelligence
was agreed by 36%. This survey concludes
that manufacturing companies lack visibility

to identify threats and resolve them.

When it comes to OT/IT related threats,
ransomware remains the most common

form of cyberattack in the manufacturing

industry.
According to Waterfall's Threat Report
published in 2024, more than 68

cyberattacks impacted around 500 sites of
manufacturing, and half of these led to
production shutdowns, work stoppages,
and logistic delays. The report notes that
between 2019-2023, cyberattacks have
doubled annually—with a growth rate of
about 90% each year.
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This graph shows that from 2010-2019, we
witnessed the doubling of the number of
attacks. In 2024, a 19% increase in attacks

over the previous year was projected.

In 2024, a 19%

increase in attacks over the

previous year was projected.

80

of cyberattacks in 2023, where the threat

Ransomware
accounted for

actor is known. Most of the attackers tend to
hold the confidential data for ransom rather
than encrypt systems to hold decryption
keys.

Norsk Hydro, a Norwegian aluminum
manufacturing company, was hit by the
LockerGoga ransomware attack on 2019
that compromised its IT systems across
multiple sites, including smelting plants in
Norway, Qatar, and Brazil. Norsk Hydro paid
aransom of $71 million to recover its data.
Applied Materials, a multibillion-dollar
company that provides technologies to the
semiconductor industry, was hit by the
supply-chain ransomware attack, while its
supplier and partner, MKS instruments, is
reported to be the main victim of this attack.
This led to a loss of $250 million because of
lost sales in the second quarter of 2023.



Networking demands of the modern

manufacturing sector

Manufacturing companies facing these

cyberthreats and security challenges,
require a network solution that can resolve
their major networking demands. Key issues

that should be addressed include:

Security, regulatory compliance,
return on investment, and
corporate trust

Manufacturing organizations should enforce
cybersecurity protocols to protect their
operational data and connected devices on
the factory floor. Regulatory compliance,
ISO, NIST, or
industry-specific standards like ITAR or FDA,

such as adherence to

is essential to avoid legal liabilities. Investing
in solutions benefits manufacturers by
ensuring reduced downtime, faster
resolving, and robust security. Earning and
maintaining corporate trust involves
transparency, consistent performance, and
secure handling of customer and partner

data across all operations.

Business connectivity with
multiple branches and offices

Seamless connectivity across multiple
branch offices and sites is critical to ensure
synchronized operations and real-time
analytics for data driven decision-making.
Modern manufacturers often implement
SD-WAN,  VPNs, and

communication

cloud-based
platforms to  unify

geographically dispersed teams and
systems. They need to implement a solution
that supports connectivity for centralized

monitoring across different sites.

Structured IP address plan with
complete network visibility

A structured IP address scheme is crucial for
network efficiency, scalability, and security.
It enables better segmentation for different
departments comprised of different loT
devices and machines to reduce network
risks. IT teams need complete insights over
device behaviors, traffic flows, and potential
vulnerabilities for instant identification of

malicious activities.



Monitor real-time network traffic
for prioritizing and routing

Real-time traffic  monitoring  allows

manufacturers  to prioritize  critical
applications, such as SCADA systems or ERP
platforms. Intelligent routing ensures
low-latency performance for time-sensitive
operations while maintaining bandwidth
efficiency. This visibility empowers IT teams
to identify bottlenecks, manage capacity
proactively, and enforce QoS policies that
align network performance with business

goals.

Managing a hybrid workforce for
remote and in-office employees

Manufacturers are increasingly adopting a
hybrid workforce model that blends on-site
roles with a remote connection facility for
employees to connect from anywhere. This
requires securing the organization's network
while expanding to bridge the gap between
remote and in-office employees. A solution
that can enforce security policies to allow
restrict

only legitimate employees and

external unauthorized individuals is vital.

These challenges need to be addressed with
the right IT solution, which builds a secure
and effective network infrastructure and
streamlines the network service for every

organization to support its development.



Private WAN network for the

manufacturing sector
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This image illustrates the Private WAN
different
manufacturing plant sites, branch offices,

network connected across
stores, warehouses, and employees' remote
locations. Private  WAN serves as the
backbone of an organization's network
infrastructure, consisting of VLANs, LANSs,
private and public cloud infrastructures, and

data centers to link the private WAN.

The network centralizes and links multiple
manufacturing sites, allowing employees to
securely access the sites' network from
remote locations. At the core of this setup is
a high-performance private WAN that acts as
the backbone.

Local Peering with
Major Telcos

[
a Work from
Home

Stores

This
dedicated IP/MPLS routes or an optical

backbone is typically built using
transmission core that interconnects the

entire  network through high-speed

transmission equipment.

Branch locations are then connected to this
backbone using technologies like SD-WAN,
SDN, or IP/MPLS, often enhanced with VPNs
to ensure reliable

secure and

communication.

Now, the main challenge faced by this
network infrastructure is converging the
sites under a common IP infrastructure.

That's where DDI solution comes into play.



How ManageEngine DDI Central can
enhance the network infrastructure

Setup or migrate
domains, add resource
records

DNS

(Domain Name System)

Zone, views, and zone transfers management

Records management

<

Domain query analytics

|

DNS security policies

<

DDI
Management

Platform

Manage scopes, lease IPs to hosts
automatically, and accommodate them in
relevant address pools

DHCP

(Dynamic Host Configuration
Protocol)

Scope management and IP Lease management

Dynamic provisioning of IP addresses

>

DHCP Fingerprinting policies for client classification

2

‘

IPAM
(IP Address
Management)

ManageEngine DDI Central is a user-friendly,
specialized solution that unifies DNS, DHCP,
IPAM

improving

and into a single platform for

operational efficiency and
network stability. It can manage Microsoft
Windows DNS and DHCP clusters, as well as
manage existing Linux-based ISC-Bind9 and
ISC-DHCP installations and set up new

clusters.

DDI Central serves as a single point of
administration for different manufacturing
site and plant networks. With DDI, the three
core network services (DNS, DHCP, and
IPAM) be their
configurations to sites

can managed and
the

connected with the main manufacturing

remote

network.

Lease and Lease History analysis

Central IP inventory management

>

Correlation and Contextualization of DNS and DHCP with IP

This is accomplished with technologies like
SD-WAN, IP/MPLS core via VPN, or dark fiber
cables.

When a manufacturing site onboards all its
DNS and DHCP servers as clusters into DDI
the

configurations in smaller divisions, and

Central, it starts discovering all

categorizes them to provide clear visibility.

With all the configurations organized in its
Ul, network administrators can easily control
the core network services and taking
necessary actions. They are enabled to
analyze the visual analytics that accompany
each module to gain quick visual snapshots
and determine valuable actionable-insights
that ensure effective troubleshooting.



DDI Central- The unified solution

Complete control and holistic yet granular visibility over your core
network services across all your distributed network sites

Remote
Site 2

Remote
Site1

Remote
Site 4

Remote
Site 3

AAzure

DDI
Central

LLLLLLLLLL

Single point of management

for all internal and Remote
DNS-DHCP clusters

Discover
Q
v A
Report @ Visualize
A v
................... » |ﬁ @
Analyze Control and
configure

This way, the main manufacturing network admins can holistically view and centrally manage

the core network services of different remote sites associated with the main plant—all from a

single window.

Importance of implementing

network segmentation

Network segmentation involves adding
multiple layers of protection to the network
infrastructure and dissecting the larger
network into smaller sub sections, making it
easier to manage and monitor. This way, IT
admins can compartmentalize servers and
endpoint devices based on the line of

manufacturing they belong to.

A DDI solution's segmentation provides
network admins detailed visibility over the
segments, devices associated, objectives
and policies through DHCP options, guiding
them on identifying and responding to
network

malicious activity or resource

exhaustion.

Also, during a security breach event,
segmentation contains the impact of the
attack in the limited area, protecting other
sections of the network from harmful
effects.

Let's review a scenario to understand how a
DDI

features can be utilized to build a secure and

solution's network segmentation

effective network infrastructure.
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Scenario:

A manufacturing plant, consisting of multiple devices for different operations, needs them to
be connected to its network. The devices should not face any IP address conflicts or network
overlapping, so their network needs to be categorized based on their purpose and priority for
effective IP leasing.

The networks need to implement policies for the network segments sharing the same
functionality for simplified management. They need to have manual control over their critical

devices, servers, and data centers without relying on dynamic IP allocation.

They also need to isolate specific segments of the network for selected devices, like VolP

phones, where the IP allocation requests shouldn't be interrupted by other departments.

.
Solution:
MAIN-OFFICE 4
gl Subnet Create Subnet DHCPv4
Network
®
@n Page Tips?
@ Domains
" a NETWORK ADDRESS*  172.65.43.0
Host
3 .
_ PREFIX* /24 (256 IP addresses) =
'||l Audit
od " SUBNET DESCRIPTION public subnet
°B
Config
a
FAILOVER DHCP* DISABLED
@ Schedule
DHCP SERVER  app-console(192.168.101.125)
ASSIGNTO @ Global O shared network
SCHEDULE
SUPERNET  172.65.0.0/16
EXCLUSION RANGE  From To Add

172.65.0.5t0 172.65.0.15 ®

AN A AANIA
o
< Cancel Save
Tree View

Network admins can create subnets with different pool ranges for different device groups, for
example, industrial robots, conveyor belts, and testing machines. This enables the subnets to

get IPs leased when they join the network.
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MAIN-OFFICE &

Static Subnet Create Static Subnet DHCPv4
@ Network
@n Page Tips?
Domains
&
o a NETWORK ADDRESS*  172.65.50.0
=
EE ost
% PREFIX* /24 (256 IP addresses)
'.Il Audit
< o SUBNET DESCRIPTION sample1
o
‘ Config
- & SUPERNET 172.65.0.0/16
=]
Schedule
@ VLAN MANAGEMENT

ASSIGN EXISTING VLAN
VLAN ID 40
VLAN NAME VLAN-STAFF

DESCRIPTION General network for store staff systems like desktops, tablets, and scheduling apps.

(0>}
« i, Cancel Save
Tree View

Static subnets can be created with specific pool ranges, which provides manual control to
network admins to configure and manage IP allocation for critical application servers, data
centers, security devices, and systems. These devices are highly reliant on manual controland
not on automated IP allocation, as they need to provide continuous non-stop services and

data management.

MAIN-OFFICE 4,
va Subnet = Static Subnet = Supernet = Shared Network | ClientClass = VLAN DHCPv4
Network N
Add Supernet X
a5 Add Supernet
&
HE" P Search|
lost
B3
) *
ﬁ,‘ o ADDRESS 172.65.50.0 ACTIONS
% 4 | &
o 10.4.0.0/16 Z @
Config PREFIX* /24 (256 IP addresses) v
a 172.65.0.0/16 @
4 L
@ Schedule DESCRIPTION General network for store staff systems like desktops, tablets, and scheduling apps.
SUBNET 172.65.50.0/24 »
STATIC SUBNET
HIERARCHICAL
SUPERNET
()]
& Tree View

Two or more subnets can be combined into a single supernet and organized on a hierarchical
way. This way, network admins can structure and manage their network segments for better

visualization and routing purposes.
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MAIN-OFFICE 4

Shared Network Create Shared Network DHCPv4
@ Network
@" Page Tips?
Domains
& a NAME*  www.example.com
e ost
— DESCRIPTION inventory scanners, stock management systems, and warehouse devices.
Pr Audit
od o SUBNETS 100.100.100.0/24 x || 172.65.23.0/24 x | 172.87.32.0/24 x
o
Config
4 SCHEDULE
@ Schedule

DHCP OPTIONS CUSTOM OPTIONS

Options ct I

(o))
< . Cancel Save
Tree View

When different subnets have the same functionality for a specific category of devices, they

can be combined into a single SharedNetwork and apply DHCP options or custom options.

MAIN-OFFICE A,
a5 Subnet | Static Subnet | Supernet | Shared Network | ClientClass | VLAN DHCPv4
P
Network ¢ X
@ Add VLAN X
& 24+ Add VLAN
ains
a8 |
Host NAME  Ses
B3
=} N
= ® VLAN ID 40 ACTIONS
'.h Audit
(4
e 10 Priy o
E—- VLAN NAME* VLAN-STAFF
a 12 VU Z @
V— . eaw
iy
& Schedule P 1 DESCRIPTION Segregated network for VoIP phones used in sites and branch offices. L
ASSIGN TO* @® Subnet O Static Subnet
SUBNET 172.65.43.0/24
(02}
« e

VLAN plays a crucial role in separating IP allocation for devices like VoIP phones. Admins can
create a VLAN for the VolP phones by providing VLAN ID, VLAN name, and description, so it
can easily be associated with the subnet created specifically for VolP phones.

VLAN helps isolate the broadcast message sent by the VolP phones to the DHCP server for IP
allocation, and prevents it from getting interrupted by other network traffic.



DNS Views

MAIN-OFFICE A 4k

Q0

@, M Create View

NAME * internal-view

MATCH CLIENTS @* 192.168.50.0/24

Config DNS OPTIONS

Options  Select an option

« Cancel

DNS views or Domain views help network

admins implement a selective query
response based on the user's profile and
background. A specific resolution is
required to provide the organization's data
separately for internal and external view.
This way, only legitimate employees of the
organization can view the confidential data,
the

they are

while external visitors can view
published generic data, or
redirected to a safe webpage that won't let
their system be exposed to malware,

cyberattacks, or access malicious domains.

Page Tips?

Along with several DNS options, DNS or
domain views can be configured for the
organization's needs, based on clients,

destined response, recursive response,
forwarders response, and etc. Let's look at a
scenario to understand DNS view and its

functionality better.
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1. Aclient sends a query for
zylkerindustries.com

zone. Match not found.

-
—
Client - L

3. Checks External View.

5. The DNS server sends the RllIEskealiowe

response back to the client.

4. Confirms query handling for

zylkerindustries.com domain name.
Locates requested zone under the

3. The DNS server verifies client IP
against Internal View match list of the

DNS

Internal View

zylkerindustries.com

zylkerindustries.com

Match List zylkerindustries.com

Server

External View
e

zylkerindustries.com

Match List

zylkerindustries.com

domain name zylkerindustries.com.

Scenario:

Two different users are sending query for the domain name

zylkerindustries.com to the DNS server.
One is the organization's employee, and the

other is an external visitor.

Upon receiving the query, the DNS server
first checks both the user's IP with the
internal and external view match list. The
internal view match list contains the IPs of
the organization's registered employees,
while the external view match lists those that
match any public IPs that are not in the

internal range.

The employee's IP gets matched with the
internal view match list, while the external
visitor's IP gets matched with the external
view match list.

Now, the organization can resolve two
different IP address for the domain name
zylkerindustries.com. One contains the
confidential data of the organization used
for internal purposes, resolved for the
employee, and the other one will be a
redirection to the safer page, resolved for
the external visitor as they are restricted

from visiting that domain.
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Domain Query Analytics

MAIN-OFFICE 4

W ANALYTICS

Domains
()
v
@, Views
ows
e Audit

o3

s B Total Queries

N 300

Schedule

DOMAIN NAME

ddicentraltest.com (lab2)
ddicentralexample.com (lab1)
ddnszone.com (lab1)

« forwardzone2.com (lab2)

forwardzone.com (lab1)

Queries Per Second

L
Analytics
%

[8 [ | Hosted Domains  ~

Total Queries

300
250
200

150

Queries.

100

50

16/6 16/6 16/6 16/6 16/6 16/6 16/6 17/6 17/6
at at at at at at at at at
11:00 13:00 15:00 17:00 19:00 21:00 23:00 1.00 3:00

Hours

Domain Name

TOTAL QUERIES HOURLY MAX HOURLY MIN
100 1 0
100 1 0
100 1 0
0 0 0
0 0 0

v

2025/06/16 - 2025/06/17

17/6 17/6 17/6
at at at
500 7:00 9:00

Search..

HOURLY MEAN

0

DDI Central's Domain Query Analytics enables admins to have clear visibility about the

number of queries to the views and domains per session, and the number of queries received

per IP. Admins can analyze the queries made to the configured views, including those for both

hosted and non-hosted domains.
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@
@ Domains

[
@ Vews

Audit
B

Lot
. Analytics
i
4

5

Config
a

B
a Scavenging

Schedule

P

ddicentralexample.com(lab1)

Queries Per Second

0

Total Queries

100

192.168.101.125

TOTAL QUERIES

100

MAIN-OFFICE 4.

2025/06/16 - 2025/06/17

Total Queries

Queries

100

80

60

40

16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6
at af at at at at a at at at at a at at at at  at
11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 0:00 1:00 2:00 3:00 400 500 6:00 7:00 8:00 9:00 10:00

Hours

Number of queries per IP

100

Total Queries

MAIN-OFFICE A

Domains
()
v
e, Views
ois

=
EE wudit
Lt

Analytics

-
Config
&
,g_ Scavenging

Schedule

P

ddicentralexample.com(lab1)

|V

Total Queries

100

192.168.101.125

TOTAL QUERIES

100

Queries

40

A @ 2025/06/16 - 2025/06/17

16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 16/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6 17/6
at at at at at at a at a at at a a a at at a a at
17:00 12:00 13:00 1400 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 0:00 1:00 200 300 4:00 500 600 7:00 800 9:00 10:00

Hours

Number of queries per IP

100

Total Queries

@ 192.168.101.125

Clicking on a specific domain or view displays the domain's performance metrics, with the

hourly query load over a specific time frame. Along with that, it showcases details of the IP
address leased for a domain, such as lease duration, the host's MAC address, and vendors of
the host machines.

17



MAIN-OFFICE A

-9 Analytics ddicentralexample.com(lab1) 2025/06/16 - 2025/06/17

Analytics @ 192.168.101.125

RECORD TYPE TOTAL QUERIES Queries per record

& Scavenging A 100

100

Total Queries

<«

Also, the total query load across all IPs, and the individual query loads are visually presented in

a donut chart for a specific IP address. Plus, a separate donut chart breaking down the query
volume is generated for the given DNS records.

Clicking on the record type displays a comprehensive list of all zones queried for that record,

with key performance indicators for hourly query load, queries per second, and the total
number of queries covering that particular zone.

Selecting a specific zone within the record type helps display a visual summary of the query
analytics about that zone's records.
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High availability of DNS and DHCP

MAIN-OFFICE 4.

P2 DHCP Failover Create Configuration

@ Network
()
& Domains NAME* www.example.com
ons
=
e Host PRIMARY DHCP*  app-console (192.168.101.125) ’
P PRIMARY DHCP PORT
4
-
a Config SPLIT* 128
.@ Schedule MAX REPONSE DELAY * 60
MAX UNACKED UPDATES * 10
LOAD BALANCE MAX 3
SECONDS*
MCLT * 3600
SECONDARY DHCP* Agent Server 1(10.71.17.197) v
SECONDARY DHCP PORT
(0>}
“ ree view Cancel

MAIN-OFFICE 4.
;"9 Domains Create Domain
@ | =
[
Vi «
@ 2 Vew NAME example.com
[T TYPE*  Authoritative v
L
Analytics
% TTL* 86400
o2
Confi
a @ com
NAMESERVERS IP(S)
o Soavensing
The ollowing nameservers the zone el addresses.
! 22
schedue www.example.com 112
EMAIL®*  contact.example.com.

REFRESH* 43200

RETRY* 3600
EXPIRY* 1209600
MINIMUM* 180
TSIG*  keyl .
PRIMARY(S) * app-console (192.168.101.125) x
SECONDARY Agent Server 1(10.71.17.197) x

« Cancel n

Page Tips?

Page Tips?
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DDI Central's auto failover setups for DNS
and DHCP services help manufacturing sites
during critical situations where servers
handling network traffic goes down.
Network admins can add primary and
secondary servers for both DNS and DHCP
services, where they can have more than one

secondary servers.

IPAM as NSoT

During the primary server going down,
secondary servers can step in and take full
responsibility for handling the network
traffic and maintaining consistent network
flow for the organization. Both primary and
secondary servers can be configured to split
the query load for better load balancing to
handle the network traffic effectively.

For scenarios where network service or
application service need to be provided
constantly to clients without interruptions,
auto failover setups are crucial for efficient,
reliable, and non-stop service and support

without compromises.

MAIN-OFFICE 4

Stats
@ Stats S—

L‘ﬁ Total Subnet Usage
Yy

VLAN
B3

Manage IP
w
46.9%

a

Devices Usage

Il ABB INDUSTRIAL SYST.
I APRICOT COMPUTERS,
I AUSPEX SYSTEMS INC.
M Apple, Inc
Cisco Systems, Inc
Dell EMC
FIBRONICS LTD.
B FUJITSU LIMITED

M HCL LIMITED
RADISYS CORPORATION
B Toshiba Teli Corporation
«éi“ 9a% 12% Vivotek, Inc.
\ Xerox Corporation

s

«

Page Tips? DHCPv4

Usage per Subnet (Top 5)

172.65.50.0/24 78%
100.100.100.0/24 78%
172.65.23.0/24

172.87.32.0/24

IP Usage

Fixed
"2

Available

B674

Active

u594

IPAM in DDI Central collects and correlates DNS and DHCP data in all the clusters, providing a

contextualized view and deeper insights over the network services and issues service as an

Network Source of Truth (NSoT). Meta data like DNS records, DHCP leases, and IP address
allocations can be visualized in charts view, simplifying data drive decisions for network

admins and also troubleshoot issues. 20



MAIN-OFFICE 4 + [a}

DHCP Leases Static Leases Page Tips? DHCPv4
@ S | —
= 5] 2025/05/19 - 2025/06/17 100.100.100.0/24 v
@ Lease
ks
V%E'A{‘ Total Leases =
B3 (2]
= 200
“ Manage IP
150
.
g 100
ki

17/6
Date

FILTERBY: [P Y IP:  SearchIP n Clear Filter Y™

P START END STATE MAC ADDRESS VENDOR HOSTNAME TYPE
100.100.100.3 17/06/2025, 10:35:00 18/06/2025, 06:35:00 active 00:00:50:78:47:b2 RADISYS CORPORATION ethernet me
100.100.100.123 17/06/2025, 10:35:00 18/06/2025, 06:35:00 active 00:00:49:d1:9f.79 APRICOT COMPUTERS, LTD ethernet me
100.100.100.179 17/06/2025, 10:35:00 18/06/2025, 06:35:00 active 00:00:0D:10:77:d8 FIBRONICS LTD. ethernet o e

« 100.100.100.70 17/06/2025, 10:35:00 18/06/2025, 06:35:00 active 00:00:0C:e6:07:1d Cisco Systems, Inc ethernet me
100.100.100.69 17/06/2025, 10:35:00 18/06/2025, 06:35:00 active 00:60:48:51:02:76 Dell EMC ethernet me

In the DHCP Leases section, admins can view
the total leases assigned within an hour in
graph view. A tabular view displays the IP
address, its lease period, status, the device's
MAC address it is assigned to, hostname,
vendor, and type of connection. Also, with
the integration with Endpoint Central, a
Monitor icon near the Info and Delete icon is
displayed, indicating that the device details
are in the Endpoint Central database.

Clicking on the Monitor icon provides a
contextualized view on the device details,
along with patch and vulnerability details,
that includes device/OS details, disk usage,

patch summary, missing patches based on

severity, and vulnerability based on severity
and CVSS score.




E Lease History (192.168.56.20)
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DHCP Leases Static Leases

@ Stats
‘ﬁ < Back
Lease
&
EE VLAN P DDNS CLIENT FQDN DDNS FWD NAME
= 100.100.100.3
Manage IP
A v SUBNET INFO

NETWORK ADDRESS

100.100.100.0

Vv OPTIONS

DHCP OPTION NAME VALUE

No data available

v POOL INFO

RANGE

« 100.100.100.1 100.100.100.220

DDNS REV NAME

PREFIX

24

CUSTOM OPTION NAME

No data available

CLIENT CLASS

MAIN-OFFICE 4

Page Tips? DHCPv4

REMOTE ID CIRCUIT ID

USAGE

VALUE

ALLOW

Clicking on a specific IP address in the DHCP Leases section provides a great visibility on the

lease history, DNS queries received for the IP address, and devices assigned with no of times

assigned, in both tabular and chart view.

VLAN
@ Stats
=2
Lease VLAN: Search by VLAN ID.
&
Ek: VLAN VLAN ID VLAN NAME SUBNET
= 12 VLAN2 100.100.100.0/24
, ManagelP
"'I 13 private-VLAN1 172.65.43.0/24
a 10 Private VLAN2 172.65.50.0/24

«

TOTAL

254

254

254

USAGE

ACTIVE

198

198

198

MAIN-OFFICE &

Page Tips? DHCPv4

BRE
AVAILABLE FIXED FREE
56 0 0
54 2 0
56 0 0
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VLAN - Stats
@ Stats

LE;QSE VLAN
&

&E}}N D NAME SUBNET TOTAL USED
B3

= 10 Private VLAN2 172.65.50.0/24 254 198

Manage IP
".ll
Aa
VLAN USAGE NUMBER OF IP IN SUBNET

254

Total IPs

« @ Available @ Active ® Abandoned @ Fixed @ Free @ Excluded ® Reserved

SUBNET IP STATE

P STATE
100.100.100.1 available
100.100.100.2 active
100.100.100.3 active
100.100.100.4 active
100.100.100.5 active
100.100.100.6 active
100.100.100.7 active
100.100.100.8 active
100.100.100.9 active

The VLAN details created by network admins, including VLAN ID, name, subnet associated,

total subnets, usage, status, and their usage, are visually represented to give deeper insights.
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Manage IP Page Tips? DHCPv4

@ Stats
L3 SIAIUS
=®
) Lease 100.100.100.1 available
ks
=4 100.100.100.2 active ]
EE VLAN
— 100.100.100.3 active (:] 254
Total IPs
o 2e i 100.100.100.4 active (<]
100.100.100.5 active (]
a
100.100.100.6 active (]
& 1001001007 active o @ Available @ Active @ Abandoned @ Fixed © Free @ Excluded @ Reserved
100.100.100.8 active (<]
Subnet Usage
100.100.100.9 active (]
100.100.100.10 active ;]
100.100.100.11 active (]
100.100.100.12 active ]
) 78%
100.100.100.13 active (]
100.100.100.14 active (]
100.100.100.15 active (]
100.100.100.16 active ;]

«

The same details are displayed in the Manage IP section, and clicking on the Tools icon next to
the Info icon, will provide Ping, Telnet, and DNS Relation options.

Clicking on the DNS relation will display the the status of the IP/host, the domain associated
with, the record it has been mapped, and the zone associated with the IP through the DNS
relation table, helping users to have a clear visibility.
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DDI as an automation hub

Let's say an organization has a need to
automate some of its major DNS and DHCP
tasks, such as IP assigning to critical devices,
updating DNS records when IP address
changes dynamically, updating the IP
address inventory, scheduling DNS and
DHCP resources and reports, and setting up

failover.

aﬂs Host

Create Host

& NAME * ple-ctrl-01
& DESCRIPTION
MAC ADDRESS*  00:1A:2B:3C:4D:01
FIXEDIP  10.20.10.10

ASSIGN TO*

SCHEDULE

DHCP OPTIONS CUSTOM OPTIONS

Options  Select an option

PLC (Programmable Logic Controller) in Line 1

These tasks can't be controlled and
configured manually by IT admins as it would
be time consuming and slow progressing.
Therefore, the organization would require a
network solution that can automate and
manage these network tasks to reduce

manual work.

DDI Central helps network admins by setting
up end-to-end automation easily with its
unified platform. Here are the following ways

they can be automated:

MAIN-OFFICE 4

Page Tips?

@ Global O subnet O shared network O Host group

Cancel

o
§ Save
ree View

IP addresses can be configured to be fixed and automated for assigning to critical devices
joining the network, such as surveillance cameras, printers, and sensors with the help of
DHCP Host reservations. This helps reduce outages and IP exhaustion for critical devices that

are needed to be connected within the network.
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0 DOMAINS Page Tips?
Network

Add Domain X
@& @,*Add Domain
ains

[ =]

Host NAME  Sea
63

= DOMAIN NAME* ddicentralexample.com. (lab1) ]
'-h Audit
> NAME TIONS

&3 | . - : |
o o ddnszone.con DNS SERVERS -console (192.1€ b
& Schedule TSIG* keyl

DNS records can be updated whenever the IP address configured to those records change
dynamically using Dynamic DNS (DDNS). This ensures that the network is always accessible
through hostnames, as they are crucial for dynamic environments and site settings, where
frequent configuration changes occur, and real-time updates are needed.

DDI Central can automatically detect and resolve IP address conflicts between users and

helps maintain an updated IP address inventory of the site, ensuring reliable connectivity and
preventing downtime in sites operations.
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Configurations Reports Page Tips? DHCPv4
Network ———
®
on
[
@ Domains NAME: SCOPE  Search by scope v OPERATION  Search by operation v USER:
ows
EE .
Pr Audit NAME/NETWORK ADDRESS SCOPE OPERATION SCHEDULED ON SCHEDULED BY STATUS ACTIONS
4
°: 172.87.32.0/24 Subnet Create 07/05/2024, 15:28:44 admin Success [}
Config
- .65.23. ubnet reate , 15:24: admin Success m
A 172.65.23.0/24 Subi Ci 07/05/2024, 15:24:20 dmi 1]
@ Schedule
(0>}
<« SireaVien

Network admins can set a schedule-and-forget-it mode by enrolling DHCP scopes and DNS
records with DDI Central. This enables the admins to implement network expansions or

updates at predetermined time periods to maintain the network services' flow.

MAIN-OFFICE 4
5 Configurations Reports Page Tips? DHCPv4
Network
@
& )
SUBNET  Search by subnet v Actions &
Host
B
ﬁ SUBNETS TYPE DAILY WEEKLY MONTHLY ACTIONS
%
2 [ ] DHCPD Subnets All Subnet Report z o
Config
a | 100.100.100.0/24 Subnet Leases Report ¢ Z @
& Schedule 172.65.43.0/24 Subnet Leases Report Z m
| 172.65.50.0/24 Subnet Leases Report Q Z m
o
<«

Scheduled DNS and DHCP reports at consistent time periods help admins to obtain real-time
insights over the current subnet capacities and zone query analytics for network planning.
Admins can implement automated failover setups for DNS and DHCP services, guarantee

business continuity in the event of infrastructure failure in manufacturing networks. 08



DNS Query Resolution Policies

DNS Firewall DNS QRP

ﬁf' B CONFIGURATION

= DNS Client Subnet < Back

Lt DNS Policy

n
DNS RRL NAME * qrp1
o3
o Config DNS Recursion
i DNS Cach CRITERIA Allow
B ache
Q
A Scaven \ging
CONDITION OR
& Schedule

ZONE SCOPE albin.com. (scope1)

Action 'Match' List Details

CLIENTSUBNET UK x

FQDN www.example.com

SELECT TIME 11:28 AM

«

DDI Central's DNS Query Resolution Policies
(QRP) for Windows Microsoft servers can
benefit network admins in easily configuring
query responses and redirecting clients
queries based on criteria like time, internet
protocol, transfer protocol and more.

DNS-based attacks occur through servers

resolving  queries for  unauthorized
individuals and unauthorized domains,
letting attackers breach the network and
infect the servers to gain control over the

confidential data.

WINDOWS-CLUSTER1 =%

Page Tips?

ADD DNS QRP |

® to 03:33AM <]

Let's say a manufacturing site, holding onto
confidential data of its organization, needs
its network admins to have granular control
its DNS

categorize

It wants to
different

resolving for

over resolution.

its responses for
departments and restrict
unauthorized users. It also needs to protect
its DNS network from DNS base attacks like
DNS amplification attack, DNS cache

poisoning, etc.

DDI Central for Windows Microsoft enables
organizations to configure DNS responses
for different applications or services by
defining the zone scopes. They can
configure the Actions match list and Actions

exemptions list.
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These lists help DNS servers to function and
allow certain queries to resolve based on the
conditions given by the admin. The network
admin can configure these lists so that the
clients' queries that match these conditions
can be resolved, while redirecting the

queries that don't match to a safer page.

This helps implement split-brain
configuration in Windows Microsoft DNS
servers for both internal and external view,
so that admins can manage the network
traffic and segment the responses for
different departments of the organization.
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Manufacturing sites are often comprised of
multiple different devices for different
operations, and each device needs to be
connected to distinct network departments
for better segmentation. While the subnets
are sliced and segmented into different
the
network need to be connected to specific

components, the devices joining

subnets allocated for those purposes.

DDI Central can help in these scenarios with
the implementation of DHCP fingerprinting
through Client Class. Network admins create
a Client Class, assign IP addresses at global
or subnet level, and provide the devices'
MAC address match values.

When the MAC addresses of the devices
joining the network match the values given
in the client class, they will be categorized
and allocated with the IP address configured
in that class.This helps in proper IP allocation
and device configuration with policies by
segregated devices based on their type.

Along with that, implementing by toggling,
admins can import the values from the
Preboot Execution Environment template to
a client class to quickly distribute essential
boot files based on the device OS type
identification. Firmware and OS files can be

the the
site by the

deployed into devices in

manufacturing identifying

architecture type.
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DNS Firewall

;% DNS Options DNS Firewall ACL TSIG Key Templates

=} DOMAIN

Name @ www.xyzexample.com

Category social media

Config v
a Block subdomains

Redirection IP @ 1.1.1.2

Domains blocked

« Cancel

DNS firewall is considered the first line of
defense in the network, and it is consist of
multiple layers of security. It redirects
unauthorized queries with response policy
zones and actively blocks malicious activity
using domain blocking.

DNS Firewall's Response Policy Zones (RPZs)
enables network admins to customize DNS
responses for recognizable domain names
through configuring the security measures.
DDI Central analyzes the queries received in
the DNS server based on the RPZ policy
configured.

MAIN-OFFICE A <

fay e

Page Tips?

Import As CSV &,

| Add

Domains blocked along with subdomains

facebook.com (ocial media

x.com (social media

instagram.com (so¢ial media

When it matches with the policy settings, the
query gets resolved to the respective IP
address given, and when it doesn't match, it
gets blocked, and the user will be redirected

to a safer page.

This helps network admins manage the DNS

resolution and prevent unauthorized

domains from getting resolved for
unauthorized users. The RPZ also logs the
queries to blocked domains, providing
valuable insights into attempted access to
harmful sites and helping to identify patterns

of malicious activity.
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Domain blocking or DNS blocking in DDI
Central can help during malware situations.
Certain malware, when connected to the
sites' network, can covertly try to access
malicious domains with the DNS resolver.

maintains a deny-list

DNS firewall

comprising a recognized collection of
undesirable domains for blocking. Before
the resolver can provide the actual IP
address, it checks the domain against this

deny-list.

If there is a match on the deny-list, the
resolver does not proceed to fetch the real IP
address from the external authoritative DNS
server. Instead of connecting to the
malicious site, the user is redirected to a

safety page.

With the analytics page, you can identify

which host is violating policies and
accessing malicious sites from your network
and at what time. Network admins can be

alerted about any form of security breaches.
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Response Rate Limiting

BOTNET Command

QUERIES SENT WITH
VICTIM'S IP ADDRESS

BOTNETS

Let us dissect a common cyberattack
scenario, DDoS attack, that involved a botnet
A Botnet

command center targets a particular victim's

in the manufacturing site.
network in the site and starts sending
instructions to the botnets.

These botnets then attacks the DNS servers
by sending malicious queries with the
victim's IP address, this is known as IP
spoofing.

VICTIM NETWORK

E AMPLIFIED RESPONSES

DNS
SERVERS

The DNS servers respond to these queries
without identifying whether they are safe or
malicious. However, due to the nature of the
attack, these responses are not just simple
replies. They are massively amplified,
meaning a small query triggers a large

response.

These responses start to flood the DNS
servers, overwhelming it with data, and
leading to servers going down and network
disruption.
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@&, DNS Options

Domains
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@, Vews
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E Options
EE Audit

Lt Value @
Analytics

DNS Firewall ACL TSIG Key Templates

rate-limit

all-per-second 20
*D
o
Config errors-per-second 2
&
@ Scavenging

ipvé-prefix-length 48
Schedule

ipv4-prefix-length 24

exempt-clients

DNS OPTIONS

listen-on {any;}

listen-on-vé {any;}
querylog yes
zone-statistics yes

«

directory

DDI Central's Response Rate Limiting (RRL)
helps mitigating the DDoS attacks. Network
admins can configure the servers to limit the
response rate for a specific query. This helps
prevent DNS servers from being used as
amplifiers to send multiple responses and
malware from

prevent spreading

compromised end-user systems to more

sensitive systems and data center resources.

192.168.0.0/24

"/ust/local/bind9/var/named/"

Page Tips?

Search

Response rate limiting is a DNS security
feature that intelligently regulates response
throttling to mitigate the impact of DNS
amplification attacks, ensuring
uninterrupted access for legitimate clients
and upholding a well-balanced approach to

security.

It facilitates a selective response mechanism
that ensures your network is not only
resilient against attacks but also remains
efficient and reliable for legitimate users.
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Endpoint Central

MAIN-OFFICE &,
= Endpoint Central Page Tips?
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System
[
2
Users
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. T ENVIRONMENT * On-Premise - 20
%
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Auth
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Endpoint
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DDI Central facilitates integration with ManageEngine Endpoint Central where network
admins can configure their Endpoint Central application database within DDI Central
dashboard to receive deeper insights over the details of IP leased devices, and their

vulnerabilities and patches.

Trial ends in 28 days LINUX_APPCONSOLE 4,

Lease - Device Details For 172.21.229.37 DHCPV4
® Stats
:fe SUMMARY
&
\?AN DEVICE NAME 0S PLATFORM P MAC ADDRESS LAST BOOT TIME
E3
= WIN-6KP9HFJTKUE Windows 172.21.229.37 52:54:00:D6:F1:4f 08/05/2025, 06:16:28
“ Manage IP
a DISK USAGE
OS/DEVICE DETAILS
@ . Windows Server 2019 Server Standard (Evaluation Installation) Edition
Operating System
(X64) —
0S Version 10.0.17763
Device
Manufacturer QEMU
Device Model Standard PC (Q35 + ICH9, 2009)
Device Type Others 23 G B
Used of 39 GB
Processor Intel(R) Core(TM) 15-14500,Intel(R) Core(TM) 15-14500
Memory 4GB
Disk 39GB
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This requires knowing which endpoint device is using a DHCP lease, and which unpatched or

high-risk machines are in the network so they can be isolated by blocking the DNS resolution

or reclaiming the lease assigned. This increases the security level in the network.

MAIN-OFFICE &
Lease - Device Details For 100.100.100.3
@ 5
(=) VULNERABILITIES BASED ON SEVERITY VULNERABILITIES BASED ON CVSS SCORE
Lease
[
70 W Critical
]  High
& VAN 60 Medium
= W Low
Manage IP
% 50
40
a 67
Total Vulnerabilities
30
20
10
o I
cvss2 cvss3
@ Critical ® Important @ Moderate @ Low Vulnerabilities
VULNERABILITIES (CRITICAL AND IMPORTANT)
NAME SEVERITY CVSS 3 SCORE CVSS 2 SCORE
Open Source Curl Remote Code Execution Vulnerability for Windows Server 2019 for x64-based Syste... Critical 10.00
Windows Digital Media Elevation of Privilege Vulnerability for Windows Server 2019 for x64-based Syst... Critical 10.00
Windows Graphics Component Elevation of Privilege Vulnerability for Windows Server 2019 for x64-ba... Critical 9.80
« .NET, .NET Framework, and Visual Studio Remote Code Execution Vulnerability for .NET Framework 3.5... Important 8.70
Windows Graphics Ci ion Di ility for Windows Server 2019 for x64-b... Critical 10.00

MAIN-OFFICE &
Lease - Device Details For 100.100.100.3
@ Stats
=
Lease PATCH SUMMARY
[
B VLAN PATCH TOTAL INSTALLED MISSING
= Driver 1 0 1
Manage IP
o 0S/Application 7 3 4
a BIOS 0 0 0
Third Party 2 1 1
PATCH SUMMARY MISSING PATCHES SUMMARY BASED ON SEVERITY
7 M Installed
W Missing
6
5
4 3
Total Patches
3
2
1 .
0 -
Driver 0S/Application BIOS Third Party
« Patch @ Critical ® Important @ Moderate @ Low

Vulnerability and patch details of devices are visualized for network admins to resolve the
missing patches and vulnerabilities with high priorities before network disruption occurs.
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Managing hybrid resources in DDI Central

A manufacturing plant, consisting of
multiple devices for different operations,
needs them to be connected to its network.
The devices should not face any IP address
conflicts or network overlapping, so their
network needs to be categorized based on
their purpose and priority for effective IP

leasing.

The networks need to implement policies for
the network segments sharing the same
functionality for simplified management.
They need to have manual control over their
critical devices, servers, and data centers
without relying on dynamic IP allocation.

They also need to isolate specific segments
of the network for selected devices, like VolP

phones, where the IP allocation requests
shouldn't  be
departments.

interrupted by other
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Use case;

Improving network connectivity for
remote manufacturing employees

With the rise in remote work due to the
impact of COVID-19, there came demand
among many industries, including the
manufacturing sector, for employees to
work  from remote locations. The
manufacturing sector now has enabled
machines like industrial robots, conveyor
belt systems, automated guided vehicles,
and supervisory control and data acquisition
systems to be operated from remote
locations, which is convenient and safer for

complicated tasks.

Expanding the network across different
remote locations will make the boundaries
vulnerable for attackers to breach in and
cause damage to the infrastructure.
Adopting a hybrid workplace environment
makes it even more crucial to secure the
network and ensure only workers are
allowed to access confidential resources

and covert access is prevented.

'

To resolve this problem, DDI Central
provides the Client Class feature, where
administrators can configure a client class
that programs the DHCP server to recognize
the client device, allowing only authorized

workers to enter the network.

Let's say there are 10 workers in charge of
operating industrial robots from a remote
location; the client class will be defined to
identify the MAC address of those 10

workers and allow them to get the IP leased.

Say one of them is stuck with a certain
operation and they need support from their
team; they can invite one of the members in
the group of 10 to collaborate with them,
which can also be done with the help of the

client class.




Conclusion

A full-stack DDI solution consolidates all

essential tools into a single interface,
streamlining network administration and
enhancing efficiency. While some plants use
freeware or open-source DNS and DHCP
server software, or manage networks with
spreadsheets, these approaches often lack
the

configurations.

robustness needed for complex

DDI solution eliminates these costs and frees
admins from routine tasks, allowing holistic
centralized management
DDI

management,

visibility and

across distributed sites. solutions
synchronize security, and

operational efficiency, safeguarding
manufacturing networks from cyber threats.
As cyber threats evolve, DDI’s importance in
site networks will grow, making it a crucial

component of digital infrastructure.

In an era of rapid digital transformation in the

manufacturing sector, embracing DDI
solutions is more than a technological
investment. It marks a manufacturing unit's
commitment towards delivering
high-quality, flexible, and reliable network

services that the internal employees expect.
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