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About AdventNet Web NM S

I ntroduction

In the networked globd village, more and more mission criticd applications like e-business,
ERP, CRM, supply chan management and collaborative applications such as distance
learning and video conferencing are built on the network infrastructure. The key chalenges
faced by the enterprises and service providers are :

* Ability to move beyond offering reliable bandwidth to provide added vaue managed
savices. These sarvices cal for ubiquitous web access to management information
that are independent of the countries or languages of its users and easy integration
with avariety of applications aswdl as legacy systems.

* Rapid and flexible provisoning of services, coupled with ensuring that these services
and the gpplications that run on top of them are highly avalable. It is dsolutely vita
to kegp sarvices highly available and accessble, as downtime trandates into lost
productivity, opportunities, revenue and profits.

* Investment protection in terms of ability of the management software to scae to very
large configurations seamlesdly.

The AdventNet Web NMS is architected with the above objectives in mind. A sampling of
applications available on AdventNet Web NMSS, categorized by specific domainsare :

* Provisoning and OSS : end-to-end XML template driven sarvice provisoning for
service providers and equipment vendors.

* CoreNetwork : optical and IPPATM core.
e Metro Network : SONET/DWDM/Ethernet metro equipment.

* Edge and Access Network : cable, DSL, optical and wireless based broadband access
technologies, with P, ATM and SONET protocols.

» Storage : management for SAN and NAS bpologies, with fibre-channe as wel as IP
based networks

e Security: firewal and VPN management.

e Applications Management : managing enterprise goplications for high avalahility
and performance,

e Extranets: managing supplier, customer and partner extranet gpplications.

e Managed services on subscription : enterprises can outsource network and
gpplications management.

the lig of Web NMS applications can go on and on. The following sections provide an
overview and architecture of the AdventNet Web NMS and the standard technologies on
which it is built.

About AdventNet Web NM S Platform

AdventNet Web NMS is an open, massvely scdable, carier-grade  management
infragructure platform built for the Internet age. Leveraging the benefits of N-tier Internet
based applications architecture, it provides unpardleled out-of-the-box gpplication functions
combined with tremendous flexibility to customize and adapt the framework for a variety of
domain specific needs. The AdventNet Web NMSiis built to address the needs of :
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The Systems Analyst & Developers : Architects solution(s) based on the AdventNet
Web NMS; specidizes and customizes the core product for a specific domain.

The Web NMS fadlitates building and deploying management solutions across
digributed, heterogeneous computing environments, with intuitive, easy-to-use,
powerful and ubiquitous interfaces.

The Systems Administrator : who gpplies the out-of-the-box Web NMS solution for
managing the misson criticd infregructure incuding the networks, systems and
goplications. Also, configure and administer the Web NMS solution to suit business
and sarvice needs including integration with OSS and other decision support systems.

The NOC User (Operator) : Network Operations Center (NOC) users are those who
use the product extensively to guarantee service levels. The NOC users typicaly need
rich GUI functiondity, to effectivdy manage the infrasructure avalability and
performance needs, with minima training needs.

The End User : who is primaily interested in sdf-service provisoning of services
and service leve reports. The end users prefer web based access to the system.

Thefollowing diagram provides an overview of the AdventNet Web NM S platform
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Fig 1 - AdventNet Web NM S Platform Overview
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AdventNet Web NMS provides the necessary infragtructure, with a comprehensive suite of
J2EE and IMS based cross platform development framework, tools, modules, APIs as well as
pre-packaged applications. The Web NMS leverages EJB, IMS, JFC, XML, JMX, HTTP,
JSP, JDBC, JTA, CORBA and other sandards to ddiver the most comprehensive
management solution available anywhere. To communicate with managed systems (network
elements, sysems and applications) it supports SNMP, TL1, XML, CORBA, Tenet/CLI
protocols out-of-the-box. To facilitate integration with OSS and other decison support
systems, the Web NMS support north-bound interfaces like CORBA, RMI, IMX, SNMP,
TL1, HTTPetc.

The features of AdventNet Web NM S that facilitate the above include

Open dandards & Cross platform : The AdventNet Web NMS is built on standard
technologies like EIB, IMS, JFC, JDBC, LDAP, HTTP, RMI, CORBA, SNMP, TL1, JMS,
JMX etc. Given the power and ease-of-use of these new Internet technologies, developers can
now provide better solutions faster and a a lower cost than ever before. The Web NMS
supports deployment with various third-party components as follows :

e OS platforms : Solaris, Windows-2000, Windows-NT, Linux are supported out-of-
the-box. HP-UX and IBM AIX support available.

e Application servers: WebLogic, JBoss and severd others.

*  Web servers : Apache, Java Web Server, Netscape, 1S and severd others.

* Database : Any RDBMS that provide a JDBC driver are supported. Oracle, MS SQL

Server, Sybase, Informix, SOLID, My SQL and others.

Web Browsers : Internet Explorer, Netscape.

Java Runtime Environments (JRE) : JRE 1.2.2, JRE 1.3.1.

XML Parsers: Any JAXP 1.1 compliant parser.

Language support : Internationdization and locdization support built on JDK 1.3

Internationaization AF.

Comprehensive product life cycle support : The Web NMS includes tools that provide
complete product life cycle support for your management solution. The range of tools
provided includes:

* Designer Tools: todlslike MOWizard, Discovery Configurator, Menu Configurator,
ObjectToRdationd etc. that make it easy to build a management solution.

e Testing & Debugging : Services like Logging and the various interfaces provided in
the sysem make it eader to debug your application. Tools bundled with the Web
NMS like MibBrowser, TL1Browser, Status Viewer etc. make it easy to identify the
faulty component in the sysem. Also other AdventNet products like Smulation
Toolkit and AutoTest Toolkit make it esser to smulate and regresson test your
management gpplication.

e Packaging & System Testing : Tools like Deployment Wizard make it esser to
package the application, including providing a way to deploy the application in the
lab for sysem teding. The management gpplication can be packaged aong with the
different components of Web NMS, based on your requirements. There is no need to
package al the components and services of Web NMS. You can aso package your
application without the Web NMS platform, so that the application can be ingtaled on
an exiging platform ingdlation.
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* Deployment : The gpplication can be deployed in many different ways, depending on
your requirements. This makes it easy for you to build your management application
once and deploy it in many different ways.

* Maintenance & Support : The update manager component bundled with the Web
NMS dong with the sarvice pack creation tools, make it easer to support your
management gpplication.

* AdventNet Support : AdventNet is committed to extending excdlent support tirough
out your product life cycle, from design through deployment and support. Our
support and maintenance programs have been designed to enhance your experience
with AdventNet products.

Massive Scalability & High availability : The Web NMS server consists of three tiers of
saver components, separate from the RDBMS. These include the management server tier
which provides protocol mediation with the managed systems, the back-end server tier which
provides database transaction and encapsulation service and the front-end server tier which
provides client sesson management services. The front end-tiers are supported to have a
large number of clients and the management servers support management of large networks,
achieving scaability on both the sze of the networks and systems that can be managed as
well as the number of clients that connect to the servers. There can be more than one
deployment of each one of these sarvers to achieve massve scdability. The servers can be
deployed with some redundancy so that any falure reaults in fal-over to other server
components, thus making the Web NM S solution highly available.

Personalization & Customization : The Web NMS plaform is a comprehensve
devdlopment environment which supports a very high degree of persondization and
customization. Theseinclude:

* modelling managed systems : The network dements, systems, applications and other
managed entities can be moddled usng a smple, easy to learn and extensble
information model that can be extended to suite the needs of the management
solution.

* Extending the management services : Management services like discovery, topology,
network magps and FCAPS and provisoning functions are integrated into the platform.
All the management sarvices are easy to configure, customize and extend, to meet
your management requirements.

* Management protocols : Web NMS supports SNMP, TL1, CORBA, XML and
Tenet/CLI out-of-the-box. The Management server aso provides a smple provider
interface that facilitates integration of other management protocols.

* Rich set of deployment options : Once the management solution is built, the same
solution can be deployed in a number of ways i.e. craft management interface, sngle
saver deployment on JRE (or) on J2EE server like WeblLogic, digtributed server
deployment on JRE (or) on J2EE servers. Each one of these deployments can support
the Java application client, the Java applet client on a web browser and the HTML
client, a the same time. Also, the management solution can be deployed in a variety
of OS platforms, without any porting (or) migration issues.
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Web NM S Application Deployment Ar chitecture

AdventNet Web NMS enables building of scdable, high-performance, cross-platform
management  solutions by providing a multi-tier, database-driven platform to build your
goplications. This section explains the different application architectures you could have i.e
sngle server architecture & distributed server architecture.

Single Server Application Architecture
When you are looking to build a management application which has

* Lessthan 10,000 managed objects being managed.

* Lessthan 10-20 clients (depending on the type of client and the load) will be
exerciang the server at the sametime.

* Thedatacollection, satus polling and event processing requirements are modest.

You should architect your management solution to follow the single server architecture. The
following diagram gives an overview of the single server architecture.

Database Server

Back-end
Server

Management
(Mediation)
Server

Fig 2 - Single Server Application Architecture

In the dngle server gpplication architecture, the middle tier of the management solution
(servers) built on the Web NMS is deployed to run in one Java Virtud Machine (VM)
process. This could be deployed on a JRE (Java Runtime Environment) or in a J2EE server
environment (like WebLogic or JB0ss).
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Digtributed Server Application Architecture

When you are looking to build a highly scadaile management solution where a large number
of clients will be accessng the management data from the NOCs, you should architect your
solution on the digtributed server architecture. The following diagram gives an overview of
the distributed server architecture.
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- .
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Fig 3 - Digributed Application Architecture

In the digributed server architecture, the middle tier of the management solution is
digributed to run on multiple sysems on the network. There can be multiple front-end
sarvers to scde to a large number of clients. Based on scdability requirements, the back end
saver can dso be run in a dngle server or multiple savers. There can be multiple
management servers, based on the daa collection, status polling and event processing
capabilities, required out of the management solution. The servers support fail-over and load
badancing capabilities. There is a choice of rich, thin dients based on Java or thin clients
based on HTML. The dient sesson management services are deployed in the front-end
servers and they access the back-end businesslogic APIs usng RMI or messaging.

When custom application management capabilities are integrated into the Web NMS, they
should be deployed in dl the servers. The deployment guide explains the details of deploying
your gpplication in adigributed environment to achieve scalahility.
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Standards Compatibility

The following table provides an overview of the standard technologies on which the Web

NMSis built.

Standard
Technology

Version(s)
Supported

K ey Benefits

EB

11

EB smplifies development of scalable, portable and
transactiona middleware components. The EIB facilitates
building deployable components where the components of an
gpplication can be independently deployed and managed (as
opposed to Java Beans components that are design time
components).

XML

1.0

XML facilitates an efficient datainterchange between
components of an gpplication and between gpplications by
providing an extendble mechaniam to describe the meaning
and hierarchica dructure of data

JAXP

11

JAXP provides a standard API to process XML documents
usng DOM, SAX and XSLT. Thismakesit easer for
applications to choose a XML parser implementation based
on gpplication need i.e. high performance parsers Vs. low
memory foot print parsers etc.

JINDI

1.2

Java Naming and Directory Interface (INDI) provides a
unified interface to multiple naming and directory services,
facilitating location transparency. The benefit of INDI is that
gpplications can locate the other services they are built on at
runtime and use them (insteed of assuming their availability
in apre-determined location).

JOBC

11& 20

JDBC provides database vendor and technology independent
(RDBMS, ODBMS etc.) and platform neutral API's to access
data from multi-tier and client-server applications.

Java RMI

1.0

RMI facilitates distributed computing o that distributed
applications with high scalability and performance gods can
be built.

CORBA

2.3

CORBA provides a programming language independent
distributed object computing environment on which highly
scalable gpplications can be built.

HTTP

10& 11

HTTP facilitates a Sandard communication mechanism
between Web Browser Client and the Web Server. HTTPis
as0 used as communication mechanism between other dlient
and servers.
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Standard
Technology

Version(s)
Supported

Key Benefits

JMX

1.0

Java Management Extensions (M X) provides the tools for
building digtributed,Web-based, modular and dynamic
solutions for managing devices, gpplications and service-
driven networks. The benefit of IMX isthat it makes the
management information avallable through multiple
interfaces such as SNMP, CORBA, RMI, TL1 etc.

LDAP

The Light Weight Directory Access Protocol (LDAP)
facilitates organizing information as a directory, where the
information is read many times but rarely modified. LDAPis
an ided choicefor having authentication and authorization
informetion.

JFC

DK 1.2 &
JDK 1.3

Java Foundation Classes (JFC) isa collection of widgets,
facilitates building user interfaces (GUI's) that have a
platform independent visua presentation.

JSP

11

Facilitates having dynamic content in Web pages by dlowing
you to embed Java codein HTML pages (Y ou can have your
presentation and dynamic content separated by using Java
Beans and JSP tags.

Sarvlets

22

Enables running classesin the server (through Servlets),
based on inputs from the client. Presentation of dynamic
response is dso done from the Servlet.

TL1

1.0 (Highly
Cusgtomizable)

Transaction Language 1 (TL1) isan ASCII based
management protocol widely used in the telecom industry for
managing the telecom infrastructure. Since TL1 is ASCII
based, it can be used as both Human to Machine & Machine
to Machine language, without any trandations.

SNMP

vl v2c & v3

The Simple Network Management Protocol (SNMP) isthe
most widdy used management protocol, that definesthe
communication mechanism between the managed entities and
the management gation, the information modd and the
security and access control mechanisms for sharing

management information.

What's Next?

Download and give AdventNet Web NMS a try. We are sure, you will find AdventNet Web
NMS as the most complete development environment giving you an unpardlded experience
building management gpplications. To learn more about the Web NMS architecture and the
features in the latest release, please read the Quick Tour. To jump sart your development, go

through the developer guide, tutorias and other developer resources in the product.
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AdventNet Web NM S Experience- 5 Easy Stepsto Build
Management Solutions

AdventNet Web NMS offers a comprehensve development environment for building your
management solution. The AdventNet Web NMS Experience explans how the complete
product life cycle needs of your management solution are redizable using the product. They

ae cgptured in 5 easy deps, that you can follow to build your management solution, as
below:

Step 1 : Re-branding the management solution
Step 2 : Modelling the managed dements
Step 3 : Customizing managed object services
Step 4 : Integration & Testing

Step 5 : Packaging and Deployment

The fdlowing diagran gives an oveview of the experience of building management
solutions with the AdventNet Web NMS

|
Step 2 == Step 3

Craft Interface  Single Server Distributed Application
on J2EE / JRE  Server on as NAR
J2EE | JRE

10
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Step 1: Re-branding the management solution

You can re-brand the gpplication to display the name of your company, the name of your
product and your logos. The i18n tool, packaged as part of the Designer Tools, helps you re-
brand your agpplication by replacing references to AdventNet and Web NMS. The logos,
images and icons can be changed by modifying configuration files.

Step 2 : Modelling the managed elements

Each managed sysem comprises of many inter-related dements tha need to be individuadly
managed. You dsat with modeling your dements, so that you can cgpture the data,
operations and date of the dements and the relaionships between the dements. The Web
NMS provides a comprehensve, smple and easy to learn information mode, using which the
various dements and hence the managed system can be modelled. The basic dement of the
Web NMS information modd is the ManagedObject, which is explained in the managed
object specification. The Web NMS aso has modes for various common IP network
components like Network, Node, ShrmpNode, TL1Node etc. These form the core objects of
the Web NM S information model.

You should extend any of the core objects of Web NMS, to model your managed element.
The core objects can be extended, by adding attributes, operations and state to those objects
(moddling the data, operations and date of your eement in addition to capturing the
relationship)

This task can be easly accomplished by usng the MO Wizard tool, packaged as part of the
Desgner Tools It waks you through the steps in terms of the object that needs to be
extended, the new attributes of your element etc. It then generates Java code and database
schema files for your managed eement. Once the dement is moddled, a number of
management sarvices like discovery, datus polling, data collection, maps etc. are available.
Now tha you have modedled the sysem you can proceed with customizing the various
sarvices offered by the Web NM S for the managed objects.

Step 3: Customizing the managed object services

Web NMS offers a number of management services to the managed objects. The southbound
sarvices that populate the database with information from the eements like data collection,
gatus polling etc., are classfied as the mediation services. The sarvices, that enable the user
to peform network planning, error management and service deployment tasks are classfied
as the management sarvices Management services include event corrddion, dement
configuration, service provisoning, access control etc.

Based on the above classfication, step 3 is divided into cusomizing management Services
and cugomizing mediation services Usng the module management sarvices available as part
of the Web NM S framework, you could also build other management application modules.

Step 4 : Integration & Testing

At the end of re-branding, modelling and service customization steps, you will have

Java source filess Those of the managed object(s) and the service customization. These
should be compiled with the Web NM S and class files generated.

11
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Modified configuration files: The config file checker tool should be used to identify any
erorsin thefile

Before attempting to compile, make sure the Java development environment is complete i.e.
JOK (or) the J2EE/EIB development environment is avallable. For compiling and running the
goplication ensure that the "classpath” has been set correctly. If you are deploying the
application in a didributed architecture then the dartup script files (shel or batch files,
depending on your development environment) corresponding to the BE server, FE server and
the dient have to be modified correctly.

Once the Java source files are compiled, the database schema for the modelled managed
objects and the service extensons should be generated. The object-to-rdationa tool can be
used to generate the database schema. Alternately, the MOWizard can be used to compile the
source files and generate the database schema for the same. The deployment wizard can be
used to package the application for testing.

Before darting to test your management solution, make sure dl the third-party packages are
ingaled correctly and you have the required privileges to use them for your testing. Once
you start your application, look at the Web NMS server log files to make sure dl the services
ae dated successfully and are running. You can have your gpplication specific logs, usng
the Web NMS logging sarvice, for information on the functioning of your application. The
Web NMS logging service helps you debug and trouble shoot your application. The different
paranges for logging like the logging leves the number of log files and other log
parameters are specified in a configuration file. New log files can dso be created with the
parameters and operations to be logged

AdventNet offers other products like Smulation Toolkit, which help in setting up a Smulated
test bed and AutoTest Toolkit, which helps in automeating the functiond and performance
testing of your management applications.

Step 5: Packaging and Deployment

You can package your gpplication usng the deployment wizard. It dlows you to choose the
package structure of the application, viz. package including the Web NMS platform as a zip
file or package the application resources aone as a NAR (NMS Archive file) that can be
ingdled over the Web NMS separately. As part of the packaging for deployment, you can
oecify the didribution licensng mechaniam for your management application. Applications
can be packaged as craft management console, single server deployment on JRE (or) J2EE,
digributed server deployment on JRE (or) J2EE platform, depending on your application
needs.

Having deployed your gpplication a a customer's dte, you will be required to support the
product and provide upgrades as part of support. The tools avalable with the Web NMS
make it easy to handle verson management, upgrades, specids etc.

Cugtomizing mediation services

South-bound protocol services : This sarvice enables support for a number of south-bound
management protocols in the Web NMS. Web NMS supports management protocols like
TL1, SNMP, CORBA, XML, CLI/Tenet protocols out-of-the-box. You can aso add custom
protocol provider for supporting any other protocol.

12
Confidential



Discovery service : This service involves discovering and adding the managed ements to
the Web NMS database. Discovery service is configured to discover your managed elements
usng the discovery configurator tool. The discovery configurator tool alows you to specify
various atributes of discovery sarvice like IP address of the network/dement, range of
addresses in which the edement should be searched etc. Managed dements can either be
discovered or manudly added from the client. A programmeatic interface is dso available to
add managed dements. Web NMS provides the ability to perform custom operations like
managed object attribute initidization, filtering etc. through well defined interfaces.

Status polling service: The Web NMS periodicaly polls the managed eements for ther
hedth datus. Change in the datus is automaticaly updated on the managed object and is
propagated to the other managed objects, as per the modelled relationships. The dlient is dso
updated to show the dtatus of the managed dement / system. The time interval of the status
polling service can be customized by modifying an entry in the configuration file.

Network notification service: Natificaions from the sysems like autonomous messages in
TL1 or traps in SNMP are received and processed by the Web NMS. The port for receiving
these natifications can be configured by modifications to gppropriate entries in configuration
file. Flters can be configured for these notifications to invoke actions. For example, you can
use the Trgp Parser configuration tool for invoking a filter that will query the sysem for more
information related to the trap.

Data Collection service: The Web NMS periodicaly polls the gystems for performance data.
The time period for the daa collection service can be configured through appropriate
modifications in the configuration file. The collected data can be stored in the database, as
per application requirements. Various reports can be generated based on the collected data.

Internal notification service: Operations within Web NMS can generate natifications which
can be processed further. A Imple example of these notifications are events generated by
thresholds that have been corfigured on the systems for performance monitoring.

Customizing management services

Event Correlation Service: This sarvice automdicaly corrdlates many errors from a system
into a dngle dam, making eror identification and resolution faster. You can configure the
parameters for event correlation through the trap parser configuration tool.

Alarm management service: Alams in the systems, resulting due to the status poll service
or network notification service, need to be prioritized, asigned to users and rectified. You
can specify filters on these events and dams for invoking useful actions like sending emall,
running applications or suppressng the natification. Such filters can be configured through
the GUI or through tools like event filter configuraion tool and dam filter administration
tool. To amplify error management you can creste custom views for filtered dislay of the
events and darms or annotate the darms with additional information, etc.

Report generation service: Web NMS can generate reports and graphs, of the data collected
through the data collection service, for trending and higtoricd anadlyss. You can configure the
reports to display device specific parameters, the duration of the data collection, datigtica
averages etc. This customized report can be generated by making modifications in the
configuration file or by accessng the database through the programmatic interfaces.

13
Confidential



Threshold service: Using this service you can enable performance degradaion notifications
which ad in network planning and preventive maintenance. You can configure a runtime a
threshold setting for a system through the gppropriste menu item in the GUI. When the
system performance crosses the threshold setting a natification will be generated to alert the
user of the degraded performance.

Configuration service: The Web NMS provides this service to modify sysem configuration
for optimizing its and the network's performance. You can leverage its task driven gpproach
to configure and persst sysem configuration data Through the Element configuration Ul
you can pre-configure the tasks and choose the systems which need to be configured. The
perssted task, saved as an XML file, can be modified and applied to other such systems.

Software digribution service: Software upload and download service ads the network
adminidrator in managing sysems inventory. You can configure a task through the GUI for
uploading and downloading the software to a TFTP enabled system. The software can be a
new application, a OS upgrade patch etc.

Provisoning service: The Web NMS provides the capability to provison services. You can
integrate the sysems configuration service with other services, filters and forms to develop a
savice. A dmple example is to provison a DHCP sarvice by which a new sysem in the
network will be assgned an IP address automdicdly. This saervice involves 3 system
configuration tasks, forms for inputting other information and filters.

Authentication service: This savice endbles the management of user authentication.
Through the user adminigration tool you can add and ddete users, assgn and modify
passwords. Based on the authentication a number of user privileges can be defined.

Access control / Authorization service: Udng this service a network adminigtrator can
define user privileges for secure and effective management of the sysems. Through the
security adminidration GUI you can define groups with the authorizetion for views and
operations. Then you can associate users to these groups. Thus you can easly configure any
user's views and operations.

Mapping service: This sarvice defines the design and layout of the systems, symbols,
background and links on the GUI. You can modify a configuration file to choose the symbols
and backgrounds on the map. The layout of the map can be modified by choosng the
gopropriate menu item or you can define your own layout through the programmatic
interfaces.

Operator interface service: Udng this sarvice you can build a cusomized view of the
systems and their components that enable easy management. You can define the node on the
navigaion tree and the corresponding magp or lig view in the configuration file. Through a
form you can specify the pogtion of the nodes on the navigation tree. The menu items in the
menu bar can be defined through the menu configurator tool. New screens can be built in the
Bean builder tool and incorporated into the GUI. Thus you can build a cusom GUI in quick,

easy steps.

14
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AdventNet Web NM S Architecture

Goals

AdventNet Web NM S architecture is designed to fulfill the following goals.

Market Goals : The Web NMS s designed to address the needs of the following markets

OEM : Reduce time-to-market for OEMs and leverage latest technologies to deliver
best-in-class e ement and network management solutions.

Enterprises : Provide excdlent gpplication integration to make it easy to have a
managed enterprise and extranet infrastructure.

Service Providers : Make it easy to offer added vaue managed services on which
misson-critical services are offered and easy migration on the service value chain.

Technology Goals : The Web NMS is designed with the following key technology godls.

RDBMS centric design : Makes it easy to distribute the solution for scalability and
peformance needs. Also offers other mgor benefits such as transaction
encapaulation, high availability, ease of performance tuning, Sizing ec.

Open, cross-platform, modular and multi-tier components The architecture is
desgned to leverage middle tier component technologies such JREE/EJB. The
benefits of leveraging such technologies result in enhanced productivity and
investment protection. It results in lower total cost of ownership, as the cost of tools,
testing/QA and maintenance are lower.

Loose coupling, stateless and XML messaging based servers: The distributed server
components are loosaly coupled, making it easy to handle component failures. This,
together with the stateless and XML messaging based servers, make it easy to handle
fal-over resulting in high availability of management solutions.

Separation of database views & database commits The generation of database views
are handled in a separate front-end server(s) and dl database commits are forwarded
to the back-end server(s). This results in providing massve scdability in the number
of clients that can be supported. The database tables are normalized so that each back-
end sarver handles the commit for certain logica datdbase. This result is massve
scaahility in the number of managed systems that can be managed.

Thin and rich clients The modd is created from the database making the clients thin.
Since the complete database is available for access and control from the client, it
makes the interface redly rich. The gpplicaion GUI can be built from the bundled
IDE tool and dso exising ones customized from the same, making it easy to
persondize the client.

Management solution Goals: The Web NMS is designed with the gods of providing the
following key management solution capabiilities.

Multi-protocol support: The management server mediaion framework for the
southbound protocol mediation and the JMX agent for the northbound protocol
mediation make it easer to support multiple protocols such as CORBA, HTTP, RMI,
SNMP, TL1, CLI/Telnet etc. It is aso easy to integrate any of your management
protocol into the list of supported ones.
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* Deployment options : Build once, deploy many ways support usng which the same
management solution can be deployed as a craft management console (or) as an EMS
/ NMS system. The solution can aso be integrated with OSS, provisoning and other
decision support systems such as capacity planning tools etc.

e Application integration : It is easy to integrate domain specific applications such as
SONET, WDM, DSL, Optical, SAN etc. The support for application packaging
independent of the plaform, endbles easy inddlation and uningdlation of
gpplications on the platform.

e Evolution with business growth : The management solution can grow dong with
business growth, where components and services can be added to the deployed
solution to meet the performance, scaability and availability gods.

e Ease of administration : The Web NMS has a rich set of administration tools, which
make the task of adminidration including service provisoning, reconfiguration,
performance tuning etc. easy.

* Maintenance & upgrade : Web NMS is designed for easy maintenance and fast, low-
risk upgrades.

Components Overview

The following diagram gives an overview of the different components in the Web NMS and
the interactions between them.

Mediation Tier BE Tier DB Tier FE Tier Client Tier

Melanagpenaent
(Mediation)

= TCP/AP, RMI, ...

= Repd-Wrte connection for views & commuts
— Read-only connection for views

= Replicated database

=== Stand-by connection incase of failure

Fig - AdventNet Web NMS Platform Architecture

Each one of the components of this ntier design can be distributed. Also, there can be one or
more components of each type, based on the peformance, scdability and avalability
requirements of the deployed solution. An overview of the key features and benefits of each
component is given below.
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Database tier : Any RDBMS that provides a JDBC driver are supported. The key benefits of
the database tier are

Enables quick, focused gpplication development around data due to the availability of
tools and expertise.

State can be mantained in database, making it easier to didtribute the different
components and handle fail-over to meet the high-availability gods.

Leverage the benefits of transaction support, database synchronization and object
locking for dataintegrity, security and availability.

Management server tier : The management server provides XML mediaion for dl
southbound management protocols like SNMP, TL1, CORBA, TFTP, XML, CLI/Telnet etc.
The benefits of the management server medidion tier are

Smple provider interface facilitates easy integration of any other protocol support.
Supports dynamic deployment and mediation of new protocols.

The common management functions are handled in the mediation layer, making the
protocol providers thin with protocol specific operations only.

Provides multiple interfaces for application development like XML message interface,
Java APl etc. Supports many transports out-of-the-box such as TCP, RMI, CORBA,
HTTP etc. Also, provides powerful regidration capabilities for accessing the services
of the mediation tier.

Back-end server tier :The back-end server tier conssts of the core business logic related to
management  functions like fault, configuration, peformance, security, Sservice provisgoning
etc. The benefits of the back-end server tier are

Rich out-of-the-box functions : The core management modules support advanced
functions like event corrdation, darm notification and management, template based
provisioning, batch configuration and rollback etc. These modules are highly
customizable and extensible.

Module management : The back-end tier provides a powerful module control
interface that facilitetes sarting and stopping of different modules independently.
Security & Audit : All the back-end tier modules support authorization and audit, so

that it is easy to trace the various adminigtrative operations that result in provisoning,
reconfiguration etc.

Front-end server tier : The front-end tier condsts of the web container that provides web
access to management information, the client communication management module and the
sesson beans for the different management functions, that generate views for the clients and
forward commit requests to the back-end tier. The benefits offered by the front-end server tier

are

Client communication : Option to choose from a range of transport protocols like
TCP, RMI, HTTP, HTTPS, SSL etc. Hexibility to have the transport of your choice,
with the powerful transport provider interface.

Session beans : The datdess, EJB deployable sesson beans directly generate views
from the database, based on client requests. Session beans can be customized to
generae any view, based on requirements, meking it essy to build rich dients.
Various database tools, bundled dong with the product, make it easy to generate
various viewsfor the clients.

17
Confidential



Updates to client : A powerful subscription based natification modd, making it easy
for the FE to handle very high rates of updates to the client. In this moddl, cdlients
register for updates (they are interested in) and the FE sarver notifies them on any
changein data.

Client tier : Multiple options like Java dlient (for rich GUI) and HTML dient (for web
access over low speed links) are supported. The key features of the client are

Rich set of operator and administrator functions : The client facilitates
adminigrative tasks like user administration, discovery configuration, security
adminigration, audit logs etc. It dso provides excellent operator interface for
management information in terms of fully functiona network maps, dert
adminigtration, performance reports etc.

Extensive customizability : Configuration files facilitate cusomization of menus,
toolbars, tooltip-text, fonts, severity, color, icons etc. The client can be extended by
the integration of custom management applications such as NMS Pands, NMS
Frames, etc. The AdventNet Look and Fed Guiddine (ALF Guide) makesit easy to
build interfaces that are consistent with the Web NMS client interface.

Multi-lingual clients: The support for internationalization and localization makes it
easy to build and deploy client interfaces that are independent of language, country,
time zone €tc.

Designer Tools : The Web NMS s packaged with excellent tools for gpplication
development.

modelling of Management Systems : MOWizad facilitate moddling of managed
gysems, usng which the data, operations and the state of managed systems can be
modelled.

Service customization tools : The discovery configurator, menu configurator, status
polling configuration etc. help in management service customization.
Client development and customization : The Bean Builder bundled with the Web

NMS provides an IDE environment where gpplication GUI can be built. 1t dso
fecilitates customization of the Web NM S client.
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Web NM S M anagement Services Architecture

Web NMS management services are built on the N-tier architecture modd provided by the
framework services modules. Each service congsts of data modelled as database tables and
maintained in the database tier, back-end and front-end tier server components, a client tier
with the adminidrator and operator interfaces and the tools required to customize and extend
the services. The gods of this service architecture are

* Functions of different modulesin each tier is clearly defined , making it easy to build
new sarvices, gpplications. Each module is built to leverage rlevant standard
technology such as J2EE, EIJB, XML, JFC, INDI etc.

* Cudomizable & extensble businesslogic layer, making it easy to create required
views and operations on the management information.

* Sadessbusnesslogic layer supportsfal-over and high availability. Also
maintaining states in the database facilitates other gpplications of management
information.

The following diagran provides an overview of the architecture of the Web NMS
management services

T - = ""__,l
v, ."| = o=
- oy 3 o 4
Java Client " HTML Client
Service
Customization
Database Tier .
— Front-End Server Tier Tools / Wizards
Service
Tables
= i ——- Back-End Server Tier
Maotification / I\;I._.t-.diql'rnn
Updates Services (e ;
fmﬂl other (Management [Eramework
Services Server)

Fig. 1- Web NM S Management Services Architecture

The various modules and components of each sarvice, dong with how they are distributed
across the different tiers of the Web NM S framework are explained.
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Databasetier

The database tier hosts the data, modelled as different database tables, for each Web NMS
sarvice. The table data includes the states and status of the different components of a service,
fecilitating easy tedting of gpplications for data integrity and transaction behavior. The table
desgn dso captures the relationship with tables in the other services i.e. integrity congraints,
foreign keysetc.

Back-end server tier

The key component of the back-end sarver tier is the business logic module which performs
the various operations of the service such as processng the requests from the service users
and processing the events from the mediation services and the other services. The processng
results in date trandtions, status updates, notifications to service users and commits to the
database tables. Some of the important aspects of the processng module are the Stateless
srver dedgn, transaction encapsulaion for handling database commits including the
commits across the different services and service customization / extenson interfaces. Using
the service customization interface, the service capabilities can essly be extended and
customized to suit management solution requirements

The following diagram provides an overview of the architecture of the back-end server tier of
al Web NM S services.

Service Access Interface

Access Control / Authorization

Service MNotifications /

Service Operations Updates

Management /
Administration

Service Extension(s)

L

Servi Database
R BE Server tead
SR, Business Logic
Files / Tables TR s

" Tables
Transactions e |
Commit
From/ To : .
Mediation Notifications / Updates
Services from other Services

Fig. 2 - Back-end server tier of Management Services

The back-end saver tir dso includes other modules such as sarvice management /
adminigration module, the notification interface, service operations interface, the access
control / authorization module and the service access interface. The service management /
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adminigration module facilitates extensve configuration of the service and it includes XML
configuration file(s) related to the service configuration. The service access interface provides
multiple ways of accessing the service such as Java AP, RMI, CORBA and message based
access.

Front-end server tier

The front-end server component of each service is built on the database and back-end tiers.
The busness logic module of the front-end tier directly works with the data available in the
database tables to create the different views based on user requests. It uses the back-end
save for any operation that will result in commits to the daabase and for the service
management / administration requests. The back-end services are accessed usng RMI and the
message based interface provided by the back-end server module. The FE business logic
layer does not mantan any date and uses extensve caching of data to improve
responsveness. It aso facilitates cregting views based on tables bdonging to different
savices, by providing extenson interfaces. The FE business logic module is built on the
subscription based notification model, which results in sarvice scdability in terms of the
number of clientsthat can be handled and the number of updates that can be processed

The following diagram provides an overview of the architecture of the front-end server tier of
al Web NMS services

Service Access Interface 055 Interface
Web Container, JSP, Sessions (JMX, RMI, CORBA, SNMP, TL1

Access Conirol / Authorization

Management Service Extension Interface
&
Commit
Operation FE Server Business Logic
[ Read
only ——
- Service
BE Services Custom Views, ikl
Access Client {,.Mhe ME'"HEE“’E',"&
Yiew Generation Tools

BMI 7 Message
Access to Motifications / Updates
BE Server Tier from BE Server Tier

Fig. 3 - Front-end server tier of Management Services

The front-end server tier aso includes other modules such as the view generdtion tools, web
container, sesson management module, the access control / authorizetion module, service
access interface and the north-bound interfaces. The service access interface facilitates
customization of the presentation layer and generation of views to suit management solution
requirements
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Client tier

The client tier is built on the services offered through the service access interface of the FE
server module. The Java clients access FE sarvices usng a message interface over transports
like TCP, HTTP, SSL, RMI ec. The HTML client accesses FE services through the web
container interface provided by the FE.

Thefollowing diagram provides an overview of the architecture of the back-end server tier of
al Web NMS services.

Java Client View
- HTML View
Presentation &
View Extensions Interface
Model GUI Framework
Tree, Menus, Web Access Client
Taolbar,
FE Services Containers,
Access Client List view, etc
FE Sarvicas Access FE Sarvicas Acosss
over TCP/RMILHTTP over HTTP/HTTPS

Fig. 4 - Client tier of Management Services

The core of the Java dient interface is the presentation of management information to suit
management  solution  requirements. The Java dlient provides an extenson interface that
feclitates extendve cusomization of the presentation logic. The Java dient is built on the
ALF Guide, resulting in condgtent user experience. All the parameters of ALF Guide can be
configured, making it easy to customize the view to suit management solution requirements.
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Web NM S Mediation Services Architecture

The Web NMS mediation tier provides a framework where various management protocol
specific south-bound functions can be integrated to offer a protocol neutrd interface to the
management  gpplications. The medidion tier, avaladle as the Management Sever
component, offers multiple interfaces for building applications such as trangport independent
XML messging, Java APl and RMI/Corba APl access. The protocol neutral interface,
together with the rich sat of out-of-the-box services offered by the mediaion layer make it
possible to build management services that are independent of the management protocol.

The following diagram provides an overview of the architecture of the Web NM S mediation
Services.

Java RMI P CORBA XML Message Interface for
AFL Client Multu-Service, Mulu-Transport Clients

Service Access Interface

RMI / TCP RMI % = % 3 JMX
CORBA XMI
Mnnnﬁnmem

e 3 Service Extension Interface
Administration

Config
Files Mediation Tier Business Logic
] |colicction| Plvery| Notiinton)| |10 gficaon
Fli;_-n'it'u
+ svmp | |TLifl [CHf (corBall . . . XML

Fig. 1- Web NM S Mediation Services Architecture

The core business logic module of the Management Server component offers services such as
data collection (READ), data modification (WRITE), notification / asynchronous event
processing, discovery efc. It offers a protocol provider interface using which various south
bound management protocols such as SNMP, TL1, CORBA, XML, RMI etc. can be
integrated. The business logic module supports hot deployment of the south-bound providers,
and autometic configuration of its services for the new providers. Using the service extenson

interface, dl the busness logic sarvices can be extended to suit management solution
requirements

The sarvice management and adminigtration module facilitates deployment of south-bound
protocol providers and configuration of the business logic and protocol providers attributes.
The sarvice access interface makes it easy to build multi-vendor, multi-device, multi-protocol
management solutions, by providing a protocol independent synchronous (request/response)
and asynchronous (subscription based notification driven model) communication. The service
access interface module adso provides XML mediation and messaging over transports such as
TCP, RMI, CORBA, and JMS etc. Other transport protocols, as per management solution
requirements, can be integrated with the service access interface module.

23
Confidential



What's New in AdventNet Web NM S Release 2.3

* For System Andysts and Developers
* For Sysem Adminisirators & Operators

For System Analysts and Developers
J2EE Development

Web NMS supports management agpplication devdopment on the J2EE platform by
leveraging core J2EE technologies such as EJB, JAXP, JNDI, JDBC, JSP etc. This results in
scaable, reliable and modular solutions, at a lower cost. The Web NMS applications can be
developed over any JREE platform such as WebLogic, JBoss etc. Web NMS aso supports
JRE development, where applications can be developed and packaged without a 2EE server.
One key benefit of Web NMS is that management applications are independent of the Java
platform on which it is run i.e. the 2EE (or) the JRE platform. The Web NMS framework
services module provides the required encgpsulation.

New & Improved Help Documentation

The help documentation is totally revamped with a revised table of contents (TOC). The new
TOC makes it easy to navigate the help documentation and locate topics of your interest.
Also, the index keywords available with the document is greatly enhanced, making it easy to
reference the topic of your interest. Many diagrams are included as part of the documentation,
making it eader to grasp the high-leve picture of the architecture, desgn and implementation
of modules / features. The documentation includes specifications like MO specification,
AdventNet Look and Fed Guiddine (built on Java Look and Fed Guideine), many tutorids
to use the product and an extensive glossary of terms.

Provisioning Service

Web NMS provides a provisoning module that facilitate building south-bound protocol
neutrd multi-device, multi-vendor service provisoning applications. The Web NMS
provisoning module provides the necessry interfaces to facilitate integration with other
sarvice management, CRM and OSS applications. Another mgor benefit of the provisoning
module is that the configuration tasks defined to fulfill configuration management
requirements, can be used as is to build the provisoning gpplication. The configuration
manegement tasks perform dl the management protocol specific functions and provide a
management protocol neutra interface for the provisoning applications.

Designer Tools

Web NMS 2.3 includes a number of tools that will speed-up your development and make a
ggnificant impact on the time-to-market of your gpplications. The tools include:

* i18n - Toadl tha helps in the re-branding of the management solution. Also, makes it
easy to internationalize your gpplication.

e MO Wizard — Hdps in moddling of managed eement / sysem. Also includes
wizards for customization of few services like status polling, discovery etc.
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* Bean Builder - Provides an IDE environment for building your agpplication screens
and fadlitates Java client cugtomization. Also, mekes it easy to package the
gpplication screens for Web NM S integration.

* Object to Relational Wizard - Facilitates the generation of database schema for your
goplication information modd.

* Deployment Wizard — Enables packaging of the Web NMS application for
deployment.

Configuration Management

Web NMS provides a comprehensve configuration module that enables building
configuration gpplications. The template based, task driven module facilitates smple
soripting of mogt operations. The configuration module is built on the management mediation
framework (management server) resulting in support for multiple southrbound protocols. Key
configuration management  functions like software download, file transfer, baich
configuration of multiple managed entities, transaction and rollback etc. are supported.
South-bound protocols like TL1, SNMP, CLI/Telnet, XML, CORBA are supported.
Comprehendve audit functions are available, usng which the configuration operations can be
tracked. A pleasant, feature rich and customizable client is packaged as part of the Web
NMS. The client can be cusomized usng the bean builder, for which the bean builder
projects are supplied along with the product.

Security Management

The security management module facilitates in providing secure and controlled access to
management information. The authentication module in Web NMS is used to authenticate
users while they login to the system and the authorization module does access control, while
they access management information. Security module dso mantans an audit of dl
operations that are authorized, making it easy to track operations on the management system.
An easy-to-use and customizable adminidration tool for user adminidration and access
control configuration is packaged dong with the product. The dient can be customized using
the bean builder, for which the bean builder projects are supplied aong with the product.

Multi-protocol Mediation Framework (Management Server)

Web NMS management sarvices are built on the multi-protocol mediation framework. The
common management operations like scheduling data collection a  pre-defined intervals,
threshold event generation based on collected data, network notification processng etc. are
handled in the mediaion layer. This makes the protocol provider layer very thin, making it
easy to build and integrate any new protocol support. The management server supports TL1,
SNMP (v, v2c and v3), CLI/Telnet, CORBA and XML out-of-the-box.

For System Administrators & Operators
Fail-over, hot-standby & high availability

Web NMS provides hot-standby capability with automatic switchrover, thus enhancing the
reliability of the application. The sysem works by polling for activity - i.e the stand-by
server palls to ensure the primary B active, and takes over when it finds it is not, by marking
a table in the database. The primary will check to see if it dill has control, and shuts down if
not. The back-end server switch-over is detected by the front-end servers, which
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automaticdly switch-over to the new back-end. Fal-over is supported for dl the server
components. The fal-over capability, aong with database replication provides highly
available deployment.

Runtime Administration

Most of the Web NMS services can be administered a runtime using the runtime
adminigration tool. Runtime administration is supported for services such as discovery,
maps, satus polling, data collection, event correlation etc.

Northbound Support

Web NMS is packaged with a IMX technology based agent module that facilitates SNMP,
TL1, CORBA, HTTP, RMI and XML access to the management information. The Web NMS
agent provides access to dl the management information available in the Web NMS database.
The Web NMS agpplication itsdf can be monitored and managed using the north-bound
interface. The powerful range of functions avalable through the north-bound interface,
makes it easy to integrate the Web NMS with any OSS, provisoning and other higher layer
goplications. It dso heps build a hierarchicd management solution, with distributed

management responghbility.
Enhancementsin the Client

The operator interface in the Web NMS has been substantialy enhanced to provide great user
experience. Key enhancements include enhanced search capabilities, ability to browse for
resources on the server, extensve context sendtive help, many enhancements to the map eic.
Both the Java Ul and the HTML Ul are greatly improved for usability, performance and look
and fed. The Java Client is built on the AdventNet Look and Fed Guiddine (ALF Guide),
resulting in condgtent user experience. The ALF Guide makes it easy to build applications
that are consstent with the Web NMS GUI.

I nternationalization

Internationalization support in Web NMS has been subgtantidly enhanced. All  the
components of the management solution can be internaiondized and locdized usng the
i18N tool. Adminidrators can customize the management solution to suit the country,
language and cultura needs of ther users.
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Contacting AdventNet

Technical Support

One of the value propogtions of AdventNet to its customers is excdlent support. To extend
this commitment our support and maintenance programs have been designed to enhance your
experience with AdventNet products from development to deployment. During the evauation
phase the support program is extended to users "free of charge'.

The halmark of our maintenance and support is rapid and knowledgesble response to
customer queries, from our product developers-cum-support specidigds To endble this leve
of support, condgently and comprehensvely, we have built an in-house Support
management system. This system enables automatic segregation of queries, authorized views,
tracking and assigning of queriesto the specidists and many other advanced festures.

To leverage the benefits of this support management system and enable faster resolution of
your issues we have desgned mail aiases corresponding to the product modules. If you
believe that your issue can be best addressed by a particular module, then send your query to
the corresponding mail-id. Do NOT worry if you are not able to identify the module to which
the issue has to be addressed. In such a Stuation just send the mail to our good old nms-
support mail id. Provided below is the table that gives the mall diases corresponding to the

product modules.
Number Product Module/ Service Mail 1D

1 |Any Web NMS product related nms-support@adventnet.com

suggestions (or) issues Note : Please mal the appropriate
module/services team, for quick response

2 Discovery Services discovery-support@adventnet.com

3 Topology Services topol ogy- support@adventnet.com

4 Network Mapping Services map- support@adventnet.com

5 Fault Management Services fault- support@adventnet.com

6 Configuration Management configuration-support@adventnet.com
Services

7 Performance Management Services | performance- support@adventnet.com

8 Security management Services Security- support@adventnet.com

9 Provisoning Services provisoning-support@adventnet.com

10 |Dedgner Tools tools- support@adventnet.com

11 |Protocol Mediation Services protocol- services- support@adventnet.com

12 [Web NMS Documentationissues  |nms-doc-support@adventnet.com

13 |Documentation related suggestions  |doc-support@adventnet.com
/issues for al AdventNet products
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Following is the support format to be enclosed, while sending support mails

e Versgon of the product : Web NMS2.1/Web NM S2.2/WebNMS 2.3 etc.

*  Operating System: SolarisWin NT/Win95/Win98/Linux etc.

* JDK/JRE Version: (JREL3or JREL.2 or JDK1.1.X) etc.

* Browser : (Netscape/IE)

* Browser Version

e Details of the problem : @ The rdevant log files, (b) The steps to reproduce the
problem.

e Stack Trace (if any)

* Debug messagesor Thread Dumps ( if any)

* Logfiles(if any)

e CLASSPATH environment variable (if applicable)

Feedback : If you have comments or suggestions about the Product, Customization festures,
APl design, Java documentation and Help Documentation. please fed free to emal us. While
sending feedback please include the following information.

* TopicTitle,

* Brief description of content (for example, are you reviewing step-by-step ingtructions
that are inaccurate, grammatica errors in a specific paragraph, information that
requires clarification or more details, etc.).

* Your suggestion for how to correct/improve documentation.

Please send email messagesto nms- support@india.adventnet.com

Mailing List : The maling lig java-nm@adventnet.com is a resourceful forum for
interacting with  network management developerss To subscribe send mal  to
ma ordomo@adventnet.com with no subject and a message body: subscribe java-nm.

Commercial : To contact AdventNet please visit hitp://mwww.adventnet.com/contact.html
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